[bookmark: _Toc131102004]Network Programmability 
Josh Naylor 2114259


Table of Contents
Network Programmability	1
Research on APIs	1
DevNet resources	3
References	5



[bookmark: _Toc131102005]Research on APIs 
 There are a lot of benefits of automation frameworks as they can be helpful to build test cases to design functions to work more efficiently. You basically don’t have to manually code anything into it as this can be human error as this can result in the code not running. “The general rules for automation frameworks include coding standards that you can avoid manually entering”.[1]. The best advantage is that you could have code reusability as the code will be used for automation as you don’t even need to manually change it as it will do this can then send the code somewhere else for a different automation. The next advantage is that it will be very low cost as the framework already is already established and you can develop it for very cheap, so the cost and labour of the automation framework is very low. The framework will do most of the work as you will just have to run the tests and it will do most of the work so you can just sit there it will even rerun the test if it fails so you won’t need to worry if you need to change it. “If the process fails, the automation frameworks can be rerun with some change, but the data remains constant and devoid of additional effort from an individual or team.” [2]. The speed on which the code will run will save the programmer a lot of time and it will save the company a lot of time as it will run lot more test than a programmer can do. The is a lot of different tools you could use to run the code but the top 4 are selenium as this has been around a long time is it’s probably the best one for testing the framework. The next is the WebdriverIO is very good as it is open source, and you can test a lot on it. The next is cypress and this is one of the easiest ones to use so it will be good for beginners. The last on is the robot framework and this is good as it will provide a log of want went wrong when it does go wrong. 

There is a lot of different types of networks and different ways you can set up a network as you can have an automated network that will do everything for you as it will process all the information that will go on there and it will manage the network so it will find the best way to function while making the network efficient so you won’t have any problems with it. “A modern network automation platform can achieve these goals by automating networking functions like resource provisioning, network mapping, and network testing.” [3]. This can manage the network without you as it will API automation as it will replace the command line to configure the network as it will do this to your specification as it will need to what you want from the system. If you want the network to do a special task when you are using the automated system, it will be able to see if it will be able to handle the request before you start it as this will help stop the network getting bugs and crashing. The network is very intelligent as it will learn using machine learning and big data to know what is best for your network and how it will configure it. Once the computer as set it up you will be able to change the bits that you would really want. “A more sophisticated form of intelligent network automation uses machine learning and big data to determine how best to configure and manage a network to meet specific business goals.” [4]






An API or an application programming interface will enable you to have different application talk to you using mechanisms and protocols. “Similarly, a network API enables communication between the network and applications, web browsers and databases.” [5]. The API will use a transfer state know as REST or sometimes known as RESTful APIs use a HTTP method to gather data and manipulate it to make it better on the other hand the HTTP will use the API to interact with the data. The most common use of the network APIs is the action based and this can be used to send a request out to a lot of people for things like a software update as there could be over 500 devices on your network, and they will all need to be updated so this will be the easy way of doing it. As when you have that many devices you it would take you a very long time to do it one by one. The next is telemetry this is when you can see who is still active on the network so you will know who is using it and if there was an attack on the network you will limit it down to the people that were on the device at the time. “Using an API provides an easy way to view the devices, and you can filter the results with advanced features compared to the CLI.” [6]. The last one is the provisioning the is the best one as you don’t need to do anything like configure the ports and do any manual tasks as the network API will do that for you as you won’t need to have a lot of cli code to remember and have the code not work it will just run it until it will work.


The importance of security in a network is very important as you will need to keep your network very secure as anyone will be able to get into the network if you don’t. The automation of the security in a network is very good as it will be able to program security task that the average person might be able to do, or it will take them forever to do the task. “Typically, network security automation is used to manage the low-complexity, high-volume aspects of detection, investigation, and mitigation.” [7]. When the developers are making the software, they will sometimes not be so caring with the security of the software so they when the automation comes in it will be able to do it all as it is better for everyone the developers can juts focus on what they do best and then leave the security to the automation, and it will get done quicker. When they are using the automation, they can quickly turn a everything around as they could develop a new server and they could automatically transfer into an infrastructure map. If you have a business that has a lot of customers information then this solution will be perfect for you as the computer can remove the step where people will be transferring or typing in customers information as this can result in a security problem as you will need to hire someone where they won’t talk about the information seen or make any mistakes while typing it so the best option is to have the automation of the system to run it as it won’t make any mistakes while doing it. “Administration tasks from all business processes that involve sensitive information, consumer privacy issues, and cyber security concerns” [8]. The automated security will allow the threats to be detected earlier so they won’t become a problem with the network as you can get notified as the network manager if there is ever a big threat you will need to know about but you could just leave the ones that aren’t going to be a problem as any good network will get small attacks that they can just defend its self from. 







The policy as code has a few benefits that help the employees as they can use them for the work they are doing. Like you can now juts gain the full tracking history so you don’t have to get the full policy that would have been stored in a standard tracking system this would have been very difficult to find and waste a lot of time they could have been doing something better. “Full tracking and history are now visible instantly in the organization’s version control system” [9]. Another advantage is that you make the process easier for thing simple task of getting new employees on the system and the taking the old employees off the system as they can do this easier with the automated workflow. When you have as many employees as a large company has you would need a way of keeping track of different permissions changes that happen with the employees as with the policy as code you can keep a real time track of the access the employees have has this would have been on multiple system and very hard to find as you would need to have the right of the employees or someone else to keep looking at the rights of different employees. 



An API has two different elements to it as it will have first one which it will have to request the data to exchange between the programs and then it will request the necessary data back as it will need to know what it will do with the information sent. “Access is authenticated to a service or portion of functionality using predefined roles that govern who or what service can access specific actions and data” [10]. They will also record who will use that data so it will never get lost as they will know who has seen it and who has used the data. They can also see what computer it has been on and when it happens so they can look at camera if they need to, so they have even more evidence if they ever need it. There is two most common architecture for APIs they are (REST) Representational State Transfer or (SOAP) simple object access protocol. They are the most common ones as SOAP has low level infrastructure-related code but on the other hand REST is better to scale and redeploy. 
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There is a lot of information on DevNet as they talk about the value of APIs and what they can do as they can be used to help someone do the bulk of a task that might be difficult to do on a piece of paper as they can do mind numbing work that will be eay for the computer but if a human tried to do it would take a long time and they would probably get bored so they wouldn’t be able to do it. “These human interfaces (and the paradigm of having humans do the work) are to blame for the bulk-work that we sometimes have to do to complete a task.” [11]. There is lots of different resources you can find on the platform as it can help you with most of the networking skills you will need all you do it find the search bar and then you can find something you might need on a day to day. When you search it will be able to find different sites, documentation or even key words so it will be easy to find anything you want.










The DevNet is very good for the community as you can share code with other people so when you are coding a lot of lines you might not know where you should go with it so you can look it up and someone else might have already down it so you can just take from them and then you can edit it to be your own work so you don’t have to be stuck trying to figure it out. When you exchange the code, you might know something someone else might not know so you can help someone else and then they can help you so it can work either way.


The sandbox is a place where you can do a certain task that you might not want to do on a normal computer so you can spend a long time trailing it out without any consequences as the whole point is to try and learn how to do something. It will be very hard to learn if you haven’t done it in real life so that if why the sandbox is there. “We don't care what you do with it - it's yours to do with as you'd like for the duration of the reservation” [12]. When you are using the sandbox, you can be able to do a whole load of different abilities as they have cloud, security, data centre these can all be helpful to learn how to use them as they can’t really be done on a normal network that you don’t want to destroy. The whole sandbox will act like a normal network if you were to do data centre you could have a lot of data that they would just make up and then you can sort it out like you would normally do if you were working in a data centre. 
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