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According to the Department of Health and Social Care (2021), digital technology has enormously transformed unsustainable healthcare systems into long term sustainable ones.  This has been achieved through integration of digital technology that, equalise relationships between patients, medical professionals and third parties within health and social care. Moreover the Covid-19 pandemic has highlighted the importance of adopting digital technology and the delivery of digital services. The government guidelines of remote working, social distancing and lockdown have contributed to the need of digital technology to reduce risks of infection and face to face contact (Hutchings, 2020). 
In addition HealthManagment.org (2020) argues that, digital technology is playing a vital role in modernising medical practices. It has enhanced operational effectiveness and efficiency within medical standards while significantly improving patients and medical professionals’ experience. Moreover the author identifies different areas that digital technology has brought significant change. The areas include: advancement of interlinking communication systems, improved access to medical records, digital storing of large medical data, online healthcare education and development digital health Apps. 
Furthermore the NHS Long Term Plan published in 2019 highlights, the importance of digital technology in the health and social care sector. The NHS Long Term Plan helped bring different health care units (NHSX - Department of Health and Social Care, NHS England NHS Improvement) with the aim of increasing access of digital services and tools across health and social care beneficiaries (NHS, 2021). Also the NHS Digital acts as a partner to health and social care systems in harnessing and empowering technology to improve the provision of health and care.  It sets out different technological frameworks and standards that NHS must adhere to. The standards include: empowering health providers to make right technological choices, secure and safe technological infrastructure that protect patients and health care systems, and digital service designed to meet patients’ needs (NHS Digital, 2021). 
However the health and social care sector is facing different technological challenges, despite the development of different frameworks and standards. According to the NHS (2018), health and care technological systems in care homes, hospitals, GP surgery and pharmacies don’t communicate effectively to each other. It also highlights the challenges of ensuring safe and secure access to medical information. This can result: to high costs, patient and health professional frustrations and breach of data protection. 
[bookmark: _Toc71040728]1.2. RATIONALE

There is enormous research focused on the importance of digital technology in modern health care settings. However the impact of Covid-19 pandemic has challenged the application digital technology and its implication of safe and secure legal standards. In addition the focus has shifted on digital maturity of communication systems in digitalisation of hospital healthcare systems. Hence this research seeks to answer how digital technology has supported modern healthcare workplace with implications of: digitalising of health services, Covid-19 pandemic and data protection.
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The objective of this research is to evaluate previous research on the role of digital technology in a modern work place. The research aims is to depict the impact of Covid-19 pandemic on digital health service and raise awareness on legal, ethical and security partnering to the advancement of digital technology. This research also aims to justify digital technology in modern work place and depict different challenges face arising from advancement of digital technology. In addition the research aims to portray digital technology frameworks and guidelines underpinned within the digital health service. Hence this research will focus on technological and communication systems in NHS hospitals.
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This research will use a literature based review. This methodology is referred as a secondary research approach.  According to Hox and Boeije (2005) secondary research is a research methodology that uses existing data. This will ensure effective use of resources and time consumption. 
Hence this research will use credited journals, online articles and government websites. It will also examine different secondary data on the research topics to ascertain different authors’ perspective on the subject. 
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Covid-19 pandemic has accelerated the need and adoption of digital technology at an unprecedented rate. This was further enhanced with government guidelines on the pandemic. The guidelines include: lockdowns, isolation, remote working, track and trace, testing, social distancing and the vaccination programme. Hence this resulted to an increased uptake on different technological services such as: NHS 111 online, NHS login, ‘Your COVID Recovery’ and NHS App. These digital services were introduced to communicate information regarding symptoms and isolation guidelines. They were also introduced to support patient’s recovery from Covid-19 virus (Hutchings, 2020).  The author also states that, a rapid adoption of digital technology was a result of necessity. The necessity is centred on reducing face to face contact and overwhelming the NHS hospitals. In addition Peek, Sujan and Scott (2020) concur that, rapid change in digital technology was enable by three essential factors. The factors include: NHS technology system capability to adopt software changes, the General Data Protection Regulations clause permitting use of data for public interest and necessity required by the government for remote digital services. As a result Covid-19 pandemic is playing a pivotal role in redesign provision of digital health currently and in future.
However research finding published by the Health Foundation highlight the need for a conscious approach. The findings depicted that despite a rapid uptake of on digital health services in the Covid-19 pandemic, patients and health professionals depicted provision of poor quality of care (The Health Foundation, 2021). Moreover Hutchings (2020) agrees that, applications of digital services have been employed with a limited input from the public and patients. The author also highlights potential risks of clinical practices as a result of rapid technological advancement in the Covid-19 pandemic.  
In addition Ting, Carin, Dzau, and Wong, (2020) supports the argument that, rapid digital health changes that seek to reduce clinical practices are unsustainable in the long term future. Instead the author argue that, artificial intelligence, virtual clinics, telemedicine and virtual learning can be adopted to reduce hospital waiting times and physical meetings. On the other hand Hutchings (2020) argue that, the uses of virtual digital services are limited to certain patient group and field. The author also suggests that, the rapid change will contribute to an increased health inequality. This is due to existence of technological literacy and a limited access of digital infrastructures such as internet. Hence despite the rapid changes of digital services due to Covid-19 pandemic, digital health services are still facing enormous challenges in support of patient and medical professional needs.
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The advancement of digital technology in healthcare has raised concerns regarding legal, ethical and security issues. According to NHS (2020), the Department of Health and Social Care acts as a controller of personal data under the General Data Protection Regulation (GDPR - 2016). This data is then processed by the NHS Digital on behalf of the Department of Health and Social Care. The data include: personal information (sex, ethnicity, name and date of birth), Medical information (prescription, diagnosis, admission/discharge records and testing result) and survey information (records of online service use).  This data is then is then is stored under NHS Digital information systems. Also the NHS Digital plays an active role in ensuring data collected is processed and secure is a safe manner. They will also monitor digital health infrastructures and ensure that personal data is used in an ethical manner. Hence this will ensure protection against cyber theft and protection of privacy and integrity.
 However the legal, secure and ethical frameworks have not prevented major data breach in the NHS. The major data breaches haven contributed by human errors and digital health software errors. They have also been contributed due to data mismanagement and poor leadership of software systems (BBC, 2018). Moreover Peek, Sujan and Scott (2020) concurs that, there is privacy and ethical concerns of the use of large data collected post Covid-19 pandemic. The authors also highlight public distrust on medical data collected for research purpose despite confidentiality agreement.
Hence the NHS Digital introduced the Data Security and Protection Toolkit to assist health service in measuring their data security standards. This will provide legal, ethical security of handling personal data (NHS, 2021).	  
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According to Liddell (2008), NHS hospitals use different information technology such as: NHS Apps, Electronic Prescription Service, NHS-mail, Picture Archiving and Communications Systems, The NHS Care Records Service, Choose and Book, NHS Evidence, and NHS Choices website. These information technology systems are used to ensure access to medical information and support better decision making for health care professional. They will also help improve efficiency in administrative tasks, diagnosis, clinical care and relationship between users and providers of health care. In addition NHS England (2016) states that, communication systems are vital to a patient focused NHS. The author also states that, the ability of the NHS and NHS hospital to present information in an accessible way will enable patients to make informed choices. It will also promote effective use of resources and empowerment of health care professionals. Hence digitalisation of health services in hospitals is vital.
Digitalising hospitals is an essential part of the NHS Five Year Forward View. The digitalising of hospitals will ensure information technology benefits all users and providers of health care (NHS, 2021). The NHS also highlights tremendous progress of digital health in primary care compared to secondary care. This was further evident in a 2015 survey analysing the adoption of information technology in NHS hospitals. The survey known as ‘Digital Maturity Assessment’ found only 12 hospitals in the NHS are ‘Global Digital Exemplars’.  Also Sood and McNeil (2017) identified that, NHS hospitals still lag behind in information technology with only 2% of hospital achieving a ‘level 6 digitisation’. Hence the ‘Digital Maturity Assessment’ tool is now adopted by Care Quality Commission with aim of setting a benchmark and supporting other hospitals in advancement of digital health. In addition Johnston (2017) agrees that, ‘Digital Maturity Assessment’ can be used in hospitals to assess effectiveness and ability of information systems to communicate to each other. 
However digitalising of hospitals possesses different challenges such as:  user friendly communication systems, relationship between patients and health professionals, human errors and skill inequality (Honeyman, Dunn and Mckenna, 2016). Hence The Medical Futurist (2020) suggests different technological systems that can enhance communication systems. The author states that, artificial intelligence can help reshape digital health by articulating large medical date to provide accurate information for medical decision and care. This was evidence in 2015 with artificial intelligence predicting two drugs that reduce Ebola rate of infection. The Medical Futurist also suggested the use virtual reality can enhance and improve clinical practice through virtual communication.
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In conclusion, currently rapid use and demand of digital technology have been highlighted by the Covid-19 pandemic. This has resulted to digital services that collect and process large volume of personal data. Hence this rose to the need for the need of legal, ethical and secure methods of data protection. In addition the Covid-19 pandemic has portrayed the need to digitise health services in hospitals.
Hence this research report provides different recommendations to enhance the use of digital technology in the work place. Hospitals of the future can incorporate technology that enhance and redefine patient experience and the delivery of care. The digital technology can include artificial intelligence and virtual reality (Gordon, Perlman and Shukla, 2017). The NHS can also ensure that digital technology is user friendly and staff members are adequately trained. This will help reduce digital health literacy and empower individuals to make decision on own health. In addition patient and medical professional should be included on designing digital health systems. This will also reduce poor feedback on surveys centred on the rapid adoption digital service during the Covid-19 pandemic (Hutchings, 2020). Lastly a NHS Digital can aid future on the legal, ethical and security issues by frequently producing compliance and audit reports on data protection (NHS, 2021). 
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