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[bookmark: _Toc534812894]Abstract
In this documentation many matter will be discussed and solved. This includes what data is contained on mobile devices and what would happen to that data when they leave the company. What will also be discussed is how different devices and systems will be handled by the company and what is used to do this.


[bookmark: _Toc534812895]Introduction
A good corporation will use Bring your own device with their workforce to boost certain aspects of the business. For this the writer will be looking into many things that are needed and how certain issues will be handled. Bring your own device is based on the concept of people bringing their own devices as it seen that now a days everyone owns a laptop. Some laptops are better than some computers that a company can provide making better for a person to bring their own in [1]. It has been found that in 2016 ”six out of 10 had a BYOD friendly policy in place.” [2]
[bookmark: _Toc534812896]Polices
Next, we have policies that the business can use. Every business needs to have policies to comply with certain regulations. 
[bookmark: _Toc534812897]User policy

1. The company email provided is to be used with professional use
a. The email can only be used for sending work related documents such as powerpoints and excel documents
b. No content such as “memes” and videos are to be sent
c. Emails may only be sent to member of the company and customers.
2. The web application is to be used for work related matter.
a. Youtube may only be used for work related matter such as finding out how to do a certain thing but mainly wanted to be avoided at all cost.
3. Devices may be used during the hour brake for personal searches 
a. Pornographic content is still restricted, and the owner will be terminated from the company
4. Music may be played during work hours but must be saved to the device used.
5. During work hours, mobile application may not be used except youtube or music providing app.

                                

[bookmark: _Toc534812898]Device management policy

1. All devices need to be fully up to date when connecting to the company
a. Windows and apple devices need to be completely up to date
b. Anti-virus needs to be updated to the most recent version
2. Anti-virus software needs to be installed on all devices.
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1. All devices need to have adicait protection
a. All devices need to have 8-character protection with one uppercase, lowercase and special character. 
b. Encrypted documents need to have 8-character protection with one upper case, one lowercase and a special case character.


2. All documents taken out need to be encrypted
a. Depending on the type of data, encryption is needed for data that contains more sensitive information 
3. No device is allowed to be reset without IT looking into first.
a. The only time that a device may be reset is when joining the company
b. When a person leaves the company, a technician needs to reset the device
4. All devices must be visible to the IT technician
a. A VPN must not be used on devices connected to the business as they must not hide anything.
5. All personal need to be briefed
a. When everyone joins they need to take a course on the policies with the business
b. All personnel must sign a document saying that they promise to adbi to the policies.
c. All updates to the policy must be briefed as soon as possible
d. Everyone needs to resign the document and take the course at the start of the new year.
e. 
6. All data uploaded to the cloud needs to be zipped and needs a password to unzip
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1. When a person leaves the company, their device needs to be locked immediately.
2. [bookmark: _Toc534812901]Their device is then reset by the technician in the company
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The mobile device management [3] software that the writer picks is IBM maaS360 [4]. The reason for this is that it supports all phones. This allows for a wide range of devices to connect and manage them.  The application allows for a remote lock and remote wipe. This is important as when a person leaves a business, all information on the devices can be wiped or locked depending on the circumstances such as them being fired or quitting the company.

The management software also works with window 10 and mac computers. This is useful as mentioned above as the management expands over other devices in the network so that all devices can be monitored. 

The device management software also allows for disabling copy and pasting. This is useful as it allows for confidential information to remain on the network and not be tempered. This also minimises the risk of data leakage as the information can be viewed but not altered.  The device management software also allows for the data to be accessed without multiple steps to get to it. This is useful as it allows for member of the company to quickly access the data and keep it secure.

The device management software can also scan the devices for all malware on the device. The device then has the unsafe files and app deleted or uninstalled. This can be set up with security policies to make a risk free Bring your own device company. The software can detect jailbroken devices, SMS listeners and even phishing attacks. These are some of the more common threats that can be seen in a corporation and need to be defended against the most. This is overall why the writer believes IBM MaaS360 is the best choice when dealing with a bring your own device business.
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[bookmark: _Toc534812904]Viruses and malware
Since devices brought from home into the workplace can increase the possibility of the entire network being infected. As the devices at home are not on a secure network and the devices are used for a while. Certain viruses and malware could have hidden itself and once connected to the network, infect the entire thing. “In 2012 alone, Android malware encounter grew 2,577 percent” [5]

[bookmark: _Toc534812905]Control
The control of the devices in the businesses are one of the other big concerns. As the devices are needed to be put up to a security policy for devices by the IT staff. Work desktops are easily secured as when they are set up, they are already on the correct setting that are set in place. While devices brought in are difficult to secure unlike desktops. 
As this is their own device, some people would be displeased with the fact that they are told how they are allowed to use their device. Finally, we have the type of device. As macbook, microsoft and linux have their own manage type, it can be difficult to manage the device in the correct way. This makes it harder for the IT staff as they may only be familiar with windows opposed to the others. 
[bookmark: _Toc534812906]User satisfaction
One advantage of Bring your own device is that it can increase work productivity. As each person uses a different operating system, most businesses use windows as it is the default choice especially as it is mainly used in schools. As some people use mac and linux, they won't be able to use the windows computer effectively. Apparently “U.S. workers save an average of 81 minutes per week by using their own devices” [6]

[bookmark: _Toc534812907]Cost
One more advantage of Bring Your own Device is with how much is saved. This can be useful as it means that less money needs to be spent on hardware, licenses and maintenance. This is hardware is normally replaced after 4 years with getting all new machines, but by allowing people to bring their own device and maintain it. 
On the other hand, it could be costlier. As a wide range of devices are brought in, how they are secured also changes. Do to the wide range of android devices, they need to be managed different as there are Samsung, Huawei and other brands. To implement security could cost more than what may be saved. When looking for the cost it has been found that “when 600 workers jumped on their tech company’s new ‘Bring Your Own Device’ smart phone program, expenses went through the roof: collectively $300,000 over” [7]. This shows how much more a BYOD system can cost.
[bookmark: _Toc534812908]Control of data
The biggest problem with Bring Your Own Device is how data is handled. As data is being taken in and taken out of the workplace it is imperative that standard are in place in case the data is stolen or deleted. The main ways to solve this is by encrypting the data correctly and by making sure that the data doesn't leave the vicinity of the building. This allows for sensitive data to be kept safe and less likely that the data is stolen.
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Within the packet tracer file done in a separate file, the writer has designed what the writer thinks the network should look like. The access point that everyone in the building will connect to will pass through a firewall. This is mainly done so that when a person is accessing the internet on their laptop, the company’s network will be less affected by what malicious software is taken from the internet .


The server room is mainly done as the business has an online business, so the server room is needed for a stable online presence. This is also useful if the business wants to use a raid server system. This is useful as if one server goes down, then the other server will be in use. This will keep the down time of the business down to 5 minutes a year. The server room also has physical protect with a door. The door is mainly used to prevent people from entering the server room. 	

Finally, we have the router. The router is the most secure part of the writer’s packet tracer as it allows for multiple features such as the username and password being hidden. Some other features that the router has it that a banner can be written so one someone tries to access it, it will give a warning. It can also be programmed so that if someone tries to access the router through the consol, that a password is also needed. Domain name lookup is also disabled.
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From asking a number of people that are in a  businesses that have a  policies, the writer has found that most businesses make it so that every year a powerpoint and questions are answered so that people know what the current policies are. This is not good for companies that hold data such as credit card information as they would need to constantly update the policies.




Another thing that the writer found about polices is that they are  needed to be written so that they  don’t overlap and that they don’t clash with what the companies aim is [8]. In most cases, a business will have a security policy, but not enforced until a breach happens the company. It is even more important to have in place with a bring your own device system, as the security policy mainly needs to include how the data is handled. 

From the results found, the possible data leakage is low when a device leaves the company. As mobile devices and laptops will retain data from the company as the data is placed in a zip file and encrypted so that a password is needed to access any data. The disadvantages of this are that they may not encrypt their own work. This is a breach in the policies that are written above, but people may choose to ignore the police or forget it.

The design also covers the usage of personal devices connected to the system. This is done with the user policy as it says that the device may be used for personal usage in the break and music during work. This is once again part of the policies and can be broken easily and the only time that the devices are monitored is mainly when someone checks the devices to see.

When it comes to dealing with different devices, the writer's  choice of device management works for this type of problem. This is done as the management software covers all possible brands of devices. This makes the business easier for Hyper-fort as it mandles both android and mac. The main concern of the business was that they wanted to have a Bring your own device business while catering to all all mobile devices.

Another thing that Hyper-fort wanted was to be able to deal with different operating systems. This mainly only includes windows and Mac making the choice less restrictive. The device management policy and device management software deals with both Mac and Windows by setting rules of what people can do and lock the device if something is broken. The only downside of the device management software is that not much testing has gone into windows 10.
The framework also deals with applications on user devices. As the device management software allows the activity of devices to be monitored, it can be seen if someone is using something they shouldn't. The policies also deal with this as it is stated what applications may be used which are youtube and music providing software. The main issue with this is that the policy can be easily broken, and the management software cannot be used to constantly viewed so it is easy for people to use applications that they shouldn’t have.

Finally, we have when a  person leaves the business, or the device is stolen. The policies mainly help with this as it is stated that when a person leaves the business they have their devices and accounts locked and reset depending on the circumstances. The main issue with this is that a person may save confidential information about the business to a seperate hard drive. This is easily done as it is a matter of dropping a file and is done.


[bookmark: _GoBack]Another problem is if the device is lost, stolen or just fails. This is mainly stored in the polices saying that sll files need to be encrypted and in a zip file. This makes it so that only the person with the password can access it. This is further reinforced with the type of password that is stated in the policies. The only problem with this is that once again is that it is part of the policies, so people can avoid it. It is mentioned that if a data breach does happen, then depending on the data lost then a perosn may be terminated from the company.
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In conclusion, there are many parts that need to be considered when designing a framework for a network such as Hyperfort. One of the biggest things to think about was the policies that would be used. This was used when picking the device management software as they link to mainly what would happen when a person leaves a business and the work they have. 

The polices such as security and device management are important for keeping a business safe as they focus mainly on the ways to prevent viruses and malware from getting on the system. The Police are also universal for all devices as they are vague enough to cover all but not to vague so that the business is completely under threat.

The policies also help with how the data is handled in the company. As the data could be brought home from the company and especially when they leave. The writer’s policies will make it so that data leakage is only possible in case someone makes a mistake. Overall the writer’s strategy is useful and complies with hyper fort’s nee
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