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[bookmark: _Toc215657503]Functional Requirements
	ID
	Title
	Priority
	Description

	FR-01
	Firewall Deployment
	High
	Implement a next-generation firewall (e.g., Palo Alto or Fortinet) to protect the university network.

	FR-02
	Endpoint Protection
	High
	Deploy antivirus and EDR solutions on all university-owned devices.

	FR-03
	Secure Authentication
	High
	Implement multi-factor authentication (MFA) for all staff and student accounts.

	FR-04
	Network Segmentation
	Medium
	Segment the network into zones for staff, students, and guests using VLANs.


[bookmark: _Toc215657504]Non-Functional Requirements
	ID
	Title
	Priority
	Description

	NFR-01
	Performance
	High
	Security tools must not degrade network performance beyond 5% latency.

	NFR-02
	Reliability
	High
	Ensure 99.9% uptime for critical security services.

	NFR-03
	Compliance
	High
	Adhere to GDPR and ISO 27001 standards.

	NFR-04
	Scalability
	Medium
	Solutions must support up to 5000 users in the next 5 years.


[bookmark: _Toc215657505]Constraints
	ID
	Title
	Priority
	Description

	C-01
	Budget
	High
	Total budget for cybersecurity implementation is £20,000.

	C-02
	Timeframe
	High
	Project must be completed within 10 weeks.

	C-03
	Hardware
	Medium
	Use university-approved hardware and software vendors.


[bookmark: _Toc215657506]Security Requirements
	ID
	Title
	Priority
	Description

	SEC-01
	Encryption
	High
	Use AES-256 encryption for data at rest and TLS 1.3 for data in transit.

	SEC-02
	Access Control
	High
	Implement role-based access control (RBAC) for all systems.

	SEC-03
	Incident Response
	High
	Develop and test an incident response plan with defined escalation procedures.


[bookmark: _Toc215657507]Testing & Validation
	ID
	Title
	Priority
	Description

	TST-01
	Penetration Testing
	High
	Conduct penetration tests using tools like Metasploit and Burp Suite.

	TST-02
	Vulnerability Scanning
	High
	Perform regular scans using Nessus or OpenVAS.

	TST-03
	Compliance Audit
	Medium
	Perform GDPR and ISO 27001 compliance audits.
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	ID
	Title
	Priority
	Description

	DEL-01
	Security Architecture Diagram
	High
	A diagram of the implemented security architecture.

	DEL-02
	Configuration Files
	High
	Include firewall, EDR, and authentication configurations.

	DEL-03
	Test Reports
	High
	Reports for penetration tests, vulnerability scans, and audits.

	DEL-04
	Final Assignment documentation
	High
	Documentation of the cybersecurity implementation.



