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1.1 Project Background

In the Summer of 2009 – June more specifically, a new type of operating system was released for the public to use at no cost, this operating system is called ‘The Amnesic Incognito Live System’ (Tails).  Tails was created with one mission in mind – to ensure enhanced security in comparison to all other operating systems that are being offered; Koen Vervloesem – a writer for ‘LWN.net’ (a webzine that focuses on Linux & Unix OS’) describes Tails as ‘a specialised live Linux distribution’ that focuses on ‘preserving the users privacy and anonymity’. [1] Tails does not operate like any normal operating system, every time one needs to access it, one must boot off a USB. The developers of Tails pride their OS by emphasising that ‘Tails always starts from the same clean state and everything you do disappears automatically when you shut down tails’ [2] – upon the closure of this system, any information regarding the following: internet history, files you’ve created/accessed/deleted, passwords, and all devices and network data… is deleted – the reason why Tails makes this possible is because it does not ‘write anything to the hard drive’ and instead, relies upon using the ‘memory of the computer’ [2] so, when the computer is turned off, all ‘proof’ that Tails was used, is erased… meaning there is no trace of not only its usage, but the activities that were carried out whilst in use. However, the user is able to store data should they wish to, according to the Tails website, the user can opt to use ‘Persistent Storage’,  – this means that any data that you wish to ‘save’ will remain on the device, any person who is in possession of your USB stick will be able to tell that there is data stored on it, persistent storage is ‘an encrypted partition protected by a passphrase’ [2] [3] when a user opts into this, they have full control over what is deemed as ‘persistent and anything else remains amnesic.’ [2] all data that is stored in Persistent Storage is encrypted – only accessible using a passphrase. 

Tails uses Tor as a backbone – Tor is an open-source software that was developed to enable and enhance anonymous communication; Tor’s name was derived from the original project name, entitled ‘The Onion Router’ – according to the Tor website, ‘Tor was born out of the actual onion routing project’ which was run by the ‘Naval Research Lab’ [4]. Onion Routing was created in order to avoid ‘Traffic analysis, eavesdropping, and attacks from internet routers and onion routing servers’, Onion Routing ensures that the ‘transport medium’ cannot identify who is communicating with who – it only knows that ‘the communication is taking place.’ [5] Tails’ default network application is Tor – developers claim that Tor is the preferred application because it ‘provides anonymity by making it impossible for a single point in the network to know the origin and the destination of the communication’ [6]

When a user downloads TAILS, they can access a multitude of applications – the umbrella term for these applications is known as ‘The Digital Security Toolbox’, which includes: 
‘
· Tor Browser with uBlock [2]
· Thunderbird with Enigmail [2]
· KeePassXC [2]
· LibreOffice [2]
· OnionShare [2]                                                                                  


Whilst most of Tails’ user-base use this operating system for added security and anonymity with no ill-intent, unfortunately there are some that have used, and are currently using this operating system to participate in criminal activity. To a criminal, Tails can be incredibly attractive, simply because of its sheer focus on amnesia, but also because of the extra security measures that are implemented into the system. Therefore, it is very important to understand how investigations into cases that use tails can be conducted to ensure that those who have committed unlawful activity are prosecuted accordingly by computer/digital forensic investigators. 

1.2        Aim
The primary aim of this project is to perform an investigation into the operating system (OS) Tails and its tools. This will further lead to the understanding of how a computer forensics investigator would be able to compile a report on a suspect and collect information needed from this operating system. 

1.3        Objectives 
· Investigate the structure of Tails & the fundamentals of how it works. 
· Research how criminals use this OS to commit crime. 
· Conduct a literature review using other research about this topic. 
· Conduct an experiment including data gathering on Tor using appropriate tools and perform a forensics investigation into the data found. 
· Present clear discussion of the results of the experiment, along with the impact that Tails has had on the world of digital forensics. 
· Conduct the project with the best practice and complete reflective writing on completion of the project. 



1.4 Structure of the Project  
Due to the nature of the project (it being centralised around gathering information and conducting an experiment) it will be broken up into three primary parts; the initial part of this project focuses on the background of the topic being investigated – its origins, how it works, and what it is used for, this is essentially the theoretical side of the project. The theoretical side of the project will include a literature review and will discuss other studies/investigations that have been conducted, this section is important as it helps expand one’s knowledge on the subject. 
The second part will focus on explaining the details of the experiment, such as how it will be conducted, the tools that will be used, and other important information essential to the experiment.
The third and final part of this project will contain a discussion explaining the findings of the investigation – the data that was collected throughout the experiment will be analysed and examined, allowing one to create a conclusion summary of not only the results that were generated, but also in regard to previous chapters, and any work that may be conducted in the future.  

The first chapter delivers a summary of the background of the report- highlighting the aims of the project, along with emphasising the objectives needed to be met to achieve success. 

The second chapter will concentrate on viewing and analysing/critiquing other pieces of literature that have been on the same topic – it will also include information regarding other experiments or investigations that have been conducted similarly to the proposed idea in this project. 

The third chapter focuses around explaining the project, this includes discussing the methods that will be used to carry the project out, the approaches that will be used, along with an explanation of the types of sources that will be used to collect data – both primary and secondary sources. 

Chapter four will be a design overview, essentially the problem formulation – it will include diagrams explaining the design and how the experiment will be carried out, and demonstrations of the experiment in play.

Chapter five will centralise around displaying the results that were collected during the experiment, this will be in the form of graphs and/or tables, companied with an analysis of the results, and an explanation. Joined with this, any assumptions made will be clearly stated as assumptions, and any factual conclusions that can be drawn from the results will be explained.

The sixth chapter of this presentation will be a summary of the project, including a brief description of the topic itself, joined with this the results of the experiment will be summarised and briefly explained, along with any conclusions that were made. 

Following on from the chapters, the project will include a complete reference list, and an abstract for further reading. 
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2.1 Introduction 

	The focus of this chapter will be document and critically review any pieces of literature that was found that has strong if not twin relation to the subject and/or aims of this project. Joined with the analysis and criticism of related literature, this chapter will contain information regarding other work that has been carried out in this topic area, this data will also be reviewed. 

2.1.1 Unix & Linux 
	Tails is Linux-based and operates using a Unix structure [1]; according to Dan Sonnenschein (owner of Deskside Publishing, master in mathematics, and author of A Guide to VI: Visual Editing on the Unix System), when looking at Unix in the barest of formats, it is a ‘basic level operating system’ [7] and claims that the very origins of Unix were developed within the ‘Bell Labs’ between 1967-1968, with its name deriving from ‘MULTICS’ [8] [7]; the writer goes on to explain how Unix is beneficial to those who need to run multiple tasks at once as it is a ‘multi-tasking and multi-user operating system’ [7], referring to Unix as a ‘set of application software’ [7] it seems as though Unix is able to provide the user a flexible experience whilst using the operating software – one could assume that the reason why the developers of Tails used Unix as a base for this reason as they often boast about how Tails has a number of applications embedded within the software, such as Tor and Libre Office [2, 4]; Unix would seemingly offer the perfect environment for an operating such as Tails. The claim that Unix is a flexible OS is re-enforced by others, too; author Richard Churchill talks about how Unix has embedded commands that allow for more flexibility’ [9] and are ‘interactive’ – meaning that a developer using Unix would be offered ‘flexibility as to the type, size, and priorities’ of the system that they are developing within Unix. [9]

 Unix is the foundation of a number of free open-source OS’, this includes Linux – often mistaken for a directly evolved version of Unix, Linux is a stand-alone OS that was created using some of Unix’ fundamental code, but developed to become more. The often-mistaken mother-child relationship between Unix and Linux seems to be assumed because of one primary reason: Linux features most if not all of today’s Unix system. The features which Linux and Unix have in common are the following: 
· Several X Window System Implementations [10]
· Graphical User Interface Toolkits (GUI) [10]
· Networking structure [10]
· Databases [10]
· The programming languages in which they use [10]
· Debuggers [10]

Linux gets its name from its creator Linus Torvalds, a graduate student in Helsinki, who began work on Linux in 1991 [11]. When you hear the word ‘Linux’, it is directly referring to the very core of the operating system, which within the system is called the ‘Kernel’ which is the communicator within the system, directly communicating with both the hardware and software – the ultimate overseer of all operations that are being conducted within the system [11]. To this day, Linux is still being developed and updated to evolve with the times whereas Unix seems to lack within this area – which is presumably why Tails operates using Linux rather than Unix. Linux supports a number of file systems that are commonly using amongst all other operating systems such as (Windows, Ubuntu, IOS) and was designed to be a ‘general purpose scalable platform’ in comparison to Unix, which instead has limited support for the types of files that can be used on the system, and was designed for a narrow audience – where the target is those who have a ‘defined set of target platforms and applications.’ [12]                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                       

2.1.2 The Onion Routing Project and TOR  
	The official software that is used to browse the web in Tails is known by ‘Tor’ [4], which was evolved from a project that was being conducted by the US Naval Research Laboratory (NRL), known as ‘The Onion Router’ (T.O.R) [4] [5]; it is said that the reason that the NRL started the development of Onion Routing (OR) in order to appease the many internet users around the world who felt the strong need for privacy to avoid monitoring. The NRL started the development of OR ‘during the mid-1990’s to protect online communications in the United States Intelligence Community’  [13]. The original aim of OR was to completely avoid any traffic analysis (TA), which is generally used in order to ‘identify the remote IP address that a given host seeks to contact’ [14] – the NRL wanted to create a technique that made TA virtually impossible, this would create the privacy that they so desired. The NRL achieved this by using a number cryptographic techniques (changing plain text into something unintelligible) to their networking system. According to Dario Forte, several ‘onion routers’ are ‘distributed around the internet’, [14] and each of these onion routers have the task of encrypting the connections, thus acting as multiple proxies. As the foundation of OR centralises                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                    around proxies, each and every proxy (or every onion router) distributed around the internet, is only able to de-code ‘one layer of the packet, and then send it on to the next proxy’ [14] [15], meaning that should anyone manage to intercept and gain access to these packets, they would not be able to understand the entirety of the data within the packet, only the parts which have been decoded. 





2.1. 2 The Process of how Onion Routing Works
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Figure 1 – The Onion Routing Process 

[16]

When the user attempts to access a website or send data packages in any way, it will not attempt to communicate directly with the destination, or the ‘end-user’, instead, it’s first stop will be to the first proxy – the proxy will send the information on to the second, just like the second will send to the third, and the third to the fourth. During this process, the information is being encrypted using cryptography, meaning that each proxy is only able to understand the previous and the next hop; however, once the packets have reached the target server/destination, it will only be able to understand where the last hop came from, not the entire chain of hops. 

	The Onion Routing Project [4] [5] developed into what is today known as Tor [13]– its name derived from each letter of the original name of the project; Tor is commonly referred to using the umbrella terms ‘the darknet’ or ‘the dark web’, which is a slightly inaccurate name for the software as Tor is more a vessel to the dark web rather than it being the dark web in itself… What was once a project to protect military communication has become software that is used worldwide by millions of people to access the internet without being traced. 








The Number of Users Accessing Tor 
[image: Relay users graph]
Figure 2 – The Amount of Users Directly Connecting to Tor 
[17] 
The graph above was found at The Tor Project’s Metrics website and displays the number of users using ‘directly-connecting clients’ [17] from the 1st of September 2020 to the 20th of November 2020 – these statistics are clearly stated as estimates, and also claim that it ‘excludes clients connecting via bridges’ [17] (a bridge is essentially a non-public server within the Tor network, allowing blocked clients access to the software). As you can see, over the last three months, the number of visible users of the software has never dipped below 1.5 million people, and at its peak for this current timescale, had over 2.5 million directly-connecting users.

The sheer number of users the software has is an indicator for how accessed the content that can be visited via Tor is; Tor’s primary function is still focused on protecting ‘the privacy of internet users from traffic analysis attacks launched by a non-global adversary’ [5] [13] [18]. As its main focus is protecting the security and privacy of its users, many types of content can be accessed using the software and is seen as ideal for any sort of interaction which includes ‘web browsing, file sharing, and instant messaging’ [18]. Damon McCoy and Co conducted an investigation into how Tor is being used – this investigation included collecting data concerning ‘application layer header data’ [18] [19] and this data was then analysed, according to Damon, it was discovered that ‘a substantial amount was non-interactive traffic’ [19], however of the actual interactive use, the majority was ‘made up by web traffic.’ [19] A particular issue with this piece of data that was delivered by Damon is that the information is very restricted – one is not able to draw much of a conclusion, the reader is none-the-wiser after reading the results of this investigation. Damon simply states that activity is mostly ‘made up by web traffic’ [19] and fails to elaborate on this fact – a way to improve this piece of information and enable the reader to understand more about this traffic would be to go into more depth, like finding out what kind of web traffic it is – are the users connecting to the black market? Are they connecting to websites displaying illegal pornography? This kind of information would further break down the use of Tor and allow the reader to understand what people are using Tor for. 

As mentioned previously, Tor is often referred to as ‘the dark web’ or ‘the dark net’ and this is because of the kind of activity that Tor is used to participate in – Tor is a playground for criminals because of its ‘focus on security’ [6] [8] [13], with access to such content as:
· Sharing of copyright infringing files [20]
· Share/transfer data for hacking [20]
· Identity Theft/Fraud [20]
· The Dark Market (money laundering, guns, drugs, and other illegal items) [20]
· Sharing of illegal content such as pornography of inappropriate kinds [21]
· Live streams of criminal activity (ranging from murder to sexual assault, kidnapping, etc) 
· Hire to Kill. 
· Terrorist material 
· Doxing [21]

Listed above is just some of the content that can be accessed via Tor – however, in 2012 a study was conducted over the period of six months, it was found that whilst a multitude of illegal content could be accessed using this software, ‘the four most popular categories on the network were all linked to drugs’ [21] By this time, it had already superseded any other illegal markets available, with its owner at the time who used the alias ‘Dread Pirate Roberts’ [21] earning upwards of ‘$92,000’ per month.
The investigation conducted in 2012 which claimed that the most popular category of content on Tor is drugs [21] backs up Damon’s claim that web traffic made up most activity on Tor [19], however provides a more informative view on the use of Tor than simply claiming that web traffic is its prominent use. 

Tor was once a project created by the NRL [5] [4] [13] to protect military communications, but developed into a widely used software that allowed millions across the globe to access the internet in a more secure way as it provided its users with privacy – whilst some use Tor for the sole reason of security, it is evident that it is often used for criminal activity, and as some reports have highlighted, the majority of that is to access or sell drugs, of course, other types of content are accessed too. 


2. 1. 3 Encryption & Persistent Storage

	As Tails [1] [3] is mostly known for amnesia (meaning that it ‘forgets’ all activity and data that was completed/used during the time that the OS was active), it does offer something named ‘persistent storage’ [3] any user can opt into having persistent storage, and can selectively choose what should be deemed as ‘persistent’ – this could be anything from photographs, to word files, software, communication with others, or even pieces of data being collected – essentially, anything the user wants to ‘save’ can be saved using ‘persistent storage. [3] In its most basic form, persistent storage refers to any storage system that ‘retains data after the power to the device is powered off’ [22], in some cases, it is referred to as ‘non-volatile storage’, this includes devices such as a hard drive, an SSD, a MicroSD, or even a CD – all the information that is stored on these devices remains stored within the device, meaning that once it is saved, even if the computer is powered off, upon boot again, the information will still be accessible. The alternative to this is volatile data, an example of this would be on ‘Dynamic Random Access Memory’ (DRAM) and Static Random Access Memory (SRAM)’ [23], which basically means some of the information stored within RAM – it isn’t permanently stored within the device, it is accessible whilst the device is ON but after it has been shut down, you typically cannot access the information as easily as you would have been before, if at all. This is typically how Tails works [1] [3], it doesn’t write to the hard drive at all, and essentially operates using volatile memory only, so when the user shuts down the OS, when it is booted again, the data cannot be found… it is ‘lost’.
	
All data remain volatile until the user opts into ‘persistent storage’ [3] [23] which means that it is non-volatile, and will be written onto the hard drive – however, Tails doesn’t simply save the data for all to access, persistent storage is encrypted [2] [3]. When a user opts into persistent storage, the data will be saved into a section of a hard drive, which is called a ‘partition’ [3] [24] and this section of the hard drive will be encrypted – encryption essentially means that ‘plaintext messages are scrambled’ and that it turns ‘data into unreadable code that can only be deciphered by those that have a secret key or password’ [25] this means that to access the ‘persistent’ data, a passphrase will need to be entered correctly before the data is viewable. The persistent data will be stored on the designated partition [3] [24] and will become volatile – meaning that when the OS is powered off and on again, it will still be saved – this is persistent storage. 

2.1.4 Related Work 

Over the years the public interest in the ‘dark web’ has surged, with the popularity of the means to access it accompanying the surge. Tails offers a user the ability to access such content without any need for worry because of its amnesia [1] [23] and one of Tails’ greatest assets is its direct access to the Tor software [4] [6] – many investigations have been carried out into Tor, from how it works to how it is used. 
	An example of an investigation into Tor is an investigation entitled ‘Forensic Analysis of Tor Browser: A Case Study for Privacy and Anonymity on the Web’ [26] which was completed by students and staff at the University of Sciences and Technology in Pakistan. 
Jadoon et al state that the primary reason as to why this investigation was carried out was because it was felt that there was a lack of comprehensive coverage into ‘analysis of memory and hard disk’ [26] used in Tor, and how ‘browsing artifacts of Tor browser on Windows 8.1’ [26] have not been investigated, thus the aim of the investigation was to focus solely on analysing Windows 8.1 memory/information on hard drive, and to recover Tor artifacts.

	Jadoon and cos objective in this investigation was to use a machine as a host, and then collect all Tor artifacts from its memory, registry, and storage – including any data that was added or removed. Jadoon claims that ‘shredded storage is utilised for OS installation and data storage’ [26] (shredded storage is a storage model that is used on SharePoint Server 2013 that is often used to provide smoother input/output patterns, and helps enhance the efficiency of data transfer and storage capacity [27]), and a virtual machine was used to conduct the investigation. It is listed that the following tools were used: 
· VMware Workstation 12 Pro [26]
· Windows 8.1 64 Bit [26]
· Tor Browser 7.0.2 [26]
· Google Chrome [26]
· Regshot 1.9.0 [26]
· Volatility 2.6 Windows Standalone Executable [26]
· Hex Workshop v6.7 [26]
· AccessData FTK Imager v.4.1.1.1 [26]
· Magnet AXIOM v 1.2.0.6464 Trial [26]
· Bulk Extractor [26]

Jadoon and co claim that a simulation of ‘all activities that a normal user performs’ [26] was conducted, using the Tor browser, this included:
· X2 Gmail activities [26]
· X1 Yahoo Activity [26]
· X1 Instagram [26]
· X2 Twitter [26]
· X3 Facebook [26]
· The creation of 2 Skype accounts [26]

It was stated that before the investigation commenced, some random content was posted onto the accounts – Google Chrome was used for one activity on Skype, one on Facebook, one on Twitter, and another on Gmail, the remainder of the activities were accounts that were used on Tor. 
Some of the activities that were completed on the Tor profiles include: 
· Browsing the web 
· Downloading/saving images 
· Sending emails 
· Receiving emails
· Saving files 
· Viewing files on Google Drive 
· Commenting/Liking/Retweeting Twitter Posts 
· Following Twitter accounts 
· Chatting with a Chrome user over Twitter 
· Liking images on Instagram 
· Commenting/Liking Images on Instagram 
· Searching/Viewing profiles on Facebook 
· Commenting/Liking Facebook Posts 
· Adding/receiving friend requests on Facebook 
· Searching Locations on Google Maps 
· Viewing research papers covering Ransomware and Anti-Forensics 

The data from these activities was acquired within a total of three phases, those were: Tor only memory, browser open, and browser closed. In all of these stages, Tor had been installed onto the system via external storage, and after each stage was completed, Jadoon and co ensured that the system was ‘reverted back to a clean state’ [26] which was done to make sure that data from previous phases did not remain on the system & invalidate further phases. 


2.1.5 The Differences Between Tor and Tails

	Both Tails [2] and Tor [4] work very well in union together, however they are not the same type of platform, Tails is an operating system [1] whereas Tor is ‘an open source browser’ [28]; you can use Tor on any operating system – examples are: Windows, Linux, MacOS, and Tails, it is not strictly a Tails software, however many people opt to use it on Tails because together they could be seen as a security superpower, with Tail’s Amnesic qualities [3] and Tor’s use of Proxies [20], they work in union to create an environment that some would consider unbreakable and makes the user feel more secure in knowing that their data is likely to be incredibly safe. 
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3.1 Introduction

	In this chapter information concerning the research design will be found, along with the methodology and the methods that will be used to collect data, with this information ensured to be in relation to the aims and objectives of the project. All designs that will be discussed will be justified in relation to the objectives. 
	It is highly important to ensure that the research design meets the needs of the aims/objectives of the project and does not go astray from the focus of the project – which is to find out how Tails has had an effect on the world of digital forensics. 

3.2 Research Overview 
	In this chapter, the reader will find the explanation behind the research process that will be used to achieve the aims and objectives that were stated within the first chapter;  according to R Jang the entire purpose behind research design is ‘to provide a plan of study that permits accurate assessment of cause and effect relationships between independent and dependent variables’ [29] which means that one can understand the process of cause and effect – what actions need to be completed to reach the end goal? 

3.3 Research Process 
	[image: ]
Figure 3 – The Research Process 
	 Research Process – Kaylie Shoulder [30]

3.4 Research Philosophy 
	This project will use Positivism as its philosophy; Tails [2] [6] will be activated using a USB flash drive; once Tails has activated, multiple tasks will be completed such as: using the Tor [4] [17] [18] [26] browser for general web surfing, and creating then deleting files- once these tasks have been completed, the aim is to use ones forensic analysis skills to follow the correct order of forensic investigation to attempt to retrieve such data, then investigate the information on the system, whilst documenting the outcome of my findings. 

3.5 Approach 

The Mono-method will be used for this investigation; a USB drive will be utilised in order to access Tails [1] [2], and thereon Tor, and investigation of the data will be collected and analysed by forensic tools and methods. 



3.6 Strategies 
	To achieve the aims of this project, a thorough plan will need to adhered to – this particular plan requires one to research how Tails and Tor actually work (especially in unison) and how they would be used to participate in criminal activity, and why they are used, and the effect that they can have on the users and those it effects. 
Such information will be acquired using multiple academic sources such as: IEEE Explore, Academia.edu, and SpringerLink. Once the fundamental elements such as those stated above are investigated, it is thereon necessary to conduct research into forensic analysis and methods, specifically the following types of questions need to be answered: What forensic tool is most suitable to this investigation? What are the specific steps that need to be undertaken? How does one comply with professional procedures and standard to ensure the validity of this case?

3.7 Choices  
	This investigation will use USB drive which is the boot drive for Tails [1] [2] & a standard computer.  General browsing using the Tor [4] [26] software will be conducted, along with the creation of files such as: word documents, images, and audio files – this will be done without activating Persistent Storage [3]. Once these activities have been carried out, Tails [1] [2] will be shut down and then re-booted in order for the ‘Amnesiac’ element to kick in – this is when the investigation will commence. One will attempt to follow the forensic analysis steps – using forensic investigation tools to attempt to re-call ‘lost’ files, once a report has been generated it allow the analysis of the data, which will answer the primary question ‘will any data be retrieved?’, upon the likely chance that data has been found, an analysis of such information will be conducted, information such as: ‘what data was retrieved? Was all data found or a portion?’ Will be answered – the results to these questions will be what will allow one to answer the question ‘How would a forensics investigator compile a report on a suspect and retrieve the information needed to do so?’ 

3.8 Time Horizon 
	As this process will take time due to the creation of data and data collection, the cross-sectional approach has been opted for.

3.9 Techniques and Procedures 
Once the download of Tails’ boot system has been completed, data creation will be the following step, as stated above, this data will be of the following nature: images, audio files, text files – these will all be created whilst Tails is active. Once this has been completed, Tails will be shut down and then rebooted, here is where the forensic procedure will commence. Using the correct techniques and tools, one will attempt to collect the deleted information and should it be successful in retrieving data, a brief report can be written. The success of this investigation relies heavily upon being able to retrieve data from the USB drive – if no data is retrieved, the project will fail to explain how a forensics expert would compile a report from a case involving Tails and Tor. 

3.9.1 Conclusion 
	To conclude this chapter, the way this project will be approached was carefully thought out, ensuring to choose the correct methods to achieve the aims and objectives. Positivism was chosen as the only way in which this project can be a success is if the data can be retrieved which would be logical proof – thus being scientifically verified; there is no theism within this project, thus the logical choice would be to opt for the Positivism philosophy. As this project requires one to collect data using one specific method (the forensic analysis tool) which would thereon answer the primary question, the mono-method was chosen. A multi-method approach would have proven to be an inaccurate choice as it typically combines several different data collection methods, which is simply inaccurate in this situation. The forensic tool will be the sole data collection method as Tails’ system makes it incredibly hard for normal searching of the drive to occur as all data is meant to be ‘lost’, so the only standard activity to be conducted whilst Tails is active is the creation of data and Tor browsing. A lot of research has been and will continue to be conducted to completely understand the working mechanisms behind Tails and Tor, joined with the methods that can be used to retrieve data from these systems, as the more knowledge on the subject will allow for a deeper understanding, thus increasing the chances of a successful project. However, the success of the project will be determined on whether forensic analysis tools will be able to collect data from the system. 




































[bookmark: _Toc70043738]Chapter 4 – Design and Implementation 

The design and implementation stage of any project is fundamental to its success – this chapter will focus around discussing what the ‘problem’ is, what the solution to that problem is, and how it will be created, a diagram highlighting the design of the project combined with a clear explanation, justifications as to why certain methods were taken, joined with the actual experiment itself. 

4.1 Problem Formulation
	The aim of the project is to understand how a digital forensics officer would approach a situation in which Tails and Tor are involved, and to see whether they would be able to collect any data. 
The question of the project is ‘How would a forensics officer tackle a case in which Tails was used?’
 	To solve my problem and find an answer to my question I will need to use a computer, forensics software, an external storage device, and two operating systems. An operating system will be downloaded onto a storage device which can then be accessed by the PC – activities will be carried out on this operating system, the operating system will be shut down and the computer will load back into its normal state, where a forensics software will be used to conduct the investigation. 
[image: ]
Figure 4 – Initial Block Diagram
[31]
4.2 Design

	To gain an answer to the question, several actions will be taken – firstly, a list will be drawn up, this is a checklist of activities that will be performed on Tails and Tor, this checklist will include activities such as: Save picture files, search the web, download files, create word files. Once this has been created, a USB stick will be inserted into the PC, and Tails will be installed onto it – once this is done, Tails will be booted, and the activities will be carried out and Tails will be shut down only to be rebooted again. 
This is when the forensics analysis will start – this will be done using FTK Imager 4.5 on Windows 10 Home. 





[image: ]
Figure 5 – The Basic Tools Needed
The Tools That Will Be Used [32]

Tails                                                       Windows                                        FTK Imager



Tails is the centrepiece in this project – it is the operating system under investigation, all the activities that are going to be attempted to be revived will be carried out on it. As said, once Tails has been shut down, by theory all of the data that was temporarily ‘stored’ on the OS will have been removed as Tails is meant to be amnesiac [1]. So, after the activities and shutdown of Tails has been completed, one will then boot off the original hard drive which is operating on Windows 10 Home – FTK Imager 1.4 will be installed, the USB drive will be locked from write permissions to preserve data and to prevent alteration of evidence – FTK Imager will then be used to carry out forensic investigation on the device to revive any data that was created on the drive.  
	FTK was chosen to investigate the USB drive as it is a forensics software – its ability is able to ‘scan a hard drive for various information. It can potentially locate deleted emails and scan a disk for text strings to use them as a password dictionary to crack encryption.’ [33] [34] which is why it was chosen to be the software used to recover data, the whole point of Tails is for the data to be deleted after use & as FTK specialises in recovering such information, it was chosen. 
	Prior to deciding on using a forensics software, the idea of using hashing to test the ability of the amnesiac quality was thought of- in this instance, the ISO would have been hashed on the USB stick, Tails would have been booted and the activities would have been carried out as planned, then re-hash, thereon testing to see whether the hashing was the same, however this plan was re-considered as it is an unreliable method, this is because Tails works through wiping data after changes, meaning that the base hash that would have been created upon initial hashing would be altered, making the project unreliable. 
[image: ]
Figure 6 – In-depth Block Diagram of Project Procession 
[35] Blueprint Block Diagram

The block diagram inserted above will be used as a blueprint of sorts as a basis to create a concrete design for the project, as one can see, the block diagram highlights all the fundamental steps needed to be taken to ensure that the project is completed properly; the design that will be created will be visually represented and explained, and it will use the block diagram as a baseline ensuring that each step is completed correctly. 






Design
	The design of the experiment can be seen in the Appendices – labelled ‘Figure 7’. During the time in which the initial research was being conducted on the project, it was found that Tails ‘does not operate like any normal operating system, every time one needs to access it, one must boot off a USB’ [1] [2]; as you can see from the design, the first step is downloading Tails onto a Kingston 16GB USB drive – a 16GB USB drive was chosen as ‘a USB stick of  8GB minimum’ [36] should be used to download and access Tails – there was no specific reason from using Kingston other than the reliability factor of previously having used Kingston products. 
	The network used consists of two devices – a Virgin Hub which is connected to a Nighthawk X6 R8000 Wireless router – Windows PC 1 is connected to the Nighthawk Router through wireless connection because it cannot have direct access through ethernet as it is too far a distance, and Tails PC 2 is directly connected to the Nighthawk X6 R8000 via ethernet connection as it is within reasonable distance and will provide better internet speeds. 
Two computers are being used for safety’s sake and to prevent any mix-ups or mishaps during the process. 
	Tails sells itself for its ‘amnesiac’ [2] feature – whilst it allows for ‘persistent storage’ [2] [3], its primary purpose is to remove all data from existence when it is shut down, which is why a forensic analyst tool (FTK) was chosen to attempt to retrieve the data from the USB device, FTK specialises in retracting data even if it is believed to be deleted, which could work on files which are believed to have been ‘lost’. 
	Tails comes with a multitude of tools – including Tor browser; Tor is being used as the used search engine because of its use of proxies or sometimes referred to as ‘onion routers’ which are ‘distributed around the internet’ [14] [26] [28] and these proxies encrypt connections – meaning that snooping into the data packets is incredibly tricky to do, thus protecting the data. FTK should be able to pick up the packets of data & as FTK can decrypt files, it is hoped that it will be able to decrypt the internet data that was carried out on the USB Tails. 
	After the activities are carried out, it is necessary to shut down Tails and then remove the USB, the USB should then be inserted onto a USB port on the functioning Windows PC – the USB should be locked from being written onto and should be read only – this is to prevent any tampering with the device or accidental changes. 
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Figure 7 – The Completed Design 
















[bookmark: _Toc70043741]4.4 Implementation
The Study of The Amnesiac Incognito Live System and the Use of Tor Browser

Part 1: 
· The USB device should be collected – the one in use is a 260GB Gibot Card Reader 
Insert the USB device into the USB 3.0 port on to the computer. 


· Next, one should navigate to: Tails - Download and install Tails (boum.org) and select the ‘Windows’ option.
Then one must select ‘INSTALL FROM WINDOWS’ then ‘let’s go’. 
It will then start downloading.
[image: ]Figure 8 – Tails Installation 


After it has downloaded, verify the download by clicking the link provided on the website, and select the Tails file. Tails will then check to see whether the download was correct and that no errors are on the install. [image: ]Figure 8 – Selecting Tails 


· Next, it is essential to download ‘Etcher’, Etcher is ‘a free open-source utility used for writing image files such as .iso and .img files, as well as zipped folders onto storage media to create live SD cards or USB flash drives’ [37] Tails provides you with a download link, all that needs to be done is select ‘Download Etcher for Windows’

· Once Etcher has downloaded, open it. Select ‘Flash’ then when prompted, select the Tails download. 

The Target is the USB Flash drive inserted into the PC. Then click ‘Flash!’ and Etcher will start to download Tails onto the USB/

[image: ]

Figure 9Figure 9 – The Flash Process 


Upon completion, the following will be the result. The USB can now be booted from. 
[image: ]

Figure 10Figure 10 – Completed Flashing 


· Next, power off the PC, and go into the BIOS, change the boot device from the SSD to the Flash Drive. 
The motherboard in use is Gigabyte, thus upon boot, it is essential to press F12 until faced with the boot options. 
[image: A picture containing text, indoor

Description automatically generated]Figure 11- Boot off the USB rather than Windows 

Figure 11 
· Select ‘General Mass-Storage 1.11’ as this is the USB in use. 
The PC will then boot into Tails OS. 
[image: A picture containing text, electronics, display

Description automatically generated]Figure 12 – Tails Setup

If one wishes, they may change the language settings that Tails provides, in this circumstance it was left unaltered as it did not influence the project itself. 
Once one has pressed ‘Start Tails’, it will boot onto the OS, showing the following page: [image: A picture containing text, monitor, electronics, screen

Description automatically generated]Figure 13-  Booted Tails 

Figure 11
When one clicks ‘applications’ one can see the entire list of options that can be accessed on this OS. 
[image: Graphical user interface
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Figure 12Figure 13 – Tails Applications 


[bookmark: _Toc70043742]Part 2 – Completing Activities 
One of the most essential parts of this project is ensuring that enough activities are carried out on Tails, as mentioned previously, activities such as: surfing the web, downloading images/videos/audio files, creating written documents, and exchanging in messages over social media. All these activities should be captured for proof which can be used in future reference as a comparison. 
Firstly, it is essential to establish a network connection, click on the power button, then select ‘select network’ and choose the connection in which one wishes to access the internet on, if prompted, enter the network password 
Tails will then connect to the network. In this case, the network was named ‘VM2956800’.
[image: A picture containing text, electronics, monitor, display
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Description automatically generated]Figure 15 – Connected to Wi-Fi
Figure 14 – Select Network



Once a network connection has been established and is working, Tails should be loaded. The first thing that should be done on Tor is general browsing as one would on a normal OS – the following topics were searched: cooking, animals, and media. 
The first thing that was searched was: 
[image: A picture containing map

Description automatically generated]Figure 14 – General Research 

Then followed by: 
[image: Text, letter
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Figure 15 – General Research 2




A few other searches were made, and can be seen below: 
[image: Text
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Figure 17 – General Research 4 [41]
Figure 16 – General Research 3 [40]


[image: Text

Description automatically generated]These searches were made using Google & Duck-Duck Go. There is reason why such things were searched was to allow for a variety of search ‘history’ to possibly be captured.

Whilst they were searched for using two search engines, both were still functioning on Tor browser.  

Figure 18 – DuckDuckGo Browsing [42]


Part 2.2: Downloading Files 
· Joined with general searching, the download of video files, image files, and audio files is important to the project – this is because whilst active, these files are ‘stored’ on the USB to access. The following were downloaded:
[image: Graphical user interface, website

Description automatically generated]Figure 19 – Downloading Video [43]

This is a 31 second video which shows four candles burning, with the candle sound effects. Proof that it was ‘stored’ on the OS: 
[image: A picture containing text

Description automatically generated]Figure 20 – Proof of Video Download


· Next, an image was downloaded. The popular anime ‘One Piece’ was searched, and a random image under the ‘images’ section was saved.
[image: A picture containing text, indoor, many, covered

Description automatically generated]Figure 21 – Saving an Image [44]

Proof that it was saved:
[image: A picture containing text, monitor, electronics, display

Description automatically generated]Figure 22 – Image Stored, Proof 


· Lastly, for the downloads, an audio file was searched and downloaded – this audio file was a generic, stock audio file. 
[image: A picture containing text, electronics, display, computer

Description automatically generated]Figure 23 – Downloading Audio Files [45]

Proof an audio file was downloaded: 
[image: A picture containing text, monitor, display, screenshot

Description automatically generated]Figure 24 – Proof of Audio Files Download 



[bookmark: _Toc70043743]Part 2.3: Social Networking & Instant Messaging
	For this section, two platforms were used: Gmail and Facebook. 
An E-Mail was sent from the chosen e-mail to another e-mail account, that e-mail was: 
[image: Text

Description automatically generated]Figure 25 – Sending an Email 

Proof it was sent:
[image: A picture containing text

Description automatically generated]
Figure 26 – Proof of Sent E-Mails 


After this, one navigated to Facebook, where a contact was chosen, and the following message was sent: 
[image: A picture containing text, electronics
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Figure 27 – Sending an IM on Facebook


General browsing on Facebook was conducted after this: 
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Figure 28 – General Browsing on Facebook [46]

Part 2.4: Creating a Word Document 
	Tails offers an equivalent of Microsoft Word and that is ‘LibreOffice Writer’, a word document was created using this platform and then ‘saved’. 
[image: Text, letter

Description automatically generated]
Figure 29 – Creating a Document on LibreOffice 

Proof it was saved: 
[image: Diagram

Description automatically generated]Figure 30 – Proof of File Saving 


[bookmark: _Toc70043744]Part 2.5: Tor & it’s capabilities.
As Tor is known for ‘protecting users privacy’ [4] [18] [26] [28] it was important to see the efficiency of Tor’s privacy protection in action. Simple searches were made, such as:




· ‘’What is my IP address?’’
[image: Graphical user interface, text, website

Description automatically generated]
Figure 31 – IP Address Record #1 [47]


As one can see the above image shows that the IP is: 107.189.153, along with an IPV6 address. It displays the location in which the PC is stationed is: Kocasinan, Kayseri, Turkey. This is incorrect, in all circumstances. 

· The next question that was searched was ‘Am I using a VPN?’
This was the result: 
[image: Text, letter

Description automatically generated]Figure 32 - IP Address Record #2 [48]

This displayed a result of – ‘No proxy server detected’ and stated the IP is: 193.218.118.125, which is both incorrect and different from the original result on another page. 

· The third, and final question was ‘What OS and browser am I using?’ 
This was the result: 



[image: A picture containing text

Description automatically generated]Figure 33 – Operating System Detection  [49]

[image: Text

Description automatically generated]Figure 34 – Browser Detection [49]



According to the website, the OS in use was Windows 10, and the browser was Firefox 78 – of course, both claims are wrong. The OS was Tails, and the browser was Tor. 

The results to the questions that were asked instil confidence in one that both Tor and Tails provide the privacy that they claim to be able to provide. 

[bookmark: _Toc70043745]Part 2.6: Powering off & checking remains.
· Next, it was important that the basic test of ‘Is Tails really amnesiac?’ was conducted, to do this, Tails was turned off, then re-booted. Upon reboot, the following screen was presented: 
[image: A picture containing text, electronics, display, computer

Description automatically generated]Figure 35 – Booting Tails #2

Tails went right back to the setup stage. When ‘Start Tails’ was entered, the same screen that was previously shown was displayed. 
The places that were checked for any data were: documents, ‘Home / Tor Browser’, Downloads, and ‘Internet History’ on Tor. 
The results of this check were as follows: 

[image: A piece of paper with writing on it

Description automatically generated with medium confidence]  Home/Tor BrowserFigure 36 – Tor Browser Data Empty 

[image: A picture containing text, monitor, electronics, computer

Description automatically generated]Home / DownloadsFigure 37 – Downloads Data Empty 

[image: A picture containing text, monitor, electronics, display

Description automatically generated]Home / DocumentsFigure 38 – Documents Data Empty 


[image: A piece of paper with writing on it

Description automatically generated with medium confidence]Figure 39 – Tor Search History Empty 


The files that were saved on the previous session of Tails were absent, and the search history log was empty. 

Part 3: Boot back into Windows. 
Run Diskpart, then type ‘list disk’
Check the disk number of the USB, it is Disk 2. Type ‘select disk 2’
The type ‘attributes disk set readonly’ 
[image: ] Figure 40 – Disk Partition and Read-Locking 



This ensures that the USB cannot be altered, no information can be inputted or deleted.

·  Download FTK Imager 4.2.0 from : FTK Imager 4.2.0 (accessdata.com)
· Input the required details, then navigate to the email that was provided, select the e-mail from FTK, and use the download link provided to download FTK. 
· Once the installer has downloaded, run it and go through the setup. 
· One it installs, it will boot FTK Imager automatically, and this page will be displayed:
[image: ]
Figure 41- FTK Initial Screen 

Click > File 
· Create disk image
· Physical Drive
· Use the drop-down list and select the correct drive – Drive 2 – Generic Mass-Storage USB
· Select ‘Add’ under Image Destination(s)
· Select Raw (dd) 
· Next
· Fill in the evidence Information
[image: ]Figure 42- Evidence Item Information 

· Next
· Select the destination in which the image file should be stored, in this case libraries > documents > TAILS Case
[image: ]Figure 42- Selecting a Destination for Inage 

· State image filename – named: Tails Investigation – 260 Mass Storage 
· Change segment number to 0 – this ensures that the image is in 1 file rather than multiple 
· Finish 
· Wait for it to process.
· Once it has finished, it will validate the files, and then it is complete
· Navigate to the destination that was selected for the images to be saved – there should be two files, one .txt file, and a WinRAR file (or whatever is selected on the users PC) 
· Check the .txt file: 
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Figure 42- Imaging Proof File (incl. Hash Sums) 

· Navigate back to FTK, select file, add evidence item, select image file, then using the path finder, select the WinRAR file that was created when the image was made. 
[image: ]Figure 43 – Select Image File

· Finish
· Once it has loaded, one can expect the name of the investigation to be listed under ‘Evidence Tree’ on the left, this one is called ‘Tails Investigation.001’ 
· Use the dropdown option on the case selected underneath the evidence tree, when this was done, this was the result: 
[image: ]Figure 44 – Initial Results of Data Acquisition 


The text that can be seen on the bottom under ‘File list’ is hexadecimal code – but no evident files were recovered under this small section. 
· Click on ‘Tails (1) [8192MB]’ the 8192MB is the size of Tails 
There are still 0 recovered files in this section. 
· Click on ‘unpartitioned space’. 

[image: ]
Figure 45 – Data Recovery, Hexadecimal Code 


The following files were found –
Backup GPT Header
Backup Partition Entry Array
Primary GPT Header
Primary Partition Entry Array
Protective MBR

The contents of these files are nothing but Hexadecimal code. No inputted data was found in this search – no images, videos, word files, whatsoever. The only data that was found was the data that allows Tails to boot.
This concludes the investigation process.




[bookmark: _Toc70043746]4.5 Results & Analysis 

	To test whether data was recoverable from a Tails USB, activities were performed on Tails, the OS was then shutdown, and Windows was used again – this was to lock the USB into a read-only state and perform forensic analysis on the USB stick to test whether the data inputted onto Tails was recoverable – the outcome of the experiment proves that one was unable to perform data acquisition on the USB stick. 
Files such as: images, search history, word documents, videos, and audio files, were missing from the data recovery - the only recoverable data was the data that allows Tails to boot, and this was displayed in Hexadecimal code. 


[image: Text

Description automatically generated with low confidence]Figure 46 – Data Acquisition Diagram


Whilst one was unsure as to whether any data could be recovered – it was suspected that the acquisition of the files would fail, thus proving that Tails’ feature of amnesia works tremendously. The entire point of Tails is to provide its userbase with a way to perform actions on an operating system that would seemingly ‘forget’ all of the activities that were carried out, so for that particular element to fail, it would make the operating system redundant. 
An interesting piece of information that was found about Tor browser was its ability to mask the users IP address, OS, Browser, and Location – changing from one website to another, as can be seen above, two IP addresses were used when straying from one website to another, those being:  107.189.153, and 193.218.118.125, the device location was also masked as being located in Turkey (when it is located within Swansea, Wales), also the browser and OS displayed as Firefox on Windows, when it was, however, Tor on Tails. Whilst it was expected that Tor had this capability, it was not expected for it to shift between multiple IPs in one search session – it was expected for one IP to be used per session, however Tor seemed to alter between multiple. 
[bookmark: _Toc70043747]Chapter 5 – Recommendations 

Before this investigation was conducted properly, a test run of the Tails download and boot was completed – this was attempted with a SanDisk USB stick, and whilst Tails was able to flash the USB and convert it into a seemingly ‘bootable device’, it would not boot off the SanDisk USB when it was changed to the preferred boot drive in the BIOS – after completing research, it was found that a number of USB devices were incompatible with Tails and multiple issues were known – SanDisk being one of them. According to Tails, ‘’Many SanDisk USB sticks are configured by the manufacturer as a fixed disk, and not as a removable disk. Consequently, they require removing the live-media=removable boot parameter’ [38]
	Secondly, much of the data that was displayed under the ‘unallocated space’ was displayed in hexadecimal code – this could be deciphered from hex, to binary, to plain text, this may allow insight as to how Tails works. If this investigation were to be performed again, it is most definite that the conversion of such data would be completed in order to understand how Tails functions – as there are many descriptions of how it works in basic terms but not down to the fine details, and it would be beneficial to understand how the OS works in order to attempt a more thorough investigation. 
	Joined with this, if this investigation were to be done again, more activities would be carried out on Tails – the activities that were carried out over one day in the current investigation, however in another investigation, multiple activities not limited to the current ones, would be carried out over the timeframe of approximately two weeks.
	Seeing as Tails also has a ‘persistent storage’ [3], in a separate section of the investigation, persistent storage would be turned on – it is supposed to be encrypted, so it would be very interesting to see whether that data could be recovered and decrypted to view the files in their raw format. 

[bookmark: _Toc70043748]5.1 Summary
	
	To complete this investigation, several different processes and tasks were carried out, which took the best of around six months to complete. Before the development of the investigation, it was essential to carry out research about different topics, this included watching educational videos, reading books, engaging in online forums, and utilising the internet (specifically Google Scholar) to get a good grasp on which topics were interesting and unpopular. After generating a list of approximately four possible ideas, a consultation with the project leader was conducted, in which the ideas were presented; the result of the meeting was the decision of what investigation would be carried out. Once the topic was picked – Tails – it was essential to determine what the reason for the project was – what is the aim? Thereon, the objectives were created.
A great amount of research on the topic was conducted after this, information such as: its origins, the way it works, the tools included, and the things it had to offer were researched; this was essentially the initial stages of the development of the ‘literature review’. Seeing as the literature review is never really ‘finished’, it kept getting updated throughout the entirety of the project with new information. One of the most fundamental elements of the project was to look for related work, which was conducted after the start of the literature review – it was found that not many investigations were developed that were remotely close to this investigation, but there were some that were slightly similar. 
	The research methodology section was the chapter that put real structure into the project and was incredibly thought provoking – it allowed for the simplest, yet important questioned to be answered – ‘what kind of project is this?’ ‘how long will it take?’ etc. Following this, was the ‘Design and implementation’ chapter – this section consisted of block diagrams, packet tracer designs, and explanations as to how the investigation would work. When working in union, these elements ensured that the design was created with as much accuracy as possible. The final design was created in packet tracer and highlights how each task will be completed and in what procession. 
	Then, the project was implemented – the write-up shows the clear procession of each event and how each task was carried out. Followed by this are summaries, an analysis of the results, and recommendations. 

[bookmark: _Toc70043749]5.2 Conclusion 
	
	This project consisted of a lot of research and a lot of working out the way in which things work – Tails is a rather unique OS as it functions on a live drive and removes data after shutdown, so researching into that element was key, and it was also the primary motive – to see how efficient that function was, and whether a forensics officer could use basic FTK to acquire ‘deleted’ data. The primary outputs of this investigation were research into many elements of this system, and not just the operating system itself but also the tools it uses – primarily focusing on Tor. Thorough designs were also created along with block diagrams and ways to show how the investigation would work, thereon the activities were documented and the FTK image file and result were displayed – which were the most important outcomes of the project. 

There are multiple factors that make Tails work, and the fact that it operates using a Live, flashed USB is the primary reason as to why it works – it functions using volatile memory, hence why data is deleted after it has been turned off – any chances of recovering the data are unlikely unless one is able to capture the data seconds between power off and complete shutdown, unless of course, persistent storage is turned on. 
	Ultimately, there are not many other projects that have been conducted that were remotely similar to this project – one particular study stood out, however it focussed more on comparing normal browser data to Tor data, which was not similar to the aim of this project. 
	A careful approach was taken in the project, taking the time to choose the correct methods to meet the aims and objectives of the project. Research was conducted and continued to occur throughout the entirety of the project as it was fundamental to understand the working mechanisms behind Tor and Tails – and how data can be retrieved from such tools/OS. It was highlighted that the success of the project relies upon whether FTK was able to collect data from the system. 
	Multiple tools and devices were used to complete the project, such as: A USB stick, a router, a PC, FTK, and Tails. All of these were used to complete the project; however, the design was created in Cisco Packet Tracer. 
	Fundamentally, the result of the project is that Tails does what it is supposed to – delete files after it has shut down, no files were recovered other than those that are used to boot Tails and the tools within it. If the project were to be conducted again, a number of changes would be made, including using persistent storage, adding data over a longer period of time, and maybe use the full version of FTK rather than the imager. 
[bookmark: _Toc70043750]5.3 Recommendations for Further Research
	
	The topic discussed and investigated in this project is rather complex and rather interesting – there are many sub-topics related to the primary topic – Tails, which could be researched even further. 
	One of the topics which could be researched much further is the functionality of Tails itself – it is a known fact that it prides itself on the ‘amnesic’ [2] [3] [36] factor of the OS, and this element is prominent during the use of the OS, too. This would be a good topic to research further – how does the USB utilise volatile memory only? Most operating systems automatically save data directly to the hard drive or the SSD and only uses RAM (volatile memory) to save basic things, such as some details about boot instructions etc, so how does the USB/Tails automatically default to volatile memory rather than the hard drive? That would certainly be a rather interesting topic to research. 
	Tor’s ability to switch between IPs in one session of browsing could be an interesting topic to research as well – most VPN’s (even professional, paid-for software) connect to one server during the session – meaning one IP, unless of course one manually changes the location of the VPN server (e.g., From North America to Russia) but Tor was able to switch without any manual input, the reason behind this maybe an interesting topic to research further. 
	The forensic tool FTK is also rather intriguing, how does it manage to scour the drive for all elements of data that are supposed to be ‘deleted?’, even though in this circumstance it was not able to recover volatile data, it is incredibly successful in many other cases and finding out how it is able to retrieve data – even data that was thought to have been permanently gone, this would certainly be an interesting thing to research. 



[bookmark: _Toc70043751]6. Reflection 
The project and the research carried out within it was conducted in the way that was expected – the aims and objectives of the project were at least adequately met; prior to starting the investigation, the author had some background in forensics as it was a part of the course being studied at university, but no expertise, thus a mass amount of research was conducted, and internet tutorials were watched to learn to use FTK properly. 
Because of the depth of this project, many skills were needed to be utilised – some already known, and some that needed to be developed, some of those skills were as follows:
· Organisational Skills – this project was highly research-based, and it was essential that it was structured correctly and explained in the best possible way. Joined with this, the schedule deadlines are rather tight, so certain tasks needed to be completed by certain deadlines, etc. 
· Research Skills – most of the project was heavily reliant upon understanding Tails and how it works, which is essentially what allowed the project to function, thus a lot of research needed to be carried out. 
· Learning to deal with stress and working under pressure – as with any project, stress is a major factor. With errors occurring, misunderstanding some elements of the project, learning how to use different tools, etc… its important to learn to remain calm and work through things without letting it get on top of one. 




[bookmark: _Toc70043752]Lessons Learnt 
A multitude of lessons were learnt whilst completing this project, specifically being able to organise things properly and in rank of priority, along with the ability to understand how to create images in FTK and acquire data from a drive (including external storage devices such as a USB). Joined with this, learning how to manage the activities in such a way that it made it easiest to complete but also ensure that enough thought and detail was put into them was a lesson that was acquired. 

[bookmark: _Toc70043753]Barriers Experienced 
	Due to external life factors such as having a baby, it was sometimes hard to delegate time to the investigation and manage the tasks that needed to be completed. Scheduling was a great struggle, as life with a new-born is very much unpredictable, and thus it is hard to create a ridged schedule that would be completely adhered to. Joined with this, as the expertise level of FTK was ‘beginner’, learning how to use the tool took up a couple of hours of time and required watching tutorials and reading information on it.

[bookmark: _Toc70043754]Positives 
	
	The guidance that was received from the supervisor was exemplary – clear, concise, understanding, and personal advice and guidance was given, having such a great supervisor made the process of creating this project a much more pleasant, and easier experience. 
Having some sort of aim for each week was helpful in staying motivated – each aim was a task that was hoped to be completed, whether that was a large aim, or a small aim – nevertheless, an aim… and this certainly aided one in staying motivated to complete the work. Online research sources which allow access to published books, journals, and reports were of great help, too; they are incredibly thorough and there is such a diverse range of material that can be found in one space – with all the correct information needed to correctly reference the text, too. 

[bookmark: _Toc70043755]Advice to Future Students 
· Ensure the topic selected is something one is passionate about or have great interest in, it helps with motivation and staying on-task. 
· Start thinking about what topics could be researched as early as possible – having a sense of what could be done at an early date aids the research process and getting started. 
· Always listen to the supervisor – even if there is not always agreement, the supervisor is there to help and guide, and they cannot do that if they are ignored. 
· Try and create some sort of schedule and stick to it, it doesn’t have to be a ridged one, and doesn’t need to be strictly applied to, but it helps with knowing what has been done and what needs to be done.
· Always do everything possible to ensure all compulsory deadlines are met to avoid being penalised. 
· Conduct a lot of research – knowledge is key, and one can never know ‘too much’ about a subject. Document the findings, whether that is within the main body of the report, or in the appendices. 
· Stay open-minded and be patient with oneself, it does not do to criticise or talk negatively about one’s ability and work, try and be confident in the abilities one bares. 


[bookmark: _Toc70043756]Summary 

	At any given opportunity, new knowledge should always be sought out, nobody ever really ‘stops learning’, each day something new is learned, whether that is big or small. Always strive to gain knowledge on as many things as one can, as it could prove to be helpful at the most unexpected of times. 
	The success of a project all relies upon how it is approached, when trying to tackle a project in one giant lump-sum, it can cause unnecessary stress, and enhances the chances of failure – break the project down into sections, much like this one has, and tackle it piece by piece; always seek out advice and aid from those available, especially the supervisor. Ultimately, a projects chances of failing or succeeding are based upon multiple things, but the most important thing is – staying motivated. The want to carry on with the project is vital and can very much reflect on the quality of the project outcome. 
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[bookmark: _Toc70043759]1st Planned Gantt Chart
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Figure 47 – Original Gantt Chart 

[bookmark: _Toc70043760]Actual Gantt Chart – Correct Timings 
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Figure 48 – Actual Gantt Chart 

[bookmark: _Toc70043761]Project Logbook – Meetings Conducted 
Student: Kaylie Shoulder
Supervisor: Prof/Dr. Carlene Campbell 


Meeting #1 -
Date: 13/10/2020
In this meeting, a total of three project ideas were explained to the supervisor, those being: an investigation into Tails, an investigation into Telegram, and a comparison of multiple forensics software. Each idea was talked through, which resulted in the chosen topic being decided upon – the investigation would be about Tails. It was advised to start research. 

Meeting #2 –
Date: 27/10/2020 
In this meeting, the introduction was discussed along with the objectives of the project – what was the primary aim? What does one want to achieve from this project? It was advised to start thinking of these elements and start the write-up. 

Meeting #3 
Date: 03/11/2020
Having started the introductory element of the project such as the project background, guidance was given regarding how things were worded – it was reminded that one should avoid talking in first person. Also, the supervisor aided with the objectives that were created and helped to understand how to approach this section better. Starting the literature review was advised. 

Meeting #4 
Date: 10/11/2020
Having made corrections on the project background, and created a good list of objectives and aims, the literature review had started. At this point, approximately two topics were thoroughly covered. These were discussed and guidance was given about how it should be presented, the related work elements were explained also, and was encouraged to be started.



Meeting #5
Date: 23/11/2020
More details and topics were added to the literature review; however, this section will continue to grow as the project goes on. Related work was carried out and the supervisor advised on how to correctly reference some of the work that was found as there was confusion, which made the text hard to read. 

*Absence from this point until February due to external-life factors. *

Meeting #6
Date: 09/02/21 
Related research had been completed by this point, along with its conclusion. Research Methodology had been completed too, however there were a few mistakes and misunderstandings in the terminology that was used, thus the supervisor informed of the mistakes and explained what the terminology meant, allowing for these mistakes to be rectified. The supervisor advised on starting the design of the project. 

Meeting #7 
Date: 16/02/21
The design stage had been started but was lacking clear diagrams to show how the project would work – block diagrams had been created but were in too much depth for the section in which they resided. The supervisor aided in this section by giving advice on how to approach the block diagrams and the amount of detail they should contain. Joined with this, some elements of the project were written in too much depth, and thus it was explained that they should be shortened. 

Meeting #8 
Date: 02/03/21
By this point, some designs had been created and the block diagram was starting to be rectified, however the designs that were created still did not show the accuracy needed. Also, the problem formulation was not clearly understood. The supervisor explained this section thoroughly and advised on how to approach the diagrams – such as suggesting tools to use. 

Meeting #9
Date: 09/03/21
At this point, the designs had been completed, the block diagrams were rectified, and the report sections which were too elaborate were written out more concisely. This meeting consisted of talking through the stages of the investigation – how would it be done? What are the steps? Guidance was given in this. 

Meeting #10
Date: 23/03/21
The project had begun and this meeting consisted of advice on how one was approaching the report, making amendments to make it more readable, etc… 
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