Introduction
In today’s rapidly evolving digital landscape, cybersecurity has become a fundamental concern for financial institutions. The company is entrusted with sensitive customer and corporate data, making it a prime target for cyber threats. Over recent months, the company has experienced a series of security incidents, including phishing attacks and unauthorized access attempts on the network. These threats, both internal and external, pose significant risks to operations, regulatory compliance, financial stability, and corporate reputation.
The rise of remote and hybrid working models has further increased exposure to cyber risks, with employees accessing company resources from various locations and devices. Cybercriminals are continuously refining their tactics, exploiting vulnerabilities in email communications, endpoint devices, and network security to gain unauthorized access to critical data. Without a robust and comprehensive security strategy, FinSecure Ltd (FSL) remains at risk of financial losses, data breaches, operational disruptions, and regulatory penalties.
To address these challenges, this report outlines a comprehensive security policy designed to mitigate both internal and external threats. The policy focuses on strengthening the company’s cybersecurity posture through enhanced threat detection and prevention measures, rigorous employee training, strict access controls, and compliance with industry best practices and regulatory requirements. By implementing these measures, assets can be safeguarded, customer trust can be maintained, and long-term resilience of the organization in the face of an increasingly sophisticated cyber threat landscape can be ensured.
The implementation of an effective strategic cybersecurity framework will not only address our current vulnerabilities but also position the company to proactively defend against emerging threats.















Potential Threats & Mitigation Measures
The company holds the personal and financial data of customers and faces many potential threats which could compromise this sensitive data, disrupt operations and harm reputation. 
The company is exposed to both external threats – which come from outside of the network – and internal – which originate from inside the network. Most internal threats are not malicious.
Below is a breakdown of the threats the company may encounter.

External threats
Often driven by cybercriminals, nation-state actors, or malicious third parties.
1. Phishing [1]
· Fraudulent emails or messages impersonating trusted sources to trick employees into revealing sensitive data such as login information.
· Spear phishing/whaling targets specific employees with personalised attacks, often posing as somebody that would cause an emotional response, such as a very senior manager.
Mitigation measures: [27]
· Implementation of multi-factor authentication (MFA) so when credentials are stolen, they do not allow for access.
· Security awareness training & building user knowledge
· Email filtering
· Encourage employees to question/verify requests of sensitive information

2. Ransomware & Malware [2]
· Ransomware is malicious software that often presents the user with a stress inducing message. Used to encrypt data, with attackers demanding a ransom for its release.
· Trojans, keyloggers, and spyware can infiltrate systems through downloads via unauthorised websites, malicious links, or email attachments.
Mitigation measures: [28]
· Regular backups of data
· Regular system updates to patch security vulnerabilities
· Antimalware software
· Access controls


3. Hacking Attempts leading to Data Breaches [3]
· Hackers exploit vulnerabilities in networks, systems, applications, or third-party services to gain unauthorised access to systems and data such as customer financial records & employee data.
· SQL injection and zero-day exploits are commonly used to penetrate weak security systems.
Mitigation measures: [29]
· Regular system updates to patch security vulnerabilities
· Intrusion Detection and Prevention Systems
· Minimum password strength policies
· Conducting penetration testing to identify vulnerabilities

4. Insider Threats (External Influence) [4]
· Financial Institutions are common targets for those wishing to bribe or coerce employees into providing access to company data or systems.
· Cybercriminals pose as i.e. job applicants, contractors, or vendors to infiltrate internal systems.
Mitigation measures: [28]
· Background checks
· Monitoring network usage & audit user activities
· Implement whistleblower policies
· Access controls

5. DDoS (Distributed Denial-of-Service) Attacks [5]
· Attackers overwhelm company’s website or online services with excessive traffic, often directed via “netbots”, causing disruptions to portals, systems, or critical applications.
Mitigation measures: [28]
· Firewalls & DDoS protection software/hardware
· DDoS testing
· Maintain incident response policies

6. Credential Theft & Account Takeover (ATO) [7]
· Attackers steal employee login credentials via phishing, dark web leaks, or brute-force attacks to gain unauthorised access to internal systems.
Mitigation measures: [28]
· Multi-Factor Authentication
· Strong password requirements
· Monitor logon activities
· Disable unused accounts



Internal Threats [8]
These originate from within an organization, and do not have to be from malicious actors; they are often due to employee/user negligence or lack of awareness.
1. Employee Negligence/Human Error
· Employees accidentally exposing sensitive data via e.g. system misconfigurations, weak passwords, or sending information to the wrong recipient via email or other messaging systems.
· Failure to follow security policies (e.g., clicking on phishing links, using unauthorized USB devices, or downloading unapproved software) can create vulnerabilities.
Mitigation measures: [29]
· Frequent cybersecurity training
· Access controls
· Restrict personal devices/email access

2. Malicious employees [9]
· Disgruntled employees may intentionally steal, leak, or delete sensitive data before leaving the company.
· Some employees may collaborate with external cybercriminals to compromise systems for personal gain.
Mitigation measures: [28]
· Access controls based on roles/responsibilities
· Monitor user activities
· Conduct exit interviews
· Disable unused accounts after employee leaves

3. Poor system management
· Excessive or incorrect user privileges allow employees access to sensitive systems they do not need for their role.
· Orphaned accounts (inactive accounts of former employees) can be exploited if not deactivated promptly.
Mitigation measures: [29]
· Access controls
· Regular audits of accounts & permissions
· Conduct frequence security assessments



4. Unauthorised Applications & Devices [11]
· Employees using personal devices (laptops, USBs, cloud storage) or unapproved applications (e.g., WhatsApp, Google Drive) to store or transfer company data can introduce security risks.
Mitigation measures: [28]
· Maintain device policies
· Mobile Device Management solutions
· Use of firewalls to block unauthorised applications
· Employee education

5. Weak Remote Work Security
· Unsecured home networks and use of personal devices can expose the company to cyber threats, even when using a VPN to access the company network.
· Employees may connect to public Wi-Fi networks without using a VPN, exposing company data to risk.
Mitigation measures: [28]
· Require a VPN for remote access
· Enforce group policy via network security controls
· Enforce home network security configurations for employees
· Disable connections to public Wi-Fi

6. Lack of Security Awareness & Training
· Employees who are unaware of security threats are more likely to fall victim to phishing scams or reuse weak passwords across multiple accounts.
· A lack of regular security training can leave staff vulnerable to social engineering attacks.
Mitigation measures: [27]
· Carry out frequent security training programs
· Phishing attack simulations
· Promote a ‘security-first’ culture
· Offer incentives and recognition for strong security practices






Impact of these threats to an Organisation [10] [12] [13]
· Financial Losses: Cyberattacks can result in direct financial theft, ransom payments, and regulatory fines.
· Reputational Damage: Customers may lose trust in services after a security breach.
· Operational Disruptions: System downtime from ransomware, DDoS attacks or the necessity of patching vulnerabilities can halt business operations.
· Regulatory Penalties: Non-compliance with data protection regulations (e.g., GDPR, FCA guidelines) can lead to legal consequences and fines.

























Policies 
To ensure the proper use and management of company systems, necessary security policies must be implemented. 
The term “cyber security policy” or “network security policy” refers to directives designed to maintain cyber security. [16] Security policies are documents that lay out the approach(es) an organisation uses to maintain confidentiality, integrity and availability of data and systems. Within them exist rules, guidelines and expectations of users and systems to meet the approach of the organisation. [14] [15] 
The overarching goal of this policy is to:
· Protect sensitive data
· Prevent unauthorised access
· Mitigate threats
· Auditing and tracking of policy
· Maintain compliance with regulations
· Establish accountability
The following security policies are based on industry standards ISO 27001, NIST, HIPAA & GDPR guidelines and will provide a base level of security to ensure the correct use of systems and management of data that will provide acceptable company-wide cyber security. These can be adapted and evolve as necessary, based on new threats or issues encountered as time passes.

Acceptable Use Policy
Outlines the acceptable use of company assets; the activities that can be undertaken using company assets, and those which are forbidden. [17]

Data Protection & Privacy Policy (DMP) [19] 
Outlines all the ways in which the organisation will handle data; from its collection to its storage, processing, dissemination, retention and disposal. It is a framework which can be used to ensure effective and ethical data management, to safeguard data and maintain integrity during its entire lifecycle.
Defines:
· Roles and responsibility for data handling
· Data quality standards
· Security measures (i.e.  encryptions & access control levels)
· Regulation compliance (i.e. GDPR & HIPAA)
· Data backup and recovery
· Handling sensitive information 
· Data sharing 
· Data and overall data policy review & update procedures [19]


Information Classification and Handling policy [21] [22]
The classification of data (public, internal, confidential, secret etc.) must inform how that data is treated. This policy outlines how different classified data must be treated, i.e. how it is stored, transmitted and disposed of.

Access Control Policy [18] 1850
Outlines how the requests to access physical/digital resources within the organisation are granted or denied. Access to every resource - whether it be digital or physical – must be audited and controlled to ensure only authorised access can take place.  These decisions are enforced based on regulations & different job role requirements and are put in place to “protect data and resources against unauthorised disclosure (secrecy) and unauthorised or improper modifications (integrity), which at the same time ensuring their availability to legitimate users (no denials-of-service)”. [18]
Defines:
· Who (users, groups, roles)
· Can do what (read/write/delete/modify)
· To which resources (files, systems, data, applications)
· Under what circumstances (time of day, location, device specifications etc.) [20]

Password Policy
Outlines the requirements for passwords to access different systems. A minimum level of complexity and length of passwords must be attained to minimise the risk of unauthorised access to systems via attacks such as brute force attacks and dictionary attacks etc.
Two-factor authentication should be implemented where possible to further enhance security of systems.

Remote Access/BYOD Policy
Outlines the security requirements for either a personal or company device to connect to the network from outside the physical network and often enforces the use of a VPN or MDM (Mobile Device Management) tools.

Email & communication policy
Outlines how employees should use email and other communication avenues within the organisation. Covers all facets of communication such as what can be sent, how to classify communications, how to handle email attachments and how to minimise the risks of phishing & data leaks etc.



Incident Response Policy
Structured framework that outlines how the organisation will prepare for, detect, respond to and recover from a cybersecurity incident. It ensures that all incidents are managed appropriately to minimise damage, return to normal operation as quickly as possible and learn from incidents to mitigate risks in the future. [23]

Third Party/Vendor Risk Management policy [24]
Third parties may not conform to the same security standards and practices as the organisation, so this policy aims to ensure standards are met. 
Aims:
· Assisting in the selection of third parties
· Assessing & mitigating risk
· Setting out Service Level Agreements (SLAs), security & data protection requirements
· Incident response and reporting
· Monitoring and auditing of performance


Security Awareness & Training Policy
Ensure staff are aware of potential threats and how to respond to them. Often includes mandatory training and annual refreshing of knowledge surrounding, but not limited to:
· Phishing
· Social Engineering
· Bribery
· Data Handling
· Acceptable use

Change Management Policy [25]
Outlines the process and procedure for managing changes to all facets within the IT section of the company such as IT systems, infrastructure, operational processes and policy. It also outlines the responsibilities of people for handling these changes. 
Ensures changes are made in a controlled manner that minimises risks & disruption to normal operating procedure. Maintains the balance between the need for change with stability, security and compliance.






Monitoring the network
A large part of cyber security is monitoring the network for threats, mitigating any threats before the occur, and if they do occur, responding and fixing issues in a timely manner, learning from the issues encountered and implementing strategies to ensure they do not occur again.
The following is a plan to monitor the network and respond to threats.

1. Preparation [29] [30]
· Establishing an IRT (Incident Response Team): Define the people, roles and responsibilities of the team members. This should include all company departments that are required (IT, legal and HR personnel).
· Develop and maintain policies: Incident response, data protection and communications policies/protocols
· Implement Network Monitoring tools: Intrusion Detection Systems (IDS), Security Information and Event Management (SIEM) systems, and Endpoint Detection and Response (EDR) tools.
· Frequent Training and Awareness training: Regularly training staff on security measures and incident reporting protocols.
· Create backups: Create regular backups so systems can be restored

2. Detection and Analysis [29] [30] [31]
· Continuous System Monitoring: The use of IDS, SIEM and EDR systems to detect any issues
· Alert analysis: Any alerts that are thrown by the monitoring systems need to be analysed thoroughly.
· Document findings: Keep a detailed record of all information regarding incidents (timelines, systems affected, actions taken, impacts, outcomes etc.)

3. Containment, Eradication and Recovery [29] [30]
· Contain the incident: Isolate systems affected to limit spread of damage.
· Eradication: Remove threat (malware, unauthorised user, environmental threats etc.)
· Recover Systems: Restore from backups & return to normal operations

4. Post-Incident Clean-Up & Reflection [29] [30] [32]
· Review: Analyse incident to understand causes and effectiveness of response
· Determine lessons learned: What can be done differently? How well did the current process work?
· Update Documentation: Revise documentation and response plans/policies based on the lessons learned
· Report: Communicate findings to relevant stakeholders and regulatory bodies.





Incident Response Flowchart
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Staff Cybersecurity Training Program
Staff are often the first line of defence of a company’s cyber security. They are also the weakest link. Therefore, all staff must be trained in how to recognise and avoid risky behaviour to ultimately protect themselves and the company from losses that can occur due to cyber security threats. [33] [34]
The purposes of an employee training program are:
· Reduce human error
· Raise awareness of threats
· Enforce security policies 
· Reduce security incidents and ultimately cost incurred
· Ensure regulatory compliance
· Create a culture of security

Structure of training: 
· Training during onboarding 
· Annual refresher courses 
· Role-based training
· Simulated exercises (phishing simulations etc.)

The training topics should:
· Build a general knowledge and sense for security
· Help to enforce the security policies put in place 

Delivery methods: 
· E-Learning
· Workshops
· Newsletters, bulletins and email communications
· Posters & visual aids in common areas
· Reminders at system access points 
Assessment & Compliance: [35]
· Quizzes and tests
· Simulations
· Compliance tracking





Conclusion
In an era where cyber threats are becoming increasingly sophisticated and persistent, a proactive and strategic approach to cybersecurity is essential, particularly for financial institutions dealing with sensitive data. This report has outlined the multifaceted nature of both internal and external threats facing the company, along with suitable mitigation strategies and robust policy frameworks designed to strengthen the company’s overall security posture.
By implementing comprehensive policies and technical safeguards such as access controls, network monitoring, and incident response protocols combined with a strong emphasis on employee training and awareness, FinSecure Ltd can significantly reduce its vulnerability to cyber attacks. Empowering staff through structured cybersecurity education doesn't just meet regulation policies, but is a critical investment in building a resilient security culture across the organization.
Moving forward, continuous policy review, regular training, and adaptive threat monitoring will be key to staying ahead of emerging risks and competition. With consistency, employee accountability, and the right tools in place, the company will be well positioned to safeguard its data, maintain regulatory compliance, and preserve customer trust in an increasingly challenging digital landscape.
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Appendix
1. Presentation to board of directors
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