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CHAPTER 1: INTRODUCTION.
1.1 Research Background In today’s digital age, individuals increasingly depend on technology for communication, work, and entertainment. However, this dependency exposes them to various cybersecurity threats, including phishing, identity theft, and ransomware. Cybercriminals often target personal devices due to weak security measures, making cybersecurity awareness crucial[1]
1.2 Problem Statement Many individuals lack awareness about the risks posed by cyber threats. This lack of knowledge leads to significant consequences, such as financial loss, privacy breaches, and emotional stress. This study focuses on understanding these threats and highlighting the need for improved personal cybersecurity practices.[2]
1.3  Research Objectives The objectives of this research are as follows: 
· To identify the most common cybersecurity threats targeting individuals. 
· To analyse the impact of these threats on personal privacy and security. 
·  To provide recommendations for enhancing personal cybersecurity measures.[3]
1.4 Research Questions 
This study seeks to answer the following questions: 
· What are the most prevalent cybersecurity threats faced by individuals? Smith, J. (2023). Cybersecurity in the Digital Era, National Cybersecurity Alliance. (2022). “Cyber Threats Report.” 3 Brown, l. (2021). Cyber Threat Mitigation. Cybersafe Journal. 
· How do these threats impact personal data and privacy? 
·  What strategies can individuals use to protect themselves against cyber threats? 
1.5  Significance of the Study This study aims to educate individuals about personal cybersecurity threats and empower them with knowledge to safeguard their online presence. By understanding the risks, individuals can take proactive steps to enhance their digital safety.[3]
1.6  Scope of the Study The study focuses on personal cybersecurity threats, including phishing, malware, and social engineering. It does not cover corporate or organizational cybersecurity measures but emphasizes practical steps individuals can adopt[4]
1.7  Definitions of Terms:
· Phishing: A fraudulent attempt to obtain sensitive information by disguising as a trustworthy entity. 
· Malware: Malicious software designed to harm or exploit devices and networks
·  Social Engineering: Manipulative tactics to trick individuals into revealing confidential information.[4]
1.8 Research Organization 
The study is structured as follows:
· Chapter 1: Introduction to the topic, research questions, and objectives.
· Chapter 2: Literature review discussing previous studies on cybersecurity threats. 
·  Chapter 3: Methodology used to gather and analyse data. 4 Federal Trade Commission (FTC). (2023). “Protecting Your Personal Information Online.” 5 Norton LifeLock. (2022). “Understanding Cyber Treats.” 
·  Chapter 4: Findings and analysis of personal cybersecurity threats. 
·  Chapter 5: Conclusion and recommendations for improving personal cybersecurity.
























Chapter 2: Literature Review.
Exabeam, a global cyber security company believe that the best solution to cyber threats and attacks is application security. Which involves using tools and processes to protect both software and hardware. This can be done by finding and fixing vulnerabilities early, like with scanners and firewalls, organizations can prevent attacks and keep their systems safe.
On the other hand, Dir. Raj Samani, a cyber security expert believes that not only educating, but training individuals is extremely important to prevent cyber-attacks. He came to this conclusion from a study he conducted on the rise of phishing attacks. in his research he surveyed 1,000 people from different industries to see how much they knew about phishing. The results showed that even with awareness campaigns, many still lack knowledge. 45% of individuals couldn’t recognise a phishing email, 50% had received suspicious emails and only 30% of them reported it to their IT teams. This highlighted the gap between recognising phishing and acting. Dir. Samani’s Study emphasizes the need for better[5] training to help people respond to threats.[5], [6], [7]




















Chapter 3: Research methodology.
This study utilizes a research method grounded by numbers and data to study and examine cybersecurity threats and how they affect the disclosure of private data. It focuses on exposing current weaknesses, studying regularly happening threats and evaluating how effective the online course is, that helps teach users how they should protect their data or personal information from potential attacks. This component explains the approach to the manner that has been selected, the process for collecting data and the alternative methodologies that were accomplished to check that the results are well founded. 

3.2 Research Design 
The research design is expressive and quantitative, since it seeks to obtain information that can be deliberated, to study different actions, trends and class or levels of knowledge of the users who get involves in cybersecurity attacks and how to turn them aside. This will transpire through structured surveys, with which the data will be collected from a group of students, which represent a group vulnerable to different cyberattacks such as phishing.

3.3 Population and Sample.
The study group is composed of students, who have different educational grades and different ages, they were chosen from current students who were the most vulnerable to these attacks due to their constant use of digital technologies or online programmes.
The instance will be taken with a strategic random sampling, which ensures that all subdivisions are represented in the result.

3.4 Research Instruments.
A questionnaire will be used as the fundamental process of data collection. It is made to calculate the degree of information about cybersecurity, the number of times they face threats and the willingness of users to take preventive measures against cyberattacks

[bookmark: _Toc187423407][bookmark: _Toc187423576][bookmark: _Toc187422691]This research is about a big problem in our online world today: cybersecurity risks. Many students don’t know that hackers can steal their personal information through phishing and malware. These are tricky methods used by bad people on the internet. The goal of this research is to check how much students understand these dangers and what they do to stay safe. Phishing is when hackers send fake emails or messages that look real. The message tricks people into giving their passwords or bank details. Malware is bad software that can enter a computer and steal information or cause damage. Students often fall for these tricks because they don't always know how to spot them. This research will show how well students can avoid these online traps.[8]
[bookmark: _Toc187423408][bookmark: _Toc187423577][bookmark: _Toc187422693]The survey asked students about their knowledge of cybersecurity. 
[bookmark: _Toc187423409][bookmark: _Toc187423578]Questions were like:
· [bookmark: _Toc187422694][bookmark: _Toc187423410][bookmark: _Toc187423579][bookmark: _Toc187422695]Have you ever clicked on a strange link?
· [bookmark: _Toc187423411][bookmark: _Toc187423580][bookmark: _Toc187422696]Do you know what phishing is?
· [bookmark: _Toc187423412][bookmark: _Toc187423581]What do you do to keep your accounts safe?
[bookmark: _Toc187422697][bookmark: _Toc187423413][bookmark: _Toc187423582]The answers helped us see if students understand cyber risks or not. This method gives real answers directly from students. It shows how they behave online and what steps they take to protect themselves.[9]
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Explanation of Research Data and Graphs.
The research shows how students from different age groups deal with two major cybersecurity risks: phishing and malware. Phishing is when hackers send fake emails or messages to steal personal information. Malware is harmful software that can damage devices or steal data. Let's explain the findings in both cases.

Phishing Awareness and Behaviour Among Students.

The phishing data shows how aware students are of phishing attacks and whether they take steps to stay safe. Let’s break it down:

	Age Group
	Know Cybersecurity (%)
	Faced Threats (%)
	Use Protection Measures (%)

	15-18
	60
	40
	30

	19-22
	70
	55
	50

	23-26
	75
	65
	60

	27+
	80
	50
	70



Awareness (Know Cybersecurity):
The older students (27+) know more about phishing, with 80% being aware of the dangers. Younger students (15-18) have less knowledge, with only 60% knowing about cybersecurity.
Faced Threats:
Interestingly, the students aged 23-26 have faced more phishing attacks (65%) compared to other groups. It seems that this age group is more active online, making them more likely to be targeted by hackers.
Use Protection Measures:
The percentage of students who use protection measures, like strong passwords or two-factor authentication, increases with age. For example, only 30% of the youngest group (15-18) take precautions, while 70% of the oldest group (27+) use protection methods. This shows that experience matters when it comes to staying safe online.
Malware Awareness and Behaviour Among Students.

Now, let’s look at the data for malware. Malware is dangerous because it can damage devices and steal important information.
	

	Age Group	Know Cybersecurity (%)	Faced Threats (%)	Use Protection Measures (%)

	15-18	55	45	28

	19-22	65	60	48

	23-26	70	68	58

	27+	78	55	67


Awareness (Know Cybersecurity):
The older students (27+) have the highest awareness, with 78% knowing about malware risks. The younger group (15-18) is less aware, with only 55% understanding these threats.
Faced Threats:
The 23-26 age group faced more malware attacks (68%) compared to others. This matches the phishing data, showing that this age group may take more risks online.
Use Protection Measures:
Like phishing, the older students are better at protecting themselves. In the 27+ group, 67% take security measures, while only 28% of the youngest group do so. This shows that younger students need more education on how to stay safe from malware.[10]
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