An improved IT framework and model meets Caribbean Coffee 's approach to information system security, governance and compliance

This paper consists of four parts: the first part is a review of data security; the second part introduces and studies ITIL and the Information Organization for Standardization 27000 (ISO); the third part applies the above research results to solve the Caribbean Coffee problems; the fourth part is a reference.
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1. [bookmark: _Toc122530533]Introduction
Data factors optimize the allocative efficiency of traditional factors in the process of enterprise production and management, realize the value transfer of data factors on the basis of traditional production and management, and spill the value to many fields of economic and social activities. It focuses on the value attribute of data, which is mainly reflected in the embedding of technological innovation, the evolution of social division of labor, the extension of economic time and space, etc., and realizes the improvement and effective distribution of the value increment of economic activities through data drive. However, in the process of data value, data security problems continue to emerge, such as personal information disclosure, big data kill, algorithm collusion, etc. Most of these data security problems come from the abuse of data behavior by operators with data development and processing ability to obtain excess profits, which poses new challenges for the supervision in the field of digital economy.
From the perspective of the correlation between the value attribute and the security attribute of data, the boundary between them is not obvious.
Specifically, there is strong information asymmetry in the development and use of data, and some behaviors of operators in the process of using data to create value may touch the security of data. At the same time, the behavior of operators cannot be fully observed by the public and regulatory authorities at the same time, which makes the use of data with secret behavior and effect lag, causing operators to strengthen the value attribute in the case of weakening data security attribute, and monopolize the value increment to obtain greater profits, resulting in the abuse of data.
The possibility of data abuse calls for the research on the theory of data utilization and data security. Data utilization is the compliance and legal use of data, which is a good performance of science and technology. At the macro policy level, data utilization and data security need to be balanced, both have causal relationship and symbiotic relationship. This is because only the good use of data can ensure the security in the process of data development and use, and realize the value of data elements on the basis of security. The security of data standardizes the compliance path of data utilization and guides regulators and enterprises to have a consistent direction of action in the interaction process. Therefore, the regulation of data elements not only involves the dual attributes of security and value, but also should pay attention to the co-governance mechanism between behavior-oriented data utilization and state-oriented data security. Therefore, it has become a consensus to ensure data security, prevent and control data risks, and build data sharing or trading platforms. At the micro level, data utilization and data security are inseparable. On the one hand, the process of data use has information asymmetry, and on the other hand, the externalities generated by the process of data use are difficult to be internalized under the environment of information asymmetry, both of which lead to the failure of data market. Therefore, it is necessary to design a regulatory mechanism to control data risks, promote the use of data, and restrain data abuse, as to achieve the co-governance of data use and data security. Therefore, how to maximize the value of data elements on the basis of minimizing data risks and improving data security is not only a theoretical proposition to regulate the behavior of digital economy operators, but also responds to the practical requirements of the healthy and sustainable development of digital economy.


[bookmark: _Toc122530534]2. Security Frameworks and Models
The security of information model is formally described the security level of a common information system and to explain reasons for the security-related behavior of the system. Improve the level of understanding for successful implementation of key security requirements. A set of security evaluation criteria and key descriptive variables are developed.
[bookmark: _Toc122530535]2.1 ITIL
ITIL (Fig.1) is often translated as "Information Technology Infrastructure Library." Information technology (IT) is a service and management application standard tailored to industry practitioners by the Central Computer and Telecommunications Bureau in the mid-1980s. 
[image: ]
Fig .1
[bookmark: _Toc122530536]2.1.1 Basic Introduction
In the latest version 2.0 of ITIL, ITIL mainly consists of six modules, namely, business management, service management, ICT infrastructure management, IT service management planning and implementation, application management and security management. Service management is its core module, which includes "service provision" and " support" two flow groups.
Though ITIL was originally invented by the UK government, it quickly had used by many UK businesses. ITIL was introduced and used in many other countries in Europe in the early 1990s. ITIL was also introduced to China by relevant companies in the late 1990s.
[bookmark: _Toc122530537]2.1.2 The background generated
As the intensification of competition between companies and the rise of electronic trades worldwide, IT has been paid more and more attention by enterprises. However, the construction of these IT infrastructure is only a stage of enterprise informatization, how to operate and maintain these facilities is a very important but has been ignored for a long time.
From a lifecycle perspective, system design, development (purchase), and implementation only account for 20% of the time, while system operations account for 80% of the total life cycle. A survey by Gartner, the world's authoritative IT research institute, also found that among the reasons for frequent failure of IT infrastructure, technology or products (including hardware, software, network, power failures and natural disasters) only accounted for 20%, while management reasons accounted for 80%.
IT is against this background that the British Department for Business (OGC) has been organizing and developing the IT management standard system -ITIL (IT Infrastructure Library) for solving such problems since the 1980s. After nearly 20 years of development, it has become popular all over the world, and has been widely supported and applied by governments, enterprises and non-profit organizations.
[bookmark: _Toc122530538]2.1.3 Practice and Development
In recent years, global development of ITIL is exceptionally rapid. In the US, for example, only 200 people attended the first it SMF annual Conference in 2001, 800 the following year, and more than 1,600 people attended the third annual conference in 2003!
ITIL in Europe and the United States can be said to show a "hot" scene.
[bookmark: _Toc122530539]2.1.4 Basic Features
· The common framework
ITIL was jointly developed by experts worldwide, and it is freely available to any organization in the world to use and conduct business with ITIL.
· Framework for practice of the best
ITIL was developed grounded on practice: the OGC collected information from lots of organizations on how to solve service management problems, and identified practices that would be beneficial to the department and its customers in the UK government.
· The de facto international standard
Although the original purpose of ITIL was to serve the British government and the British people, it was quickly accepted and recognized in other parts of Europe in the early 1990s and has become a consensus. ITIL has become the standard worldwide.
· Overall approach to quality management and international general standards
The main content of ITIL generally applies the idea of quality management. When managers apply the process and practice methods and steps specified in ITIL to service management, they can not only significantly reduce costs and achieve higher time returns, but also improve user satisfaction.
[bookmark: _Toc122530540]2.1.5 Core module
The core module of ITIL is "Service management", which consists of 10 processes and one function. ITIL follows PDCA methodology for continuous service improvement.
· Service Counter
· Accident Management
Incident Management records, classifies and assigns relevant experts to deal with the incident, and supervises the entire process until the incident is resolved and finally resolved. The goal of incident management is to restore IT systems to the service levels defined by service level agreements with minimal impact on the speed and quality of customer and business progress.
· Problem Management
· Configuration Management
· Change Management
· Release Management
· Service level management
Requirements changes that have a high priority and little impact on the iteration are acceptable, but require effort assessment, which means that low-priority outstanding requirements are replaced from the iteration and moved to the production backlog. For high-priority requirements changes that have a significant impact on the iteration, you need to stop the current iteration and plan a new one. "High impact" means that the requirements in the current iteration have no value to continue and the current iteration should be stopped. This situation has a large impact and requires all members (including the client) to agree and accept the resulting impact and cost increase. This indirectly improves the corresponding service management level and technology.
· IT services financial management
IT service financial management is a management process that is responsible for budgeting and accounting the cost required by IT service providers to provide IT services, and charging the corresponding service fees from customers. IT includes three sub-processes: IT investment budget, IT service cost accounting and service billing. The goal is to reduce the risk of cost overruns by quantifying the cost of services, reduce unnecessary waste, and guide the behavior of customers rationally, so as to ensure that the IT services provided are cost-effective. 
· IT service continuity management
· Ability management
· Availability Management
[bookmark: _Toc122530541]2.2 Information Organization for Standardization 27000 (ISO)
ISO27001 is the main standard of ISO27000 series, similar to ISO9001 in the ISO9000 series, all kinds of organizations can establish their own information security management system (ISMS) in accordance with the requirements of ISO27001, and through certification.
[bookmark: _Toc122530542]2.2.1 Series of standards
[image: ]
[bookmark: _Toc122530543]2.2.2 Standard example
· ISO/IEC 27000
· ISO/IE 27003
· ISO/IEC 27004
· ISO/IEC 27005
· ISO/IEC 27006 
The standard is currently in the final CD stage. 
[bookmark: _Toc122530544]2.2.3 Certification of Consulting
Information security management system construction project is divided into five stages, and contains 25 key activities, if each related activities can be well completed, ultimately can establish effective ISMS, to achieve the overall blueprint of information security construction, to accept ISO27001 audit and certification is a natural thing.
· Current situation investigation
· Risk assessment
· Management planning
· System implementation stage
· Certification audit stage
[bookmark: _Toc122530545]3. A solution to the information security problem of Caribbean coffee shops
With the vigorous development of Internet information technology, more and more enterprises provide various services for Internet users through websites or applications. While enjoying various dividends brought by information technology, enterprises are also facing threats and challenges from information security. With the diversification of Internet virus and the organization of hacker behavior, information security has become a prominent problem. Once a serious information security incident occurs in an enterprise, it will have a serious impact on its assets, reputation and even continuous operation.
Caribbean Coffee mainly sells Blue Mountain coffee from Jamaica, which is favored by more and more young consumers and people in more and more parts of the world. After years of unremitting development and management, Caribbean Coffee has overcome many competitors and become one of the most popular coffee in the world. The ensuing Caribbean coffee sales network is spread all over the world. With the development of Internet technology, the company is also actively taking advantage of the convenience of the Internet to provide employees and customers with more efficient services. According to statistics, nearly 95% of the company's business and services are now completed online. The continuous development of the company's business has put forward higher requirements for its information security ability. How to ensure the security of the company's information assets and reduce the risk of information security is a problem that enterprise managers must solve. According to the current data security situation, the earlier to solve the company's information security problems, the more early to seize the market opportunity, launch better products timely seize the market opportunity, meet the consumer desire, for the company to bring more profits and better development opportunities. Therefore, it is necessary and timely to solve the information security problems faced by the company.
According to ISO27001 information security management standard as a reference, through the method of information security management effectiveness measurement to find the problems of Carib coffee in information security management, and information security strategy, personnel information security, information asset management and system development management and other aspects of the problems are analyzed in detail. Find out the cause of the problems in information security management of Caribe Coffee. The following will design the corresponding optimization plan according to the causes of the problems, and formulate the optimized safeguard measures to improve the information security management ability.
[bookmark: _Toc122530546]3.1 Principles of optimization
(1) Compliance principle
Information security management related systems must ensure that the national laws and regulations as the benchmark, in compliance with all laws and regulations. In addition, Caribe Coffee is a globalized company. When optimizing information security management, it should also follow relevant information security regulations including foreign and local laws. Otherwise, it will bring unnecessary legal proceedings and negative impact on the reputation of the company, and even bring serious impact on the normal business operation of the company. Therefore, the compliance principle should be taken into consideration as the first principle when formulating the information security management related optimization scheme.
(2) Integrity principle
The formulation of the information security management optimization program is to solve the current practical problems facing, therefore, in the formulation of the optimization program to meet the current actual situation and needs of the company, taking into account the information security and enterprise benefits of overall planning, highlighting the key points, not blindly pursuing the difficult to achieve or invest too much work goals.
(3) The principle of practicality
The solution to the problem of information security needs a holistic solution, only in the technical support, system strategy or organizational construction to achieve the extreme may not be able to achieve a good guarantee effect, need to compare the information security management standard system, from the overall design of the optimization scheme, the optimization scheme and security mechanism can cooperate to achieve the overall security standard.
[bookmark: _Toc122530547]3.2 Optimization scheme
(1) Construct the architecture of information security file system
The establishment of a perfect information security management system is a key guarantee for the realization of the company's information security goals, and an important guarantee for the orderly and efficient promotion of information security work. Referring to the ISO 27001 security management system standard for the design of the company's information security management system document structure, the document system is divided into four pyramid structure: from the top to the bottom of the order, the top-level document for the information security policy manual, as the overall program of the company's information security management, to guide the construction of enterprise internal security management system. The second layer of documents is a further refinement of the overall policy, defining the main system strategies and control points of each control area of information security management. The third layer of documents is security system specifications and technical standards. The fourth layer document is the operation guidance manual, such as the specific operation process, list, guide, and implementation rules. It is used as the guidance manual for the safety implementation personnel.
(2) Establish a sustainable improvement system
Information security management is a management process that can be continuously improved. It follows PDCA (as shown in Figure 2.) continuous improvement management mode, refers to the introduction of PDCA cycle model, and takes PDCA cycle model as the guidance theory to establish a sustainable improvement information security management system for the company.
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Fig 2. The model of PDCA
[bookmark: _Toc122530548]3.3 Security improvements for system management
For the company's business system security loopholes frequent status, through the analysis of the business system development and management of security problems, the reason is due to the business system construction and security construction is separated, to solve this problem, it is necessary to intervene in the system development cycle as early as possible security activities. To solve the problems of the company earlier and more timely, we can better discover the various complex and intractable problems hidden in the company, and solve and deal with them in time to achieve a more efficient operation of the company. The development life cycle of a software system is roughly divided into the following six steps: requirement analysis, architecture design, system development, system launch, system operation and maintenance, and system abandonment. According to the actual situation, there is usually no clear stage distinction between requirements analysis and system design. Therefore, in order to reduce the security risks introduced in the design and development stage of the system, security activities began to be involved in the system design stage, so as to avoid the expensive cost of the transformation when security problems are discovered later, and improve the system security capability. The following uses the safety development life cycle theory as a guide to design the safety improvement scheme of system development management.
(1) Introduce security development life cycle management into business system construction
(2) Security management in the system design stage
(3) Security management in the system development stage
(4) Security management in the online stage of the system
(5) Security management in the system operation and maintenance stage
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ISO has reserved ISO/IEC 27000 series numbers for information security management system
standards, similar to the ISO9000 series of quality management systems and the ISO14000 series
of environmental management systems standards.<

The planned ISO27000 series contains the following standards<'

ISO 27000 Principles and Terminology Principles and vocabulary<

ISO 27001 Information Security Management System -- ISMS Requirements (Based on BS 7799-
2)¢

ISO 27002 Information Technology -- Security Technology -- Code of Practice for Information
Security Management (ISO/IEC 17799:2005)«

ISO 27003 Information security management systems - ISMS Implementation guidelines<

ISO 27004 Information Security management systems - ISMS Metrics and measurement<

ISO 27005 Information Security management System - Risk Management ISMS Risk
management<'

ISO 27006 Information Security Management Systems - ISMS Requirements for the accreditation
of bodies providing certification. Isms requirements for the accreditation of bodies providing
certification<

ISO 27007 Information Technology - Security technology - Guide for auditors of Information
Security management systems¢<

Information technology Security techniques ISMS auditor guidelines<

The final draft of 1ISO27001:2005 (FDIS) has been published in July 2005 and is expected to be

issued as an official international standard in late 2005 or early 2006.<




