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INTERNET PROTOCOLS
ASSESMENT 1 FIRST TERM

In regarding to design a reliable IP addressing scheme for University, I find class B IP address is most appropriate for University needs.
I have the B class, private IP address 172.16.32.0/20
The main University need to cover 1610 hosts and 4 subnets
172.16.32.0/20 32-20=12     2 power of 12 is 4096   from 4096 minus 2 bits reserved for network and broadcast will have 4094 utilisable IP addresses.
We need only 1610 IP addresses and 4 subnets. The total number of available IP addresses after subnetting the major network will be 2552 IP addresses. In this case we can design our network and rest of unused IP addresses can help for a future expansion of University network.
	
SUBNET
	NO OF HOST REQUIRED
	NO OF HOST ALLOCATED
	
IP ADDRESS
	
PREFIX
	DECIMAL MASK
	     IP ADDRESS    RANGE
	  
BROADCAST                              

	SCHOOL OF APPLIED COMPUTING
	
   710
	
  1022
	
172.16.32.0
	
/22
	
255.255.252.0
	172.16.32.1
         TO
172.16.35.254
	
172.16.35.255

	SCHOOL OF AUTOMOTIVE ENGINEERING
	
   337
	
   510
	
172.16.36.0
	
/23
	
255.255.254.0
	172.16.36.1
         TO
172.16.37.254
	
172.16.37.255

	SCHOOL OF ARCHITECTURE, BUILT AND NATURAL ENVIROMENT
	

   285
	

   510
	

172.16.38.0
	

/23
	

255.255.254.0
	
172.16.38.1
          TO
172.16.39.254
	

172.16.39.255

	SCHOOL OF ENGINEERING, MANUFACTURING AND LOGISTICS
	
   278
	
   510
	
172.16.40.0
	
/23
	
255.255.254.0
	172.16.40.1
          TO
172.16.41.254
	
172.16.41.255




	Lab no
	IP ADDRESS
	
	First IP address
	Last IP address
	Broadcast IP
	Subnet mask

	OPEN ACCES LAB      245 HOSTS
	172.16.32.0
	
	172.16.32.1
	172.16.32.254
	172.16.32.255
	255.255.255.0

	LAB 308                       120 HOSTS
	172.16.33.0
	
	172.16.33.1
	172.16.33.126
	172.16.33.127
	255.255.255.128

	LAB 410                          60 HOSTS
	172.16.33.128
	
	172.16.33.129
	172.16.33.190
	172.16.33.191
	255.255.255.192

	LAB 301                          50 HOSTS
	172.16.33.192
	
	172.16.33.193
	172.16.33.254
	172.16.33.255
	255.255.255.192

	LAB 306                          40 HOSTS
	172.16.34.0
	
	172.16.34.1
	172.16.34.62
	172.16.34.63
	255.255.255.192

	LAB 412                          36 HOSTS
	172.16.34.64
	
	172.16.34.65
	172.16.34.126
	172.16.34.127
	255.255.255.192

	LAB 302                          30 HOSTS
	172.16.34.128
	
	172.16.34.129
	172.16.34.158
	172.16.34.159
	255.255.255.224

	LAB 303                          30 HOSTS
	172.16.34.160
	
	172.16.34.161
	172.16.34.190
	172.16.34.191
	255.255.255.224

	LAB 411                          30 HOSTS
	172.16.34.192
	
	172.16.34.192
	172.16.34.222
	172.16.34.223
	255.255.255.224

	STAFF                              25 HOSTS 
	172.16.34.224
	
	172.16.34.225
	172.16.34.254
	172.16.34.255
	255.255.255.224

	LAB 205                          20 HOSTS
	172.16.35.0
	
	172.16.35.1
	172.16.35.30
	172.16.35.31
	255.255.255.224

	TEST CENTRE 
18 HOSTS                    
	172.16.35.32
	
	172.16.35.33
	172.16.35.62
	172.16.35.62
	255.255.255.224

	SERVERS ROOM
6 HOSTS
	172.16.35.64
	
	172.16.35.65
	172.16.35.70
	172.16.35.71
	225.255.255.248
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SCHOOL OF AUTOMOTIVE ENGINEERING
	LAB NO
	IP ADDRESS
	FIRST IP ADDRESS
	LAST IP ADDRESS
	BROADCAST ADD
	SUBNET MASK

	LAB 409 
60 HOSTS
	172.16.36.0/26
	172.16.36.1
	172.16.36.62
	172.16.36.63
	255.255.255.192

	LAB 201
54 HOSTS
	172.16.36.64/26
	172.16.36.65
	172.16.36.126
	172.16.36.127
	255.255.255.192

	LAB 410
45 HOSTS
	172.16.36.128/26
	172.16.36.129
	172.16.36.190
	172.16.36.191
	255.255.255.192

	LAB 404
35 HOSTS
	172.16.36.192/26
	172.16.36.193
	172.16.36.254
	172.16.36.255
	255.255.255.192

	STAFF
32 HOSTS
	172.16.37.0/26
	172.16.37.1
	172.16.37.62
	172.16.37.63
	255.255.255.192

	LAB 203
30 HOSTS
	172.16.37.64/27
	172.16.37.65
	172.16.37.94
	172.16.37.95
	255.255.255.224

	LAB 205
28 HOSTS
	172.16.37.96/27
	172.16.37.97
	172.16.37.126
	172.16.37.127
	255.255.255.224

	LAB 408
28 HOSTS
	172.16.37.128/27
	172.16.37.129
	172.16.37.158
	172.16.37.159
	255.255.255.224

	LAB 202
25 HOSTS
	172.16.37.160/27
	172.16.37.161
	172.16.37.190
	172.16.37.191
	255.255.255.224




	LAB NO
	IP ADDRESS
	FIRST IP
	LAST IP
	BROADCASD IP
	SUBNET MASK

	LAB 301                  80 HOSTS
	172.16.38.0/25
	172.16.38.1
	172.16.38.126
	172.16.38.127
	255.255.255.128

	LAB 206     
55 HOSTS
	172.16.38.128/26
	172.16.38.129
	172.16.38.190
	172.16.38.191
	255.255.255.192

	LAB102      
35 HOSTS
	172.16.38.192/26
	172.16.38.193
	172.16.38.254
	172.16.38.255
	255.255.255.192

	LAB 103     
30 HOSTS
	172.16.39.0/27
	172.16.39.1
	172.16.39.30
	172.16.39.31
	255.255.255.224

	LAB 101     
25 HOSTS
	172.16.39.32/27
	172.16.39.33
	172.16.39.62
	172.16.39.63
	255.255.255.224

	CAD LAB    
20 HOSTS
	172.16.39.64/27
	172.16.39.65
	172.16.39.94
	172.16.39.95
	255.255.255.224

	LAB 205 
20 HOSTS
	172.16.39.96/27
	172.16.39.97
	172.16.39.126
	172.16.39.127
	255.255.255.224

	STAFF         
20 HOSTS
	172.16.39.128/27
	172.16.39.129
	172.16.39.158
	172.16.39.159
	255.255.255.224
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           SCHOOL OF ENGINEERING, MANUFACTURING AND LOGISTICS

	LAB NO
	IP ADDRESS
	FIRST IP ADDRESS
	LAST IP ADDRES
	BROADCAST IP
	SUBNET MASK

	LAB 208
90 HOSTS
	172.16.40.0/25
	172.16.40.1
	172.16.40.126
	172.16.40.127
	255.255.255.128

	LAB 206
50 HOSTS
	172.16.40.128/26
	172.16.40.129
	172.16.40.190
	172.16.40.191
	255.255.255.192

	LAB 101
35 HOSTS
	172.16.40.192/26
	172.16.40.193
	172.16.40.254
	172.16.40.255
	255.255.255.192

	LAB 102
30 HOSTS
	172.16.41.0/27
	172.16.41.1
	172.16.41.30
	172.16.41.31
	255.255.255.224

	LAB 103
30 HOSTS
	172.16.41.32/27
	172.16.41.33
	172.16.41.62
	172.16.41.63
	255.255.255.224

	LAB 105
25 HOSTS
	172.16.41.64/27
	172.16.41.65
	172.16.41.94
	172.16.41.95
	255.255.255.224

	STAFF
18 HOSTS
	172.16.41.96/27
	172.16.41.97
	172.16.41.126
	172.16.41.127
	255.255.255.224











                              RESEARCH REPORT OF IPV6 BENEFITS AND DEPLOYMENT ISSUES

Internet Protocol version 6 (IPv6) is the newest version of the protocol that is used for communications on the internet. IPv6 was developed a few years ago but even though IPv6 has many benefits, organisations slowed or did not start their migration to IPv6 because they believed the security considerations and products may be insufficient for IPv6 despite the fact that the network infrastructure is ready to support IPv6 transport.
Benefits of IPv6.
(1) The main feature of IPv6 compared to IPv4 is the increased address space. It also improves the capabilities of Internet in many aspects. (https://docs.oracle.com/cd/E19120-01/open.solaris/819-3000/ipv6-overview-8/index.html, accessed on 10.05.2020)
(2) Expanded Addressing. The size of IP addresses increases from 32 bits in IPv4 to 128 bits in IPv6, to support more levels of addressing hierarchy. Furthermore, IPv6 provides more addressable IPv6 systems. (https://docs.oracle.com/cd/E19120-01/open.solaris/819-3000/ipv6-overview-8/index.html, accessed on 10.05.2020)
 (3) IPv6 addresses are assigned to interfaces, rather than to nodes, in recognition that a node can have more than one interface. Moreover, you can assign more than one IPv6 address to an interface.( https://docs.oracle.com/cd/E19120-01/open.solaris/819-3000/ipv6-overview-10/index.html, accessed on 10.05.2020)
(7) An IPv6 address is made of 128 bits in length and consists of eight, 16-bit fields with each field bounded by a colon. Each field must contain a hexadecimal number. An IPv6 address looks like this: 2001:0db8:3c4d:0015:0000:0000:1a2f:1a2b.( https://docs.oracle.com/cd/E19120-01/open.solaris/819-3000/ipv6-overview-10/index.html, accessed on 10.05.2020)
(8) The three fields on the left side of the IPv6 address contain the prefix which is used for routing the IPv6 packets: 2001:0db8:3c4d. (https://docs.oracle.com/cd/E19120-01/open.solaris/819-3000/ipv6-overview-10/index.html, accessed on 10.05.2020)
(9) The field next to the prefix is called the 16-bit subnet ID which describes the private topology also known as the private topology because it is internal to a site: 0015 (https://docs.oracle.com/cd/E19120-01/open.solaris/819-3000/ipv6-overview-10/index.html, accessed on 10.05.2020)
(10) The last four fields in the IPv6 address contain the interface ID also referred to as token. The interface ID can be automatically configured from the interface’s MAC address or manually configured in EUI-64 format: 0000:0000:1a2f:1a2b.( https://docs.oracle.com/cd/E19120-01/open.solaris/819-3000/ipv6-overview-10/index.html, accessed on 10.05.2020)
 
IPv6 covers three address types:
       (4) Unicast. Identifies an interface of an individual node.( https://docs.oracle.com/cd/E19120-01/open.solaris/819-3000/ipv6-overview-10/index.html, accessed on 10.05.2020)
(5) Multicast. Identifies a group of interfaces, usually on different nodes. Packets that are sent to the multicast address go to all members of the multicast group. (https://docs.oracle.com/cd/E19120-01/open.solaris/819-3000/ipv6-overview-10/index.html)
(6) Anycast. Identifies a group of interfaces, usually on different nodes. Packets that are sent to the anycast address go to the anycast group member node that is physically closest to the sender. (https://docs.oracle.com/cd/E19120-01/open.solaris/819-3000/ipv6-overview-10/index.html)
The IPv6 unicast addresses are divided into two categories:
(11) Global unicast addresses. (https://docs.oracle.com/cd/E19120-01/open.solaris/819-3000/ipv6-overview-10/index.html, accessed on 10.05.2020)
(12) Link-local addresses (https://docs.oracle.com/cd/E19120-01/open.solaris/819-3000/ipv6-overview-10/index.html, accessed on 10.05.2020)
(13) The global unicast address is unique on the internet. The link-local unicast address can be used only on the local network link. Link-local addresses are not valid or recognized outside the company. (https://docs.oracle.com/cd/E19120-01/open.solaris/819-3000/ipv6-overview-10/index.html, accessed on 10.05.2020)
(14) Multicast Addresses. IPv6 supports multicast addresses. The multicast address identifies a multicast group which is a group of interfaces, most often on different nodes. An interface can belong to any number of multicast groups. If the first 16 bits of an IPv6 address is ff00n, the address is a multicast address. Multicast addresses are used for sending information or services to all interfaces that are defined as members of the multicast group. For example, a multicast address can be used to communicate with IPv6 nodes on the local link. (https://docs.oracle.com/cd/E19120-01/open.solaris/819-3000/ipv6-overview-10/index.html, accessed on 10.05.2020)
(15) Anycast Addresses. IPv6 anycast addresses identify a group of interfaces on different IPv6 nodes. Each group of interfaces is known as an anycast group. When a packet is sent to the anycast address, the anycast group member that is physically closest to the sender receives the packet. (https://docs.oracle.com/cd/E19120-01/open.solaris/819-3000/ipv6-overview-10/index.html, accessed on 10.05.2020)
 
(16) Address Autoconfiguration and Neighbour Discovery. The IPv6 neighbour discovery protocol makes possible the autoconfiguration of IPv6 addresses. Autoconfiguration is the feature of an IPv6 host to automatically generate its own IPv6 address making address administration easier and less time-consuming. The host does the following as part of the autoconfiguration process:
Creates a link-local address for each interface, which does not require a router on the link.
Verifies the address’s singularity on a link, which does not require a router on the link.
Determines if the global addresses should be obtained through the stateless mechanism, the stateful mechanism or both mechanisms (Requires a router on the link). (https://docs.oracle.com/cd/E19120-01/open.solaris/819-3000/ipv6-overview-7/index.html?fbclid=IwAR1B-seqJX4grg4Tx0HriO-PP1nmv0COMDU3xgcf92FDcvFX8GpkoJuq7Ic, accessed on 10.05.2020)
(17) Autoconfiguration does not require the manual configuration of hosts, almost no configuration of the routers and no additional servers. The stateless mechanism allows a host to generate its own addresses.  The stateless mechanism uses local information as well as nonlocal information that is advertised by routers to generate the addresses. (https://docs.oracle.com/cd/E19120-01/open.solaris/819-3000/chapter1-42/index.html, accessed on 10.05.2020)
 
(18) Header Format Simplification. Changes in the way IP header options are encoded enable for more efficient forwarding. IPv6 options also have less stringent limits on their length. The changes provide greater flexibility for adding new options in the future. (https://docs.oracle.com/cd/E19120-01/open.solaris/819-3000/ipv6-overview-7/index.html?fbclid=IwAR1B-seqJX4grg4Tx0HriO-PP1nmv0COMDU3xgcf92FDcvFX8GpkoJuq7Ic, accessed on 10.05.2020)
(19) Application Support for IPv6 Addressing. Many critical Solaris services recognize and support IPv6 addresses, for example: Name services, such as DNS, LDAP, and NIS; Authentication and privacy applications, such as IP Security Architecture and Internet Key Exchange. Differentiated services, as provided by IP Quality of Service. Failover detection, as provided by IP network multipathing (IPMP) (https://docs.oracle.com/cd/E19120-01/open.solaris/819-3000/ipv6-overview-7/index.html?fbclid=IwAR1B-seqJX4grg4Tx0HriO-PP1nmv0COMDU3xgcf92FDcvFX8GpkoJuq7Ic, accessed on 10.05.2020)
 
 
IPv6 security issues.  
 
(20) Tracking the identity of a user. In today’s IPv4 based internet a user connects to an internet service provider (ISP) and obtains an IPv4 address by using the Point-To-Point Protocol and the Internet Control Protocol. Each time a user connects a different IPv4 address may be issued. Furthermore, the identity of users on the internet is often unknown. This makes it harder to track a user’s traffic on the Internet using his IP address. However, for IPv6 based dial-up connections the user is assigned a 64-bit prefix after the connection is made through router discovery and stateless auto-configuration. If the interface identifier is always based on the EUI-64 address it is possible to identify the traffic on a specific node regardless of the prefix, making it easy to track a specific user and their activities on the Internet.
(21) IPv6 Address spoofing (MAC address spoofing) Vulnerability. IPv6 addresses depend on MAC addresses which in a sense are a computer’s true name on a LAN. A person might want to change the MAC address of a Network Interface Controller for a few reasons:
To get past MAC address filtering on a router.
Sniffing other connections on the network
To keep their burned in MAC address out of Intrusion detection systems and security logs
To pull off a Denial of Service attack 
(https://moodle.uwtsd.ac.uk/pluginfile.php/101313/mod_resource/content/1/IPv6%20Security%20Vulnerabilities.pdf, accessed on 10.05.2020)
Furthermore, many people are changing their MAC addresses either manually or by software. Unfortunately, this is a privacy risk as anyone who has your MAC address also has your IP address.
 
(22) Large Address Space. Port scanning allows “black-hats” to listen to specific to listen to specific services (ports) that could be associated to well-known vulnerabilities. In IPv6 networks, IPv6 subnets use 64 bits for allocating host addresses. Scanning such a large address space is not impossible. Hackers have also started exploring IPv6, developing new tools that leverage weaknesses, back doors, and bypass firewalls in the protocol
 
(23) Multiple addresses vulnerability. IPv6 assigns multiple addresses to an interface which challenges the filtering rules in the firewalls and access control lists. In such cases a firewall will have to learn all the addresses dynamically and the filtering rules will need to be automatically generate-able using sophisticated policy rule sets. And such features are not available.
(24) Multicast security vulnerability. Multicast security vulnerability is one of the most important problems related to IPv6 which must be solved as fast as possible for IPv6 to become successful. IPv6 does not have a broadcast method of packet forwarding and instead uses multicast for all one-to- many communications. IPv6 uses multicast for neighbour discovery, Dynamic Host Configuration Protocol (DHCP), and traditional multimedia applications. If a hacker could send traffic to these multicast groups and all the systems related to these groups respond the attacker could get information that could be used for further attacks. The attacker would have information about all the routers within the IPv6 network and all the DHCPv6 hosts. Multicast could not only be used for getting important information about an IPv6 server and its hosts, but it can also be used to amplify traffic volumes for DoS attacks. A spoofed source address in a packet destined to a multicast address could result in amplification of the return traffic towards the target spoofed source address.
 
 
(25) Fragmentation Security Vulnerability. Fragmentation is the process of dissecting an IP packet into smaller packets to be easily carried across a data network that cannot transmit large packets. In IPv6 fragmentation is never performed by the intermediary routers but by the end nodes themselves. So, only the end hosts can create and reassemble fragments. Attackers can use this process to either hide their attacks or to attack a node. By turning the attack into many small packets, the attacker can try to bypass filtering or detection.
These are the main features, benefits and disadvantages of IPv6 overall. Now IPv6 is not mainly used as the main way of sending information across the internet but the development of new technologies and solution will make the use of IPv6 worldwide possible. (https://moodle.uwtsd.ac.uk/pluginfile.php/101313/mod_resource/content/1/IPv6%20Security%20Vulnerabilities.pdf, accessed on 10.05.2020)
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