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1 [bookmark: _Toc178945121]Part 1 – Risk Assessment
1.1 [bookmark: _Toc178945122]Introduction

As part of the group exercise the team was asked to complete a risk assessment using several safety and hazard assessment techniques for the Brimstone missile system. This included the completion of Hazard Identification (HAZID), a Hazard Operability (HAZOP) study, and the creation of a risk matrix to classify the identified risks. To complete this task the team first researched the missile system including looking at the design and materials used, the modes of delivery, and the operation of the missile. During this process the entire Manufacture to Target Disposal Sequence (MTDS) was analysed to understand the system throughout its life. From this research the team then created a high-level HAZOP table to map several hazards that had been identified, using a risk matrix created by the team these hazards were then classified and the key hazards and consequences around the missile system recorded.
HAZID and HAZOP are important processes to follow when designing a munition due to the various dangerous materials used in the construction of munitions. This includes energetic materials such as high explosives, low explosive propellants, and toxic chemicals hazardous to health. Because of this it is industry best practice and, in many cases, required by legislation from the Health and Safety Executive (HSE) or the Defence Ordinance Safety Regulator (DOSR) to use these processes.  HAZID is beneficial as it allows for a broad scope of scenarios to be covered with both normal and abnormal operating conditions to be considered [1]. Additionally, HAZID allows for the early identification of hazards that may not be immediately apparent before an accident. HAZOP takes a more systematic and detailed approach to the elements of a system and ensures that a system can operate under various conditions [2]. The goal of these techniques is ultimately to ensure that all hazards in a system are brought into an As Low As Reasonably Practicable (ALARP) region. This essentially means the hazards are as managed as practicably as can be to an acceptable risk region without large burden on personnel, cost, and operations. An example of an ALARP region can be seen below in figure 1.
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1.2 [bookmark: _Toc178945123]Brimstone Overview
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)[image: Brimstone Missiles [1200 × 675] : r/MissilePorn]Brimstone is a ground attack missile that can be lanched from either air or land platforms, an example of three Brimstone 2 missiles mounted on a Eurofighter Typhoon can be seen in figure 2. Brimstone first entered service with the Royal Air Force in 2005 and has since underwent several upgrades. The Brimstone missile is largely based on the AGM-114 Hellfire from the United States. Early variants of the middle were intended to be used in a “Fire and Forget” configuration, in which once locked onto a target and fired the missile could track and move to a target without input from the pilot [3]. This feature utilized a millimetre wave active homing radar seeker to achieve this allowing even moving targets to be hit. To reduce the risk of collateral damage and to be able to designate targets of importance later variants included laser guidance. As a ground attack missile Brimstones primary targets are armoured vehicles, tanks, and even hardened bunkers. 

Current operators of the Brimstone missile include Royal Saudi Air Force of Saudi Arabia, Royal Air Force of the United Kingdom, Luftwaffe of Germany, and Armed Forces of Ukraine. Currently it is only possible to launch Brimstone from aircraft such as Eurofighter Typhoon, Tornado GR4, and ground launchers such as the Wolfram [4]. However future ground, sea, and helicopter launch systems are being developed. Additionally, Qatar, Poland, and Spain are planning on bringing the Brimstone missile into service in the future. So far over 2,000 brimstone missiles have been produced across all variants with older models being upgraded into more modern designs [5]. So far in the Brimstones service life with the United Kingdom dozens of main battle tanks, armoured fighting vehicles, artillery pieces have been destroyed. Additionally, Brimstone missiles have also be used to destroy Surface to Air Missiles (SAM) site, ground radars, and Multiple Launch Rocket Systems (MLRS) in Libya [6]. 
During the 2011 British Military intervention in Libya Brimstone was praised for its unique ability to accurately hit and destroy targets without collateral damage. This was due to the small warhead size and self-destruct ability if a target was not acquired in a set area. Several examples of this were noted such as when Brimstone missiles were used to destroy a T-55 tank on the 2nd of July without destroying nearby buildings or causing collateral damage [7]. Unlike the AGM-114 Hellfire that the missile was based on, the Brimstone is capable of being launched at supersonic speeds. This also gives it a large advantage on delivery method options and range. 
1.3 [bookmark: _Toc178945124]Brimstone Design
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)[image: ]Currently the Brimstone missile has four different versions that have seen use, these variants are Single mode, Dual Mode Sensor, Brimstone 2, and Brimstone 3. These upgrades largely kept the same fundamental design of missile, all of which use a tandem warhead design, and rocket motor propulsion. Additionally, the missile uses wings, canards and rear control fins for guidance and stabilisation while in flight. Additional components of the missile include an electronics assembly, radar seeker, and guidance systems allowing the missile to process targeting and avionics data while in flight [5]. An overview of the Brimstone design can be seen in figure 3. When launched from the airframe configuration a maximum of 12 missiles could be carried with each of the typhoon or tornado aircraft carrying 3 missiles on each 4 aircraft hardpoints [5].
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Description automatically generated]As previously mentioned, all variations of Brimstone use a tandem warhead to deliver the desired effect to a target. Both warheads used in this missile are shaped charges with the precursor warhead being significantly smaller than the main warhead. A shaped charge works by having a conical metal liner surrounded by explosives in a sealed casing, which when detonated force the liner forward. This produces a high velocity jet of molten metal that can penetrate much more armour than a traditional high explosive warhead [8]. This works through the principle of the Munroe Effect as the extreme pressure and heat in a concentrated area can penetrate much further. An example of the effect generated by a shaped charge can be seen in figure 4 with a long jet being formed from copper.
The purpose of a tandem warhead is to combat Explosive Reactive Armour (ERA) which is used on heavily armoured vehicles. ERA works by using a sensor to detect when a projectile or missile is about to impact a target and detonating before the incoming projectile can. This results in the missile or projectile being destroyed or not functioning correctly negating the penetrating power of a shaped charge [9]. To negate this protection measure, a tandem warhead uses a smaller shaped charge that detonates before the main charge either destroying or setting off the ERA prematurely preventing damage to the main charge. This then allows the main charge to function as intended and destroy the target behind the ERA. For the Brimstone missile the precursor charge uses 300g and the main charge 6.2kg of explosives allowing it to defeat even the most heavily armoured main battle tanks [5]. 

1.4 [bookmark: _Toc178945125]System Modification

As stated previously stated Brimstone has gone through four versions since its introduction in service improving upon the previous designs. For the base model missile Brimstone was equipped with an active millimetre-wave radar operating at 94GHz. This allowed for all weather “fire and forget” capability for precision strikes on armoured targets. This seeker also gave the missile a simi-autonomous ability to find its own targets within a certain area once fired, failing to locate a target would then trigger the missile self-destruct sequence. However, due to the rules of engagement of the conflict in Afghanistan a “man-in-the-loop” system was required. This led to an urgent operational requirement being created by the Ministry of Defence (MOD) for an additional operator-controlled guidance system [10]. This led to the development of the Dual Mode Sensor (DMS) variant upgrade of Brimstone. This added a semi-active laser seeker to the existing radar allowing for target designation increasing the accuracy of the missile and reducing the risk of collateral damage. 
Following a requirement for Brimstone to be an insensitive munition Brimstone 2 was then introduced this changed the design of the warhead and rocket motor to use incentive munitions (IM). The resulted in the explosive composition being replaced by a new polymer bonded cast cured explosive tested in according to STANAG 4439 [11]. Additionally, a new IM compliant propellent was chosen for the rocket motor which resulted in an increase in range and safety. Along with increased warhead penetration upgrades to guidance and electronics systems also resulted in grater accuracy. The final upgrade that has been made is Brimstone 3 improving the autopilot, battery duration and airframe compatibility. This upgrade has allowed the missile to have a 200% increase in range and has given the option for the missile to be mounted on Uncrewed Airial vehicles (UAV) in the future [12].







1.5 [bookmark: _Toc178945126]Hazard operability

During the Hazard Operability (HAZOP) study done for the Brimstone missile system conducted as part of the group for of the module five potential hazards were found during hazard identification. These were Inadvertent warhead detonation, Incorrect target, Premature Propellent Ignition, Failure to Launch, and Unreliable rocket motor burn. These identified hazards were then recorded on a HAZOP table to map the route of the hazard, and the risks associated with them. This can be seen in figure 5. Additionally, this table contains a description of what accident these hazards could lead to and the risk this poses.
The scope of the HAZOP study was chosen as the operational use of the Brimstone missile. This covered the mounting of the missile onto the airframe or ground-based launcher being the Eurofighter Typhoon, Tornado GR4, and Wolfram launcher. Additionally, the study also considered the transportation of the missile while mounted to the launcher platform as well as the firing of the missile to its final target. This was done to focus on the hazards towards the end of the MTDS of the missile life cycle however some of these hazards identified could also be applied to earlier stages such as manufacture, storage and transport. 
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1.6 [bookmark: _Toc178945127]Hazard Description 

From the table shown in figure 5 the identified hazards route relates to several scenarios that could result in an accident numbered HAZ-1 – HAZ-5. These are HAZ-1 missile warhead detonating without user input, HAZ-2 missile fails to hit designated target, HAZ-3 propellent ignited without user input, HAZ-4 failure to launch missile, and HAZ-5 unreliable propellent burn. All the scenarios listed have the potential to pose serious hazards to ground crews, pilots, and civilians.
For missile warhead detonating without user input this would cover any inadvertent detonation of the warhead from the point of being attached to the launcher platform, transit to firing point, firing of missile, and finally premature detonation along the flightpath. This hazard could lead to injuries or death to ground or flight crew, loss of aircraft, sympathetic detonation of other munitions, fire, collateral damage near the target, or friendly fire to troops near a target. This hazard could also result in operational failure to destroy a target however this is not considered from a safety perspective. This hazard could be due to electrical insult, electrostatic discharge (ESD), and fire.
Missile failure to hit target considers the scenario of when launched the missile locks onto an incorrect target or misses the intended target. This could be due to failures of the guidance system or flight hardware of the missile. The hazard posed from this would include collateral damage, friendly fire, and injury or death to civilians. Unreliable propellent burn also presents a similar hazard with the additional risk of causing fire with the potential to hit an unintended target. The cause of both hazards would be manufacturing error. 
Propellent ignited without user input poses a hazard to ground and air crews, civilians and unintended targets with a missile launched either prematurely or while being loaded onto a launcher. Potentially being cause by electrical insult, ESD, or fire. Finally, failure to launch would result in a missile failing to sperate from the launcher. This would pose a hazard to air and launcher crews as the warhead could be potentially armed while in proximity with any insult to the fuze resulting in detonation.











1.7 [bookmark: _Toc178945128]Pre-Control Risk Estimate

To assign a risk classification to the hazard that were identified during HAZOP a risk classification matrix was created during the group work for this task. This matrix mapped the likelihood of the hazard against the consequences to give the severity of the hazard. This is shown in figure 6 from this table it can be seen then the greater the likelihood and severity of a hazard the higher the classification. This is important to use as it allows for areas of importance to be highlighted as hazards that have a high consequence, and high likelihood should be prioritised for mitigation controls.
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Using this table the following likelihood and consequences were rated as HAZ-1 possible likelihood with severe consequence, HAZ-2 likely with major consequence, HAZ-3 likely with major consequence, HAZ-4 possible with severe consequence, and HAZ-5 Likely with major consequence. By using the risk classification matrix, a pre-control risk estimate can be made for each of the identified hazards. These are HAZ-1 high, HAZ-2 high, HAZ-3 medium, HAZ-4 medium, HAZ-5 high. This highlights which of the identified hazard pose a greater threat and therefore should be priorities with the high risks needed to be mitigated into a more tolerable region. This can be done by either reducing the likelihood or consequence of the hazard.







1.8 [bookmark: _Toc178945129]Controls and Mitigations

From the HAZOP study conducted as part of the group work several controls and mitigations were identified and recorded in the table shown in figure 5. For HAZ-1 and HAZ-3 as both concern energetic materials the same risk reduction measures were recommended. These were to increase the insensitivity of explosives. Additionally shielding the detonators and primers with thermal and electrical protection would also prevent inadvertent detonation. The final risk reduction measure was to introduce weak and strong links to the arming sequence. This would involve changing the fusing mechanism so that components would be destroyed beyond function in abnormal conditions. An example of this would be detonators being rendered unusable in high temperatures or if high voltage was passed through wiring being the “weak links”. The “strong link” would be an unaligned explosive train were a motor has to move a component before detonation is possible which is only done during the arming sequence under normal conditions. 
For HAZ-2 risk reduction measures of redundant flight systems were recommended so that in the result of a failure a backup system would allow the missile to still fly correctly. Additionally, a backup guidance system was also recommended for the same reasoning. Finally, a self-destruct sequence was also recommended which is already present on some Brimstone variants. The risk reduction measures for HAZ-4 also made a similar suggestion of redundant launch systems. This would allow for a second means of firing the missile as intended from the launcher before to motor engaged. Failing this an additional emergency eject feature would allow for the potentially armed missile to be ejected to protect the crew. Additionally, the use of accelerometers in the arming sequence would also mean that in the event of a misfire the warhead could not be armed without seeing a launch specific condition. 
Finally, for HAZ-5 the risk reduction measure recommended were strict quality control measures during manufacturing. Completing these strict procedures of how the missile should be handles, transported, and stored would prevent any unknown conditions from occurring. Additionally, and engineering safety measure of a burn rate limiter such as a restricted venturi and geometric restrictions on the solid propellent would prevent unpredicted burn

1.9 [bookmark: _Toc178945130]Post-Control Risk Estimate 

If the suggested mitigations and controls were put into place for the Brimstone missile system this would greatly reduce likelihood of the hazard and therefore the risk. This would then mean that the risk estimate for the identified hazards could be reduced to a more tolerable level. For HAZ-1 the likelihood would become rare, HAZ-2 would become unlikely, HAZ-3 would become unlikely, HAZ-3 would become unlikely, HAZ-4 would become unlikely, and HAZ-5 would become unlikely. This would then move all the hazards into the tolerable alarm region with HAZ-1 having a medium risk estimation, HAZ-2 low, HAZ-3 low, HAZ-4 Medium, and finally HAZ-5 being low. These control measures would therefore greatly reduce the risks associated with the Brimstone missile system.


1.10 [bookmark: _Toc178945131]Summary

Form the HAZOP study the identified hazards have been shown to have several risk reduction measures.  When implemented these measures would mean that the risk classification of each of the hazards are greatly reduced. This could then be communicated to the customer in the case being the MOD as ways of increasing the safety of the system. As these risk reduction measures do not eliminate the risk associated with the system the risks would still have to be communicated to the end users. By using the risk classification matrix, several hazards have greater risks associated with them being HAZ-1 and HAZ-4 which should be communicated as the most hazardous events. Ultimately it is the decision of the customer whether the risk reduction measures are implemented as due to operational, personnel, or finial restrain all risk reduction measures may not be possible to implement. In the event of this the risk would have to be accepted by the responsible stakeholder and justifications made to why these measures are not possible to implement.

2 [bookmark: _Toc178945132]Part 2 – ALARP Justification
2.1 [bookmark: _Toc178945133]Narrative

As some of the identified hazards associated with the Brimstone missile system still present greater risk then others after the HAZOP process it is necessary to justify why these hazards are acceptable. As HAZ-4, missile failure to launch, has only been reduced to a medium risk reduction according to the risk classification matrix it is necessary to demonstrate the hazard is in an ALARP position. In the event of the hazard progressing to an accident this hazard could cause the complete destruction of an airframe, either Eurofighter Typhoon or Tornado GR4, or the Wolfram ground launch platform. This will demonstrate that the risk is tolerable and is therefore able to be accepted by a responsible stakeholder and approved for use. 
Three failure modes have been identified for a route to an accident with this hazard. These are Route 1 mechanical failure of the launcher platform, Route 2 electrical failure to deliver the launch command, and Route 3 failure to ignite the release propellent. For Route 1 if there is a mechanical failure and the umbilical is not separated from the missile to the launcher this could result in the rocket motor firing while still attached to the launcher. This poses a fire risk to the launcher as the aircraft or vehicle could catch fire and have the fuel ignited. This could additionally pose a risk to the warhead resulting in one or more burning to detonation while attached to the platform. Additionally, if the missile has received a fire signal the warhead could be armed while attached to the launcher. This means that landing the aircraft would pose significant risk and any impact to the fuze could cause detonation.
For a route 2 failure of breakdown of electronics to deliver the firing sequence there is no immediate danger providing the rocket motor is not activated as no signal has been reived. Because of this no credible risk is present to the launcher system and the failure is only of the operational requirement. Route 3 however poses significant risk to the airframe or launcher platform. This is because the signal has been received to fire and therefore the warhead could be armed leading to a potential for detonation if the fuze is impacted. Additionally, both route 1 and route 3 of failure poses a risk of the self-destruct sequence activating while still attached to the launcher as no target has been acquired.
[bookmark: _Toc178945134]2.2	 Controls

As stated previously several controls have been identified to reduce the risk associated with the failure to launch hazard. These controls if implemented will decrease the risk associated with the failure and are applicable to multiple of the failure routes. The first of these controls is the use of an accelerometer. One such accelerometer that could be used is the Silicon Designs Inc Tactical Inertial-grade surface mount MEM DC accelerometer [13]. These accelerometers can operate up to +-50g which would be appropriate for a missile platform, this would mean in the event of any of the failure modes unless this accelerometer felt the rocket motor accelerate forward the command to arm the warhead would not be given. This would prevent the warhead from arming and therefore prevent premature detonation.
Another control measure that was identified was a redundant launch mechanism. This could consist of small explosively driven charges on the umbilical and mounting points on the missile. This would mean that if the missile failed to function as designed in the launch sequence a secondary mechanism would detach it from the aircraft. This would prevent the risk of fire and explosion while mounted to an airframe allowing the missile to fall freely in the event of a propellent failure. In the event of a mechanical failure to release the missile this would allow the missile to fire as intended or depending on the delay launch away from the aircraft before self-destruct.
The final identified control measure is an emergency eject of the entire launcher platform. This differs from the redundant launch as instead of launching a single missile this would jettison the entire launcher. This feature would work similarly to the redundant launch using small explosive charges to separate the launcher of up to 3 Brimstone missile from the wing of an aircraft. This would be used in the event of an emergency if the missile failed to launch even with the redundant system, additionally this could be used to eject the missile launcher if one or more missiles had caught fire. 

[bookmark: _Toc178945135]2.2	 Discounted Controls

The three identified controls will provide significant risk reduction to an airframe in the event of a failure to launch. However, as the Wolfram system is a ground launcher it would not be an appropriate safety measure to use the emergency as the is in a stationary launch tube. Additionally, the redundant launch system would only work in the event of a mechanical failure providing the rocket motor is functioning. Controls of jettisoning the missile from a ground-based launcher were explored however non are practical as there is no way to remove the missiles from the launch tube without causing danger to the vehicle crew or nearby people. This is because an entity separate rocket motor would be required to launch a ground-based missile to a safe distance to self-destruct.
Another control that was explored for a Wolfram only failure was substantiating the missile tubes to contain the blast of an accidental detonation. However, has the missile contains over 6.2kg of high explosives it is not practical to use a launch tube thick enough to contain this explosive force [5]. Therefore, the most appropriate controls are procedural and would involve a strict process of removing the missile by hand, if possible, to be disposed of while preventing insult to the fuze. 

[bookmark: _Toc178945136]2.3	 Cost Benefit Analysis 

The control measures that have been recommended in this assessment will provide safety features to an ALARP level while having an appropriate cost benefit. This is because the modifications suggested have very low costs associated with them compared to the potential losses in the event of an accident. In the example of the Eurofighter Typhoon the airframe alone costs an estimated £110 million not including any additional ordinance [14]. For the Tornado GR4 the prince of a single aircraft is estimated at £37 million also not including any additional ordinance [15]. Additionally for the ground-based Wolfram the vehicle frame alone not counting mounted launcher is over £1.2 million per unit [16]. Additionally, the cost of death or injury to personnel or civilians massively increase the benefit of additional safety measures. When looking at the cost from upgrading the Brimstone missile to the dual mode variant the cost per missile was approximately £45,000 each [3]. When considering this was a massive overhaul of the guidance system the costs associated with adding redundant eject systems and accelerometers is likely to be less then what was spent on the previous upgrades. Therefore, to prevent the loss of life, injury, and destruction of multimillion pound equipment it is of positive cost benefit to implement these safety features.
[bookmark: _Toc178945137]2.4	 Sustainment 

As previously mentioned, the Brimstone missile is an in-service munition which was went through several upgrades and life extension programmes. Because of this it is necessary to sustain the ALARP justification of the system as in the future modifications may be made. This is especially important for safety critical components which if changed could massively change the risk classification of the system. It is also important to perform continuous safety assessments of system as it ages, this is because the energetic materials are likely to degrade over time and will therefore need to be periodically assessed. Another important factor of the sustainment of the ALARP justification is that as time passes more data will be acquired from the system as it is used more. Currently the reported success rate of the missile system is 98% however as the system is used more this may change [5]. By tracking these trends, it will also be possible to see the degradation of the missile system it the failure rate starts to increase, which would then require further justification for use. Because of this a live safety case should be kept for the system to control all the identified hazards with annual reviews, change reviews, and thorough reviews every 5 years. However, due to the control measures suggested in this report if implemented the risk has currently been reduced by decreasing the likely hood of an accident. As other safety measures explored have been deemed impractical if the suggestion are implemented the system would be considered ALARP.
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