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1.Introduction and Background Research

The objective of the project is to update the existing process rig in Fig,1 to loT and industry
4.0 using web technologies this will be achieved by enabling the remote control &
monitoring of the process rig system using PLC tags in a http program in conjunction with
the PLC web server for data access. Using this method, it should be possible to send and
retrieve parameters from the PLC to any IP device using wireless protocols.

‘s PROCESS RIG

Fig.1 — Process Rig

; y . . Good
Industry 4.0 is the trend for manufacturing plants to have systems which are connected with point
either 10 link or wireless connectivity and smart sensors, connected to a system that can about

communicate along the entire production line and operate with minimal human oversight. |OT.
In essence, industry 4.0 is the trend towards automated information exchange between
system control and sensors. (Pl News, 2016)

The use of integrated manufacturing systems has a multitude of benefits such as, by
machine data it can anticipate when specific maintenance is needed such as when a
component wears out be it mechanical or electrical. This type of maintenance is known as
predictive maintenance and is carried out to prevent machine downtime. (I-Scoop, 2019)

The PLC in built web server has multiple feature that make it useful for this specification.
Such as no additional hardware and software are required the server is built in.
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The web server is contained in the S7-1200 CPU as a standard feature. The Integrated web
server can display standard web pages for simple display of services and diagnostic
information.

Furthermore, access to the PLC is possible world-wide via a standard Internet browser as
well as via mobile communication devices, such as tablet PC, smart phone, etc with IP
addressing. For this reason, individual access and protection must be taken and a password
protection can be added.

The universal advantages of this tools are evident and usage of this application for all 57-
1200 controllers in factories and production lines would greatly increase efficiency and
reduce downtime.

(Siemens, 2020), (Jager, 2013)

The web page would be constructed in HTML, which is not a programming language; it is

a mark-up language that defines the of the page. HTML consists of a series of elements,  S97¢
which are used to compartmentalise different parts of the content to make it appearina g;f:;:at/cal
specific format. The enclosing tags can make a word or image hyperlink to somewhere else,

can italicize words, can make the font bigger or smaller, and so on. The best way to edit

HTML documents is with Dreamweaver a paid for web design software pack.
(MDN WebDocs, 2020)

AJAX is Asynchronous JavaScript and XML, which is used on the client side as a group of
interrelated web development techniques, in order to create asynchronous web
applications. AJAX designed web pages allow applications to send and retrieve data from a
client asynchronously without interfering with the display and the behaviour of the existing
page meaning no refreshing flickering.

The idea is to use JSON to pass AJAX updates between the PC and the PLC web server. For
example the tag values have to be updated on the web page, then they must be stored on
the server so that the web page can retrieve the tag values when it is required. This is where
we can make use of JISON formatted data.

Any data that is updated using AJAX can be stored using the JSON format on the web server.
AJAX is used so that javascript can retrieve these JSON files when necessary, parse them, and
perform one of the following operations -

Store the parsed values in the variables for further processing before displaying them on the
webpage.

It directly assigns the data to the DOM elements in the webpage, so that they are displayed

on the website.
Good research carried out and the

(TutorialsPoint, 2020) explanations are clear.
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HTML will provide the framework for the page but when it comes to calling tags in JSON or
XML can be used. JSON stands for JavaScript Object Notation. For transferring data between
server and client JSON objects are used. XML is another service that is similar However, JSON
is much more light weight compared to XML which is a consideration as we are on a memory
limit. Ajax enables the function to call a dynamic variable and monitor or read/write the
variable using a let interval reload parameter which only reloads a select part of the page and
not the whole page, but it can only call a single function result i.e. one tag value. Json is an
extension on Ajax and uses the jQuery library. Json allows many function calls to many
variables.

(Freeman, 2019) Resear
chis
good
with
relevant
sources
cited
but
there
some
gramm
atical
errors

2.Specification

The project must by the end of the allotted construction phase must be able to control tag
values and input data using a remote method of access via the web server, if this is achieved
the project can be considered as success.

The project should be completed by April 2020 and the report by May, a corresponding
Gantt chart will be made to track progress to ensure it is completed on time.

The budget for the project was agreed upon in the project proposal. Given that all tools
needed for the project are readily available no money will have to be spent to complete it.

Approx. value of the project would be around £1900 if materials were not available.

4 A reasonable budget since the
software is open source
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HMI - £800
PLC-£130
TIA Portal — £900

Dreamweaver — £40 Good breakdown
of costs
Router - £20

As for the environmental and sustainable implications, the project is almost entirely virtual
and will produce no waste and designed to a make a system even more efficient which
would reduce running costs. Initial cost of a system is also low as everything required is
already present, if this were undertaken in industry the only initial consideration would be
downtime for installation and setup. The actual project is rather simple once all aspects of
setup are understood, it is the initial learning curve that is the greatest challenge.

The project possesses no safety or environmental issues other than the use of low levels of
DC electricity and is aided to make consumer and user needs simpler by optimising the PLC
system.

Good point

made

about

environme

ntal impact
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3. Planning
Dates | | | November ]
17th 24th 15t Bth 15th 22nd 12th 19th | 26th
Task Titles Date Started |Date finished
ect | {Actual! 24/05/2019)  08/10/2019]
@

Research Work (Actual 01/10/2019|

Presentation Work | Actual

Present Presentations (Actual

Start Remote Monitoring and Control of

L Actual

Final ]

| | | February |
7th 14th 218t Lath |ll|h

S —— — —— — Fig.2 - Gantt Chart

6 Good use of Gantt chart but it is not
clear when the actual activities took
place. It seems incomplete.
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As seen in Fig.2 the Gantt chart for project construction can be seen. A large deal of time
will have to be devoted to understanding and implementing the tag functions for the web
server as this is relatively new ground.

When the task is done a set of tests must be carried out to ensure that the project meets
the specification criteria. This will be done with the use of a testing table with relevant
pictures to provide as evidence of the testing and can be used to judge whether the project
has passed or failed based on the criteria in the specification.
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4 Solutions Considered

The two solutions considered were the PLC with the integrated web server and a SCADA

system.

The advantages to the PLC are that the system is relatively simple and uses IP addressing set
by software by the admin. And that the web server tool is built in and free, furthermore the
tools used to make the web page are free open source software. The only downside is that
the project is front loaded, and a lot of research and trial and error would b involved in
prototyping and developing the system.

The SCADA system would quicker to make as specific software and devices can be bought
and tailored specifically for a specific system, the process would require less trial and error
but would be a professional spec system. This however is overkill for a system like this and

the software of re this approach would cost a significant amount of money.

The programs needed for the PLC method are.

& TIAPortal
& HTML Open Source
< AJAX Open Source
® HTTP Protocol
All of which access to is readily available already or with open source free software.

Therefor the PLC method is the best choice to satisfy the project specification.

There
needs to
be more
details and
explanatio
n of how a
Siemens
SCADA .ie
Wincc is a
reasonable
alternative
and how it
would
work.
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5.Final Solution and Implementation

Industry uses VLAN networks for system separation and security. This system will use

the same principle.
VLAN will be configured using the Cisco switch and router.

The PLC will be programmed and configured using the TIA Portal development
environment.

The Web comms will be achieved using a specific web program which will be
downloaded to the PLC.

The Web page and wireless adapter will enable remote monitoring and control using

AWP commands.

There is a range of addressing schemes that can be used, but sometimes the limits are
set by the network devices such as routers (e.g. BT routers have addresses from
192.168.2.1—-192.168.2.170). There will be network limitations to consider.

The project will test both variable control through dynamic analogue control as well as
dynamic input/output functionality. Fig.3 is a block diagram of how the system will work.

Fig.3 — Block Diagram

Goo

expl
anat
ion
and
bloc

diag
ram
whic

clea
rly
sho
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how
the
syst
em
is
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The PLC is the Ethernet device with NIC card with MAC Address This is a layer 1 device

The PC for writing the program for the PLC has a NIC card and MAC Address. This is layer

1 device

The Cisco switch which communicates using only Mac Addresses is a layer 2 device.

The Cisco router which communicates using IP addresses. This is a layer 3 device.

Fig.4 shows the different levels of network comms in the system and Fig,5 shows the

hardware used.

Application
Presentation
Session

Transport

Physical

Fig.4 — OSI Model Diagram

¢ End User layer
* HTTP, FTP, IRC, SSH, DNS

¢ Syntax layer
* SSL, SSH, IMAP, FTP, MPEG, JPEG

 Synch & send to port
» API's, Sockets, WinSock

¢ End-to-end connections
* TCP, UDP

Packets
IP, ICMP, IPSec, IGMP

Frames
Ethernet, PPP, Switch, Bridge

* Physical structure
* Coax, Fiber, Wireless, Hubs, Repeaters

v
a
10 n
c
e
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SIEMENS

Fig.5 — Hardware Use OSl devices are
identified for

use in this
project and are
part of the 7
layer model.
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In Fig.6 the PLC program and Web memory blocks used can be visualised.

14 Siemens - G:wan Workiwan final projectiFunction

14 Siemens - D:\lwan Workllwan final project\Function

Project Edit View Insert Online Options Tools  Project Edit View Insert Online  Options Tools

F Yl seveproject @ X i1 5 X 2 F HH sepoea @ X = 5 X D (s

Project tree I 4 F Project tree m 4

|| Devices 1 Devices
s i [ == | =
%/ Online & diagnostics F iy Devices & networks Z
~ [ Program blacks » [ PLC_1 [CPU 1214C ACDURIY] —12
B Add new block ~ [ PLC_2 [CPU 1214C DC/DC/DC] 2
4 Main [OB1] [ If pevice configuration 2:
&/ Block_1 [FC3] '@/ Online & diagnostics 2
& Block_2 [FC4] ~ g Program blocks 1=
48 Block_3 [FC5] I Add new block B ]
4 Function gen [FC1] = 4 Main [OB1] o
4 Function gen_1 [FC2] [ & Block_1 [FC3] 21
48 Input-Output Interfacing [FC7] il 3 Block_2 [FC4] 2
4 5CL alarm conditions [FC6) o 4 Block_3 [FCS] 3t
@ Analogue [DE10] _J 48 Function gen [FC1] g
@ webdata [DB1] E 4 Function gen_1 [FC2] 3
* ¢l System blocks 4 Input-Output Interfacing [FC7] 3:
» g Program resources - 4 SCL alarm cenditions [FC6] EN
¥ ¢ Web server ¢ @ Analogue [DE10] 3t
@ DB 333[DB333] « # webdata [DE1]
@ DB 334 [DB334] P b g System blocks
@ DE 335 [DB335] » [ Technology objects
| DB 336 [DB336] ‘ » r_@l External source files
@ D 337 [DB337] v [ PLCtags
@ DB 338 [DB338] %5 showall tags
# DB 339 [DB339] B Add new tag table
» [ Technology objects ﬁ Default tag table [652]
» [} Extemal source files » [ PLC dats types
» [ PLC tags — ~ [l watch and force tables oy ]
e i i . " ek
> | Details view ¢ > | Details view I
— — L L)

Fig.6 — PLC Architecture
Good
illustration
of PLC
program
tree
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The web server has to be set up manually in the PLC as seen in Fig.6, to allow administrator
controls and the allow the PLC to communicate.

Function gen » PLC_2 [CPU 1214C DUDUDC]

E Topology view Ué Network view rﬂ" Device view

d¢ [PLca(cruiziag) =] By B @Jg [CF = De'
Bl W

3 102 m 2 3 4 5 6 7 8 9 b

Rack_0 — .-

I
i
. [+
<] wm | » | [100% —y—

N A Properties I'ylnfo Ulﬂbiagnostics

_JGeneraI HIO tags ISystemconslants ” Texts ]

Communication load [~]] General
System and clock memory

gku’wu Web server on all modules ofthis device
D Permit access only with HTTPS

General

Automatic update
User management
* Userdefined pages | Automatic update
Advanced l:
Overview of interfaces [
User interface languages ]
Time of day
| ¥ Protection & Security
Confiquration control [w!| Usermar it

W Enable sutomatic update

Update interval: [10 5

Fig.7 — PLC Web Server Setup Goo
ima
ge
of

web
serv
er
acti
vati
on
insi
de
PL

TIA

appl
icati
on.
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Y Device config.. =
QU Online & diag..
L Program blocks
W Addnewb.. *  Network 1:
B Nsin 081
& Block_1 [F..
& Block_2[F.. wFea
& Block_3[F.. “Block_1"
& Function g... = EN ENOD
4 Function g..
& Input-Outp.
& SCLalarm .
§ Anslogue |. > Network 2:
@ webdata [.. Comment
rb I System blo... s
» L& Technologyo...
¢ [ External soure... “Block 2"
» (& PLCtags —EN  ENO
» [ PLC data types
el = -
ey 1 |
% Online & diag..
S Network 3:

= Block title: "Main Program Sweep (Cycle)”

W Add newb... Comment
& Main [081] |

& Block_1 [F
& Block_2 [F.
& block_3 [F.. [ EN END
& Function g...
& Function g...
& Input-Outp... v  Network 4:
& SCLalarm ...
@ Anslogue |
@ webdata |
b g System blo... Function gen_1*
» L Technology ..
» g} External sourc...
» g PLCiags
» [ PLC data types
13 _Huoch lndbr..; =
BV Devicecansg =] | e
Y Orline & diag
» g Program blocks
WAddnewb.. | | femmert
& Main [OB1]
FYTSTRI wa
& Block_2 [F
- Block 3 [F —EN L]
4 Function g
4 Function g
T - Network4:
& SCL slarm i
8 Analogue |
8 webdam [

» [ Technology o
» 'S Exemal sourc_
» g PlCeg:

» (8 PLC data types

» Svawchandfor. o o

Fig.8 — PLC Main Block
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Y Device condig...
% Online & disg...
v gl Program blocks
W Add new b
& Main[oB1] |
& Block_1 [F.

4 Block_2 [F...
& Block_3 [F..
4 Function g..
& Function g..
& Input-Outp...
& SCLalarm .. i
@ Analogue |...
W webdat [
» g System blo..,
» [ Technelogyo...
» I"m Externalsourc...
» P_‘ PLC tags
» [ PLC data types
Y Device config...
%/ Online & diag...

-

Network 7:

Comment

wCT
“Input Output Interfacing”

& Block_1 [F...
4 Block_2 [F...
& Block_3 [F...
4 Function g...
& Functiong.
& Input-Outp...
& SCLalarm ..
@ Anslogue [...
@ webdota ..
» [l System blo..
» L Technologyo...
] '.mEmrmI SOUFC...
* y] Ofinte s clng..
= gl Program blocks
I Add newb..
% Weinjo81]
& Block_1 [F.
& Block_2 [F__
& Block_3 [F__
& Functiong...
& Functiong...
& Input-Outp...
& SCLalarm ..
@ Anslogue [
@ webdeta [..
» ‘g System blo...
+ [ Technologyo...

Fig.9 — PLC Main Block Cont

ENO

ENO
“webdata® web_
RET VAL — ok
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Function Block 1 for the tag data conversion to the web data counter.

“WB7
“Timers"®
TON
Time YWM101.0
%M100.7 "Tagé”
“Tag5 Ea-dIY ET T#0ms —
T#10s PT Q —
%88
“Timers"
TOF
Time %WA100.7
WA101.0 "Tags” ADD
Tags” — IN E1— T#0m: = P_TRIG Int
T#105 — PT Q — —_k Q ——EN
%1006
*1HZ_OneShot3*
“webdata”.
counter2 1M1 out
IN2 3 ENO =—
wwy
“webdata".web_
RET_VAL — ok

ENO —

Fig.10 — Function Block 1

16
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Function Block 2 for the tag data conversion to the web data counter.

%DB6
“Timer7"
TON
Time %UM101.3
- -
%WM101.2 Tags
"Tag7" —0 IN ET — T#0ms =
TE1s BT Q e
%089
“Timerg"
TOF
- %1012
WI101.3 “Tag?* ADD
“Tags” — IN ET = P_TRIG Auto (int)
T#1s — pT [ R ——— —ax Q——EN
WA101.1
"1HZ_OneShot4"
"webdata”. “webdata”
counter3 — N1 OUT — counter3
IN2 3% ENO —

Fig.11 — Function Block 2
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Function gen block for the web data counter.

B2
*Timer 1*
TON
Time
%WM100.1
Tagl®—oIN ET— T#0n
T#5s PT Q
W83
*Timer2*
TOF
Time
%1002
“Tag2" — IN ET
T&5s PT Q m—

Fig.12 — Function Gen Block

“@aM100.2
*Tag2"
W 100.1
“Tag1®
- P_TRIG
m— LK Q=——EN
%WM100.0

"1HZ_OneShot1”

“webdata”.
counter IN1

IN2 3F

18
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Function gen block 2 for the web data counter.

@100 4

I Y°E —o in

%25 — PT

“WB4
“Timer3™

TOF
Time

EM100.5
“Tagd® =N ET
# BT Q

Fig.13 — Function Gen Block 2

%DB5
*Timer 4*

TON
Time

%@M100.5
"Tag4®
ET — T#0ms =
1004
“Tag3” ADD
- P_TRIG Auto (Int)
— 0K Q——EN
WM100.3
*1HZ_OneShot2"
“webdata® “webdata®
counter! — OUT — counter!
IN2 3% ENO—
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Analogue input for the dynamic analogue control motor.

out

“Analogue”®
“input channel
o

"Analogue” junk

sue
Auto (Real)
EN ENQ ———
*Anal . k
“Anslogs” out nalogue” jun
*input channel
0" —
IN2
[
Auto (Real)
EN ENG =t
d *Analogue®
IN2 “potentiometer
out — veoltage®

coNv
Uint to Real
EN
WWEA
A" IN
MuL
Auto (Real)
EN ENO
"Analogue” junk — N1 OuUT — "Analogue” junk
00— N2 3*
DV
Auto (Real)
EN ENO
"Analogue”.
*potentiometer
voltage® — g out
0.03 IN2
MuUL
Auto (Real)
EN —
“Analogue®.
"potentiometer out
voltage™ IN1
0.0== N2 3¢

Fig.14 — Analogue input Block

"Analogue®."dc
motor current

ma

*Analogue”.pot_
volts_percent
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Analogue data block for the dynamic analogue control.

Name Data type Start value
4] ~ Static
4| = input channel 0 _|Rea| | 0.0
4] = input channel 1 Real 0.0
4] = Jjunk Real 0.0
e potentiometer voltage Real 0.0
= pot_volts_percent Real 0.0
= Alarm1 Bool falze
4] = Alarm2 Bool false
4] = Alarm3 Bool false
| 4] = Alarm4 Bool false
4] = Alarm5s Bool false
o ] Alarm6 Bool false
] = Alarm0 Bool false
it . dc motor current ma Real 0.0

Fig.15 — Analogue Data Block
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Webdata block which handles data for the for the web server.

Name Data type Start value
4l ¥ Static
|- counter | Int m 0
4] = web_ok Int 0
< = counterl Int 0
S0 counter2 Int 0
4] = counter3 Int 0
4l = mylint Int 0
<4 = count_continuous Int 0
4] = triangleWave Int 0
<] = triangleDirection Int 0
<] = Motor_PWM Int 0
Fig.16 — Webdata Data Block
Default tag table containing program tags.
Name Data type Address
[ Tag! | Bool [i)] smo00.1

Tog2 i SiAniE Default tag table

1HZ_OneShot2 Bool %M100.3 Name

g - %MI004 53 lgl  1HZ_OneShoti

Tagé Bool %M100.5

1HZ_OneShot3 Bool %M100.6 2 a op2

Tags Bool %M100.7 23 @ op3

Tagé Bool %M101.0 24 41 1HZ_OneShot

1HZ_OneShotd Bool %®M101.1 k

Tag7? Bool %M101.2 25 4 Cloc _Byte

Tage Bool %1013 26 4 ip0

op Bool %Q0.0 27 - ipl

Clock_10Hz Bool %MO.O g

Clock_5Hz Bool %BMO.1 28 4 Ip2

Clock_2 5Hz ool %MD.2 29 4@ ip3

Clock_2Hz Bool %M03 30 n] Al0

Clock_125Hr Bool BMO4

Clock_1Hz Bool %=MO5 il a ol

Clock_0.625Hz Bool SM0.6 2 4 Moter Speed PWM

Clock_0.5Hz Bool %MD.7 33 4@  MotorRUN

1HZ_OneShot1 Bool %M100.0 34 a Motor PWM cutput

op2 Bool %Q0.1

op3 Bool %Q0.2

1HZ_OneShet Bool %M101.4

T -

Fig.17 — Default tag table

The PLC program is a good compromise to test
the web program functionality. This covers
variable changing dynamic data including
analogue input and PWM for motor speed

control.

22

Data type
Bool
Bool
Bool
Bool
Byte
Bool
Bool
Bool
Bool
Uint
Uint
Word
Bool
Bool

Address
%M100.0
%Q0.1

%Q0.2
%MI101.4

“%eMBO
%l0.0
%I0.1
%I10.2
%I0.3
%lWE4
%IWE6
%QW1000
%l0.4
%Q1.1
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Web program Structure

User files in TIA program contain the needed libraries and htm files to format and call data.

- % | UserFiles
n Home Share View
» [ [*] oo ] x __I T hew item ~ = W Open = HH setectan
. L W Copy path ﬁ 4 | Easy access = Edit Select none
Pinto Quick Copy Paste Move Copy Delete Rename Hew Properties
access [7] Paste shartout tor tow - folder - £ History 5 Inwvert selection
Clipboard Organise New Open Select
- =5 v » ThisPC » USB Drive (G) » hwan Work » Iwan final project » UserFiles »
L Mame Date modified Type Size
o Quick access
is 01/04/20 File folder
@& OneDrive |#] auto-adjust 7 HTM File 3KB
B This PC @ crossdomain /2014 1107 XN sment KB
0ok |#] Index_frames 04/2020 17:35 HTM File 1KB
ects . i 5 I s -
: Y 18| Input menitor 09/04,/202 4 HTM File KB Web pages are C/eal’/y
Desktop y . kAt
|| 10Counter json 0,/04,7202 5 JSON File 1KB I : ;
a i in the TIA pr
5| Documents [#] 10result1 HTM File 1KB sted in the p OjeCt
4 Downloads |#] 10result2 2 HIMF 1KB fO/deI’
D Music |#] IOresult3 B/04/2020 23:15 HT™ KE
&= Pictures |#] 10write HTM File 1KB
B Videos @ jquery-3.3.1.min 4, lavaScript File KB
S =] tedn PING File K8
‘ia Local Disk (C:
- ' 8] led1 PNG File
- LOCAL DISK (D) [#] Motor Switch 09/04 HTM File KB
o USB Drive (G:) [#] switch outputs 6/04/2020 02:3 HTM File K8

ws LOCAL DISK (D:)
hwran Work:

Fig.18 — User Files

These are .js library files downloaded from web site, the libraries are lightweight data-
interchange formats. It is easy for humans to read and write. It is easy for machines to parse
and generate.

I 4 vl
n Home Share View

» |_1 II. ut x 1 ) New item = v open - HH selectan

opy path 47 Ensy necess + Edit Select none
Pinto Quick Copy Paste Move Copy Delete Rename  New Properties .
Bccess |7 Paste shorteut to to - folder . &) Histary 17 Invert selection
Clipboard Organise Hew Open Select
€« . » ThisPC » USBDrive (G:) » IwanWork » Iwan final project » UserFiles » js
A Name Date modified Type Size
# Quick sccess
@ jquery-2.0.2.min /2041 2 KB
& OneDrive @ justgage.1.0.1.min /2014 17 KE
98 This PC & pluging 01/04/2014 11:17 KB
s @ raphael.2.1.0min 01/04/2014 11:1 KB
ects B R 3 5
cat ; @ smoothiel /2014 1111 KE
[ Desktop
|8 Documents
& Downloads
B Music
&= Pictures
B Vvideos

Fig.19 —Json Libraries
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In Fig.20 the files for the HTML web page can be seen , they are used in the loading and
running of the frames on the HMI.

Jquery is the library for the ajax and JavaScript functions and Justgage and Raphael are
libraries for the gauges. The gauges are premade and just downloaded free of charge online.

The only part you have alter is the size and colour of whatever you want by altering the style
css part of the program.

The most difficult part of the design is setting up the dynamic tag data implemented in the
program.

Auto adjust.htm — handles the zoom in and out scaling (premade and downloaded)
Index_frames.htm —this handles the frame pages for the web page layout design.

BORDER="NO" FRAMESPACING="0" rows="89%,11%">
<frame noresize src="Input monitor.htm" frameborder="0" SCROLLING="NO">
<frame noresize src="switch outputs.htm" frameborder="0" SCROLLING="NO">

Pages are set to 89% and 11% for all web pages. The 2 pages here are:
Input monitor.htm
Switch outputs.htm

Motor switch.htm — contains the program for running the motor PWM via a text box and
button on the HMIL.

A gauge is implemented to indicate the analogue PWM value on screen.
Input monitor.htm — this handles the timers with LEDs and the input digital switches.

Switch outputs.htm — this handles the switching on / off of the outputs on the PLC at the
bottom half of the screen

The LED .jpgs are the green/red images for the digital outputs.

10Counter.json, I0write.htm, 10resutl2.htm, 10result3.htm — these are the files where the
tags are stored.

HTML code was used because it is the easiest language to learn and adapt with when

building webpages. However, if we want to use images dynamically the page will have to
have a refresh rate, probably of about 0.5 to 1 second. This is graphically very demanding
and will cause a flicker on the screen, to avert this that is why JavaScript software is used.

Clea

expl
anat
ion

of

wha
t the
files
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The JavaScript software does not require a refresh as it uses a method called Ajax which is
part of the jQuery library. Ajax enables the function to call a dynamic variable and monitor
or read/write the variable using a let interval reload parameter which only reloads a select
part of the page and not the whole page., but it can only call a single function result i.e. one
tag value. Json is an extension on Ajax and uses the jQuery library. Json allows many
function calls to many variables. However, the more variable that are called the slower the
program. Furthermore, the PLC has a memory limit and can only have 15 data blocks
allocated to the web page that’s why for our images Jpegs aren’t use but scalar vector
graphics which are created in text editors like HTML and are animated variable graphics

rather than solid image that are memory intensive. Using SVYGs the data block level was kept

to 7 blocks.
Ajax and JSON functionality
10Counter.json — this links the tags from PLC to the id’s IN WEB PAGE is identifed

g G:\lwan Work\lwan final project\UserFiles\IOCounter.json - Notepads +

File Edt Search View Encoding Language Settings Tools Macro Run  Plugins Window 7

sDHB LB sMbioc/ayg ax|BE =1 EEELL* @E D@
|Folder as Workspace

¢ =

-1 UserFiles
I+ 15

I0Counter,json
Jjquery-3.3.1.minjs
led1.png
led0.png g
0write.htm g
I0result2.htm 10
auto-adjust.htm 11
crossdemainxml 12
Index_frames.htm
Input monitor.htm .
switch outputs.htm :
I0result3.htm -
|0result].htm 5 L}
Motor Switch.htm 19

) & index_frames him le.MﬂorSMd\Wn 1 [ I0Counter json m]-mmsm dl.mJtmﬂqu (_'II-K

Tags are identified and are an
important part of the system.

Fig.20 - I0counter.json

I0write.htm — the only tag used is the PWM. Sets tags for the PWM analogue control.

[ Ge\lwan Work!lwan final project\UserFiles\|Owrite.htm - Motepad++
File Edit Search View Encoding Language Settings Tools Macro Run Plugine Window 7

cOEHB R G Mk agl ax BE T ERERA A BE BB B

Folder as Workspace ] [ index_frames him a] [ Motor Switch him ;3|H JOCounter json :.3] B Oresutd him G]-hp\.l montor Atm al B 1Oresut 1]
‘ * e 1 <!-= AWP_In_Variable Name='"webdata".counter' -->:="webdata".counter:
=7 UserFiles !-- AWP_In_Variable N '"webdata ounterl' -->:="webdata".counterl:
[# 5 !-- AWF_In Variable nter2' -->i="webdata".counter2:
|0Counter.json : '-- AWP In Variable e='"webdata” er3d' -->i="webdata".counter3:
jquery-3.3.1.minjs 5 | AWP_In_Variable Name='"Motor Speed PWM"' i="Motor Speed PWM":
led1.png
led0.png
|Oresult2 htm

auto-adjust.htm
crossdomainxml
Index_frames.htm
Input monitor,htm
switch outputs.htm
|0resultd.htm
10result] htm
Maotor Switch.htm
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Fig.21 —10write.htm

10result2.htm — This has the tag for the pot analogue input

u Gihwmn Work' lwan final project’ UserFies) iresubt2 bitm - Notepeds«

Fle Edt Search View Encoding Language Settings Took Maon Bun Flages Window T

LT IFLLIES R EXY Bl BRI
oot Wkageme S g avten frma b (3] I Moo St b 1| oo 21| o3 3| Bt st i | v 1 et o 23 I Ot 1
® T © [T1 <i-- W5_in_Vazisdle Manes' uebdata®,ceunter’ 1="Analogue” pot_volts_parcent:

| Useiles

-l b
10C ourae gon
jqury=3.3.0.minjs
edprg
nskpng

|DvttaFm

sute-adjust him

switch outputs bam
|Ovesudtd htm
et hten
Mot Swatch htm

Fig.22 —10result2.htm

10result3.htm — This has the PWM tag for the analogue control.

[ Gvbwen Wiori twan final projectiserFies\ iOmesubt3.hm - Notepedss
fle Edt Search View Encoding languige Seings Took Maco Bun Plages Window ?

JAHB AL sMkideayax @BE %1 EnERds s E@
Folder an Woshspice W v froves i 3]l Mt St 3 8 Bl 3] et i 3] [ vt 3
#$ T 0 i wabdata® Mator_Td:
7 UseFiles 2
-
10C ourter fron
jqueny-3.3. 1 minje
Ind prg
ledpng
|Cwrite tm
IDresisitd e

sute-adjust him
crosdonmanmi
ndes, frames tm
Inpust morsbor hbm
swibeh outpubs bim

et 1 htm
Motoe Suitch hem

Fig.23 —10result3.htm

Tags are
identified in
the program
and their
purpose is
explained.
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Testing prototype designs:

Because of the nature of the project a lot of testing was required to get the project up and
running and to work out the specifics of the program. Therefor the project was constructed
in stages and prototype for functionality. Below are the stages of development when it
came to figuring out how the program will work.

Prototype 1 - This implemented the text box and input button in ajax.

— - O Y @© | file:x///G://wan9:20Work/test%20)SON2_write%20and%

Stringl: :="'webdata".counter:

String2: :="webdata'.counterl:

String3: ="webdata” counter2:

String4: ="webdata".counter3: G
.-%bdm".mﬂnt o
I |[Save]
o
d
Fig.24 — Prototype 1 e
X
p
Prototype 2 - Multiple text boxes and input buttons using the JSON library functions.
a
n
a
“~ = 0O m @ flIe:///G:/Iwan%EUWOrk/test%ZDJSON2_write%%ﬂand%ZOread%ZOdefault%aotags}Function%ZI

Fig.25 —Prototype 2
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Prototype 3 - Reading input states from switches on PLC digital inputs and displaying the
values with no images.

= — C_) T} @ | filey//Gyiwan%%20Work/lwan%%20proj%e20v2/UserFiles/JSON12.htm

[ Moyl  |[Modoourmerif]  JIModcoume2f| || Mod counters |

Good
illustration of
data entry

Fig.26 — Prototype 3 development.

Prototype 4 - This has the dynamic image functions for the counter binary state values and
input switches from plc. On and off conditions are displayed.

Dynamic values monitoring
development is clearly shown

Fig.27 —Prototype 4
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Prototype 5 - This has the dropdown menu navigation for linking the web pages dynamically

Fig.28 — Prototype 5

Prototype 6 - This has the write function switches for switching PLC outputs on and off

I EEEEN I I R s

Fig.29 — Prototype 6

Prototype 7 - The gauge implemented for the dynamic analogue input. A POT was used with
the PLC analogue input.

Fig.30 — Prototype 7

Prototype 8 - This implements the dynamic control for setting and reading the PWM power
control of the motor speed.
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Fig.31 —Prototype 8

Prototype 9 - The gauge for speed indication and led for power on / off indication are
implemented.

Fig.32 —Prototype 9

There is little maintenance required in this system it is designed to run in parallel to the
current PLC system therefore there are no problems with sustainability. If need be the
program can be changed at a later date to accommodate more diagnostic screens, this
would be easy to do after the bulk of the work has already been in the initial start-up.

Good explanation and images
that illustrate the development of
the prototypes leading up to the
final solution implementation.
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6.Testing and Results

In this section we will be looking at the testing methodology to ensure that the project is fit
for purpose. Each individual aspect of the project will be tested individually with supporting
evidence.

The system was set up as seen in Fig.33. The Laptop accessed the web server via the Sky
router and the motor was routed through the analogue output with a variable resistor

routed to the analogue input. This
is the

digital

SE—————— -

SIEMENS

Fig.32 — PLC Testing Setup
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Test digital outputs switches:

T [ e e R e

The first test was the digital outputs, when the button was pressed on the web page the LED
indicators changed on the PLC in Fig.33.

f

||I
st
/ \

Tests are good and show the
32 outputs set and clear




Iwan Downs

Fig.33 — PLC Testing Digital Outputs

Then the counter states were tested, below in Fig.34 it can be seen at different stage the

LEDs changed states as the counter ran.

Dropdown Menn

Fig.34— PLC Testing Counter States Good test for fast changing

dynamic data.

The next test was the digital inputs test when the switches were changed the LEDs changed
on the webpage as seen in Fig,35.

Input tests are good and
clearly show the set and
clear states.

Fig.35—PLC Testing Digital inputs.

33




Iwan Downs

The next test was the analogue input gauge. When the potentiometer was altered the
scaled values changed as seen below in the SVG indicator.

Gauge values look
Scaled correctly and
showing low medium
and high values.

Fig.36 — PLC Testing Analogue Input.

The final test was the Motor power on off state test and the PWM control for the analogue
output as can be seen in Fig.37 and Fig.38.

Fig.37 Motor off /Motor on states.

Motor state tests
are good

Fig.38 - Test PWM set values from web page.

The PWM control was tested at varying duty cycles, at 5% duty cycle power, 55% duty cycle
power and at 95% duty cycle power. The gauge worked as intended and the motor reacted
accordingly unfortunately it is impossible to get graphic evidence of the motor running.
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Overall, the project can be deemed a success, both analogue input/output tests worked as
well as the digital input/output tests. The web page communicated freely with the PLC with
no issues regarding lag or stuttering.

7.Discussion, Conclusions and Recommendations

In regard to the comments and results from task 6 and the specification from task 3 it can be
state that the project was a success. The project is only a proof of concept and the
knowledge learnt can be applied to larger systems. The project twa completed n the allotted
time and there was no need to go over budget.

There were several issues which had to be overcome during the project that served as
useful learning experiences. Such as the several security issue that had to be overcome.
Initially the PLC used had firmware lower than version 3the problem with this is that web
servers below version 3 firmware were for read only purposes due to security. Version 3
cannot be upgraded locally; this needs to be done with Siemens and is time consuming.

Whereas version 4 onwards can be upgraded locally, to remedy this a PLC with firmware V3
Do you mean

was used.
V4

Furthermore, the original router also had security issues with communicating with the

laptop and PLC, the router had to be changed to a Sky router as the original router did not

possess an appropriate IP range.

When it came to PLC web server, it does accept and cannot run .js file extensions. The way
around this was to embed all javascript software in the .htm file. The tag values from data
blocks are different to default tag tables when declaring for the web page id’s. Also, the
javascript gauges and graphs are premanufactured for use with dynamic systems such as
PLC’s and were downloaded and used in the project and are not original work but open
source some being free and others costing.

These gauges and graphs are not images, hey are SVG’s [Scalor Vector Graphics] as

mentioned earlier and allowed us to keep the memory limit down as they are only coded

lines and dots which make up an image but have a fraction of the memory cost. These are

ideal for this type of system as it speeds up the running of the program. The dynamics i.e.

real time component values are embedded in theses SVG’s and then implemented in the

web pages.
Good explanation for the reason
for using SVG's for the graphics.
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PAGE 8
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PAGE 9
Text Comment. Good explanation and block diagram which clearly shows how the system is
connected.

PAGE 10
Text Comment. The 7 layer OSI relevance is explained appropriately for this project.

PAGE 11
Text Comment. OSI devices are identified for use in this project and are part of the 7 layer
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PAGE 12
Text Comment. Good illustration of PLC program tree
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Text Comment. Good image of web server activation inside PLC TIA application.

PAGE 14

PAGE 15

PAGE 16

PAGE 17

PAGE 18

PAGE 19

PAGE 20

PAGE 21

PAGE 22




Text Comment. The PLC program is a good compromise to test the web program functionality.

This covers variable changing dynamic data including analogue input and PWM for motor speed
control.

PAGE 23
Text Comment. Web pages are clearly listed in the TIA project folder
PAGE 24
Text Comment. Clear explanation of what the files are for.
PAGE 25
Text Comment. Ajax and JSON functionality is identifed
Text Comment. Tags are identified and are an important part of the system.
PAGE 26
Text Comment. Tags are identified in the program and their purpose is explained.
PAGE 27
Text Comment. Good explanation and start of investigation of functions
PAGE 28
Text Comment. Good illustration of data entry development.
Text Comment. Dynamic values monitoring development is clearly shown
PAGE 29
PAGE 30
Text Comment. Good explanation and images that illustrate the development of the prototypes
leading up to the final solution implementation.
PAGE 31

PAGE 32

Text Comment. This is the digital output



Text Comment. Tests are good and show the outputs set and clear

PAGE 33
Text Comment. Good test for fast changing dynamic data.
Text Comment. Input tests are good and clearly show the set and clear states.
PAGE 34
Text Comment. Gauge values look scaled correctly and showing low medium and high values.
Text Comment. Motor state tests are good
Text Comment. Motor control with PWM duty cycle is demonstrated with low, medium and high
values which illustrates correct operation.
PAGE 35
Text Comment. Do you mean V4
Text Comment. Good explanation for the reason for using SVG's for the graphics.
PAGE 36

Text Comment. Good use of sources
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y‘ The research carried out is of a good quality and
appropriate number of relevant sources used. 6.5/10
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KNOWLEDGE AND UNDERSTANDING
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y‘ Specification is clear with budget and good use of
block diagram. 6/10 The solutions considered are the
final solution which is good but the alternative should
have been researched further with relevant
examples. 5/10

ANALYSIS

11/20
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y“ Testing and results are good and clearly explained.
There is sufficient detail in this section. 7.5/10
Conclusion and recommendations are good and
make a relevant point of Industry 4.0. 7.5/10

PRACTICAL APPLICATION AND DEP.

15/20

(

y"’ Planning with the use of a Gantt chart is clear and
the project seems to have run to the plan. 3/5 Final
solution considered is good but the alternative is
limited and a third solution should have been
researched. There are many forms of SCADA and
another application should have been researched to
supplement this section. 5/10 Implementation is
explained very well with supporting images as
evidence. 7/10
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