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[bookmark: _Toc225691382]SQL Injection 
SQL Injection is a common web security vulnerability that occurs when an attacker can insert or manipulate SQL queries through user input fields. This happens when a website directly includes user-provided data into an SQL statement without proper validation or protection. Since SQL is the language used to communicate with a database, SQL injection allows attackers to interfere with the database query execution, potentially gaining unauthorised access to data or performing destructive actions. SQL injection is particularly dangerous because it can allow attackers to bypass authentication, view confidential information, modify records, or even delete entire tables from the database. It is one of the most serious vulnerabilities affecting database-driven websites because databases often contain sensitive information such as usernames, passwords, customer records, and administrative data.
SQL injection works because SQL queries are constructed as strings. If user input is inserted directly into a query, an attacker can provide malicious SQL code that changes the intended meaning of the query. For example, consider a vulnerable login query such as:
SELECT * FROM users WHERE username='$username' AND password='$password';
If an attacker enters the username as: ' OR '1'='1 and leaves the password blank, the query becomes:
SELECT * FROM users WHERE username='' OR '1'='1' AND password='';
Because the condition '1'='1' is always true, the attacker may successfully log in without valid credentials. Another example is where an attacker enters a value like: 1; DROP TABLE recipes; -- into a form field, which could potentially execute an additional query to delete a database table. This demonstrates how SQL injection can be used not only to steal data but also to damage or destroy database systems.
In the Recipe Site website developed for this assignment, SQL injection vulnerabilities could exist in any area where user input is used in database queries. For example, the recipe search page accepts user input from the URL query string using GET parameters. If this input were placed directly into SQL without protection, it would be possible for an attacker to inject SQL commands through the search box. Similarly, the admin login form takes username and password input, which could be exploited to bypass login authentication if insecure query methods were used. The recipe edit and delete pages are also potentially vulnerable because they use recipe IDs from the URL. If these IDs were not validated or safely passed into SQL queries, an attacker could modify the URL to attempt injection.
To prevent SQL injection, the main defence implemented in this website is the use of prepared statements using PHP PDO. Prepared statements work by separating the SQL code from user input. Instead of inserting user input directly into the query string, placeholders are used such as ?, and values are safely bound at execution time. This prevents malicious SQL code from being interpreted as part of the SQL command. For example, the secure version of the login query is implemented as:
$stmt = $pdo->prepare("SELECT * FROM users WHERE username = ?");
$stmt->execute([$username]);
This ensures that even if an attacker enters SQL syntax into the username field, it is treated only as data and not executable SQL. The same approach is used throughout the website for recipe search, recipe display, add recipe, update recipe, and delete recipe functionality. Additionally, input validation is applied by checking numeric values such as recipe IDs using is_numeric() before allowing database queries. Another layer of security is achieved using htmlspecialchars() when outputting data onto the page, which reduces the risk of cross-site scripting (XSS) attacks.
An attempted SQL injection example on the search page might be a keyword input such as: ' OR 1=1 --. If the website were vulnerable, this would return all recipes regardless of the search condition. However, because the site uses prepared statements, this input is treated as a normal string, and the database attempts to match it literally, resulting in no unexpected behaviour. Similarly, attempting to inject code into the recipe ID field such as 1 OR 1=1 would fail because the code checks that the ID is numeric before running the query. These measures demonstrate effective protection against SQL injection.
Although this website has implemented anti-SQL injection defences in all major database queries, improvements could still be made. For example, further validation could be added to ensure recipe title lengths are reasonable, and the admin pages could implement CSRF tokens to prevent form hijacking attacks. However, overall, the use of PDO prepared statements, input validation, session-based login control, and safe output encoding provides strong protection against SQL injection vulnerabilities and meets the security requirements of this assignment.
[bookmark: _Toc225691383]1. Prepared Statement Example
Example from search.php:
$stmt = $pdo->prepare($query);
$stmt->execute($params);
[image: ]
This screenshot shows the use of prepared statements with parameter binding using PHP PDO. In the code, the SQL query is written with placeholders (?) rather than directly inserting user input into the query string. The user input values are stored in the $params array and are passed into the query using $stmt->execute($params). This prevents SQL Injection because the database treats the input values strictly as data, not as executable SQL commands. Even if an attacker enters malicious input such as ' OR 1=1 --, the input will not change the structure of the SQL query because it is bound safely as a parameter. This defence is effective because it separates the SQL logic from the user-provided data, ensuring the query cannot be manipulated by attackers.
[bookmark: _Toc225691384]2. Attempted SQL Injection
In search field enter:  folder search.php
' OR 1=1 –
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Show that results do not break the query or show all recipes unexpectedly.
Base SQL Query using WHERE 1=1
This screenshot shows the SQL query being constructed dynamically in the PHP search functionality. The query selects recipe information from the recipes table and uses an INNER JOIN to retrieve the related category name from the categories table. This demonstrates the use of a normalised database design, where recipes are linked to categories using a foreign key relationship (recipes.category_id = categories.category_id).
The condition WHERE 1=1 is commonly used in dynamic SQL queries because it makes it easier to append additional filtering conditions using AND statements. For example, if the user enters a keyword or selects a category, the program can safely add conditions such as AND recipes.title LIKE ? or AND recipes.category_id = ? without worrying about whether it is the first condition in the query. This technique improves code structure and readability, making it easier to build flexible search queries.
However, when using dynamic SQL queries, it is important to ensure that user input is not directly inserted into the query string, as this could lead to SQL Injection vulnerabilities. In this website, the query remains secure because user inputs are added later using prepared statements and parameter binding, meaning the SQL structure cannot be manipulated by attackers.
[bookmark: _Toc225691385]3. Code Input Validation Example
From recipe.php:
if(!isset($_GET['id']) || !is_numeric($_GET['id'])) {
    die("Invalid recipe ID.");
}
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[bookmark: _Toc225691386]Input Validation using is_numeric() (Extra Security)
This screenshot demonstrates input validation, where the code checks that the recipe ID passed through the URL is valid before using it in the database query. The function is_numeric() ensures that only numerical values are accepted as recipe IDs. If the value is missing or contains invalid characters, the code stops execution and displays an error message. This reduces the risk of malicious users entering unexpected input such as SQL injection strings into the URL. Although prepared statements already provide strong SQL injection protection, input validation adds an extra layer of security by preventing invalid or suspicious values from being processed by the system.
[bookmark: _Toc225691387]4. sanitisation:
Sanitisation / Output Encoding using htmlspecialchars()
In the folder of index.php and recipe.php
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This screenshot shows the use of sanitisation (output encoding) using the PHP function htmlspecialchars(). This security measure ensures that any data retrieved from the database is displayed safely on the webpage. If an attacker somehow manages to insert malicious script code (such as JavaScript) into a recipe title or description, the htmlspecialchars() function converts special characters such as < and > into harmless HTML entities. As a result, the browser displays the content as plain text instead of executing it as code. This prevents security threats such as Cross-Site Scripting (XSS) and ensures the website does not display dangerous scripts to users. Sanitisation is important because it protects the website even if harmful content is stored in the database.
[bookmark: _Toc225691388]5. Adding Search Filters Using Placeholders (?)
This screenshot shows how the website adds search filtering conditions to the SQL query in a secure way. When the user enters a keyword or selects a category, the program dynamically extends the SQL query using AND conditions. Instead of inserting the user’s input directly into the SQL statement, the code uses placeholders (?) such as:  $query .= " AND recipes.title LIKE ?";
The user input is then stored separately inside the $params array, for example:
$params[] = "%$keyword%";
[image: ]
This approach is secure because the user’s input is not treated as part of the SQL command. Instead, it is passed later into the prepared statement using parameter binding. This prevents SQL Injection attacks, because even if a user enters malicious input such as ' OR 1=1 --, it will be treated as plain text and will not change the structure of the SQL query. Using placeholders and parameter arrays ensures the SQL statement remains fixed and safe, while still allowing dynamic searching and filtering functionality.
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[bookmark: _Toc225691390]Sublime text code screenshots:
db(database) code
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$stmt = $pdo->prepare($query);
$stmt->execute($params) ;

$results
2>

$stmt->fetchAll(PDO: : FETCH_ASSOC);
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$categoriesStmt = $pdo->prepare(“SELECT * FROM categories”);
$categoriesStmt->execute();
$categories = $categoriesStmt->fetchAll(PDO::FETCH_ASSOC);

Squery = "

SELECT recipes.recipe_id, recipes.title, categories.category name
FROM recipes

INNER JOIN categories ON recipes.category id = categories.category_id
WHERE 1=1
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Squery =

SELECT recipes.recipe_id, recipes.title, categories.category name
FROM recipes

INNER JOIN categories ON recipes.category id = categories.category_id
WHERE 1=1
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if(!isset($ GET['id']) || !is_numeric($_GET['id'])) {
die("Invalid recipe ID.");
}
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<div class="recipe-container">
<?php foreach($recipes as $recipe): ?>
<div class="recipe-box">
<h3><?php echo htmlspecialchars($
recipe[ "title']); ?></h3>
<p>Category: <?php echo
htmlspecialchars($recipe[*
category_name’]); ?></p>
<a href="recipe.php?id=<?php echo $
recipe[‘recipe_id']; ?>">View
Recipe</a>
</div>
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<h2><?php echo htmlspecialchars($recipe[ title’]); ?>

</h2>

<p><strong>Category:</strong> <2?php echo
htmlspecialchars($recipe[ category_name']); ?></p>

<p><strong>Description:</strong> <?php echo nlL2br(
htmlspecialchars($recipe[ "description’])); ?></p>

<h3>Ingredients</h3>
<p><?php echo nl2br(htmlspecialchars($recipel["
ingredients®])); ?></p>

<h3>Instructions</h3>
<p><?php echo nl2br(htmlspecialchars($recipel["
instructions'])); ?></p>
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if(lempty($category) && is_numeric($category)) {
$query .= " AND recipes.category_id = ?";
$params[] = $category;
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1 <?php

2 $host = "localhost™;

3 $dbname = “recipe_site";

4 $username = “"root";

5 $password = 2

6

7  try {

8 $pdo = new PDO("mysql:host=$host;dbname=$dbname;charset=utf8”, $username, $password);
9 $pdo->setAttribute(PDO: :ATTR_ERRMODE, PDO: : ERRMODE_EXCEPTION);
10 } catch(PDOException $e) {

11 die("Database connection failed: " . $e->getMessage());
12}

133
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<?php
if (session_status() === PHP_SESSION_NONE) {

session_start();

1
2
E]
4 1}
5
3
7
8
9

<!DOCTYPE htmlL>
<html lang="en">

<head>
10 <title>Recipe Site</title>
11 <link rel="stylesheet" href="../assets/css/style.css">
12 </head>
13
14 <body>
15
16  <div class="wrapper">
17
18  <header>
19 <h1l>Recipe Website</h1>
20
21
22 <nav>
23 <a href="/recipe_site/public/home.php">Home</a>
24 <a recipe_site/public/index.php">View Recipes</a>
25 <a recipe_site/public/search.php”>Search</a>
26 <a href="/recipe_site/admin/add_recipe.php">Create</a>
27
28 <?php if(isset($ SESSION["admin™])): 2>
29 <a href="/recipe_site/admin/dashboard.php">Manage</a>
30 <a href="/recipe_site/public/logout.php”>Logout</a>
31 <?php else: ?>

32 <?php if(isset($ SESSION["admin"1)): 2>
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19 <h1l>Recipe Website</h1>
20
21
22 <nav>
23 <a href="/recipe_site/public/home.php">Home</a>
24 <a href="/recipe_site/public/index.php”>View Recipes</a>
25 <a recipe_site/public/search.php”>Search</a>
26 <a href="/recipe_site/admin/add_recipe.php">Create</a>
27
28 <?php if(isset($ SESSION["admin™])): 2>
29 <a href="/recipe_site/admin/dashboard.php">Manage</a>
30 <a href="/recipe_site/public/logout.php”>Logout</a>
31 <?php else: ?>
32 <?php if(isset($_SESSION["admin™])): 2>
EE] <a href="/recipe_site/admin/dashboard.php"”>Manage</a>
34 <a hre recipe_site/public/logout.php”>Logout</a>
35 <?php else: ?>
36
37 <a href="/recipe_site/public/register.php">Register</a>
38  <?php endif; ?>
39 <?php endif; ?>
40 </nav>
41
42 </header>
43
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<div class="content">
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</div> <!-- end content -->
<footer>

<p>&copy; <?php echo date("Y"); ?> Recipe Website</p>
</footer>

</div> <!-- end wrapper -->

</body>
</ht)|
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<?php
require_once "../config/db.php";
include "../includes/header.php"”;

/* Fetch all recipes with category */

$stmt = $pdo->prepare(”
SELECT recipes.recipe_id, recipes.title, categories.category_ name
FROM recipes
INNER JOIN categories ON recipes.category_id = categories.category_id
ORDER BY recipes.created_at DESC

®WVLEONOUAWNR

1
1 ");

12 $stmt->execute();

13 $recipes = $stmt->fetchAll(PDO: :FETCH_ASSOC);

14 >

15

16  <main>

17 <h2>A11 Recipes</h2>

18

19 <div class="recipe-container">

20 <?php foreach($recipes as $recipe): ?>

21 <div class="recipe-box">

22 <h3><?php echo htmlspecialchars($recipe[ ‘title']); ?></h3>

23 <p>Category: <?php echo htmlspecialchars($recipe[’category_name']); ?></p>
24 <a href="recipe.php?id=<?php echo $recipe[ 'recipe_id']; ?>">View Recipe</a>
25 </div>

26 <?php endforeach; ?>|

27 </div>

28  </main>

29

30 <?php include "../includes/footer.php”; 2>
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1 <?php
2 require_once "../config/db.php";
3 include "../includes/header.php”;
4
5 if(!isset($ GET['id']) || !is_numeric($_GET['id'])) {
6 die("Invalid recipe ID.");
7}
8
9 $id = § GET['id'];
1o
. 11 $stmt = $pdo->prepare(”
. 12 SELECT recipes.*, categories.category_name
13 FROM recipes
, 14 INNER JOIN categories ON recipes.category_id = categories.category_id
| 5 WHERE recipe_id = ?
6 ")

17  $stmt->execute([$id]);
18  $recipe = $stmt->fetch(PDO: :FETCH_ASSOC);

19

20 if(!$recipe) {

21 die("Recipe not found.™);
2}

23 >

24

25  <h2><?php echo htmlspecialchars($recipe[ title’]); ?></h2>
26  <p><strong>Category:</strong> <?php echo htmlspecialchars($recipe[’category name']); 2?></p>
27  <p><strong>Description:</strong> <?php echo nl2br(htmlspecialchars($recipe[ description'])); 2></p>

29  <h3>Ingredients</h3>
30 <p><?php echo nl2br(htmlspecialchars($recipe[ ‘ingredients’])); 2></p>

32 <h3>Instructions</h3>
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19

20 if(!$recipe) {

21 die("Recipe not found.™);
2}

23 >

24

25  <h2><?php echo htmlspecialchars($recipe[ title’]); ?></h2>
26  <p><strong>Category:</strong> <?php echo htmlspecialchars($recipe[’category name']); 2?></p>
27  <p><strong>Description:</strong> <?php echo nl2br(htmlspecialchars($recipe[ description'])); 2></p>
- 28
. 29 <h3>Ingredients</h3>
30 <p><?php echo nl2br(htmlspecialchars($recipe[ ‘ingredients’])); 2></p>
31
. 32 <h3>Instructions</h3>
- 33 <p><?php echo nl2br(htmlspecialchars($recipe[ ‘instructions'])); ?></p>
34
35 <p><strong>Prep Time:</strong> <?php echo $recipe[ ‘prep_time']; ?> minutes</p>
36  <p><strong>Cook Time:</strong> <?php echo $recipe[cook_time']; ?> minutes</p>
37
| 38  <2php include "../includes/footer.php"; ?>S|
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$stmt — $pdo->prepare($query):
Fstmt->execute($params);
$results — $stmt->fetchAll(PDO: : FETCH_ASSOC);

<h2>Search Recipes</h2>

<Form method="GET">
<input type="text” name="keyword" placeholder-:

Search recipe title..." <?php echo htmlspecialchars($keyword

<select name="category”>
<option value="">All Categories</option>
<?php Fforeach(fcategories as fcat): 2>
<option value="<?php echo $cat[ category id'];
<2?php if($category $cat[’category id'1)
<?php =cho htmlspecialchars($cat]’ category_:
</option>
<?php endforeach; ?>
</select>

<button type="submit“>Search</button>

</Form>
<h3>Results</h3>
<?php if(count(fresults) —- @): 2>

<p style="text-align:center;”>No recipes found.</p>
<?php else: 2>

<div class="recipe-container”>
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50

51 <button type="submit">Search</button>

52 </form>

53

54  <h3>Results</h3>

55

56  <?php if(count($results) == 0): ?>

57 <p style="text-align:center;">No recipes found.</p>
58 <?php else: ?>

59

60  <div class="recipe-container">
61  <?php foreach($results as $row): ?>

62 <div class="recipe-box">

63 <h4><?php echo htmlspecialchars($row[ 'title']); ?></h4>

64 <p><?php echo htmlspecialchars($row[ ' category name']); ?></p>

65 <a href="recipe.php?id=<?php echo $row[ recipe_id"']; ?>">View Recipe</a>
66 </div>

67  <?php endforeach; ?>

68  </div>

69

70 <?php endif; ?>
71 <?php include "../includes/footer.php"; ?)l
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1 <2php
2 session_start();
3 require_once "../config/db.php
4 dnclude "../includes/header.php™;
s
& Serror = "U;
7
8  if($_SERVER["REQUEST_METHOD"] == "POST") {
° username = trim($_POST["username”]);
10 $password = trim($_POST["password”1):
11
12 $stmt = $pdo->prepare("SELECT * FROM users WHERE username
13 $stmt->execute([$username]);
- 1a $user = $stmt->fetch(PDO::FETCH_ASSOC);
1s
16 if($user & password_verify($password, $user[’password_hash’'1)) {
17 $_SESSION[“admin™] = Suser["username"];
18 header(“Location:  ../admin/dashboard.php™);
19 exit();
20 } else {
21 $error Invalid login credentials.”;
22 3
23 3}
24 2>
25
26 <h2>Admin Login</h2>
27
28 <?php if(Serror): 2>
29 <p style="color:red;"><?php echo $error; ?></p>

20 <?php endif; 2>
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28 <?php if($error): ?>

29 <p style="color:red;"><?php echo $error; ?></p>

30 <?php endif; ?>

31

32

33 <main>

34 <div class="form-box">

35 <h2>Admin Login</h2>

36

37 <?php if($error): 2>

38 <p style="color:red;"><?php echo $error; 2></p>

39 <?php endif; ?>

40

41 <form method="POST">

42 <input type="text" name="username" required placeholder="Username">
43 <input type="password” name="password” required placeholder="Password">
44 <button type="submit">Login</button>

45 </form>

46 </div>

47  </main>

48

49  <?php include "../includes/footer.php"; ?>
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1 <?php

2 require_once "../includes/auth.php";

3 require_once "../config/db.php";

4

5  if(!isset($ GET["id"]) || !is_numeric($_GET["id"])) {
6 die("Invalid ID.");

7 3}

8

9 $id = § GET["id"];

11  $stmt = $pdo->prepare("DELETE FROM recipes WHERE recipe_id = ?");
12 $stmt->execute([$id]);

14  header("Location: dashboard.php™);
15 exit();
16 ?q
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<?php

session_start();
session_destroy();
header(”Location: index.php");
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62

63  /* Footer styling */
64  footer {

65 background-color: #@b7d2c;
66 color: white;

67 text-align: center;

68 padding: 15px;

69 font-size: 14px;

7 1}

71

72 /* Recipe box style */

73 .recipe-box {

74 border: 1px solid #ccc;
75 padding: 15px;

76 margin-bottom: 1@px;
77 border-radius: 5px;

78 1}

79

80  /* Form fields styling */
81  input, textarea, select {

82
83
8
85
3
87
88 }
89

width: 60%;

padding: 8px;
margin-top: 5px;
margin-bottom: 1@px;
border: 1px solid #999;
border-radius: 4px;

90  button {

91
92
93
e 121, Column 2

padding: 1@px 20px;
background-color: #@b7d2c;
color: white;

dashboard.php

x

add_recipephp % | edit recipephp

delete_recipe.php %

stylephp x

logoutphp % | untitled

Space
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32
33 nava{

34 color: white;

35 text-decoration: none;

36 margin: @ 15px;

37 font-size: 16px; ~
38 font-weight: bold;

39}

a0

41 nav azhover {

a2 text-decoration: underline;
a3}

aa

45 /* Main content area */

46 .content {

a7 flex: 1;

a8 display: flex;

a9 Jjustify-content: center;
50 align-items: flex-start;
51 padding: 4@px @;

52}

53

54 /* Page container box (centered white box like image) */
55 main {

3 width: 70%;

57 background: white;

58 padding: 3@px;

59 border-radius: 5px;

60 box-shadow: @px @px 1@px rgba(,0,0,0.2);
61}

62

63 /* Footer styling */
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92

93

94

95

96

97

98

99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121

background-color: #@b7d2c;
color: white;

border: none;

cursor: pointer;
border-radius: 4px;

}

button:hover {
background-color: #066020;

}

/* =: =
FORM BOX DESIGN (LOGIN/CREATE)

= %/

.form-box {
width: 70%;
max-width: 8@@px;
margin: @ auto;
background-color: #c8f4ff;
border: 1px solid #666;
padding: 25px;
border-radius: 10px;
box-shadow: 2px 2px 8px rgba(0,0,0,0.2);
text-align: center;

}

-form-box h2 {
margin-top: 0;
font-size: 32px;

font-weight: bold;

)

add_recipephp % | edit recipephp

delete_recipe.php %

stylephp x

logoutphp % | untitled
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1 body {

2 margin: @;

3 padding: @;

4 font-family: Arial, sans-serif;
5 background-color: #f@fefo;
6 }

7

8  /* Wrapper ensures footer stays at bottom */
9 .wrapper {

10 min-height: 1@@vh;

11 display: flex;

12 flex-direction: column;
13}

14

15  /* Header styling */

16 header {

17 background-color: #@b7d2c;
18 color: white;

19 text-align: center;

20 padding: 2@px 0;

21}

22

23 header hl {

24 margin: @;

25 font-size: 36px;

2% }

27

28  /* Navigation styling */

29  nav {

E) margin-top: 10px;

31}
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