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Abstract
Cloud computing is a popular online storage procedure due to its simplicity and wide varieties, a few of which are covered here. A computer network is required to run one, but there are several factors a user must weigh up before deciding what steps to take and which programs to use.
Introduction
This task is comprised of two sections. The first discusses different varieties of cloud computing, and the second discusses various types of issues that can arise in a computer network. Justifications are required, particularly when discussing personal solutions and recommendations, why cloud computing is growing in popularity, and the positives/drawbacks of each cloud type.
Content
Cloud computing
Cloud computing is the method in which data is preserved on outside rather than local servers. This is beneficial in that it prevents a user from having to purchase a program such as Adobe to handle the data as part of a subscription. However, there are security concerns relating to how much control a user provides to the server. [1] Cloud computing chiefly functions through a process called Internet of Things [2], which acts as the gateway between the Internet and cloud devices. 
There are several areas within cloud computing. [3] The first is software as a service. The process involves a user accessing their desired software while remaining online. A common instance is Google Apps, which provides a gateway to popular apps such as News and Weather. This makes it easy to adapt to different kinds of network and provides a low-cost method of providing users with data. This is only considered ideal, though, if one already has a sufficient platform beforehand.
 Also, while merger with the overall system is simple, issues can arise with regards to maintaining system software. Changes may not be compatible and the user’s operating system, for example, may prevent newer software from being added. This is evident in Microsoft’s 365 services. These come in a wide variety, such as Access for database, Excel for spreadsheets, and Word for reports, that, while being able to perform many tasks, will not work if the system is outdated or does not have enough storage space.
Another form of cloud computing is platform as a service. This is when an application is directly created onto a cloud server, without the user having to worry about completing the design and posting it directly onto the desktop. An example is Google App Engine, which specialises in doing this for web applications, providing leeway for experimentation via platform sandboxes. This causes less strain on a computer server due to more direction in where programs are placed, helping a device run quicker and preserving factors such as the bandwidth (the total speed overall). It is also generally the cheapest method as a service, due to the core platform remaining unchanged. However, while less expensive, it creates the least amount of changes, making a user have to spend more time adjusting the settings to the way they prefer. This, in the author’s view, makes less beneficial in terms of costing. 
Also available is infrastructure as a service, which provides the platform necessary to hold programs for transfer to a device. An example piece of software is RackSpace, which chiefly helps build and deploy cloud servers. An example of it in use is a failover cluster. One cluster was created by the author before the start of this task to strengthen understanding of it. They are a bunch of servers that work together to preserve data in case one server fails, applying factors such as a DHCP (Dynamic Host Configuration Protocol) server to link IP addresses together.
This saves time by preventing a network from having to build a structure from scratch, which can help an organisation save resources in the long-term. It also provides the highest quantity of change as a result, which can prove helpful to a network which needs an overhaul. This can, though, come at a cost of overall speed as applications are redirected. It is also the most expensive of all the discussed cloud services. This is due to the detail required from the setup of this service. 
Desktop is a further cloud service, where a desktop is hosted on a virtual cloud server, which performs core tasks such as backing up the data regularly. An example is VMWare Horizon Air, which aims to simplify how a device controls its programs by providing a streamline design where data is organised in models. This makes it easier to plan out future resources and boosts efficiency by making data secure and quick to access. However, it must be considered that control is being taken away from the user due to more automatic steps being taken and that this is the most reliant on a consistent Internet connection due to its wide scope. This can cause a considerable impact if the server malfunctions.
Lastly, there is the matter of gaming as a device, more commonly known as cloud gaming. [4] This gives video games the ability to be played once its data is stored on a cloud server. An example is the Google Cloud Platform, which displays the data in its central server, and handles the technical aspects in the background secondary layer. Cloud gaming is effective for those who wish to save money rather than buying extra appliances for, for example their video game console. It also eliminates the issue of having to have a certain operating system in order to function consistently. However, it relies on a constant Internet connection, and require a large amount of storage in order to save the data. [5]
From the services discussed it would be recommended that software and infrastructure would bring the most benefits overall. Platform as a service, while proving useful for beginner designers due to its simplicity, implements useful but a low quantity of changes. Desktop, while arguably useful for a small organisation due to its reorganization of applications, is considered to take too much control away from a user. While there are drawbacks to both infrastructure and software as a service, such as the possible clash of software compatibly and being high in costs, the changes they impose are the largest but most beneficial due to including the highest amount of detail. Whether cloud gaming is useful is dependent on the user’s needs; if it is deemed suitable, the author would recommend it as a decent alternative to a video game console.
Networking risks
There are several problems that can arise to cause physical harm to a computer infrastructure. An example is data loss, where information is destroyed and cannot be recovered. The most common external threats to a device are Trojan Horses (a harmful program that intrudes a system by disguising itself as something beneficial), Viruses (which change the network code to perform actions that harm the device), and Worms (which replicate and spread once network security is vulnerable). [6]
The main strategy for combating this is data loss prevention, which provides measures to preserve data. Perhaps the most important measures include keeping an anti-virus (a tool such as AVG that prevents a virus from entering the network) installed, and to avoid causing physical harm to your device in its presence. A system analysis is also a good way to keep on track in terms of security, because it scans a device and allows a user to pinpoint where improvements can be made. 
This is similar to the risk that a user forgets to back up their data. This is a common explanation for loss of data if a user shuts a down device down during operation and does not save their work. Forgetting to back up data can result in a loss of time due to having to recreate the data. A solution is to install a repeated reminder to do so (e.g. at a certain time on the device’s calendar) and ensure that it is saved in more than one location e.g. (one site’s hard drive and on a USB stick). 
Also, if data is stored on a cloud server, it is important that the server itself is updated as well as the data, and possibly applying the use of more than one server in case the organisation ceases operations. This strengthens the argument for using other methods such as a CD, as Internet access may not always be available.
Several circumstances are often unavoidable and occur naturally. Examples include an earthquake or a building fire through power surges, physical damage from high winds, and flooding. This is a common cause to the previously mentioned loss of data. Disasters like these cannot be prevented but can be limited by backing up data in a different location and applying the use of cloud applications. In terms of a fire, one should keep a watch over the components of a device to ensure that they never overheat and keep the temperature of a selected room to normal temperature.
Preparation must be taken to ensure that a device is never hacked and/or broken into. Common solutions are to make passwords as difficult as possible for a hacker to determine, but can also include the consistent refreshing of data, changing passwords often, and other factors such as two-factor authentication (the process of having to prove more than once that you are the owner of the data, e.g. by having to enter the password and then press your fingerprints for identification). Encryption (where data is locked only to people who have the required unlock code) can also prove useful, particularly when aiming to prevent the sniffing (stealing) of data packets and sending data to a different server.
[bookmark: _GoBack]Another risk is the storage capacity. The network may not be able to accept all desired applications because others are taking up too much space, or because other programs have been duplicated too often. On the flip side, storage may be wasted because too much has been provided. The solution depends on the issue; in the former case, a user may wish to tone their storage down or ensure that it is used to its full potential. For the latter, a user can remove any unnecessary data, or move it to another device. This perhaps should be done manually to avoid adding storage back on but can be done via relevant tools such as a device’s recycle bin, a program which holds and can destroy unwanted data.
A user unfamiliar with the fundamentals of a network may struggle in determining factors such as an IP address (the device’s identifier when accessing data over the Internet). IP addresses are either dynamic (assigned automatically) or static (assigned manually). If static, a user can encounter problems making sure a network links to another (all static addresses must be entered, raising the possibility of human error). But if dynamic, a lower standard of security is being provided, due to them being less predictable. A user must weigh up the pros and cons of both via conducting research, and if problems mount up, consult a network technician.
This leads on the physical creation of the network, where issues include the components failing to function. There are several types of network cabling, such as crossover (connecting a router/switch to one of the opposite function) and straight-through (connecting a router/switch to another). These can come in varieties such as an Ethernet cable, which provides access to the Internet and easy capability to back up data on a separate server. If not examined regularly, these components can cause electrical problems, which can prove harmful, especially in an organisation. Troubleshooting is a common solution, to help find the cause and adapt accordingly. If a component is beyond repair, it should be replaced immediately to avoid wasting time and resources.
The last consideration is that a device can suffer attacks such as Denial of Service, which overloads a network server with a high quantity of requests to ensure it crashes and is vulnerable to outside attack. Protection measures in this instance include the use of several ISP’s (Internet Service Providers) to remove a single access point of data and even downloading an application that can help control your browser to only accept certain requests. This is especially important in organisations, to maintain consistent productivity among employees.
Conclusion
Overall, while there are many issues to bear in mind when constructing a computer network, they each have a variety of solutions. With sufficient planning and preparation, these issues can be kept to a minimum. Cloud computing has become popular due to its flexibility and ability to provide accessible data, though one must consider the possible security risks. One must conduct some research and decide which cloud service works best for them, as their network may struggle after one has been put into use.
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