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ABSTRACT

This project seeks to investigate the implementation and effectiveness of Nessus, within a corporate network environment. The projects primary aim was to evaluate Nessus’s capability to identify vulnerabilities and improve the environments security posture

a mixed-methods approach was used enabling use of both quantitative data from scan results and qualitative observations. 

The research demonstrated that Nessus is effective at detecting and categorizing a variety of vulnerabilities and is a viable solution for impacting overall security posture. However, it also highlighted several challenges specifically in relation to air-gapped environments introducing the necessity for manual licensing and manual plugin updates. Key insights established throughout the study include the importance of establishing a deployment strategy, using tailored scan policies and the necessity for credentialed scanning.

The findings offer practical recommendations for organizations deploying assessment tools while navigating environmental constraints.
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[bookmark: _Toc884548607][bookmark: _Toc1065258169]1.1: INTRODUCTION

Rapid evolution of technology has created a landscape of unprecedented growth and opportunity for organizations worldwide. However, with new opportunities come new challenges.

Chief among these challenges is vulnerability management. Vulnerabilities are weaknesses vulnerabilities present in networks, systems and applications that present an opportunity to potential attackers [1]. 

To combat this, organizations should adopt a proactive threat posture leveraging strategies and systems designed to mitigate their exposure to risk [2]. 

Among various vulnerability assessment tools available, Nessus has become a global standout due to its comprehensive scanning capabilities and longstanding reputation in the community [3]. Although general use is well-documented, challenges related to deployment in air-gapped or constrained environments is underexplored.
 
This project investigates how Nessus can be implemented under these conditions while considering its broader impact on the target networks security posture.

By combining both academic exploration and practical experimentation, the project aspires to contribute to the growing body of knowledge in cybersecurity. With the findings aiming to provide practical recommendations for organizations seeking to strengthen their own security frameworks through effective vulnerability management.
    
[bookmark: _Toc202288058][bookmark: _Ref202288793][bookmark: _Toc266447525][bookmark: _Toc371255529][bookmark: _Toc1979861002][bookmark: _Toc1104303058]1.2: Aim

This project aims to investigate the implementation and effectiveness of Nessus, an industry standard vulnerability assessment tool, within a constrained network environment. The study focuses on evaluating Nessus’s role in identifying and mitigating vulnerabilities to enhance the overall security posture of the network while considering environmental constraints.

[bookmark: _Toc266447526][bookmark: _Toc371255530][bookmark: _Toc144632886][bookmark: _Toc715861318]1.3: Objectives
 
· Conduct a Literature Review: Explore the current landscape of vulnerability assessment tools, their history, methodology, implementation strategies, and optimizing techniques, with a focus on best practice for deploying and using Nessus effectively. 
· Adopt a Research Methodology: Design and implement a research methodology to guide the deployment and evaluation of Nessus, ensuring alignment with academic standards and practical applicability. 
· Develop an Implementation Strategy: Define the scope of implementation, establish timelines, and allocate necessary resources to ensure effective implementation of Nessus within the target environment
· Implement Nessus: Install and configure Nessus in the environment, ensuring compatibility with existing infrastructure and adherence to security policies while addressing any challenges encountered. 
· Configuration of Scan Policies: Define and configure tailored scan policies to meet target environments specific requirements, 
· Document the Implementation Process: documentation of the implementation process, including installation, configuration, policy settings and troubleshooting efforts, to provide actionable insights for future deployments. 
· Identify and Address Challenges: Analyse challenges encountered during implementation, configuration and optimization and document resolutions. 
· Evaluation of Effectiveness in respect of overall security posture: Assess Nessus’s ability to detect vulnerabilities accurately, provide actionable remediation guidance and improve the overall security posture of the target environment.
· Provide Practical Recommendations: Based on findings, deliver actionable recommendations for optimizing Nessus’s deployment and enhancing its utility in corporate cybersecurity frameworks. 


[bookmark: _Toc202288059][bookmark: _Toc266447527][bookmark: _Toc371255531][bookmark: _Toc367471538][bookmark: _Toc1721566200]1.4: Structure Of the Project

[bookmark: _Toc624559435][bookmark: _Toc266447540][bookmark: _Toc371255532][bookmark: _Toc266447528][bookmark: _Toc121041584][bookmark: _Toc202288061]The project is structured into seven chapters, each section builds upon the previous, providing a logical progression towards achieving the projects stated aim. The chapters aim to provide a cohesive narrative, from theoretical exploration to practical application and evaluation. 

Chapter 1: Introduction
Defines the context and highlights the growing importance of vulnerability assessment tools in the modern landscape. 

Chapter 2: Research and Review of Literature
Reviews existing literature on vulnerability assessment tools exploring the landscape, history, methodology. Insights derived will inform the projects practical implementation.

Chapter 3: Research Methodology
Considers the overall research approach discussing areas such as philosophy, approach, and methods suggesting justification for their selection

Chapter 4: Design and Implementation
Builds on the theory already established by outlining the design considerations and documents the implementation of Nessus in the target environment. Highlights key challenges encountered. 

Chapter 5: Testing and Evaluation
Demonstrates implementation and evaluation by scanning target environment and evaluating collected data. 

Chapter 6: Conclusions and Recommendations
Concludes findings and discusses to what extent the project has achieved its aim. Highlights practical contributions of the study and discusses any limitations encountered. 

Chapter 7: Reflections
Provides a reflection on the overall project experience and highlights lessons learned.
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Vulnerability assessment tools have become a cornerstone of modern cyber security practice, they allow organizations to proactively identify and mitigate vulnerabilities before they can be exploited [4]. 

The following literature review explores the current landscape of assessment tools seeking to provide an understanding of the methodology that drives their use, implementation and configuration. 

By synthesizing the available literature, the review seeks to inform the project’s practical implementation and provide a platform for evaluation. 

[bookmark: _Toc1838792284][bookmark: _Toc1341600035]2.2 THEORETICAL FRAMEWORK

Vulnerability assessment can be defined as a systematic process used to identify, classify, and prioritize security weaknesses within an organization’s IT infrastructure [4]. Playing a key role in modern cybersecurity, this process allows organizations to secure their assets, maintain compliance, and reduce exposure to potential threats [5]. 

Several methodologies [6] underpin the practice of vulnerability assessment each designed to address specific needs: 

· Network-Based Scanning: Focuses on identifying vulnerabilities present in networked hosts providing a broad view of network security posture
· Host-Based Scanning: Targets individual host machines to detect vulnerabilities within operating systems, applications and services. 
· Application Security Testing: Identifies vulnerabilities in web applications, such as SQL injection, Cross-Site Scripting (XSS), insecure authentication. 
· Penetration Testing: Simulates real-world attack methods to enumerate vulnerabilities that may not be detected through automated means. This approach provides a nuanced adversarial perspective. 

However, each method does have drawbacks which should be acknowledged. Network based scanning may be inefficient without proper credentials [7]. Host-based scanning can be heavily resource intensive [7] while application testing requires specific knowledge for full effectiveness [8]. 

Method selection is key step in the vulnerability assessment process. While it enables organizations to tailor strategies to align with organizational and environmental constraints it does add an additional layer of complexity to selecting an appropriate tool. 



2.2.1 Types of Vulnerabilities
Vulnerabilities can generally be defined as a weakness or flaw in a system, application, or process that can be exploited to compromise functionality or availability [1].

Vulnerabilities are commonly classified in the following categories [9]:

· Software Vulnerabilities: Flaws in code that can be exploited i.e., poor coding practices, outdated software
· Misconfigurations: Insecure software / hardware configurations such as default credentials being used or ports left open.
· Human Factors: Errors, ignorance, or negligence introducing weakness to the system 
· Physical Vulnerabilities: Lack of or no physical security measures enabling infrastructure / resources to be compromised on-site. I.e.: easily accessible hardware, no access control systems (keycards / tracked credentials), security guards etc. 

Each of these vulnerabilities is typically understood based on their potential impact to the CIA Triad (Confidentiality, Integrity, and Availability) A foundational principle in information security [10]. 

2.2.2 Vulnerability Classification Systems
As previously touched discussing the CIA Triad. Effective vulnerability management relies on robust systems of classification. These pre-defined systems [11] [12] [13] provide an approach to standardisation using models that guide in assessing and prioritizing risk. Several classification systems exist each with a defined purpose and application. Table 1 outlines the key features of each system.




	Aspect
	SSVC [11]
	DREAD [12]
	CVSS [13]

	Purpose
	Assesses and prioritizes threats based on risk / impact
	Evaluates and prioritizes threats based on 5 key risk factors
	Provides a standardized framework for evaluating severity. 

	Scope
	Organizational
	Specific systems
	Software/ Hardware

	Methodology
	Decision based approach utilising tree model
	Uses a 5-factor qualitative scoring system – Damage, Reproducibility
Exploitability, Affected users, Discoverability
	Quantitative scoring system based on different metrics. Base, Temporal, Environmental. 

	Output
	Action recommendation
	A DREAD rating from 0-50 indicating criticality. 
	Quantitative Numerical score from 0.0 - 10.0 paired with Qualitative severity level High, Medium, Low

	User Base
	Stakeholders, security analysts
	Pen testers, red teams, Risk assessors
	Software / Hardware vendors, Researchers, Security teams 

	Standardization
	Organization Specific
	Informal, subjective, not globally standardised 
	Globally standardized and widely used across the industry


Table 1 – Vulnerability Classification Systems Key Features

However, of the existing models, CVSS (Common Vulnerability Scoring System) is the global standard. Providing a standardized model for assessing and prioritizing vulnerabilities based on severity, its adoption is broad and all-inclusive within the cybersecurity industry [13].

There are several key benefits [13] [14] from using CVSS highlighted below:
· Standardized Risk Assessment: Ensures consistent severity ratings across organizations.
· Resource Optimization: Helps to allocate security resources effectively based on threat severities.
· Automation Compatibility: Used in automated vulnerability scanners like Nessus providing consistency.

By understanding and leveraging these systems of classification an additional layer of informational depth is added to each vulnerability increasing overall ability to make informed decisions throughout the vulnerability management process.

2.2.3 Vulnerability Cataloguing
In addition to classification, we have cataloguing. Cataloguing provides a means of documenting and organizing vulnerabilities in a structured and consistent format [15]. 

Vulnerabilities are logged in a central database providing a comprehensive list alongside a detailed description and unique identifier [16]. 

Several systems of cataloguing exist. Some of the more well known are:

· CVE (Common Vulnerability and Exposures) [15]:  
· Universally Recognized as the primary vulnerability identification system 
· Used in tools and security platforms 
· Supported by industry standard vendors i.e., MITRE, NIST 
· NVD (National Vulnerability Database) [17]:
· Managed by NIST 
· Built on the CVE framework adding additional detail i.e., CVSS Scores, Exploitability data, Remediation guidance 
· Exploit-DB (Exploit Database) [18]:
· Maintained by Offensive Security a cybersecurity training vendor 
· Used by hackers, researchers, pen testers 
· Validates vulnerability exploitability. 
· CISA (Cybersecurity and Infrastructure Agency) [19]:
· Popular with Government, Enterprises and Critical infrastructure organizations 
· Focuses on actively exploited real-world attacks 

Leveraging a structured cataloguing system provides organizations and security professionals a shared language that can be used to clearly communicate issues between relevant parties such as stake holders, security teams and developers ensuring a streamlined approach to vulnerability management.

2.2.4 Frameworks
Although classification and cataloguing begin to provide a structure to vulnerability management, continued evolution in organizational complexity dictates an even more comprehensive approach. This is where frameworks play a pivotal role. 

Frameworks provide detailed guidelines for managing cybersecurity risks, going beyond classification by addressing broader aspects of vulnerability management and integrating it with the overall organizational risk management strategy [20]. Adoption of a framework helps organizations align security practices with recognized industry standards, ensuring compliance and optimized resource allocation for risk mitigation [20]. There are several different frameworks available each with their own contextual application. Below we will explore the most used and discuss how they relate specifically to vulnerability management. 

National Institute of Standards and Technology (NIST): A voluntary framework offering guidelines for managing and reducing cybersecurity risks. It provides best practices to establish a security baseline [21].

· Has a focus on vulnerability risk identification and mitigation
· Advocates continuous monitoring and patching 
· Aims to integrate vulnerability management into a broader risk framework to achieve consistency

ISO/IEC 27001: A global standard outlining how to establish, implement, operate, monitor, and continually improve Information Security Management Systems (ISMS) [22].

· Dictates risk assessment and treatment processes to systematically address vulnerabilities.
· Outlines controls for vulnerability management i.e., regular scanning, pen testing and patch management practices   
· Highlights continuous improvement as key to staying ahead of evolving threats. 

Although differing in specifics there are clear shared principles [20] [21] [22] established which are crucial to effective vulnerability management. They can be summarised as:

· Risk based approach 
· Continuous monitoring and improvement 
· Integration with existing security practices
· Standardization 
· Stakeholder communication 

By implementing a framework like NIST or ISO/IEC 27001 organizations can ensure a structured approach to vulnerability management while also taking into consideration its overall place in the broader risk management practices. 

2.2.5 Conclusion
Vulnerability assessment is a core component of any modern cybersecurity strategy, giving organizations the tools to identify, prioritize, and address weaknesses before they can be exploited. By applying well-defined methodologies, leveraging classification systems like CVSS, and using cataloguing systems such as CVE, organizations can create a structured and effective vulnerability management process.
Beyond classification and cataloguing, adopting established frameworks like NIST or ISO/IEC 27001 ensures that vulnerability management is integrated into the broader risk management strategy ensuring a holistic approach


[bookmark: _Toc1887706782][bookmark: _Toc1646544703]2.3 CURRENT LANDSCAPE OF ASSESSMENT TOOLS

Security teams of today face the challenge of managing an increasingly diverse and ever-growing inventory of applications, endpoints and hosts [23]. To address these multifaceted challenges vulnerability assessment tools have been required to evolve from basic manual checks to sophisticated platforms leveraging automation techniques, continuous monitoring and comprehensive reporting capabilities.
Powered by extensive, regularly updated threat databases, modern assessment tools identify weaknesses in operating systems, network devices, applications, and services providing organizations with a comprehensive overview of their threat landscape [24]. 
In addition to specific features, vulnerability tools have also been required to adapt to encompass the wide array of organizational environments present in the modern landscape by providing adaptable solutions such as on-premises or cloud-based [25].

Within this landscape, Nessus continues to position itself as the most widely recognized and adopted vulnerability assessment solution [26]. Boasting an expansive library of plugins, regular database updates, and comprehensive reporting capabilities [27]. 
Similar features can be found in alternate solutions like Qualys Guard is known its cloud-based scanning and excellent vulnerability detection making it ideal for hybrid environments [27]. Likewise, Rapid7 stands out with its real-time dashboard increasing usability for large organizations [28]. Alternatively, OpenVAS is an open-source assessment tool, providing a cost-effective alternative [29]. Table 2 demonstrates each tool highlighting their type and supported environments.




	Tool
	Type
	Supported Environment
	Update Frequency

	Nessus 
	Commerical
	On premise & Cloud
	Weekly Plugin Updates

	Qualys Guard 
	Commerical (Saas)
	Cloud based & Hybrid
	Continuous

	Rapid7 Insight 
	Commerical 
	On premise, Cloud, Hybrid
	Frequent (as needed) 

	OpenVAS 
	Open-Source
	On premise & Cloud (via host)
	Regular (Community driven)


Table 2 – Popular Vulnerability Assessment Tools
2.3.1 Exploring Nessus in depth
Having explored the broader landscape via a comparison of assessment tools, in the following section we will explore Nessus in more depth and highlight specific features with the purpose of justifying its strategical applicability to our research project. 
Key Features of Nessus [26] [27]:
Vulnerability Coverage: With extensive plugins and continually evolving threat database Nessus is capable of scanning complex IT infrastructure efficiently. 

Timeliness of detection: Real-time plugin updates allow for adaptability to emerging threats ensuring the latest up-to-date prevention. 

Accuracy and precision: Documentation [26] [27] suggests a low rate of false positives limiting the need for manual intervention.



Benchmarks for Effectiveness
Next, to gain additional clarity of its effectiveness we can highlight key metrics that further illustrate its applicability:

Scan Speed: 
As suggested by Tenable [26] [27] Nessus is capable of out scanning its competitors completing in full enterprise scan in 24 hours. Essential for large organizations with complex and diverse infrastructure.

Performance: 
Nessus [27] efficiently manages its resource utilization actively regulating areas such as CPU, Memory, and network load. Doing so, Nessus ensures that scanning has minimal impact on overall business continuity.  Critical for any organizations looking to balance operational continuity. 

Feature Set:
Nessus has an expansive feature set. Key features include Extensive plugin library, Automatic updates (Software / Threat Database / Plugins), Customizable scan policies, Comprehensive reporting capabilities [27].

Outside of the technical specifics there are additional considerations which further enrich Nessus’s position in the global market and help justify its implementation. 

Documentation & Assistance
Nessus provides professional technical support, community forums and training materials to aid use of the platform. Organizations looking to implement a solution for the first time might heavily rely on this documentation giving Nessus the edge over popular competitors. 

Commerical vs Open Source
Being a fully licensed commercial product Nessus is supported by a development team. This allows for the release of regular updates to the software, plugins, threat databases and support documentation. However, it comes at a cost. Comparatively OpenVAS being open source does not have the same steady stream of additions. Not only is it more technical to engage with it lacks the overall polish found in commercial products [31]. 
User Interface and Experience (UI/UX)
Featuring an interface that follows modern standards in UI/UX design [26] [27] Nessus provides the end user with intuitive experience that enhances its usability. Although not a primary concern for implementation, provides a streamlined approach which may be favourable when compared to alternate solutions such as OpenVAS.
Conclusion
The modern vulnerability assessment landscape is defined by tools that prioritize automation, coverage, integration, and intelligence-driven scanning. Several solutions currently populate the market each with their own unique selling point. However, Nessus’s comprehensive feature set, overall performance, technical documentation, robust coverage and long-standing reputation justify its focus for our practical implementation. Although, we must acknowledge that its functionality may have limitations as it relies heavily on automatic updates that are not possible in our targeted environment. 



[bookmark: _Toc410381924][bookmark: _Toc456478382]2.4 HISTORY AND EVOLUTION OF NESSUS

Developed by Tenable Network Security and Renauld Deraison Nessus was first introduced in 1998 [32].

Offering open-source licensing and an ability to detect a wide range of vulnerabilities Nessus quickly cemented itself as an essential tool for security professionals worldwide [33].

Initially distributed via the GNU Public License (GPL) and designed with vulnerability detection as its primary concern Nessus has steadily grown over the years to incorporate the user-friendly interface expected in modern design. 

Highlighted in Figure 1. and Figure 2. below we can see its transition from the initial minimalistic design to an ever-increasing all-encompassing user-friendly experience. 

[image: ]
Fig. 1. - Nessus – Version 1.0 - Interface Design [32]
[image: ]
Fig. 2. - Nessus - Version 10.7.4 - Interface Design

In addition to its interface, overall functionality has also steadily evolved largely driven by its transition from an open-source model to a closed-source commercial license in 2005 [34]. 

While initially criticised due to potential issues with accessibility and loss of community-driven development [35]. The shift ultimately allowed a transition to a more polished enterprise-ready solution. Increasing investment and enabling development of enhanced features and providing regular plugin updates. However, with all these new additions cost dramatically increased [34]. 

Nessus’s transformation over-time has been highlighted in Table 3 and Figure 3 drawing a comparison between both the launch version of Nessus and its current state:

	Feature
	Nessus (1998) 
	Nessus (Current)

	Open Source
	Yes
	No

	Vulnerability Database
	Limited
	227,177 Plugins [67]

	Scan Types
	Basic Network Scans
	Advanced Network Scans

	Credentialed Scanning
	Not Available
	Supported 

	Policy Compliance
	Not Available 
	Supports CIS, NIST, ISO [68]


Table 3 – Nessus 1998 vs Nessus 2024

[image: ]
Fig 3. - Nessus Evolution Milestones

Recently Named Number 1 device vulnerability management for the 5th consecutive year. Nessus in the modern day continues to be at the forefront of vulnerability solutions commanding a sizable market share [36]. By 2024 it will have been installed over 2 million times and protects an estimated 27,000 business worldwide [37].

[image: ]
Fig. 4. - Nessus Market Share [36]

Conclusion
Nessus started as a simple open-source vulnerability assessment tool and has steadily evolved throughout the years to become a comprehensive enterprise solution equipped with a robust feature set, plugin library, frequent updates and extensive library of support. 

By understanding the evolution of Nessus we can provide additional context to both its current capabilities and potential limitations while further demonstrating justification for implementation. 


[bookmark: _Toc47394034][bookmark: _Toc750046747]2.5 IMPLEMENTATION AND CONFIGURATION OF NESSUS

Having established both the theoretical importance of vulnerability management and the comparative advantages of Nessus, it is necessary to consider practical factors influencing its successful implementation. 

Environment Topology
Industry guidelines [38] emphasize that network complexity and segmentation can significantly affect the deployment of vulnerability scanning tools. Air-gapped networks like our target environment require additional provisioning and may limit the functionality of the scanner.

Configuration
Nessus does provide pre-built templates for most general scenarios. However, tailored configuration will be required to align with environmental constraints and research goals. Best practice recommends [39] continuous refinement of scan policies to ensure accuracy and reduce false positives.
Regular Updates
Best practice highlights [40] that the timely application of updates including threat intelligence feeds, plugin libraries, and software patches is essential for maintaining an effective scanning posture. While automatic updates are feasible in many network configurations, air-gapped or highly secure environments may require manual administration of updates. 
Training and Expertise
Industry reports highlight the need for operator training to maximize the operational value of Nessus implementation. Although the platform’s user interface is considered relatively intuitive, full competence often requires an understanding of advanced features, credentialed scanning techniques, and the interpretation of report data [40]. 

2.5.1 Best Practices from Documented Implementations
Further to practical implications, successful implementation will depend on best practices established in key areas such as:
Operational Disruption:
Technical documentation suggests that carefully defining target lists and scheduling scans during off-peak hours helps to support operational continuity and avoid disruption [39]. 
Scan Templates:
An iterative, data-driven approach should be adopted to evolve configurations over time and in accordance with internal feedback [39].
Credentialed Scanning:
Technical documentation advises [39] to utilise valid authentication credentials when conducting scans. Providing credentials allows for the necessary depth when scanning. Ensuring accurate coverage and avoiding false positive. Although some authors suggest specific scenarios may warrant uncredentialed scanner to provide an adversarial perspective. 
Remediation Strategies:
Research highlights [41] the importance of prioritizing remediation efforts based on severity metrics such as CVSS scores. This allows organizations to optimize their vulnerability management and ensuring resources are used efficiently.
Result Analysis:
Industry literature points [40] [41] to the value of interpreting vulnerability data. Findings should be analysed and considered based on organizational context prior to remediation. In addition, data should be archived for historical trend analysis. 
Continuous Improvement
Continuous improvement should be adopted through interaction with vendor resources, community forums, and ongoing training ensuring the latest technical knowledge is incorporated into daily practices [40] [41].


2.5.2 Conclusion
Although best practices such as credential scanning, scan configuration and result analysis provide a baseline for achieving success there are several practical considerations that need to be addressed prior to implementation. Environmental constraints such as air-gapped networks may impact tool functionality and hinder implementation, the necessity for regular updates introduces challenges with administration and ensuring correct maintenance procedures. In addition, the operator training required to be proficient may add to the overall resource intensity of implementation. Although, these challenges present a hurdle to implementation they can be addressed by ensuring adequate training is undertaken prior to implementation and leveraging a deployment strategy that includes continuous improvement.  




[bookmark: _Toc1915385527][bookmark: _Toc1568633630]2.6 BENEFITS AND CHALLENGES OF IMPLEMENTATION

Established in our exploration of the current landscape, automated testing has become the standard for assessment tools in the modern era. It provides several significant advantages over the traditional method and continues to evolve with the advent of new technology. 

In the following section we will discuss specific advantages highlighting key aspects of implementation and demonstrating its overall value. However, to ensure we keep a balanced perspective we will consider perceived drawbacks and discuss their potential impact. In doing so we can further highlight the necessity for automated solutions.  

Benefits:

· Efficiency: High volume of resources can be scanned at the same time leading to improved efficiency over traditional method [27] [28] [29].
· Consistency: Provides consistent and repeatable results and removes human error [41] [42] [43]. 
· Accuracy: Threat databases are updated regularly ensure robust detection [27] [28] [29].
· Comprehensive Coverage: Scans a wide range of devices, applications, systems [40] [41] [42].
· Scalable: Scales with the organization can handle simple or complex infrastructure such as hybrid environments [27] [28] [29]. 
· Compliance: Can be used to meet compliance regulations such as CIS [27] [28] [29]. 
· Cost Effective: Reduces resource intensity positively impacting operational costs. In addition, can prevent breaches which can be financially irrecoverable [27] [28] [29] [30].



Challenges:

· False Positive / Negatives: Incorrect Identification or lack of identification can be resource intensive requiring additional manual verification [40] [41] [43]. 
· Complex Configuration: Initial configuration can be complex and may require supplementary resources or additional training for optimal implementation [27] [28] [29] [30]. 
· Limited Contextual Understanding: Tools do not provide context to vulnerabilities. Uneducated users may be prone to fixing issues that are not relevant contributing to wasted resources [42] [43]. 
· Dependant on Database Updates: Automated tools rely entirely on threat database for accuracy [27] [28] [29]. This can be an issue if not properly maintained. Depending on organizational environmental context may require manual administration [44]. 
· Integration with Existing Frameworks: If additional frameworks already exist i.e., patch management systems integration will require careful planning and integration adding additional considerations and complexities [43].

When considering these benefits and challenges in the context of previously discussed solutions such as Nessus it becomes evident why such tools have gained widespread industry adoption. Nessus, for example, leverages regular database updates and a robust plugin ecosystem to maintain its accuracy and comprehensiveness. However, as noted, the platform’s strength in delivering automated and scalable vulnerability assessments does not eliminate the need for careful configuration, operator training, and integration planning. Similar considerations apply to other solutions like Qualys Guard or Rapid7 InsightVM, each of which balances automation with the requirement for informed oversight and ongoing refinement. In this sense, the broader advantages and pitfalls of automated testing align closely with the practical insights and best practices already established. However, as noted, the platform’s strength in delivering automated and scalable vulnerability assessments does not eliminate the need for careful configuration, operator training, and integration planning. Similar considerations apply to other solutions like Qualys Guard or Rapid7 InsightVM, each of which balances automation with the requirement for informed oversight and ongoing refinement. In this sense, the broader advantages and pitfalls of automated testing align closely with the practical insights and best practices already established.





[bookmark: _Toc630084452][bookmark: _Toc2054003131]2.7 CONCLUSION

Using our literature review we have an established a robust theoretical foundation for understanding vulnerability assessment tools and their application in the modern organization. Key methodologies were explored such as network and host-based scanning highlighting both their strengths and weaknesses. In addition, we compared popular tools and highlighted Nessus position as an industry leader due to both its comprehensive features and global reputation. However, we also highlighted the challenges associated with automation and its reliance on internet connectivity. Furthermore, we compared the benefits and challenges inherent in automated vulnerability testing and acknowledged how we can overcome these challenges. 
 
Our insights have provided a clear foundation from which the project can progress ensuring that our implementation is grounded by industry guidance. In addition, it sets the stage for the practical evaluation of Nessus in a controlled network environment.



[bookmark: _Toc371255541][bookmark: _Toc1169137017][bookmark: _Toc282824442][bookmark: _Toc266710265][bookmark: _Toc266711018][bookmark: _Toc271283199][bookmark: _Toc340606384][bookmark: _Toc340611911][bookmark: _Toc340612081][bookmark: _Toc340614008][bookmark: _Toc341173674][bookmark: _Toc341173852][bookmark: _Toc341174532][bookmark: _Toc345410430][bookmark: _Toc345410761][bookmark: _Toc345412866][bookmark: _Toc371251358][bookmark: _Toc371251407][bookmark: _Toc371255387][bookmark: _Toc371255542][bookmark: _Toc266447529][bookmark: _Toc371255544][bookmark: _Toc1568235496]CHAPTER 3: - RESEARCH METHODOLOGY


[bookmark: _Toc691738375][bookmark: _Toc2112231164]3.1: INTRODUCTION

The following chapter explores and discusses the methodological framework that has been selected to investigate the implementation and effectiveness of Nessus with a targeted corporate network environment. The methodology has been carefully chosen based on its alignment with the projects aim of evaluating Nessus’s ability to identify and mitigate vulnerabilities thereby improving environmental security posture.

First, we explore the research design and identify a suitable approach that will facilitate in guiding the investigation. Next, we discuss the research philosophy that will underpin the study and provide an academic foundation to build upon. As we move forward, we explore the chosen methodology and its use of both quantitative and qualitative analysis methods providing justification for their application and inclusion. Finally, discussing our research strategy and how that will impact the timeline of the experiment. 

To conclude the chapter, the practical side of the project is considered bring into view the techniques and procedures used throughout such as data collection and data analysis.

This structured approach allows us to engage with the research from a grounded academic perspective providing the research with a robust platform to investigate Nessus’s practical utility and impact in an organizational context. 
 


[bookmark: _Toc266447530][bookmark: _Toc371255545][bookmark: _Toc113166481][bookmark: _Toc1628481003][bookmark: _Toc2063434739]3.2 Research DESIGN

Figure 5 and Table 4 provide an overview of the research design. 

[image: ]Fig 5. - Research Onion

	Methodological Component
	Selected Approach

	Philosophies
	Pragmatism

	Approaches
	Deductive

	Strategies
	Experiment

	Choices
	Mixed Methods

	Time Horizons
	Cross-Sectional

	Technique and Procedures
	Data Collection and Analysis


Table 4 – Research Overview




[bookmark: _Toc193892822][bookmark: _Toc2016432865][bookmark: _Toc2120647955][bookmark: _Toc266447533]3.3: RESEARCH PHILOSHOPY 

To guide our research, we will be adopting a pragmatic philopshopy

Pragmatism is a school of philosophy based on the principles of usefulness, workability, practical ideas and emphasis on the need for real world application and practice [45].
[bookmark: _Toc125720963]
In research, pragmatism allows for a flexible approach that enables the use of both qualitative and quantitative methodology to generate practical outcomes and solve problems. The philosophy is best encapsulated by the idea of “What works best now” [46].

The choice of pragmatism as the research philosophy is driven by the practical nature of the project which aims to implement and evaluate Nessus in a real-world environment. 

To further summarise our justification, we can highlight some key benefits [45] [46]:

· Problem Solving Focus: Pragmatism allows us to use solutions that work in practice. This fits perfectly with the project aims of implementing Nessus.
· Flexibility: A pragmatic approach allows for adaptative research methods that can incorporate different types of data. 
· Combination of Methods: Combining qualitative and quantitative methods enables broader research incorporating both measurable and experiential insights. 
· Real-world Application: Pragmatism ensures the research is focused on practical usefulness. 

To conclude, pragmatism harmonises well with the overall project aim and objectives and will provide the necessary framework to ensure both academic robustness and relevancy to the real-world.

[bookmark: _Toc706183886][bookmark: _Toc1904420811][bookmark: _Toc220875206]3.4 RESEARCH METHODS

In this section we will discuss the methodologies that will be applied to our research and how they will be used

Mixed Methods research involves the integration of both quantitative and qualitative research techniques to provide a comprehensive understanding of the chosen topic [47]. This flexibility allows us to leverage quantitative numerical data while also considering the experiences and perceptions of qualitative observations [47]. The aim in applying this method is to enhance the research quality, validity and overall applicability. 

Tables 5 and 6 demonstrate how each method will be used


	Quantitative Research Framework

	Aspect
	Details

	Objective
	To measure the effectiveness of Nessus

	Data Collection
	· Automated Scans: Conduct scans to collect vulnerability data.
· Metrics: Number, type and severity of vulnerabilities found.

	Data Analysis
	· Statistical Techniques: descriptive and inferential statistics to analyse scan data.


Table 5 – Quantitative Research Framework

	Qualitative Research Framework

	Aspect
	Details

	Objective
	Observe and document the experiential process of implementation and evaluation to derive practical insights

	Data Collection
	· Observations: Challenges, Solutions adopted, Lessons learned

	Data Analysis
	· Contextual Understanding: Observations will be interpreted to provide practical insights
· Thematic Analysis: Observations will be analysed for themes and patterns


Table 6 – Qualitative Research Framework

By adopting a mixed methods approach the study aims to provide a well-rounded understanding of Nessus implementation. Capturing the full spectrum of its implementation, configuration and effectiveness. Using this method will not only allow us to measure the technical prowess of the tool but will also provide valuable insight into practical challenges and benefits via hands on experience. 





[bookmark: _Toc835908619][bookmark: _Toc237123378][bookmark: _Toc1974736718]3.5 STRATEGIES

To achieve our projects aim we use a clearly defined strategy. 

First, we research into automated vulnerabilities testing in general moving onto Nessus’s individual capabilities using prominent sources such as Tenable documentation, IEE Explorer. The aim of this is to develop a base understanding of automated vulnerability testing and its capabilities. 

Next, we will justify the use of Nessus by discussing its features, place in the industry and comparing against other popular tools. 

Having justified our tool selection we will move onto gathering information that will assist our implementation. This will take the form of industry best practices which we will use to guide our implementation and configuration these again will be gathered via a wide range of sources. 

Using the information gathered, we will implement Nessus in the target environment documenting the process throughout.

Following implementation, scan policies will be configured in alignment with previously established best practices and scans actioned to collect data.

Collected data will be evaluated using a mixed methods approach to determine both Nessus’s ability to detect vulnerabilities within the target network and overall ability to positively impact the target networks security posture

To conclude, practical recommendations for future implementations will be provided to fully encapsulate the lessons learned throughout the project. 







[bookmark: _Toc160995848][bookmark: _Toc1996918235][bookmark: _Toc960531736]3.6: CHOICES

[bookmark: _Toc1169478310]For our research quantitative data will be collected to measure the effectiveness of Nessus in assisting in identifying and remediating vulnerabilities. 

Raw data will be generated from automated scans from within the Nessus application. Excel will be used for comparative and statistical analysis turning raw data into meaningful practical insight. 

Further qualitative data will be collected in the form of observations generated via notes throughout the implementation and testing phases. 

The final report will look to integrate both qualitative and quantitative findings to provide a balanced evaluation of Nessus. In addition, the data will aim to provide actionable recommendations for improving the implementation process and optimizing ongoing usage of Nessus.



[bookmark: _Toc924993064][bookmark: _Toc363554571]3.7: TIME HORIZONS

For our time horizons we will be using a cross-sectional approach. A cross-sectional study involves the observation of a specific phenomenon at a single point in time. These studies are generally used to capture a snapshot of the moment providing clear insight into the current state of things [48]

The selection of this approach is primarily driven by the need to assess the immediate impact of Nessus in a real-world context. Focusing on a single point in time, the study aims to provide a detailed evaluation of implementation and configuration and use of Nessus. 

To further justify our decision to apply a cross-sectional approach we can highlight the following key points:

· Immediate Evaluation: Cross-sectional approach allows us to focus our evaluation on how well the tool performs at identifying vulnerabilities at a specific time [48]. 
· Resource Constraints: Adopting this approach perfectly fits the scope. A longitudinal approach would increase the project scope too much. 
· Relevance: As we have a set a time limit for the research the approach fits within these criteria. 

Overall, the use of a cross-sectional approach aligns with the project goals and objectives and will support us in our research endeavour.





[bookmark: _Toc1200954734][bookmark: _Toc1440900387]3.8: TECHNIQUES AND PROCEDURES

Throughout the implementation, configuration, optimization and evaluation of Nessus we will be required to employ several different techniques and procedures. 
The following section seeks to elucidate each of these concepts and outline how they fit into the overall aims of the research.

Development of Implementation Strategy:
· Define the scope of Implementation i.e., types of devices, Asset count, Target environment
· Select suitable method i.e., cloud / online / offline 
· Allocate resources ensuring availability of hardware, software, authentication
· Define a scan schedule and time

Implementation of Nessus
· Download and install Nessus of designated servers
· Configure network settings to allow Nessus to communicate with target systems
· Update to the latest software version
· Update plugins to latest vulnerability definition.
· Create user accounts 
· Configure network discovery settings to identify targets within scope
· Set up credentials and authentication 

Scan Policy Configuration / Optimization
· Define scan policies based on organizational requirements, compliance standards and assessment criteria
· Customize scan template relevant to environmental context
· Schedule regular scans to ensure continuous monitoring



Documentation of implementation 
· Installation and configuration:  Record detailed steps of installation and configuration process
· Scan Policies: Document the development and customization of scan policies, including specific settings. 
· Deployment Challenges: Keep a log of any challenges encountered during the deployment process and how they were overcome. 

Tools for documentation:
· Obsidian (Notes)
· Green Shot (Screenshots)

Challenges – Identification and resolution
	Identifcation:
· Observations made throughout the overall process
Resolutions:
· Engage with Nessus community and support for assistance, best practice and general troubleshooting.

Understanding Effectiveness
Evaluation Criteria:
· Metrics: Quantitative Data i.e., number of vulnerabilities, time taken, accuracy, errors
· Observations: Leverage observations to assess perceived effectiveness

Analysis:
· Quantitative: Utilise statical analysis to evaluate metrics
· Qualitative: Thematic analysis to be used for interpreting observations



[bookmark: _Toc1813078514][bookmark: _Toc753205655]3.9: GANT CHART

[image: ]
Fig 6. - Project Gant Chart

[bookmark: _Toc1235788875][bookmark: _Toc178612395][bookmark: _Toc1857198643]3.10: CONTINGENCY PLAN

Contingency plans are based on the different phases of the project: 
Strategic phase:
If we are having issues with an overall tool selection we can look to pivot to use a different tool i.e., OpenVAS If we are struggling to deploy in our environment due to restrictions such as network configuration or host configuration we can look to implement in a different environment with less constraints. This would consist of a dummy network that replicates the air-gapped environment from our initial scope 
Implementation Phase:
If our implementation is not going as planned through a lack of scan results, non-identification of vulnerabilities, issues with hosts or too much of an impact on our target environment we can look at adjusting our implementation again to a dummy
network which would remove any impact.
Evaluation phase:
Bad data: If we are not getting sufficient data to evaluate effectiveness. The project can pivot and look at evaluating the implementation and deployment in terms of its technical aspects.
21
[bookmark: _Toc266447539][bookmark: _Toc371255553][bookmark: _Toc925166828][bookmark: _Toc840647327][bookmark: _Toc554175765]3.11: Conclusion

To summarise, our presented research design aims to provide a framework for evaluating the deployment and impact of Nessus in our target environment. 

By using a pragmatic philosophy and a mixed methods approach our study aims to integrate both qualitative and quantitative data offering a well-rounded assessment. 

Furthermore, the experimental strategy, which includes the deployment of Nessus in a real-world air-gapped environment is designed to evaluate its impact on the target environments security posture. By using a cross-sectional approach, we can focus our efforts on immediate outcomes. 

Overall, our research methodology seeks to set the stage for a detailed evaluation of effectiveness of implementation while providing practical recommendations to guide future implementations. 




[bookmark: _Toc341174544][bookmark: _Toc371255554][bookmark: _Toc121041633][bookmark: _Toc202288167][bookmark: _Toc266447548][bookmark: _Toc1376339679][bookmark: _Toc1141137572]Chapter 4 - DESIGN & IMPLEMENTATION

[bookmark: _Toc341174545][bookmark: _Toc371255555][bookmark: _Toc793249559][bookmark: _Toc1108833][bookmark: _Toc598948239]4.1: Introduction

The following chapter seeks to explore and highlight key considerations related to the design and implementation of Nessus in a target corporate environment. First, we, will define the problem area for our study. This will provide key context to our research and set the stage as we move forward. Secondly, we will discuss the design of our research taking into consideration key areas such as target network topology, selecting a suitable deployment model and specific technical considerations related to Nessus’s initial configuration. Moving beyond the design stage an implementation strategy will be proposed encapsulating the lessons learned both in the literature review and considerations discussed as part of the design. 

To conclude the chapter, Nessus will be implemented based on the strategy proposed and the process documented throughout.


[bookmark: _Toc371255556][bookmark: _Toc770338613][bookmark: _Toc671538159][bookmark: _Toc1290541557]4.2: problem formulation

The problem we are trying to resolve can be defined as:

“Reducing the number of vulnerabilities in the target network and evaluating the impact, usability, and importance of automatic vulnerability testing in real-world environments”

[bookmark: _Toc371255557][bookmark: _Toc1797612936]This experiment aims to identify and mitigate vulnerabilities in the target network improving its overall security posture.  

[bookmark: _Toc431086251][bookmark: _Toc735083262]4.3 Design

In the following sections we will discuss the relevant design considerations that will guide our experiment. Starting with an overview of the key stages followed by a detailed consideration of the technical specifics involved.

[bookmark: _Toc282745669][bookmark: _Toc187834278]4.3.1 Design Overview

First, Nessus will be implemented in our target network an UAT (User Acceptance Testing) air-gapped environment which serves as a sandbox for change implementation. Nessus has been chosen due to its position as an industry standard which has been established as part of literature review.

Next, we collect data, using different types of automated vulnerability scans to build a clear view of the current threat landscape.

To conclude, using the collected data we evaluate the number and types of vulnerabilities found, types of remediation, plus additional key metrics that will highlight the implementation is both effective at finding vulnerabilities and positively impacts the target environment.



[bookmark: _Toc908412127][bookmark: _Toc112613914]4.3.2 Network Topology Overview

First, we consider our target environment. As previously discussed, the network is air gapped as demonstrated by figure 7. Air-gapped networks are secluded from normal operations to provide additional layer of security. However, this additional layer also provides several challenges to our overall implementation such as the necessity for manual plugin updates and licensing. Compared to a standard deployment the lack of automation requires significant manual intervention to work around however, in such environments these are necessary to maintain organizational integrity. 

[image: ]
Fig 7. - Network Topology 

	Component
	Summary

	Jump Server 

	Windows 2019 server acting as a gateway enabling access to the UAT environment. Access is controlled via RDP User management. Has limited outside connectivity for security purposes.

	CMS Server
	Windows 2019 servers running IIS providing CMS Hosting capabilities.

	Database Server

	Linux servers running Ubuntu 20.04 and Mongo database. Databases are running in replication.


Table 7 – Network Topology Host Summary

[bookmark: _Toc770551792][bookmark: _Toc806022139]4.3.3 Target Environment: Key Considerations

Figure 7 and Table 6 providing an overview of the network infrastructure and components. The specific configuration highlights some practical considerations:

· Model & Strategy: 
· Air gapped network provides a challenge in terms of deployment. As we have established within our literature review, we can use an offline deployment model and utilise manual plugin updates. Further considerations will need to be made regarding the WAF which will need additional rules configured to allow for communication between hosts. 
· Host Configurations:
· The environment contains a variety of host types. Scan policies will need to be tailored for each individual type to ensure optimal scanning and ensure accuracy. Windows plugins can be turned off in Linux environments and vice versa to increase scanning performance. 
· Network Size:
· The network is not substantial in size which should make scanning fast and we can employ basic segregation to our scan policies such as Windows / Ubuntu


[bookmark: _Toc472749394]4.3.4 Scan Types and Policy Configuration
Having discussed our target environment and considered the environmental context of our implementation. Attention can be turned to the minutia of configuration. 

Leveraging information gathered as part of the literature review the following section will focus on scan types, scan settings, plugins, and host specific considerations that will be integral to success.

First, we look at the different scan templates available and how they can be manipulated to achieve our aims. 

Discovery Scans

Purpose
In-built Nessus scans which can be used to discover hosts within target environment. Although our environment is already mapped, we will use this to gather basic information related to our hosts such as status, open ports and active services. 

Technical
The following scanning techniques are used: 

· ICMP: verify host availability
· TCP SYN: Identify active ports and services
· ARP: Resolve IP to MAC address
· UDP: Detect UDP based services
· SNMP: Retrieve network management information

Objective
Aims to be lightweight, non-intrusive way to establish environment boundaries and ensure actual scan scope aligns with expectations. 



Advanced Network Scan

Purpose
In-depth and robust scanning allowing for advanced configurations providing a targeted and comprehensive evaluation of threat landscape.

Technical
Scanning techniques employed:

· Credentialed scanning: Leverages credentials to scan the system at depth
· TCP SYN: Identify active ports and services
· Application Layer Scanning: Detects vulnerabilities such as outdated software, weak configurations, exposed APIS
· Detailed Vulnerability correlation: Cross references scan findings against known threat databases and uses CVSS to provide additional info
· SSH / SMB Authentication: Leverages protocols to access protected configurations

Objective
Provides customizability and allows for comprehensive detection and correlation of vulnerabilities. This scan will make up the bulk of scanning and is the cornerstone of the assessment process. 

Compliance Auditing

Purpose
Nuanced scan that provides insight into system configurations. Uses pre-defined audit templates i.e. CIS Benchmarking to validate system compliance.



Technical

· Windows: Custom windows audit based on CIS MS Windows Server 2019 V2 L1
· Linux: CIS Ubuntu Linux 20.04 LTS Server L1 2.01

Objective
Establishes vulnerabilities from common misconfigurations. Critical as they are generally well known so are more likely to be common attack vectors for hostile actors. 

Credentialed Patch Audit

Purpose
Establish vulnerabilities specific to missing OS patches. 

Technical
· Patch Inventory Analysis: Compares installed patches against known database for missing updates
· Credentialed Scanning: Leverages credentials to scan the system at depth
· Superseded Patch Detection: Identifies patches which are out-dated and should be replaced

Objective
As our target environment is subject to regular patch management this is critical to ensure that standards are maintained, and vulnerabilities are not being introduced via negligence.




Finally, to provide additional depth to our scanning and provide an alternate perspective we will be leveraging the ability to scan with and without credentials. 

Credentialed Scanning
Scans will be configured with credentials with administrative capabilities. Allowing for depth accessing system configs at the lowest level and providing detailed results.

Non-Credentialed Scanning
Scans will be configured with no credentials to be provide a public view and consider what a hostile actor may be able to see. 

Next, we will explore the additional considerations in relation to hosts, plugins, reporting and operational limitations.
[bookmark: _Toc1870515986][bookmark: _Toc378852882]
4.3.5 Additional Considerations

Host specific Considerations
To ensure accuracy when scanning different host types of specific configurations are required:

· Windows Hosts: Access to shares and services is essential
· Linux Hosts: Elevated privileges i.e. Sudo are required 

Plugin Selection and Customization
Plugins will be tailored per host type to optimize accuracy
· Host specific plugins: Windows plugins disabled for Linux and vice versa
· Plugin Profiles: Specific plugins enabled for specific scan types i.e., compliance reporting
· False Positives: Irrelevant plugins will be excluded to avoid noise. 

Reporting
Reporting configurations will be customized base on scan types 
· Network scans: Reports will include plugins used, vulnerabilities detected, remediation notes. 
· Patch Audits: Reports will highlight missing and superseded patches

Scan Intensity 
Scan intensity can adversely impact network performance, to mitigate this we will configure our scan policies to minimize network disruption
· Lower Intensity Configuration: Scan settings will be optimized to avoid overwhelming hosts. Timeout will be utilised to manage unresponsive hosts. 

To conclude our design, we will propose an implementation strategy that seeks to encapsulate both our previously discussed considerations and literature review findings to provide an actionable framework for implementation. 

[bookmark: _Toc146443835][bookmark: _Toc198198401]4.4 Implementation Model & Strategy
 
A traditional network-based scanning approach will be used with the jump server configured as the scanning point. 

[image: ]Fig 8. Implementation Strategy Overview

Preparation:
· Assess Network Access and Segmentation:
· Confirm that the jump server has network access to all relevant hosts within the UAT environment.
· Review firewall rules and access control lists (ACLs) to ensure they permit scanning traffic without exposing the environment to additional risks.
· Implement Nessus Deployment Model:
· Network-Based Scanning (Non-Agent):
· Deploy Nessus directly on the jump server.
· Ensure the jump server can route scan traffic to all necessary hosts.
· Credential Management:
· Securely store credentials on the jump server with encryption and restricted access.

Install & Configuration: 
· Installation:
· Install Nessus on the jump server.
· Register offline
· Configure Nessus for offline operations.
· Pre-download plugins and updates for manual transfer.
· Manually update plugins
· Initial Network Discovery:
· Conduct a basic discovery scan to map out active hosts and services in the UAT environment.
· Refine scan targets based on discovery results.

Policy Configuration: 
· Design Custom Scan Policies:
· Windows servers.
· Linux servers.
· Compliance Auditing
· Credentialed vs. Non-Credentialed Policies.
· Fine Tune Scan Parameters:
· Adjust scan intensity and throttling to avoid overwhelming network resources.
· Enable or disable specific plugins based on relevance to the environment (e.g., disabling unnecessary Windows checks in a Linux-only environment).

Scheduling and Execution:
· Scan Scheduling:
· Plan scans during off-peak hours.
· Implement a staggered scan approach:
· Divide scans by host types or network segments (e.g., web servers on one day, databases on another).
· Scan Management and Monitoring:
· Manually initiate scans for key segments to monitor real-time performance and detect any immediate issues.
· Configure automated scan schedules for routine, continuous assessment.

Post Scan Analysis:
· Evaluate Scan Results:
· Review both credentialed and non-credentialed scan findings to ensure comprehensive coverage.
· Document Challenges and Resolutions:
· Note any issues encountered (e.g., scan failures) and how they were addressed.
· Adjust scan configurations or network settings based on insights from initial scans

By following the established strategy and taking into consideration the key points raised in our design we can ensure the implementation of Nessus is optimal and in line with our previously established industry guidance. 





[bookmark: _Toc371255558][bookmark: _Toc1702836537][bookmark: _Toc2031038512][bookmark: _Toc1955401632]4.5 Implementation

Using the previously established implementation strategy, the following section will document the implementation process step by step with text and visualisations providing additional context as required. 

Download and Install
First, appropriate version of Nessus is downloaded. Next, the .EXE file is copied to the jump server via RDP Copy function. To conclude installation, .exe is launched and on-screen prompts followed until completion.

[image: ]Fig 9. - Nessus Download Page



SSL Configuration
Installation is followed by SSL configuration in the browser window, this generates the SSL connection required. By default, Nessus will operate in the browser on https://localhost:8834

[image: ]
Fig 10. - SSL Configuration

Once connected in the browser you will be warned that “Connection is not private”. This can be ignored via the advanced tab. 

[image: ]
Fig 11. - Browser Warning
Notice warnings can be obfuscated via implementation of correct SSL Cert However, this is not relevant for the experiment and does not impact functionality. 
Nessus will move onto initializing

[image: ]Fig 12. - Nessus Initializing

Version Selection
Next, version selection. For the experiment we will be using Nessus Professional.

[image: ]
Fig 13. - Version Selection
Licensing and Plugin Link 
Due to licensing requirements and the air-gapped nature of the UAT network, additional steps were required to fully activate the product. Without internet connectivity, the standard online licensing process is not available; to continue with the offline registration, we are required to make use of a challenge code system which uses both a challenge code and a product key. This added additional time to the install and could prove a significant challenge for less technical minded users. 

[image: ]Fig 14. - License Registration

First, we copy the challenge code from the previous step. Next, we retrieve the product activation code from the Tenable User Dashboard. Once entered, registration can continue. 



[image: ]Fig 15. - Challenge Code

If the codes entered in the previous step have been successful, Nessus will move forward and present the completed registrations details. This includes both license key and plugin link. 

This step is critical in the process of registration and all information needs to be noted down for future use. Failure to do so will result in installation having to be repeated and time wasted. Issues with this area can cause significant disruption. If the plugin link is lost for example the whole install process needs to be repeated, wasting both time and resources. 




Fig 16. - Nessus License and Plugin link

To complete registration, paste the previously copied information as requested and follow the on-screen prompts.

[image: ]
Fig 17. - Completed Registration 


Nessus account setup
Next, we configure the account that will be used for administration. 

[image: ]
Fig 18. - Account Creation

Plugin installation
Next, we face the challenge of plugin installation. As mentioned throughout our design we are implementing in an air-gapped environment limiting connectivity. This means we are unable to leverage the automatic updates usually available within Nessus. 

To overcome this challenge, it was necessary to manually download plugins to an external internet-connected machine and securely transfer to the controlled network for installation. 

Now with our plugins situated, we try to use the in-built UI options available for manual updates. However, this method is unreliable resulting it multiple failures. 

					



[image: ]Fig 19. - Plugin Warning

[image: ]Fig 20. - Manual Software Update

Nessus does not provide any output when updating plugins manually. However, after multiple attempts it's obvious the UI upload has been unsuccessful. To move forward with the plugin installation, we need to leverage the CLI found at 

First, we load the CLI interface by navigating to the associated directory /tenable/nessus/ Next, we run the manual update nessuscli.exe update <link to plugins>

[image: ]Fig 21. - Plugin Repository

[image: ]Fig 22. - Nessus CLI Update Command

Next, we wait until the plugin set becomes available within the Nessus console and is displayed as follows: 202409151030

[image: ]Fig 23. - Installed Plugins


Configuring Scan Policies
Having successfully installed, licensed, and manually updated the plugin library, scan functions become available. 

First, we configure a Discovery scan. As suggested by best practice, we leverage the in-built templates provided by Nessus. 

[image: ]Fig 24. - Discovery Scan – General Settings

[image: ]Fig 25. - Discovery Scan – Plugin Selection


[image: ]Fig 26. - Discovery Scan – Discovery Settings

[image: ]Fig 27. - Discovery Scan – Reporting

[image: ]Fig 28. - Discovery Scan – Performance Settings



Having previously mapped the network using the Discovery scan. Next, is the Advanced Network Scan, again a pre-defined Nessus template. However, this template allows for customization. 

First, we configure general settings Name, Description and define our Targets. Targets can be defined via CIDR Notation, IP address or IP Range. As we have already determined our host IPs we will continue to use them for accuracy.

[image: ]Fig 29. - Vulnerability Scan – General Settings

Next, we configure our Discovery options. Here, we define scan depth. Using information gathered in the literature review we can adjust settings such as: Scanning all ports, Ping methods, Fragile devices, Network scanners and Port enumerators and tailor our scan contextually to the target, environment and organizational requirements. In doing so we aim to positively impact our scan results and ensure accuracy. 
[image: ]Fig 30. - Vulnerability Scan – Host Discovery Settings #1

[image: ]Fig 31. - Vulnerability Scan – Host Discovery Settings #2

[image: ]Fig 32. - Vulnerability Scan – Host Discovery Settings #3


Following on from our discovery configuration we can setup our assessment criteria. This section allows us to tailor our accuracy, define how and which credentials should be processed, and be specific which account enumerations methods should be employed. Here we leave the default configuration as its definitions meet our current needs for assessment criteria.  

[image: ]Fig 33. - Vulnerability Scan – Assessment - General Settings

[image: ]Fig 34. - Vulnerability Scan – Assessment – Brute Force

[image: ]Fig 35. - Vulnerability Scan – Assessment – Windows Settings




Next, we configure Advanced Settings. These largely deal with network and performance configurations and should be configured based on organizational and network requirements. 

Key setting configured include: 
· Safe Checks:
· Timeout: 
· Max Hosts: 
· Simultaneous Hosts: 

Here we can choose to enable Safe Checks which help to ensure target hosts are not affected adversely from scans. Our only other consideration in this area is our performance settings. Here we increase the timeout for our scans to ensure a slower network doesn't result in incorrect coverage. We also limited our max hosts per scan and simultaneous hosts per scan to meet our environmental parameters. 
 [image: ]Fig 36. - Vulnerability Scan – Assessment – Advanced #1  

[image: ]
Fig 37. - Vulnerability Scan – Assessment – Advanced #2 

To conclude our Advanced Network Scan configuration, we include the relevant system credentials for our target hosts. 

First, Windows hosts will use a “Password” authentication method. This is the standard mechanism for Windows Hosts and works using a Username / Password combination. 

[image: ]Fig 38. - Vulnerability Scan – Windows – Credential Configuration

To conclude our Windows Configuration, we adjust the “Global Credential Settings”. These settings play a pivotal role in the success or failure of scan attempts dictating the depth to which credentials can be leveraged. 






Having completed the Windows scan configuration, we continue with the Linux specific considerations. We will be using the previously created Windows scan as a template for our Linux configuration and adjusting as necessary.

First, our primary consideration is updating the credentials section to meet the new host requirements. 

Linux, unlike Windows leverages SSH Credentials for authentication. These are managed in a different context to the previous Username / Password combination discussed and requires the use of both a public and private key. In addition, it is necessary to outline both a username and password to be used in tandem with our SSH Keys. Lastly, we need to ensure privileges are elevated correctly using sudo and its associated user. 

[image: ]Fig 39. - Vulnerability Scan – Linux – Credential Configuration


Next, we define our Linux specific Targets. 

[image: ]Fig 40. - Vulnerability Scan – Linux – Credential Configuration

To finalise the Linux configuration, plugins are adjusted to ensure that only Linux specific plugins are being utilised. This both increases accuracy of scan results and reducing overall scan times ensuring optimal scanning techniques are being utilised. 





Compliance Auditing
Next, having configured both Discovery and Network scans, attention turns to Compliance Auditing scans. The purpose of this specific scan type is to identify software misconfigurations when compared against a specific pre-defined benchmark. The current organizational requirements dictate we will be comparing against the industry standard benchmark provided by the Center for Internet Security (CIS) commonly referred to as CIS Benchmarks.

Nessus provides an in-built template where most of our considerations have been pre-defined reducing the need for manual configuration. This gives us a solid base to begin 

[image: ]Fig 41. - Compliance Audit – Discovery Settings

[image: ]Fig 42. - Compliance Audit – Assessment Settings


However, we still need to ensure to cover the basics by ensuring Targets are correctly inputted and credentials have been stored for relevant host types.

[image: ]Fig 43. - Compliance Audit – Target Configuration

[image: ]Fig 44. - Compliance Audit – Credential Configuration

In addition to the basic configuration, as previously touched upon we are required to assign a specific “Audit” file which will define the correct configuration and compare our system. 



There are several audit files available within the Nessus platform however, these are not always suitable. For example, the Windows audit provided by Nessus was unsuitable for the Windows Hosts in our target environment. Dictated by requirements it was necessary to manually edit the audit files parameters to ensure functionality with existing windows systems. Adaption was minimal and was focused on a AND / OR code would cause the scan to fail. 

In contrast, the available Linux Audit file was suitable for our target environment, so no further adaptation was required. 

[image: ]Fig 45. - Compliance Audit – Audit File Configuration



To finalise our scan configurations, we conclude with configuring Patch Management Scans. 

Discovery and Assessment configuration is limited, and as best practice advises we will be using the default. However, targets still need to be established.

[image: ]Fig 46. - Patch Management – Discovery Settings

[image: ]Fig 47. - Patch Management – General Settings

[image: ]Fig 48. - Patch Management – Target Configuration



Likewise, plugin selection is minimal as the full breadth of the library is not required. 

[image: ]Fig 49. - Patch Management – Plugin Configuration

However, some key customizations include the additional reporting of superseded patches to provide detailed insight into patch management techniques. 

[image: ]Fig 50. - Patch Management – Report Settings



[bookmark: _Toc371255559][bookmark: _Toc1539653019][bookmark: _Toc515816964][bookmark: _Toc1313709817]4.5 Conclusion

The design and implementation of Nessus in a corporate network environment highlighted several prominent challenges. The lack of internet connectivity made ensuring that Nessus was fully operational more difficult. This was ultimately addressed by proper planning and pre-downloading required plugins. While effective for this experiment, the approach is not scalable and would introduce significant administrative overheard if attempted, highlighting the significance of automation. In addition, there were challenges with tailoring scan configurations to meet environmental criteria. Multiple host types needed to be accounted for via the use of separate scan policies to improve efficiency and reduce noise. However, despite best efforts false positives were encountered specifically in relation to SSL configurations. 

Each challenge encountered served to highlight the importance of proper planning and flexibility when approach real-world implementations. This becomes especially prominent when implementing a constrained environment. 

By providing a fully documenting implementation, the aim is to present a repeatable case study that can be used to guide future organizations seeking to bolster their security.
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The following chapter evaluates Nessus’s effectiveness in identifying and mitigating vulnerabilities in a corporate network corporate environment.

[bookmark: _Toc699830565][bookmark: _Toc1869862436]5.1: TESTING
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Discovery Scans 
[image: ]Fig 51. - Discovery Scan – Scan Summary
[image: ]Fig 52. - Discovery Scan – Policy Details
[image: ]Fig 53. - Discovery Scan – Discovered Hosts


[bookmark: _Toc1522659295]Advanced Network Scan - Windows
[image: ]Fig 54. - Advanced Network Scan – Scan Summary

[image: ]Fig 55. - Advanced Network Scan – Policy Details

[image: ]Fig 56. - Advanced Network Scan – Scan Results Overview

[image: ]Fig 57. - Advanced Network Scan – Remediation Notes



[bookmark: _Toc1485069915]Advanced Network Scan - Linux
[image: ]Fig 58. - Advanced Network Scan – Scan Summary
[image: ]Fig 59. - Advanced Network Scan – Policy Details
[image: ]Fig 60. - Advanced Network Scan – Discovered Hosts
[image: ]Fig 61. - Advanced Network Scan – Vulnerability Overview
[image: ]Fig 62. - Advanced Network Scan – Remediation Notes

[bookmark: _Toc1606694098]CIS Benchmarking - Windows and Linux 
[image: ]Fig 63. - Compliance Auditing – Scan Summary

[image: ]Fig 64. - Compliance Auditing – Policy Details

[image: ]Fig 65. - Compliance Auditing – Hosts Overview





[bookmark: _Toc1645534100]Patch Auditing - Windows and Linux
[image: ]Fig. 66. - Patch Auditing – Scan summary

[image: ]Fig. 67. - Patch Auditing – Policy Details

[image: ]Fig. 68. - Patch Auditing – Hosts Overview

[image: ]Fig. 69. - Patch Auditing – Remediation Notes



[bookmark: _Toc1323612716]Advanced Network Scan – Windows – POST remediation
[image: ]Fig. 70. - Advanced Network Scan – Post Remediation – Scan Summary

[image: ]Fig. 71. - Advanced Network Scan – Post Remediation – Hosts Overview

[image: ]Fig. 72. - Advanced Network Scan – Post Remediation – Vulnerabilities




[bookmark: _Toc1577277450]Advanced Network Scans – Linux – POST Remediation
[image: ]Fig. 73. - Advanced Network Scan – Post Remediation – Vulnerabilities

[image: ]Fig. 74. - Advanced Network Scan – Post Remediation – Vulnerabilities

[image: ]Fig. 75. - Advanced Network Scan – Post Remediation – Vulnerabilities



Linux and Windows – CIS Benchmark – POST REMEDIATION
[image: ]Fig. 76. - CIS Benchmark – Post Remediation – Scan Summary

[image: ]Fig. 77. - CIS Benchmark – Post Remediation – Host Overview

[bookmark: _Toc998844235]Linux and Windows Environment – Patch Audit – POST REMEDIATION
[image: ]Fig. 78. - Patch Audit – Post Remediation– Scan Summary

[image: ]Fig. 79. - Patch Audit – Post Remediation– Scan Summary



[bookmark: _Toc125529831][bookmark: _Toc1328832438]5.2 EVALUATION

To evaluate the effectiveness of our Nessus implementation we will be focusing on determining how well the tool met its aim of identifying and mitigating vulnerabilities and by extension positively impacting the security posture of the target network. We will approach this by analysing our vulnerability scans and determining whether they were ultimately successful or unsuccessful at identifying vulnerabilities and assisting with remediation. Using this data in conjunction with observational notes collated throughout the deployment we can establish the impact we had on our environment. 

First we need to define some criteria that we can use to understand whether we have been successful in our approach and will serve as a guide throughout the evaluation process. 

Vulnerability Coverage: Our primary measure of tool effectiveness. Using this metric, we will understand our ability to successfully identify vulnerabilities present in our target hosts. Some specific metrics that we can use to establish validity in this area are; Total number of vulnerabilities, scope of vulnerabilities. 

Severity and Exploitability: This measure will allow us to understand how Nessus categorised detected vulnerabilities and measured their exploitability. This is key to understanding overall impact to security posture as some vulnerabilities are more impactful than others. 

Remediation Success Rate: Here we will look at remediation efforts and their success to failure rate. We will take into consideration the provided guidance provided by Nessus and calculate how beneficial it was to the act of mitigation. Understanding our remediation rate allows us to further contextualise our impact on security posture. 

False Positives / Negatives: This measure will provide insight into our false identification rates. This is key to understanding overall impact to ensure what we are finding is valid and by extension what we are resolving is impactful. 

Efficiency of scanning: Here we will focus on overall scans efficiency. Developing an understanding of how long scans generally take and how impactful they are to the hosts. This allows us to contextualise our findings further as we may be resolving and impacting the environment however it may be too impactful and time intensive to be worthwhile.  

Usability: The focus of this measure will be in identifying the ease of deployment and overall interaction with the key features demonstrated throughout the research such as executing automated scans and generating reports utilising in-built functions. 

Data Analysis and Metrics
Having defined our metrics for evaluation we can look at our collected scan data. Using statistics, we can use this information to derive clear empirical insight that will further establish our impact on the environment. 

Total Vulnerabilities Detected: The scans identified a combined total of 163 vulnerabilities across our 5 target hosts. We can categorise them initially as follows:












Figs 80 and 81 provide an overtime of the total number and types of vulnerabilities detected. In addition, Table 8 breaks these down by type.
[image: ]Fig. 80. - Number of Vulnerabilities

[image: ]Fig. 81. - Categories of Vulnerabilities 

	Vulnerabilities breakdown excluding misconfigurations and info

	Vulnerability 
	Type

	Ruby RCE 
	Outdated versions

	Linux Kernel Vulnerabilities 
	OS vulnerability

	OpenEXR Vulnerabilities 
	OS vulnerability

	SQL Server OLE DB Driver Vulnerabilities 
	Outdated versions

	.NET Core Vulnerabilities 
	Outdated versions

	SSL Certificate Issues (Trust & Hostname) 
	Misconfiguration


Table 8 – Vulnerabilities by type 

Their overall exploitability is demonstrated by Fig 82 and can be categorised by: When calculating exploitability, we have discounted Info and misconfigurations as these are too contextual to be valid:

[image: ]Fig. 82. - Vulnerabilities by exploitability 

· Impact to Business: 100% of the exploitable vulnerabilities detected had a potential business impact with some of the potential consequences to exploitation being:
· System Comprise (Ruby RCE, Linux Kernel)
· Data Breaches (SQL Drivers, .NET Core)
· Man in the Middle (SSL Cert)

Table 9 discusses false positive encountered during the scan process: 

	Vulnerability Description
	Vulnerability Type

	SSL Certificate Issues (Trust) 
	Misconfiguration


Table 9 – False Positives / Negatives


approximately 1% of reported vulnerabilities were found to false positives. This was determined to be a syntax issue with how Nessus compared the SSL cert and therefore classified as false positive. However, required manual verification.

Remediation Metrics: 
Of the vulnerabilities detected again discounting info and misconfigurations:

· 100% of high severity vulnerabilities were remediated
· 33% of medium severity vulnerabilities were remediated
· 50% of issues remain due to inability to remediate due to external factors such as:
· No viable remediation (Ubuntu ESXR)
· Operational Risk (Ruby and its impact on Chef)
· False Positives (SSL Cert)

Scan Efficiency: 
Median scan completion time was 72 minutes for Windows hosts and 39 minutes for Ubuntu hosts when using Advanced Network scans. In comparison with other scans such as CIS benchmarks at 7 Minutes and Discovery scans at 5 minutes then advanced network scans represent the vast portion of the scanning time. 

Scans did impact hosts in terms of performance most notable Ubuntu servers CPU would rise on occasion where scans were in operation. 

Having looked at our empirical data we can turn to a more qualitative understanding and review how Nessus assisted in the remediation process. 

Effectiveness in the Remediation Cycle:
Nessus overall proved effective in facilitating a streamlined approach to remediation efforts. Not only in its immediate and general correct remediation guidance, but it also allows for exporting of scan results to seamlessly integrate with existing workflows. Scans can be used to generate tasks which in turn can be designated based on critically. This approach allows for adequate documentation of vulnerabilities that can be collated over a long period of time and archived for future use i.e., in audits to demonstrate compliance. The combination of both ultimately facilitates an agility in remediation which in turn directly impacts the environments security posture. 

Evaluation Conclusion
The primary objective of our research has been to understand how the deployment of Nessus could impact the environmental security posture of our targets. Here we will conclude our evaluation by taking into consideration all our previous data and ultimately evaluating if our experiment was successful. 

Comprehensive Vulnerability Detection: The implementation met the overall expectation of delivering on the identification of vulnerabilities across several different environments and hosts as demonstrated in our analysis. Furthermore, Nessus was effective in uncovering a variety of different types of vulnerabilities such as; unpatched software, SSL Cert issues, Configuration errors and system level patches. 

Risk Prioritization and Target Remediation: Nessus played a key role in not just the detection of vulnerabilities but in the guiding of remediation efforts. By ranking vulnerabilities based on severity and providing remediation guidance. This allowed for agility in remediation. As a result, the overall risk level of the environment was reduced.

Enhanced Situational Awareness: The deployment provided excellent visibility into the organizational current security state; this information allows for informed decision making. By consistently deploying our scans we can effectively monitor and police emerging vulnerabilities. This means Nessus can be directly responsible for allowing a pro-active strategy rather than working reactively. 

While the overall impact to security posture has been demonstratively positive, some challenges were present throughout the study that should be considered. 

Scan results: Although, overall, we achieved the aim of identifying vulnerabilities and achieving successful remediation. Vulnerabilities identified were quite simplistic taking the form of outdated software, missing patches, misconfigurations. However, it's worth considering that a real-world environment is unlikely to have a significant attack surface making the results realistic. Most of vulnerability management is proper administration and not flashy vulnerabilities that make national headlines. 

Deployment Model and operational challenges: The environmental constraints were not ideal, implementing an offline version of the software limits some key functionality such as automation increasing the need for manual intervention. Manual plugin updates, licensing and general adminstration was required detracting from the overall efficiency of the process. This would be particularly noticeable at scale where the requirement for consistent manual intervention may become overwhelming. However, despite these challenges the implementation demonstrates that even in constrained environments Nessus can still provide worthwhile value.

False Positives: False positives were a factor which needs to be considered as our environment consisted of a small number of hosts the time needed to vet these was minimal. However, if the deployment was scaled false positive numbers may potentially increase dramatically impacting overall process efficiency. 

Scalability and Overall Impact: Although the overall impact is modest, we need to consider scalability. As organizational size and complexity increases so will scan data and by extension remediation efforts. Administration has the potential to become overwhelming if not managed correctly negatively impacting vulnerability management. This highlights the need for proper planning and strategies to alleviate the additional resource intensity and ensure Nessus remains efficient in larger organizations.

Overall, the implementation of Nessus has proved to highlight the strengths and weaknesses of vulnerability assessment in a constrained corporate environment. 

While it demonstrated Its ability to positively impact the target posture by effectively identifying a range of vulnerabilities and provide practical guidance to their remediation. It also highlighted several key weaknesses specifically related to the challenge of offline deployment, manual intervention and false positives. Future deployments in larger or more complex environments may require an alternative approach such as utilising distributed scanning agents or proxy host support to ensure operational efficiency. 



[bookmark: _Toc341174562][bookmark: _Toc371255561][bookmark: _Toc554005824][bookmark: _Toc184235089][bookmark: _Toc1027720572]Chapter 6 - CONCLUSIONS AND RECOMMENDATIONS

[bookmark: _Toc371255564][bookmark: _Toc1849159452][bookmark: _Toc474920231][bookmark: _Toc118356148]6.1 Conclusion
The project set out to investigate Nessus implementation within a constrained corporate network environment. The primary goal was to explore how Nessus can identify vulnerabilities, assist with remediation and by extension improve the target networks overall security posture. 
To accomplish this, we achieved several key objectives which are summarized as followed:
Conduct a Literature Review
The review provided valuable insight exploring vulnerability methodologies, tool selection considerations and industry best practice for implementing Nessus. 

Adopt a Research Methodology
using a mixed methods approach the research combined both quantitative and qualitative data providing a balanced evaluation of the implementation and testing process.

Implement Nessus
Nessus was implemented in a controlled network environment highlighting several key challenges specifically related to offline deployment model increasing the overall need for additional intervention. 

Evaluate Effectiveness in Respect to Overall Security Posture
Evaluation highlighted Nessus’s capability in effectively identifying and assisting with the mitigation of several vulnerability types. However, challenges were encountered with scan results presenting false positives requiring manual confirmation. In addition, scalability may present additional challenges for future implementations.  


In addition to achieving our objectives. Throughout the implementation we have established some clear recommendations for future endeavours.

[bookmark: _Toc496036348]6.2 Practical Recommendations for future deployments

Technical: 

Using a proxy: Constrained environments like encountered throughout the study provide additional complexity to implementation. At scale this complexity may become overwhelming detracting from overall viability. To navigate these additional challenges, organizations should explore the option of using a proxy host to support automation and reduce manual intervention.  

Distributed agents: To address issues of scalability in larger and more complex environments organizations should consider adopting an adjusting deployment model utilising scanning agent. This provides a more flexible approach and optimizing adminstration at scale. 

Tailored Scan Policies: Using tailored scan policies such as Windows vs Linux provides improved scan accuracy and overall reduction in noise. This will be particularly relevant for large organizations with high volumes of different endpoints. 

Operational:

· Resource allocation: Vulnerability management requires continuous administration this can be significantly increased if deploying in air-gapped or constrained environments. Organizations need to ensure proper resource allocation to ensure process can be followed to expectation

· Vulnerability interpretation: Nessus provides broad coverage of vulnerabilities however, to ensure accuracy organizations should couple this with manual checks. In doing so, vulnerability management process can ensure accuracy and relevance. 

· Continuous Improvement: Feedback loops should be established between stakeholders and analysts where scan results can be reviewed against expectations and adjustments made. In doing so, vulnerability identification can remain optimized. 
The projects findings highlight the importance of implementing a pro-active and structured approach to vulnerability management. Although, assessment tools such as Nessus offer clear advantages in overall efficiency they are not without limitations. Organizations looking to implement similar security solutions should define their specific requirements such as working with environmental constraints or resource availability prior to tool selection ensuring the solution chosen is in line with their environmental context
[bookmark: _Toc1527158043]6. 3 Recommendations for Further Research
Although a wide range of available research has been established in relation to vulnerability assessment, there are still several areas which can be addressed as future research.
Am area of interest could be how Nessus integrates with existing security systems such as Endpoint protection platforms and demonstrating how it fits as part of a broader risk management solution. This could involve utilising fram1eworks such as NIST or ISO to guide implementation. 
In addition, research could be focussed on the context of AI. Specifically, experimenting how AI might be leveraged to undermine or enhance current automated vulnerability solutions. This research area could provide cutting edge insight that has the potential to shape the future landscape of cybersecurity. 


[bookmark: _Toc371255566][bookmark: _Toc341174563][bookmark: _Toc2067093123][bookmark: _Toc1818562032]Chapter 7 – Reflections 

To conclude our research, the final chapter will focus on reflecting on the overall project considering such areas as to what extent the aims and objectives were met, what were the key decisions made along the way and challenges faced throughout. 

The primary aim of the project was investigating the implementation and effectiveness of Nessus within a constrained corporate network environment. The research aimed to evaluate Nessus's role in identifying vulnerabilities and by extension improving overall security posture.  

Overall, the project was successful in achieving this aim. Nessus was successfully implemented in our target environment and demonstrated sufficient capability for identifying vulnerabilities. However, several challenges were encountered such as the necessity for manual intervention in respect to plugins and licensing. In addition, scan results provided false positives which needed confirmation. These challenges provided valuable insight into the limitations of Nessus and added additional context to the study. 

Throughout the study we made several critical decisions that guided are next steps. The selection of an offline deployment model heavily influenced the overall experiment by introducing several key challenges in respect to manual administration. However, this was essential to maintaining organizational integrity and provided an essential view into real-world considerations. In addition, the adoption of a mixed-methods approach was key to driving the studies data collection and evaluation allow us to provide a more balanced perspective to the study. 

In addition to key decisions made the information gathered during the literature review played an essential part in shaping our implementation providing both technical and academic considerations in doing so we developed key insights that informed the later stages of the project such as the use of tailored scan policies and leveraging credential scanning for depth both of which were invaluable when approaching practical configuration. In addition, it sufficiently prepared us for potential areas of limitations such as deployment models and navigating false positives which were critical when approaching both implementation and evaluation. Overall, the literature review provided a grounding in established theory that the practical sections of the project could build upon ensuring findings relevance and applicability to real-world application

[bookmark: _Toc246343974][bookmark: _Toc59524946]Lastly, the project provided key experiences that will contribute to both personal and technical development. By implementing the software in the target environment, I gained invaluable hands-on experience in deploying vulnerability assessment solutions and managing their continued operation while navigating environmental constraints. In addition, from a purely research perspective, additional skills have been developed in respect to critical thinking and information synthesization both of which will be invaluable in not only future research but all work-related areas. Furthermore, essential project management experience was gained with a new understand on effective time management and being flexible to adapting scenarios. 

Overall Reflection
Reflecting on the project overall, I think it can be categorised as successful. The primary aim was met and objectives largely achieved. There were challenges however, I think these were adequately circumvented avoiding any major issues and provided important learning opportunities from a personal, project and technical perspective. They highlighted the real-world is rarely as straightforward as theoretical plans and adaptability and flexibility are essential for maintaining project progress.

In addition, the academic structure of the project highlighted the value that can be gained by adequate and properly conducted research. Providing a platform from which to build ideas and focus the projects scope. 
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Network timeout (in seconds)
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Max simultaneous hosts per scan
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Max number of concurrent TCP sessions per scan

30
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s

‘Specifies the maximum number of checks a Nessus scanner will perform against a single host at one time.

0 |
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:\Users\adn-dcornelius\Desktop>cd “c:\Program Files”
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[Tue Aug 20 13:48:30 2024 -0600][5136.1][severity=INFO] : Warning: test query prep on C:\\ProgramData\\Tenable\\Nessus\\|
conf\\nessus-fetch.db - database locked for 6601 of 66600 msec
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