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Abstract
The purpose of this report is to document the planning and implication of a networking solution containing two servers and two host PC’s. With the design goal required to look at all aspects of the design and justify the choices of all parts of the final system from Operating systems to hosting systems, everything that is required to link the four parts of this system and obtain a working communications system.
The final section will look at the required testing and troubleshooting required to achieve full communication between the various devices within their own specified domains.



Introduction
Since the earliest days of the modern computer era there has been a vision to enable people across the world to access not only data, but services across a web of interconnected digital devices. This vision was first brought to light in theory, in 1961[1] Leonard Kleinrock, in his paper "Information Flow in Large Communication Nets", described the development of Advanced Research Projects Agency Network(ARPNET). The following year in 1962[2] J.C.R. Licklider developed his “Galactic Network”, which outlined his vision for everyone to have the ability to access information and software through a network of interconnected computers.
Over the intervening years much progress has been made to see these visions come to fruition, one of the biggest steps towards this goal must be in the work of Tim Berners-Lee, who whilst working at the European Organisation for Nuclear Research(CERN) in 1989 developed the modern day internet, which was released to the public as the World Wide Web(WWW)[1, 3] in 1991.With the development of the internet and the associated speeds of data transfer we have grown closer the original dream of J.C.R. Licklider[2], considered pivotal in the development of the concepts behind modern cloud computing[4]. These ideas were then taken forward by first John McCarthy[4] and later by Douglas Parkhill in his book “The challenge of Computer Utility”[4], the term “cloud” was originally a telecommunications term used to describe the practice of balancing traffic across the whole network, allowing the more efficient utilization of the available resources and lowering of costs.
Cloud computing entered the general publics consciousness after the launch of Amazons AWS service in 2006[4, 5]. Along with this service the development and deployment of Virtual Machines(VM) was introduced to streamline the efficiency of the new systems.


What is a Hypervisor
A hypervisor is a software layer that enables the running of multiple virtual machines simultaneously on a single piece of hosting hardware[6], which allows for the for the more efficient utilization of the available hardware, as a single operating system running on a single piece of hardware usually, unless the processes being run are hardware intensive, only use a small part of the available resources. A hypervisor by contrast is able to more fully utilize the hardware resources of each piece of hardware by running multiple VM’s on a single machine, reducing overall hardware costs, and improving efficiency.
Hypervisors come in two main varieties Type 1(bare metal) and Type 2(hosted)[7], it is worth noting that whilst they both have different advantages and disadvantages, and both achieve the same end results by different means, both types have individual circumstances where each is more appropriate than the other, making the choice of hypervisor type very important depending on the requirement of the task at hand.
Advantages and Disadvantages
[image: ]The main advantages of type 1 hypervisors, as the bare bones alias implies, is that they are installed directly to the hardware without the need for a dedicated operating system to interact with the underlying hardware. The hypervisor software acts as the operating system, and is able to natively run multiple VM’s as required[8]. While most Type 1 Hypervisors do not allow other applications to run natively on them other than the VM’s, there are a few that do, these are sometimes referred to as type 1.5, or hybrid and include Hyper-V and KVM. Bare bone hypervisors are also not designed for direct access, but rather are managed via an embedded web interface. [1]Figure 1: Type 1 Hypervisor

Advantages[8]
	Better performance.
	Higher security.
	Higher stability.
	More dedicated features.
	Ability to manage the system from any web browser.[Grab your reader’s attention with a great quote from the document or use this space to emphasize a key point. To place this text box anywhere on the page, just drag it.]


Disadvantages[8]
	More complicated to deploy and manage.
	Compatibility issues.
	Lack of direct management.
	Only 1 hypervisor can be deployed on one piece of hardware at a time.[2]Figure 2: Type 2 Hypervisor

[image: ]Whereas type 2 hypervisors run on top of a supported operating system and uses the systems drivers to communicate with the system hardware. Ideally designed to run on single machines such as desktops and workstations[8], they lack some of the high end support and tools available with type 1 hypervisors, and are more susceptible to security and stability issues caused by the host operating system,
Advantages[8]
	Hardware agnostic.
	Easier to install and maintain.
	Can run other applications, and type 2 hypervisors in parallel
Disadvantages[8]
	Lower performance.
	Lower stability and security. 
	Less additional functionality and features
This chart sums up the main points of each. 
Hypervisor Type 1 vs. Type 2 in Tabular Form[9]
[image: type 1 hypervisor vs type 2 hypervisor Bare-metal Native vs Hosted tabular form - Difference][Grab your reader’s attention with a great quote from the document or use this space to emphasize a key point. To place this text box anywhere on the page, just drag it.]


Hypervisors on the market
The following are a list of the top 5 rated type 1 hypervisors as rated by actualtech media[9].
	VMware vSphere / ESXi
	Microsoft Windows Server 2012 Hyper-V
	Xen / Citrix XenServer 
Red Hat Enterprise Virtualization
	KVM (Kernel-Based Virtual Machine)
Whilst they all have varying levels of features they are classed as enterprise level type 1 hypervisors.
For type 2 hypervisors the following list from techtarget[10] provides an idea of the offerings available on the market
	VMWare Fusion
	Oracle Virtual Box
Parallels Desktop 
VMWare Workstation / Pro
Whilst many of these options provide paid versions for professional use there are also trial and free versions of some of the software available for home or educational use.
Which Hypervisor to use
When deciding which of the many hypervisor options will be best suited for this project the first decision has to be whether to use a type 1, or type 2 hypervisor. The lack of availability of dedicated hardware is the main obstacle to using a type 1 hypervisor, despite the clear advantages. Cost would be another, as all of the up to date type 1 hypervisors are enterprise editions,. With all this in mind there is only one real choice and that is to use a type 2 hypervisor, which will enable the use of an existing hardware and software setup without the risk of compromising the usability of that setup around the project base.
When considering the various available type 2 hypervisors there are two main contenders, as VMWare Fusion[10], and Parallels Desktop[11] are both designed as virtualization tools for running operating systems other than Mac OS on a Mac system. Which leaves us with Oracle Virtual Box[12] and VMWare Workstation / Pro[13,14]. 
When considering these options it is worth noting that the free VMWare Workstation is unable to virtualize multiple machines simultaneously, for that the Pro version which is required, which either needs to be paid for or there is a 30 day trial which would be insufficient for the current project.
Which leaves Oracles VirtualBox which is able to support multiple VM’s whilst being free to use for home or educational purposes. VirtualBox is the best option as it meets all the needs outlined for the project.

How do computers communicate
The use of the earlies variants of the Transport Control Protocol / Internet Protocol(TCP/IP) protocols for computer communication was first introduced in 1965[1] when scientists at the Michigan Institute of Technology used packet switching technology to connect two PC’s, this the lead to the development of the TCP/IP protocol suite. This collection of protocols are now used as internet standards issued by the Internet Activities Board[15]. These protocols set out a the basic rules to enable the communication between one device and another, whether they are on the same network or on distant parts of the wider world wide web. As these protocols are the guiding principles they enable any user to operate any network connected device, whether that be a computer, smartphone, tablet or any of the plethora of devices classified as the Internet of Things(IOT) straight out of the box without issue as all network connected devices connect using the same suite of protocols[16].
[image: ]In order to simplify the structure of the protocols, the TCP/IP protocols are divided into subcategories called layers, which help to group together protocols based on their function. The TCP/IP uses four of these layers as displayed in figure 1 opposite. These four layers are Application, Transport, Internet, and Network Interface. All information transported over a network must pass through the four layers before it can be passed along the wired or wireless medium of the network, where the data is broken down into the most basic digital building blocks, “bits”, which can then be transmitted using electrical waves or pulses of light representing the 1’s and 0’s of the data, before being received and rebuilt at the receiving device, before the reconstructed data can be passed through the TCP/IP protocols in  reverse. [3] Figure 3 TCP/IP model

If larger amounts of data are required to be sent then the TCP/IP protocols allow for the data to be broken up into smaller chunks called packets using a system known as fragmentation, this has the advantage of allowing the data to be transferred more efficiently as any intermediary notes do not have to wait for the entire data package to arrive before retransmitting it[17], additionally if any of the data packets are lost or corrupted during transmission then only that packet will need to be resent, and not the entire data set.
IP Addresses
[image: ]Enabling the network to identify the intended destination of the data is the role of the Internet Protocol(IP) Address. The IP Address is to all network enabled devices, akin what a home address is with regards to sending mail from one address to another. To this end all IP addresses need to be unique. The current standards for IP addresses are IPv4 and IPv6, IPv4 was first introduced in 1980 before being updated by the Internet Engineering Task Force(IETF) in 1981[18], and was structured as a 32 bit numerical address, arranged into 4 octets of eight bits, normally displayed in a dotted decimal notation for simplicity, an example of which is 192.168.10.1[19]. These addresses are made up of two sections, the network section and the host section, with either a slash notation at the end of the number when written out or a subnet mask, used when programming, to identify the two sections to the systems involved.[4]Figure 4: IP Addressing

Since its inception IPv4 has and can only have a maximum of 4,294,967,296[20] total addresses, and with the growing world population currently standing at just under 8.1 billion, the total number of IPv4 addresses would never be enough, especially since many people now own multiple network enabled devices, with many of those able to access the internet. In order to extend the lifespan of IPv4 two now technologies were introduced, Network Address Translation(NAT), and Port Address Translation(PAT).
[image: ]NAT provides a way of addressing private IP addresses on a local network into public IP addresses that can be used on the internet. As a means of extending the number of addresses available through IPv4 Private and Public IP address ranges were specified, with each of the classes of public IP addresses having corresponding cluster of private addresses which cannot be routed over the internet. This allows for a router with only one public facing port to allow access to the internet to multiple devices which are all assigned private IP addresses, with NAT providing the translation point from private to public addresses but usually one a one-to-one basis.[5] Figure 5: NAT

PAT[22] works as an extension of NAT, but by mapping the individual network attached devices ports rather than their private addresses it is able to map multiple ports and therefore multiple devices to a single public IP address without causing any additional issues.
IPv6 began development in 1994 by IETF[18], though the specification was not published until 1998. IPv6 uses 128 bit addresses based on 16 pairs of hexadecimal digits divided into 8 groups of four colon separated digits. This structure provides for a maximum of  340 undecillion[23] or 340,282,366,920,938,463,463,374,607,431,768,211,456[24] IP addresses. In order to simplify IPv6 addresses any leading 0’s in any of the quartets of hexadecimal digits can be omitted, and any long string of 0’s can also be admitted but only once per address[24]. This should be enough to provide more than enough IP addresses going forward for quite some time, but also provides these other benefits[25].
	No more NAT (Network Address Translation).
Auto-configuration.
No more private address collisions.
Better multicast routing.
Simpler header format.
Simplified, more efficient routing.
True quality of service (QoS), also called "flow labelling".
Built-in authentication and privacy support.
Flexible options and extensions.
Easier administration (no more DHCP).
Whilst these are the main IP addressing standards currently in use there are always more being developed just like the failed IPv5[25] which was intended as a Stream Protocol, which failed even before it could be announced. To meet the needs of the ever growing complexity of the global networks including the requirements to have variable IP addresses, to improve connectivity with the IOT and other adaptable network structures, NEW IP[26] is currently being developed to help reduce the overall efficiency of network communications by reducing the amount and type of information required in the packet header.
Switches and Routers
These two network devices form an integral part of all networks, without which networks, and more importantly the internet would not work.
[image: ]Switches allow for all the devices on a local network to connect and interact with each other[27], whether these are computers printers, or servers, without switches it would only be possible to connect devices via a peer to peer direct cable link, limiting the potential network to just two devices. Switches use the Media Access Control(MAC) address to identify individual hosts on the same network.[6]Figure 6: Switches and Routers

Routers whilst in some ways are similar to switches, they actually play a far greater roll by being able to connect multiple switches and their connected networks to form larger and more dispersed networks, the largest of which is the internet. Routers have been described as dispatchers[27], and air traffic controllers[28], but in essence the are responsible for receiving data packets from attached networks, analysing the packet, selecting the best route to the destination host using the IP address and subnet mask, and then forwarding the packets[29]. All of this allows routers which are network addressable to link all of the various available switched networks, where the switches are not internet routable, creating the network of networks that we know as the internet.
Practical Project
The first requirement of the practical part of the assignment has been to choose the hypervisor to be used and for the practical reasons stated earlier in this report the decision was made to go with VirtualBox.
The next decision is what operating systems to use for the various machines, the two servers and the two PC’s. For the servers I the decision was made to opt for Microsoft Windows Server 2019(Server 19) one of the main reasons was that as many Industries may not have opted to upgrade to Microsoft Windows Server 2022(Server 22) due to the increased hardware requirements of the newer operating system, and the tried and tested nature of the system having been in service for more than five years. The real detriments of this approach would be the lack of extra functionality and the possibility of security issues. The answer to these issues is that Server 2019 has sufficient functionality, and any security issues will be nullified by the systems being run within a hypervisor.
For the PC operating systems a similar thought process was used, with the selection of Microsoft Windows 10 over its newer rival Windows 11, due to hardware requirements not justifying the extra functionality or security, and many organisations including the NHS still using predominantly Windows 10 based systems.
The Next big decision to be made is over the choice of IP addresses, and subnetting to use to achieve a secure and successful network configuration, whilst allowing for future growth. With this in mind retaining the internal Network configuration of the class a addressing system allows for the greatest adaptability in subnetting for the various departments of this large company, AWS[30] recommends the use of pools of /24 or larger giving a minimum of 254 hosts per pool, while Cisco[31] also use this same configuration at its San Jose to administer to the needs of 12,00 users so this would obviously work of both internal networks. For the link between networks Cisco[31] recommends a /30 subnet for router to router connections and as the servers are technically connected in a similar setup this would seem to be appropriate especially on a public IP address as it would limit the connection to these two servers internally whilst a different setup would be justified if a greater number of servers were to be added.
Testing and Troubleshooting the Network
Using the ping command is the primary tool for testing connectivity on a basic network setup[32], so in order to test the new network I have pinged each of the devices to each other over the Swansea and London domains as shown below.
[image: ]
As can be seen from the above screenshot the Swansea PC was unable to ping the Swansea Server, though use of the loopback address proved that the TCP/IP stack was functioning correctly.
[image: A screenshot of a computer

Description automatically generated]
Again the same response from the Swansea Server to the Swansea PC.

[image: ]
Both London systems reacted the same.
[image: ]
As the local loop was working on all four systems, the next stage was to determine the cause of the issue. To find the issue I turned off the Firewalls on both of the Swansea systems and then repeated the ping tests. 
[image: ][image: ]
As can bee seen disabling the firewalls on both enabled a successful ping on both machines. Unfortunately operating without a firewall is not an option, but did allow me to determine that a firewall setting was most probably the issue. The setting in question was most likely the ICMP- Echo setting which many modern systems block by default. Using the London systems I was able to test this by creating a new rule in the firewall settings to allow ICMP Echo requests with the following results.
[image: ][image: A screenshot of a computer
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Both of these screenshots show active ICMP rules allowing echo’s which should be disabled after use as they pose a security issue.


Conclusion
The overriding conclusion from this project must be the importance of ensuring that any network development in planned thoroughly in advance, with due diligence given to proper documentation of all the processes involved. This will enable anyone who follows to understand the decisions made and the processes followed during the development process, as well as enabling them to fully understand the design and layout intentions of the network creator. Equally important is the documentation of the testing and troubleshooting stages of the project, again to ensure that if any of the issues that arose during the implementation of this project should occur again then there is sufficient documentation of the steps taken to resolve these issues.
Most notably is the fact that some times what should be plug and play setups can become more complicated by the fact that none of the usual intermediary devices such as switches and routers have been used during the implementation of this project which while it should have simplified the process it has at the same time brought its own issues to the fore. But in general this has been a practice in learning not to underestimate the potential complexities of even the smallest and most rudimentary of setups. The need to plan for all eventualities cannot be understated.
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Packets
Approximate round trip times in mill

8
.1: bytes=32 time<ims
.1: bytes=32 time<ims
.1: bytes=32 time<ims

Sent = 4, Received = 4, Lost

Intel(R) PRO/100@ MT Desktop Adapter
©8-00-27-AE-AO-20

No

Yes

fe8@: :846f:322e:889
192.1.1.1(Preferred)

96%16 (Preferred)

101187623
00-01-00-81-2D-67-D2-64-08-00-27-AE-A0-20

Enabled

Intel(R) PRO/160@ MT Desktop Adapter #2
©8-00-27-73-FF-DD
No

Yes
fe80::37d0:6317
16.1.0.1(Preferred)
255.255.255.0
©.0.0.0

168296487

976%13(Preferred)

4-08-00-27-AE-AB-20
1%1
2%
3%1
Enabled

@ (0% loss),
cond

Minimum = @ms, Maximum = ems, Average = @ms

C:\Users\Administrator>
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C:\Users\Administrator>ping 16.2.6.2

Pinging 16.2.6.2 with 32 bytes of data:
Inbound R Reply from 16.2.6.2: bytes=32 time<ims
Reply from 16.2.6.2: bytes=32 time<ims
3 NewRu Reply from 16.2.6.2: bytes=32 time<ims
r (1CP-In) Reply from 16.2.6.2: bytes=32 time<ims
e (UDP-In)
BranchCa State Ping statistics for 10.2.6.2:
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
[Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms
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Export List
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>
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AKA

Type 1 hypervisor

Bare-metal or Native

Type 2 hypervisor

Hosted

Definition

Runs directly on the system with VMs running on
them

Runs on a conventional Operating System

Virtualization

Hardware Virtualization

0 Virtualization

Operation

Guest 05 and applications run on the hypervisor

Runs as an application on the host OS

Scalability

Better scalability

Not so much, because of its reliance on the underlying
os.

Setup/installation

simple, as long as you have the necessary hardware
support

Lot simpler setup, as you already have an Operating
System.

System Independence

Has direct access to hardware along with virtual
machines it hosts

Are not allowed to directly access the host hardware
and its resources.

Speed Faster Slower because of the system's dependency
Comparatively has reduced performance rate as it runs
Performance Higher-performance as there's no middle layer P2 v P
with extra overhead
Less Secure, as any problem in the base operating
Security More Secure System affects the entire system including the
protected Hypervisor
* VMware ESXi « VMware Workstation Player
Examples « Microsoft Hyper-v « Microsoft Virtual PC

« Citrix XenServer

*Sun's VirtualBox
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