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Abstract
In recent years, the use of email as a key communication tool has become widespread, which has resulted in a significant rise in cyber threats, especially phishing and fraud-related attacks. Government organisations such as HM Revenue and Customs (HMRC) have become regular victims, with perpetrators using official branding and financial themes to trick victims into disclosing sensitive information. The increasing sophistication of these attacks, coupled with the limited awareness of users about the cybersecurity risks, has made traditional rule-based email filtering systems inadequate in effectively detecting these frauds. 
This report examines the use of machine learning techniques to identify fraudulent HMRC-related e-mails by analysing textual patterns and characteristics typically present in phishing e-mails. The study dives into concepts of one of the most important areas of text classification, natural language processing, and feature extraction, especially focusing on the use of the Term Frequency-Inverse Document Frequency (TF-IDF) method to convert the unstructured email content to numerical values that can be used in machine learning models. A review of relevant academic literature gives a theoretical basis for choosing and evaluating appropriate classification algorithms. 
The solution implemented is an app that can detect fraudulent emails developed with PyCharm by incorporating several models such as Logistic Regression, Random Forest, and Support Vector Machine (SVM). These models were trained and tested on publicly available datasets to determine their effectiveness in detecting fraudulent emails. In addition, a prototype application is developed to showcase the practical implementation of the trained model, where the user can enter the content of the email message and get the real-time prediction about whether the message is legitimate or might be fraudulent. The experimental results show that machine learning models are able to obtain high accuracy when detecting phishing emails, and models such as SVM give the best overall performance in terms of precision, recall, and generalisation. The findings present the potential of machine learning as a scalable and adaptive solution to improve the security of emails. Furthermore, the developed application can form the basis of future integration into real-world systems to reduce email-based fraud and to increase the protection of users against increasingly sophisticated cyber threats.
Introduction

In recent years, the increasing prevalence of digital communication has introduced significant challenges for institutions tasked with safeguarding sensitive information, particularly in the realm of fraud detection. The identification and prevention of fraudulent activities have become paramount as malicious entities exploit technological advancements to deceive users within organizations like HM Revenue and Customs (HMRC). 
This paper aims to examine the intricacies of detecting fraud in HMRC emails, with a focus on innovative approaches driven by machine learning techniques. These approaches, as articulated in recent research, show promise in enhancing fraud detection efficiency by adapting to evolving deceit tactics (Srinivas M et al.). Moreover, understanding the types and prevalence of financial fraud is crucial, as recognized by collaborative efforts among various organizations to classify and measure fraud more effectively (Beals M et al.). Through the exploration of methodologies such as artificial intelligence and data analytics, coupled with the insights of effective communication strategies, this research will delve into the operational environment of HMRC. Notably, , which showcases data on phishing attacks within financial sectors, will serve as a visual anchor in illustrating the necessity and effectiveness of robust fraud detection methods in email communication.
1.1 Aims 
The primary aim of this project is to implement, and evaluate a machine learning-based system capable of accurately identifying fraudulent HMRC emails. By leveraging natural language processing (NLP) and classification algorithms, the project seeks to automate the detection process and reduce the reliance on manual user intervention, thereby minimizing the financial and psychological impact of tax-related fraud
1.2 Objectives 
To achieve the primary aim, the following objectives have been established:
1. Review existing research: Conduct a comprehensive literature review on email
fraud detection, phishing techniques, and the current state of machine learning
in cybersecurity.
2. Data Collection and Analysis: Acquire and analyse public datasets containing
phishing and legitimate emails to understand the characteristic features of
fraudulent communication.
3. Data Preprocessing: Implement cleaning and preprocessing pipelines, including
tokenization, stop-word removal, and TF-IDF vectorization, to prepare text data
for machine learning.
4. Feature Extraction: Identify and extract the most relevant features from email
content and metadata that distinguish HMRC-themed fraud from legitimate
correspondence.
5. Model Training and Comparison: Train and evaluate multiple machine learning
models (Logistic Regression, Random Forest, and SVM) using performance
metrics such as accuracy, precision, recall, and F-score.
6. Prototype Development: Develop a functional prototype that demonstrates the
model’s ability to classify new, unseen email samples.
7. Final Evaluation: Select the most effective model based on empirical results and
discuss its potential for real-world deployment

1.3 Motivation 
The motivation of this project is the rise in cyber attacks and the increasing use of electronic communication. Phishing attacks are a major concern for individuals, businesses and government agencies. Phishing attacks targeting HMRC are of particular concern because of the financial and trust issues involved. A major issue in cybersecurity is that users are often the weakest link. Users may not be familiar with phishing attacks, and may struggle to identify phishing emails. Scammers take advantage of this by crafting emails that induce a sense of urgency or panic, prompting users to respond without questioning the legitimacy of the email. 
Additionally, the importance of personal data has grown over the past few years, leading to it becoming a prime target for attackers. Cyber attacks and financial fraud can have devastating effects, such as identity theft and financial loss. In this context, email security is important to prevent such attacks. Another reason is the effectiveness of current technologies. Conventional spam filters are static and do not learn from new and emerging threats.
 Machine learning offers a dynamic approach that can learn from new data. Through pattern recognition in past data, ML models can identify nuanced features of fraudulent emails that are difficult to detect with rule-based systems. The goal of this project is to help create smarter fraud detection systems. Through the evaluation of various machine learning models, the research offers insights on how these systems can be enhanced and implemented in practice.
Literature Review
The field of email fraud detection has evolved significantly over the past two decades, moving from simple rule-based filtering to sophisticated machine learning and deep learning approaches. This literature review explores the core concepts of phishing, the application of machine learning in cybersecurity, and the specific challenges associated with detecting fraudulent HMRC-themed communications
Research on the problem domain
Phishing remains a persistent threat in the cybersecurity landscape, with attackers continuously refining their techniques to deceive users and bypass security controls. HMRC, as a key government agency, is a prime target for impersonation because of its role in financial transactions and its authoritative status. Phishing emails often use psychological triggers such as urgency (e.g., “Your tax payment is overdue”) or financial incentives (e.g., “You are eligible for a tax refund”) to manipulate victims into clicking malicious links or providing sensitive information.
 According to research by Al-Haddad et al. (2021 ), the effectiveness of phishing lies in its ability to mimic the structural and linguistic characteristics of legitimate emails [ 5]. Their study utilized machine learning for email fraud detection, highlighting that while text-based features are critical, the limited size of available datasets often poses a challenge for training robust models. Similarly, the work of Jáñez-Martino et al. (2022 ) emphasizes the problem of “dataset shift,” where the characteristics of spam and phishing emails change over time as attackers adapt to new security measures [8 ]. This underscores the need for dynamic, adaptive detection systems that can learn from new patterns of fraud. 
The financial impact of these scams is substantial and multifaceted. HMRC reported that in 2025, fraudulent tax repayments accounted for a loss of approximately £47 million [ 1]. This highlights the critical need for advanced detection systems that can identify fraudulent emails before they reach the user’s inbox. The problem is further complicated by the use of “spear-phishing,” where attackers target specific individuals or organizations with highly personalized and convincing fraudulent communications. These attacks are often preceded by extensive research on the victim, allowing the attacker to craft a message that is highly relevant and difficult to distinguish from legitimate correspondence. 
Moreover, the psychological impact of these scams should not be underestimated. Victims of phishing often experience significant stress, anxiety, and a sense of violation. For many, the fear of financial loss is compounded by the embarrassment of being deceived. This psychological toll can have long-lasting effects on an individual’s trust in digital services and government institutions. By developing more effective detection systems, we can not only prevent financial loss but also protect the emotional well-being of citizens. 
The technical challenges of detecting phishing emails are also significant. Attackers use a variety of techniques to evade detection, such as using legitimate-looking domains, high-quality branding, and psychological triggers. They also frequently change their tactics to stay ahead of security measures. This adversarial nature of phishing means that detection systems must be dynamic and adaptive, capable of learning from new patterns of fraud as they emerge. Machine learning offers a promising solution to this problem, as it can identify subtle patterns in text, metadata, and structure that are characteristic of fraud. However, the effectiveness of machine learning models depends on the quality and diversity of the training data, as well as the choice of algorithms and features.
Evaluating existing examples 
Several approaches have been developed to combat email fraud, each with its own strengths and limitations. Traditional methods often rely on blacklisting known malicious domains or IP addresses. However, attackers can easily rotate these identifiers, rendering blacklists incomplete and reactive rather than proactive. 
Machine learning-based approaches have shown greater promise. For instance, Almeida et al. (2012 ) developed effective SMS spam filters using a variety of machine learning algorithms, achieving high accuracy [7]. While their work focused on SMS, the underlying principles of text classification are directly applicable to email. However, their study is now over a decade old, and modern phishing emails have become significantly more sophisticated, often using advanced obfuscation techniques and natural language generation to avoid detection.
 Another notable example is the use of Support Vector Machines (SVM) for text categorization. Joachims (1998) demonstrated that SVMs are particularly well-suited for high-dimensional text data, as they can effectively find the optimal hyperplane that separates different classes [ 2]. In the context of phishing detection, SVMs have been used to classify emails based on features such as word frequency, the presence of certain keywords, and structural elements of the email body. However, the performance of SVMs can be sensitive to the choice of kernel and the quality of feature extraction. 
Recent research has also explored deep learning models, such as Convolutional Neural Networks (CNNs) and Recurrent Neural Networks (RNNs), for phishing detection. These models can automatically learn complex hierarchical features from raw text, potentially capturing subtle patterns that traditional machine learning models might miss. However, deep learning models often require very large amounts of labeled data and significant computational resources, which may not always be available for specialized domains like HMRC fraud detection
Analysis on Tools required 
The development of a machine learning-based fraud detection system requires a robust set of tools for data processing, model training, and evaluation. Python has emerged as the industry standard for machine learning due to its extensive ecosystem of libraries and ease of use. Key libraries used in this project include: 
· Scikit-learn: A comprehensive library for machine learning that provides implementations of various classification algorithms, including Logistic Regression, Random Forest, and SVM. It also includes tools for model evaluation and hyperparameter tuning. 
· Pandas and NumPy: Essential for data manipulation and numerical computation. Pandas is used for loading and cleaning the email dataset, while NumPy provides support for large, multi-dimensional arrays and matrices. 
· NLTK (Natural Language Toolkit): Used for text preprocessing tasks such as tokenization, stop-word removal, and stemming. These steps are crucial for converting raw email text into a format suitable for machine learning. 
· PyeCharm: A powerful tool for creating interactive web applications for machine learning projects. In this project, PyeCharm is used to develop a prototype interface that allows users to input email text and receive a real-time classification of whether the email is fraudulent or legitimate.
Software Development Life Cycle 
The development of the fraud detection system follows a structured Software Development Life Cycle (SDLC) to ensure a systematic and iterative approach. Given the research-oriented nature of the project, an Agile-inspired methodology is adopted, allowing for continuous refinement based on experimental results. 
The SDLC phases for this project include:  
1. Requirement Analysis: Defining the functional and non-functional requirements of the system, such as the need for high accuracy and low false-negative rates. 
2. System Design: Designing the overall architecture of the system, including the data pipeline, model training process, and user interface. 
3. Implementation: Writing the code for data preprocessing, model training, and the prototype application. This phase involves experimenting with different algorithms and features to optimize performance.
 4. Testing: Conducting rigorous testing of the trained models using a separate test dataset. This includes evaluating performance metrics and identifying potential weaknesses in the detection logic. 
5. Deployment (Prototype): Creating a functional prototype using Streamlit to demonstrate the system’s capabilities. 
6. Evaluation and Maintenance: Assessing the overall effectiveness of the system and identifying areas for future enhancement, such as incorporating more diverse datasets or exploring more advanced machine learning architectures. 
This structured approach ensures that the project remains focused on its objectives while allowing for the flexibility needed to address the inherent challenges of machine learning and cybersecurity.
Analysis
The analysis phase of this project involves a deep dive into the requirements and constraints of the proposed fraud detection system. This section outlines the functional and non-functional requirements, models the system’s behavior through UML diagrams, and discusses the hardware and software resources needed for implementation. Additionally, a comprehensive risk analysis is conducted to identify potential challenges and mitigation strategies
Requirement Analysis: 
Requirement analysis is a fundamental phase in the software development life cycle, ensuring that the final system aligns with the user’s needs and the project’s objectives. For the HMRC fraud detection system, the requirements are derived from the need for a robust, accurate, and user-friendly tool that can effectively identify fraudulent communications. These requirements are broadly categorized into functional and non-functional requirements, each addressing different aspects of the system’s performance and behaviour. 
The process of requirement gathering involved analysing the characteristics of phishing emails, reviewing existing security solutions, and considering the needs of the end-user. The primary goal is to create a system that can process high-dimensional text data and provide real-time classification with a high degree of confidence. This requires a deep understanding of natural language processing (NLP) techniques and machine learning (ML) algorithms, as well as the ability to design an intuitive user interface. 
Furthermore, the analysis phase also considers the constraints and limitations of the proposed system. For instance, the system must be able to handle variations in email content and structure, and it must be resilient to adversarial attacks where phishers intentionally modify their messages to evade detection. By clearly defining the requirements and constraints early in the project, we can ensure that the development process remains focused and that the final system is both effective and reliable.
Functional Requirements 
Functional requirements specify the actions the system must perform. For this project, the system must: 
1. Ingest Email Data: The system must be able to process raw email text provided by the user or from a dataset. 
2. Preprocess Text: The system must clean the text by removing special characters, stop words, and performing tokenization and stemming/lemmatization. 
3. Feature Extraction: The system must convert the preprocessed text into numerical features using techniques like Term Frequency-Inverse Document Frequency (TF-IDF). 
4. Classification: The system must classify the email as either “Fraudulent” (Phishing) or “Legitimate” (Ham) using a trained machine learning model. 
5. Output Results: The system must display the classification result to the user, along with a confidence score or probability. 
6. Model Selection: The system should allow for the comparison of different machine learning models (Logistic Regression, Random Forest, and SVM).
Non-functional Requirements:
Non-functional requirements define the quality attributes and constraints of the system. These include: 
1. Accuracy: The system must achieve a high level of accuracy in identifying fraudulent emails, with a target of over 95%. 
2. Recall (Sensitivity): In the context of fraud detection, recall is paramount. The system must minimize false negatives (fraudulent emails classified as legitimate) to ensure maximum protection. 
3. Performance: The system should provide classification results in real-time or near real-time (under seconds). 
4. Scalability: The system should be designed to handle larger datasets and more complex models in the future. 
5. Usability: The prototype interface should be intuitive and easy to use for non technical users. 
6. Reliability: The system must consistently produce correct results based on the trained model.
UML Diagrams- use case: 
The use case diagram provides a visual representation of the interactions between the user and the fraud detection system.
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