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[bookmark: _Toc229044662]Abstract
This report presents the design, development, and analysis of a simple token-based distributed microcontroller network for an automotive lighting application. The system consists of a master and slave PIC18F2525 microcontroller communicating via the I²C protocol, with an additional handshake signal used to ensure synchronised data transfer.
The master device reads input signals representing vehicle controls, while the slave device processes this data to control lighting outputs, including indicators, hazard lights, and beam functions. The implementation demonstrates the use of distributed system principles, efficient data handling using bitwise operations, and the integration of both static and dynamic output behaviours.
The system is evaluated in terms of performance, reliability, and scalability, with consideration given to limitations such as blocking delays and communication constraints. Potential improvements, including interrupt-based control and adoption of more advanced communication protocols such as CAN, are discussed.
Overall, the project demonstrates how distributed embedded systems can be applied to real-world automotive applications, highlighting key concepts in communication, synchronisation, and modular design.
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[bookmark: _Toc229044663]1. Introduction
Modern vehicles increasingly rely on distributed embedded systems to manage a wide range of electronic functions, from lighting and signalling to safety-critical control systems. Rather than using a single centralised controller, these systems employ multiple microcontrollers that communicate with each other over shared networks. An approach which improves system flexibility, reduces wiring complexity, and enhances overall reliability by allowing faults to be isolated within individual modules [4].
Communication between microcontrollers is achieved through a variety of protocols, depending on system requirements. In smaller embedded applications, serial communication methods such as Inter-Integrated Circuit (I²C) are commonly used due to simplicity and low hardware requirements. The I²C protocol allows multiple devices to communicate over a shared two-wire bus using addressing and acknowledgment mechanisms, making it particularly suitable for compact distributed systems [7]. In contrast, larger automotive systems often use more advanced protocols such as CAN, which offer higher reliability and support multi-master communication [9], [10].
The aim of this project is to design and implement a simple token-based distributed network for a vehicle lighting application using Proteus simulation software. The system focuses on controlling the lighting functions for one section of a vehicle, including indicators, hazard lights, main beam, dipped beam, fog lights, and side lights. A master microcontroller is used to read input signals from switches, while a slave microcontroller receives this data and controls the corresponding lighting outputs.
A key feature of the design is the implementation of a synchronised communication mechanism between the master and slave devices. Although a full token-passing system is not implemented, a handshake signal is used to control data transfer, ensuring that communication occurs only when both devices are ready. This method reflects the principles of token-based communication by preventing conflicts and maintaining reliable data exchange between devices [11].
In addition to demonstrating distributed communication, the project also considers the importance of reliability and safety in automotive systems. Standards such as ISO 26262 define the requirements for functional safety, ensuring that electronic systems do not introduce unacceptable risk due to malfunction [13]. By adopting a distributed architecture and controlled communication approach, the system aims to reflect key design principles used in real-world automotive applications.




[bookmark: _Toc229044664]2. Background Research
[bookmark: _Toc229044665]2.1 Distributed Embedded Systems in Automotive Applications
Distributed embedded systems are widely used in modern vehicles to manage increasingly complex electronic functions. Instead of relying on a single controller, multiple microcontrollers are connected through communication networks, allowing different subsystems to operate together while remaining independent. This approach improves scalability, reduces wiring complexity, and allows faults to be isolated more effectively within the system [4].
In automotive design, distributed control is particularly useful for systems such as lighting, where multiple functions must be controlled simultaneously. For example, indicators, beams, and fog lights can be handled by separate modules while still communicating with a central controller. This reduces the load on individual processors and allows the system to be expanded more easily in future designs [1], [4].
[bookmark: _Toc229044666]2.2 Communication Architectures in Distributed Systems
Different communication architectures can be used to connect devices in a distributed system. The choice of architecture has a significant impact on system performance, scalability, and reliability.
2.2.1 Point-to-Point Communication 
A point-to-point system is the simplest form of communication, where two devices are directly connected. This allows fast and reliable data transfer with minimal complexity. Because only two devices are involved, there is no need for addressing or arbitration [5].
However, this approach does not scale well. As more devices are added, the number of physical connections increases significantly, making the system more complex and costly. This is one of the main reasons why point-to-point communication is rarely used in modern automotive networks [6].
Despite this limitation, point-to-point connections are still useful for simple or dedicated communication tasks where performance and simplicity are more important than flexibility.



2.2.2 Point-to-Multipoint Communication
Point-to-multipoint systems allow a single master device to communicate with multiple slave devices over a shared bus. This significantly reduces wiring requirements and simplifies system design. Protocols such as I²C are commonly used to implement this type of communication [7].
In this type of system, the master controls all communication, while the slave devices respond when addressed. This makes the system easier to manage but introduces a dependency on the master. If the master fails, communication across the network stops [8].
According to the official NXP I²C specification, the protocol operates using a two-wire serial bus with addressing and acknowledgment mechanisms, allowing multiple devices to share the same communication lines efficiently [7], making it well suited for embedded systems where space and pin count are limited.
In this project, a point-to-multipoint architecture is used, where the master microcontroller reads inputs and sends data to the slave device responsible for controlling outputs.
2.2.3 Multi-Master Communication 
In multi-master systems, more than one device can initiate communication on the same network. This approach is commonly used in automotive systems through protocols such as the Controller Area Network (CAN). These systems include mechanisms to manage access to the bus and prevent data collisions [9].
CAN is widely used in vehicles because it provides reliable communication even in noisy environments. It also allows multiple devices to communicate without relying on a central controller, improving system robustness [10].
[bookmark: _Toc229044667]2.3 Token-Based Communication and Synchronisation Mechanisms
Token-based communication is a method used to control access to a shared communication system. In this approach, a token is passed between devices, and only the device holding the token is allowed to transmit data, preventing collisions and ensuring that communication is well organised [11].
[bookmark: _Toc229044668]2.4 I²C Communication Protocol
The I²C protocol is a widely used communication standard in embedded systems. It uses two lines—Serial Data (SDA) and Serial Clock (SCL)—to transfer data between devices. The master device controls the clock and initiates communication, while slave devices respond when addressed [7].


The protocol includes features such as start and stop conditions, addressing, and acknowledgment signals, which ensure reliable data transfer. One of the main advantages of I²C is that multiple devices can share the same bus, reducing the number of required connections [12].
In this project, I²C is used to transmit input data from the master microcontroller to the slave device, demonstrating a practical implementation of a distributed communication system.
[bookmark: _Toc229044669]2.5 Automotive Lighting Systems and Safety Considerations
Safety is a critical factor in automotive system design, particularly for systems such as lighting that are directly related to vehicle operation and visibility. ISO 26262 defines the requirements for functional safety in automotive electrical and electronic systems and ensures that risks caused by system failures are minimised [13].
The standard introduces a structured approach to system design, including risk analysis, validation, and verification processes. It also ensures that safety is considered throughout the entire product lifecycle, from design to operation [13].
In distributed systems, safety can be improved through modular design and fault isolation. If one component fails, the rest of the system can continue operating, reducing the overall impact of the failure. In addition, controlled communication methods—such as the handshake mechanism used in this project—help to ensure accurate and reliable data transfer.
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[bookmark: _Toc229044671]3.1 System Overview
[image: ][bookmark: _Toc229044687]Figure 1: Designed lighting circuit.












The designed system, shown in figure 1, consists of a simple distributed microcontroller network implemented in Proteus9, using two PIC18F2525 devices configured as master and slave devices, The purpose of the system is to control a set of automotive light functions, simulating the front of a car, by distributing tasks between two processing nodes, instead of using a single controller.
The master microcontroller (U1) is responsible for reading input signals from a bank of switches representing vehicle controls, such as left indicator, right indicator, hazard lights, dipped beam, main beam, and fog lights. These inputs are connected to the PORTA pins of the master device using pull-down resistors to ensure stable logic levels.
The slave microcontroller (U2) receives data from the master via the I²C communication protocol and is responsible for driving the outputs. The outputs are connected to LEDs which simulate the vehicle lighting system, including indicators, beams, and auxiliary lights. This separation of input processing and output control reflects a distributed embedded system architecture.
Communication between the two microcontrollers is achieved through a shared I²C bus using the SDA and SCL lines. In addition to this, a dedicated handshake line (connected via RC0) is implemented to synchronise data transfer between the devices. This ensures that the slave is ready to receive data before the master initiates communication, reducing the risk of data errors.
[bookmark: _Toc229044672][image: ]3.2 Input Module [bookmark: _Toc229044688]Figure 2: Input connections to master PIC.













The input module of the system is responsible for capturing the user control signals that simulate vehicle lighting inputs. These inputs are implemented using a combination of toggle switches and rotary switches within the Proteus simulation environment and are connected directly to the master microcontroller (U1). Shown in figure 2; the master PIC and its associated pin wiring for the input switches of the circuit.
Each switch represents a specific vehicle function, including left indicator, right indicator, hazard lights, fog lights, main beam, dipped beam, and ignition. These inputs are connected to the PORTA pins of the PIC, allowing the microcontroller to continuously monitor their states. The use of digital input pins enables each switch position to be interpreted as a logic high or low signal.
To ensure stable input readings, pull-down resistors are used on each switch line. This prevents floating inputs when switches are open, ensuring that the microcontroller always receives a defined logic level. When a switch is activated, the corresponding input pin is driven high, allowing the master controller to detect the change in state reliably.
The master microcontroller reads all input values simultaneously, capturing the full state of PORTA as a single data byte, which helps improve efficiency, as multiple input conditions can be processed in a single operation rather than reading each pin individually.


Additionally, an ignition input is implemented as a control condition for system operation. The program is designed such that data should only be transmitted to the slave controller when the ignition input is active. This reflects real-world automotive behaviour, where certain systems are only enabled when the ignition is on.
The collected input data is then packaged into a binary format and transmitted to the slave device via the I²C communication bus. Each bit within the data byte represents a specific lighting function, allowing the slave microcontroller to decode and activate the corresponding outputs.
[bookmark: _Toc229044673]3.3 Output Module
[image: ][bookmark: _Toc229044689]Figure 3: Circuit in operation for right indicator.












The output module is implemented on the slave microcontroller (U2) and is responsible for controlling the simulated vehicle lighting system. The outputs are represented using LEDs within the Proteus environment, allowing visual verification of system behaviour during operation. Figure 3 shows the function of the right indicator, it also shows how the day running light (DRL), functions through the ignition input. 
The slave microcontroller receives an 8-bit data value from the master via the I²C communication bus. This data represents the state of all input switches in binary form. Each bit within this data byte corresponds to a specific lighting function, allowing multiple outputs to be controlled simultaneously.
The received data is processed using bitwise operations, with the upper bits mapped directly to PORTB. This operation ensures that only the relevant bits are written to the output port, while reserving lower bits for additional control functions such as indicator flashing. Masking the data in this way prevents unintended outputs from being activated and allows more controlled manipulation of individual lighting states.
Indicator and hazard functions are implemented separately using conditional logic and timed delays. For example, when the left or right indicator bit is active, the corresponding output pin is toggled on and off with a delay of 500ms, creating a flashing effect consistent with real vehicle indicators, where legislation states flashes cannot exceed 120 per minute [14]. Hazard lights are implemented by activating both indicator outputs simultaneously using similar timing control. Diodes are implemented in the hazard and indicator circuits to provide electrical isolation between the hazard indicator outputs, preventing back feeding of current and ensuring that activating one function does not unintentionally trigger another.
[bookmark: _Toc229044674]3.4 Communication Architecture
[image: ][bookmark: _Toc229044690]Figure 4: I2C communication connections between PICs.















The communication between the master and slave microcontrollers, shown in figure 4, is achieved using a combination of the I²C serial communication protocol and an additional handshake signal. This architecture allows reliable data transfer while maintaining synchronisation between the two devices.
The I²C bus has two lines: Serial Data (SDA) and Serial Clock (SCL). These lines are connected between the two microcontrollers and are used by the master device to transmit data to the slave. The master initiates all communication, generating the clock signal and controlling the timing of data transfer. I²C enables efficient communication using only two wires, which reduces hardware complexity.
In operation, the master microcontroller reads and stores the inputs from PORTA as a single data byte. Once communication is initiated, the master sends a start condition followed by the slave address, and the input data. Once the data has been transmitted, a stop condition is generated to terminate the communication sequence.
[bookmark: _Toc229044675]4. Implementation
To successfully program the lighting circuit, shown in figure 1, two codes needed to be written and implemented using CCS compiler, one for each the master and the slave. These were written in C language and the entire code listings for both are in appendix A and B, respectively.
[bookmark: _Toc229044676]4.1 Master Microcontroller Program
[image: ]The master microcontroller is responsible for monitoring all input signals and transmitting the corresponding data to the slave device using the I²C communication protocol. The program is designed to continuously read the input states and update the slave controller in real time.[bookmark: _Toc229044691]Figure 5: Master code to read signal inputs

As shown in Figure 5, the program begins by reading the full state of PORTA using the “input_a()” function. This allows all switch inputs to be captured simultaneously and stored within the variable “RP1”, where each bit represents a specific control function such as indicators, beams, or fog lights. This enables efficient data handling by combining multiple input signals into a single data value.
Then, the master checks the status of the handshake signal from the slave device. As illustrated in Figure 5, a loop is used to continuously monitor pin RC0 and wait until the signal becomes high. This indicates that the slave microcontroller is ready to receive data.
[image: ]Once synchronisation has been established, the master initiates I²C communication, shown in Figure 6. The communication sequence begins with a start condition, followed by transmission of the slave address (0xA0) in write mode. A target register is then specified, and the input data stored in RP1 is transmitted. Finally, a stop condition is generated to terminate the communication cycle.[bookmark: _Toc229044692]Figure 6: I2C communication code.


A delay is introduced at the end of the transmission sequence to allow the slave microcontroller time to process the received data before the next communication. This maintains stable system operation and reduces the risk of data being overwritten or missed by the slave device.
[bookmark: _Toc229044677]4.2 Slave Microcontroller Program
At the start of execution, the slave indicates that it is ready to receive data using the handshake signal, the RC0 pin is set high; signalling to the master microcontroller that the slave is prepared for communication. This step is essential for synchronisation, ensuring that the master does not attempt to transmit data before the slave is ready.
Once communication is initiated by the master, the slave reads the incoming data from the I²C bus. The received byte is stored in a variable (WP1). 
Following this, the received data is processed and applied to the output port. A bitmask is applied before writing the value to PORTB, ensuring that only the relevant bits are used to control the outputs and preventing unintended activation of other pins. This allows for efficient and controlled mapping of input data to the lighting outputs. 
The slave continuously cycles through this process, updating the outputs based on newly received data while maintaining synchronisation with the master via the handshake signal.
[bookmark: _Toc229044678]4.3 Indicator and Hazard Light Control Logic
[image: ]
[bookmark: _Toc229044693]Figure 7: Code for flash control on the left indicator
The indicator and hazard light functionality is implemented within the slave microcontroller using conditional logic and timed delays. Unlike other lighting outputs, which operate as static on/off states, these functions require periodic toggling to simulate realistic flashing behaviour.
As shown in Figure 7, the program uses conditional statements to check the status of specific bits within the received data (WP1). When the left or right indicator bit is active, the output is alternately switched on and off. This is achieved using a delay function, typically set to approximately 500ms, creating a consistent blinking pattern that resembles real automotive indicators [14].


[bookmark: _Toc229044679]5. Analysis
[bookmark: _Toc229044680] 5.1 System Operation and Behaviour
The implemented system operates as a distributed microcontroller network in which control and execution are separated between a master and slave device. The master continuously reads input signals and transmits this data via I²C communication, while the slave interprets the data and updates the corresponding lighting outputs.
[image: ][bookmark: _Toc229044694]Figure 8: Code Flowchart














The flowchart, shown in figure 8, illustrates the sequential operation of the system, highlighting the repeated cycle of input acquisition, handshake synchronisation, data transmission, and output control. The handshake mechanism ensures that communication is only initiated when the slave is ready, reducing the likelihood of data corruption and maintaining system stability.
The system produces both static and dynamic outputs. Static lighting functions, such as beams and fog lights, respond directly to input states, while dynamic functions, such as indicators and hazard lights, are generated using timed toggling. This demonstrates the system’s ability to handle varying output behaviours within a single architecture.
[bookmark: _Toc229044681]5.2 System Performance and Design Evaluation
The system demonstrates a modular design by separating input processing and output control between two microcontrollers. This improves system organisation and reflects real-world automotive practice, where electronic control units perform specialised tasks.
The use of the I²C communication protocol provides a simple and efficient method for data transfer using minimal wiring. However, while I²C is suitable for short-distance embedded communication, it lacks the robustness, fault tolerance, and arbitration mechanisms found in protocols such as CAN, which are better suited for automotive environments where reliability is critical.
The inclusion of a handshake signal improves communication reliability by enforcing synchronisation between devices. This adds an additional layer of control beyond standard I²C acknowledgement, reducing the risk of data misalignment during transmission.
Despite these strengths, the system has limitations. The use of blocking delay functions for indicator flashing prevents the microcontroller from performing other operations during the delay period. In more advanced systems, this would reduce responsiveness and scalability.
Additionally, the system relies on a single master device, introducing a single point of failure. In practical automotive systems, more robust architectures are used to ensure continued operation in the event of component failure.


[bookmark: _Toc229044682]5.3 Potential Improvements
Several improvements could enhance the performance and reliability of the system.
Replacing delay-based control with interrupt-driven programming or hardware timers would allow non-blocking operation and improve overall efficiency. This would enable the system to handle additional tasks without impacting performance.
Implementing a more advanced communication protocol such as CAN would significantly improve reliability, particularly in noisy electrical environments. CAN also supports multi-master communication, removing the dependency on a single controller.
Finally, expanding the system to include multiple slave devices would better represent real automotive distributed networks and demonstrate improved scalability and system complexity.
[bookmark: _Toc229044683]6. Conclusion
The system successfully demonstrates the implementation of a simple token-based distributed network using microcontrollers and serial communication. The integration of I²C communication with a handshake mechanism provides reliable data transfer between devices, while the separation of input and output functionality highlights the benefits of a distributed system architecture.
Although the system is relatively simple, it effectively illustrates key concepts in distributed embedded systems, including communication control, synchronisation, and modular design. The implementation also demonstrates how real-world automotive functions, such as lighting control and indicator behaviour, can be replicated using embedded programming techniques.
With further development, including the addition of more advanced communication protocols, improved timing methods, and enhanced safety mechanisms, the system could be extended to meet the requirements of more complex and safety-critical automotive applications.
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/7 Slave address (read mode)

// Read data from slave, send NACK

// Generate 12¢ STOP condition

//output upper 5 bits to PORTE (reserve Lower bits for indicators)
//Left Indicator (Repeat as Long as switch is active)

//Light on

//wait sooms

//Light off

//wait sooms

//Right Indicator (Repeat as long as switch is active)

//Light on




image1.png
INDLFT
Voo
e el anr
SwROTS

e A I
L=

e
e —) N
u1 U2
. Lo 2 oo roarosoracia |2 1t [rcarrosorson  maamvocin -
EEEEEEEEEL . anpE- - mawm Hzo 2 RATANTICIN- RetTiosicerzs [Z 2 RouTiosICoR2 S
DiepED WoRHT <] rucianzcansvrer-ovReF Rezceet 12 s ReaCCP1 RAZIANZICZINVREF-ICVREF [~
o o =] RASANSGINNREF  Rousoidsol [ 1% J] Rousouscr  RASANSICINoNRER o
Sw.Ror- OrPFED B RAWTOGKICIOUT  ReHSOUSOA [ 2= ] Reusousor - RadocixiciouT o=
706 Br—— RASIANASSHVDINCZOUT _ RCSIS00 (12 2] rosisno  RasianSsIMLDING20UT [
T Rasioscarciko reamicK 1L I Reamicx Rasoscaicixo 1T
= ranioscricLa RCTIRXDT RETIRXDT RavioscucL [
fd 21| RBOIANT2INTOIFLTO RBOANTZINTOIFLTO [—21—E> INDICATOR
. I T2 revaniomms | RevaNI0INTI [ inz
2] rezavainrz ray RezaNaiNT2 [ 2> NoioATOR A
z 2] rewansiccraa RBUANSICCP2A [-2E— P MAN BEA
& Z] Remvrieio RBAANTIKID 22— DiFPED BE
I reswarieon ResKaiPGM 22— FoG LiGHT
2] reamaizeee L B RBSIKBI2PGC (2L IO UGHTS
2 Remwaiveap REACIRIVPP RESTICIRIVPP RerkeiaPaD [
FeTarEES FcrzEEs
Y Y hrue
5 5 e
3 3 soa
i i 2 I = we
vy vy 3 i H 5 ek
I Al H Te grirre I I = I I
son
= [12¢c

TRIG





image2.png
Voo

IND_LFT

SW2
L3

e - IND[RHT
k0T

IND_LET

DIPPED

2=
B
o T ]

AN B—2]

B

57

Ut

RADANOCIN-  RCOITIOSOIT13CK!
RAUANUCZIN-  RCAITIOSICCP2B.
RAZIANZIC2IN IVREF CVREF RC2ICCP1
RAVANAICIINSVREF+  RCYSCKISCL
RAAITOCLKI/CIOUT RCA/SDIISDA
RASIANAISSIHLVDINIC20UT _ RCSISDO.

RABIOSC2CLKO. RCGTXICK.
RATIOSCCLKI RCTRXIDT

oL <-4

MAIN_BEAN

DIPPED_BEAM

REOANT2INTOFLTO
RBUANIDINT!
REZANBIINT2
REVANSICCP2A
RB4ANTIIKEIO
RES/KBIIPGH
REBIKBIZIPGC

RBTIKBIIPGD REINCLRIVPP.

FICTEF2525.
£

SIDE_LIGHTS

FOG_LIGHT

SW1 - -
e - DIPPED
=
!w—:_%_.%r he—n
- o8

g g

§ §
i 1t
vy vy
|

£ INDICATOR (|

£ Haz

frae—b> DIPPED_BEA

£ mpicaror A

£ FOG_LIGHT

u2
o1 el rcariosomiscn  maamoci
o e RCimosicorss.  RAuANYGEN
= RCBCEP RAUANICEINSNREF OVREF
o RCuSOSCL RASANSICINAVREF
o e Reusonson  masocixioiont
o o] Reasbo . RasanASSHIONGI0UT L1
=7 T Reamae RAsosCoLKo [T
Koot AoseIcLd
ReazTorLT0 [£21
T
i R
ReuANSICCPoA
RuA e [0
Rosncriron [£22
s . Rosiiiamos [E2L
ReviTETRNe e
TS
:
us
A SR EET o
5 son
IS
e}
|
=1 son
1= [12C
21 e

£ soE LonTs





