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[bookmark: _Toc31314188]Risk Management
[bookmark: _Toc31314189]Risk Evaluation Matrix 
Risk Evaluation Matrix is used in order to provide a visual representation of all risks that could be involved during a project, in order to help teams prepare a proper plan used for decision making. By using this matrix it can lower any impacts that the risks may cause during the different stages of the project.
While creating and implementing ideas of the medical band there were many risks that could possibly take place during this process, such as meeting deadlines, the budget for the product, resources. This is talked about further below to provide a more in depth understanding of the severity of each possible risk.
[bookmark: _Toc31314190]Risks
With the product in design being a medical band which stores all medical information for emergency services to access upon their arrival, there are many different factors of risk that need to be addressed in order to ensure smooth progress in the development of the product itself.
[bookmark: _Toc31314191]R1 - Security 
Upon discussion of the design and implementations of the bracelet, the team had discovered that due to having to gather personal (sensitive) information about the wearer, which would be all of their personal details including medical issues and history. Due to having highly sensitive information, the team will have to strictly follow the regulations of the GDPR & DPA (which is further discussed within the Legal section of this report). This is further discussed within the risk of hacking as this too falls under security.
[bookmark: _Toc31314192]R2 - Hacking
The risk of the medical band being hacked would be a Major severity as it could lead to unethical use of the private information and not for its intended purposes and would lead to a violation of legal practises that the business will have to follow.
Due to medical information about the wearer being stored on a RFID chip within the bracelet it opens the possibility of anyone being able to access this information. In order to produce a counter measure to prevent this risk from happening, the team has decided to create an encryption for the RFID chip which would add to the security and reliability to the product.
A further consideration which has also been discussed between roles is creating a unique passcode for each paramedic that is registered with the NHS, so that only those allocated within emergency services can obtain their medical information and use it in any circumstance required. 
[bookmark: _Toc31314193]R3 - Budget
When designing the medical band, due to being allocated the role of planning & production, the resources needed in order to create the product may lead to being outside the budget set by the leader of the EIGP. The risk of this is moderate, as the resources may change prices whilst building the product, yet there would be a wide range of options from where these resources can be bought from to build the concept.

[bookmark: _Toc31314194]R4 - Competitive Market
Even though this is also discussed within Sustainability issues, it is also a risk as there are other companies which could create similar products to the one in progress, one that may have more features than the other, leading to a fast competitive market in order to expand the stakeholders within the business.
[bookmark: _Toc31314195]R5 - Time management 
The development of the band relies heavily on the time management due to having a set date in which the product will need to be completed and pitched to an audience. Although it is often considered as a risk of major severity, this can be countered by creating a progress schedule that entails the details of progress that must be completed by the member of that department to achieve overall success on the outcome of the product. The member that has been allocated to this role creates a ‘Team Progress Sheet’ that details the members that have attended that meeting along with what they have contributed to the product in that week and what that member will need to do by the time set for them to complete. In the progress sheet the objectives and deadlines must be set to a realistic standard, this is stated by (Kim, 2020) that if the objective is not clear or achievable it can cause members to burn out or go off track to provide something that was not needed for the project in the first place.
[bookmark: _Toc31314196]Probability & Impact Matrix
[image: ]
R1, R2
High

Probability Line

Significant

R5
Impact

Moderate

R3

R4
Low

High
Significant
Low
Moderate

Probability



By using this probability impact matrix it allows to pin point which risks will need to have a detailed back up plan, in case of any compromises to the progress in development of the project for the medical band.



[bookmark: _Toc31314197]Code of Practice & Sustainability Issues 
The Code of Practice is used within all industries, it is created by bodies that advises companies on how to not cause or lower any possible harm to the environment. If a company were to not follow the rules which have been set it would render a company uncompliant and can cause a large issue for the environment.
[bookmark: _Toc31314198]Environmental 
A current implementation that is being discussed in order to ensure that this product will benefit the environment is by using recycled materials for the band strap and clasps, rather than producing more waste that will lead to further negative effects on surroundings but be a large benefit to the medical industry’s needs. It will have to comply with the regulations set by Environmental Information Regulations, in order to be compliant within the industry. (EIR, 2005) 
[bookmark: _Toc31314199]Changing Competitive Environment
The chosen product will be within the health business area, meaning that there will be plenty of other companies that may want to produce a similar product which has alternative features to the one being currently developed, this will have an impact on market share if the price is more expensive as consumers will chose the cheaper product (Gleeson, 2019). However, if there is not a similar product available within that area then the product has a larger chance of being more successful and due to no competitors any price can be set. 
Due to this product being a non-profit organisation and only has the aims to benefit NHS rather than itself, it would mostly rely on donations that are granted by others outside of the business. An option that is being considered in order to gain profit is to have recyclable material bands to have no charge, but if any other material it will be chargeable.
[bookmark: _Toc31314200]Changing Demographics

As the medical band will be created in order to benefit medical aspects such as the NHS, it will have many competitors within the same market. However, due to the population constantly increasing there will always be a need for new healthcare technology that would benefit different lifestyles for various ages along with those that need something to assist with long-term care, given that the product would be able to provide cost-effective service (Walters, 2020). The risk for changing demographics could be moderate as it could fall under a global market allowing a further growth and profit for the project

 




     


[bookmark: _Toc31314201]Ethical & Legal issues
[bookmark: _Toc31314202][bookmark: _GoBack]Patient Data
The medical band will have the wearers personal information, such as address and means of contact for themselves and emergency contacts it will also have their medical information along with their medical treatment if they have any (such as tablets, or insulin if they are a diabetic). Due to the sensitivity of this type of information, which is extremely sensitive, it will need to be compliant with DPA (Data Protection Act), this law enforces how companies use all personal information it has stored. Even though these laws are in place the DPA has a stronger protection for highly sensitive information such as race, religion and sexual orientation.
 A few examples of the laws set when handling this type of data are:
I. That data collected is used fairly and lawfully
II. All data must be accurate and kept up to date
III. That appropriate security including protection against any unauthorised access or damage is in place

As a business, the DPA states that the consumer have rights to see all data which is being stored about them and the ability to see and change all data that is incorrect about them, if they wish they can choose to erase this data completely (GOV, 1998). This will also be compliant with the General Data Protection Regulation (GDPR) this law was created and put into place by the EU, in order to allow citizens of all countries to be able to have more control with the personal data that business have collected and stored about them (EDPR, 2020).
[bookmark: _Toc31314203]British Computer Society
 The British Computer Society is made up of professional bodies that represent everyone that works within IT and any computer science related work places that are based in the UK alongside global companies (BCS, 2020). 
[bookmark: _Toc31314204]Public Interest
The BCS, has four main principles, Public Interest being the first. Within the conduct it states that companies must:
1. Keep mind for member of the public’s health/security and their privacy, whilst maintaining the wellbeing for them and environment.
2. Be respectful for the rights of third parties.
3. Do not discriminate against someone’s; sex, sexual orientation, race, religion, age or disability.
4. Create equal access to its benefits.

Due to creating a product which will require IT services, the project team will have to ensure that these rules are followed at all times in order to remain compliant whilst collecting medical information about members of the public.


[bookmark: _Toc31314205]Professional Competence & Integrity
The conduct states that individuals should show what they are capable of doing, and learning new skills that they do not already have, implying that the individuals shouldn’t accept tasks which they don’t have the skills or resources to complete it . They also list that:
1. Individuals should only do work / provide services that is within professional competence.
2. Do not pretend to have a higher level of competence that the individual already has.
3. Develop all professional knowledge/skills on a continual basis and maintain all awareness of developments/procedures and any standards which are relevant to the field they are in.
4. Understand legislation and comply with it, when carrying out professional responsibilities.

[bookmark: _Toc31314206]Duty to Relevant Authority
As the project is working on designing a medical band which will store medical information about the wearer the business will be taking collective responsibility for all actions that take place whilst complying with ethical standards and being discrete with all the data that is provided by the user. The code of conduct states that companies should:
1. Maintain all professional responsibilities with care and alongside all relevant authority requirements whilst applying own professional understanding
2. Avoid situations which may result in conflict of interests between the company and authority
3. Not to disclose data or authorise disclosure, use for personal or third party benefits unless given permission of the needed authority.
4. Do not disguise or hide information on the performance of the product or any services and to not take advantage those who have lack of knowledge or experience.

[bookmark: _Toc31314207]Duty to the Profession
The medical band will require the use of IT services, such as programming. Due to this it means that the business will become a representative as part of the IT industry, and will also be required to support other companies within the similar field to encourage growth within the IT community globally.
1. It is the company’s business to ensure the professions reputation is maintained, and do not cause any actions that would cause it to lose any reputation.
2. Always look to improve standards within development, and enforce this.
3. To Act with integrity and respect with all professional relationships.
4. To give encouragement and support to members

By following these rules it will ensure that the project group will hold a good upstanding within the IT industry, and maintain a healthy work environment and team working skills.










[bookmark: _Toc31314208]Copyright  
The medical band that is being created must be of an original concept, even if looking at other products that may be available on the market for research purposes, as it can cause the company to be non-compliant with the copyright laws that are currently in place, and cause an extensive amount of legal issues for the project group , but by ensuring that all documents that are created and illustrations that are designed within the project are the members own intellectual property, it can avoid any possible legal action (GOV, Intellectual Property , 2020).

[bookmark: _Toc31314209]Quality Assurance Issues
By ensuring that the project group is maintaining a high quality standard when creating / designing the medical bracelet, it will ensure that it will benefit the health care industry meaning that the overall effectiveness of the project is successful.
There are systems in place that provide quality assurance, such as the World Health Organisation (WHO) and The Federal Agency for Health Care Research & Quality which often provides ‘quality indicators’ voluntarily. WHO makes sure that all companies within the Health Care industry is on the ‘highest attainable standard of health’ (WHO, 2020) implying that the quality has to be of excellent standard.
[bookmark: _Toc31314210]Quality in Use
The main use for the medical band will be to store medical and personal information in order to provide those working in emergency services, on demand access to any vital details about the wearer in case an accident were to happen. The band will only serve to contain the medical information at first, but a further implementation that can be added is to monitor heart rates of those with certain conditions, which avoids an excessive use of resources but still hits the goal that was set by the project manager. By being able to design a medical bracelet which has these features, it ensures the safety of the wearer, and allows them the comfort to carry on with their daily activities and grants their family the knowledge with that their loved one is safe.
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