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[bookmark: _Toc131158339]Abstract 
 
[bookmark: _Hlk131093199]The following report seeks to demonstrates that Network programmability is an essential component to building a robust and optimized infrastructure capable of servicing an enterprise environment. 
It examines the reliance on network automation and its associated tools and frameworks as a crucial factor in achieving the overall goal. Not only for its cost saving and finacial benefits but also its ability to eliminate the human element from configuration. 
Furthermore, the power of APIs has been illustrated and why they are a continually expanding field in today’s modern web based industry and will continue to grow and provide accessible platforms for both developers and end users. 
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[bookmark: _Toc131158341]Network Programmability

Network programmability refers to the general practice of utilsing tools to deploy, manage and troubleshoot network infrastructure [1].  

Programmability is accomplished by leveraging the use of code, networks devices, protocols, and pre-established software development practices to achieve a desired network configuration state [2].
Network programmability is critical for enterprise networks and provides a range of benefits. The main one being the removal of human error. By introducing programmability, you can remove variance from configurations [3]. 
Programmability can be achieved manually however, is rarely employed as such. Generally, it is paired with Network Automation. 

[bookmark: _Toc131158342]Network Automation

Network automation is the process of automating the configuring, managing, testing, deploying, and operating of physical and virtual devices within a network [4].

Similar to Network Programmability. However, Network automation takes the tools previously established in Network programmability and seeks to add a layer of intelligence. This is what provides the automation. 

Tools are provided with the ability to conduct tasks independently and make decisions on their own.
There are considered three types of network automation. Script based, software based and intent-based [5]. Depending on your specific circumstances you may use one or a combination of all the above approaches. 

Network automation leads to the network operating more efficiently. Furthermore, with less human interaction involved there is a significant reduction in configuration errors and finacial outlay. 
Due to its effectivness network automation is generally employed in enterprise environments with the main objective of being able to dynamically react to the needs of the network automatically without human intervention. 
A common example of how network automation is used in today's enterprise environments is the CI/CD workflow. CI/CD is a software development workflow [6] which utilises network automation to achieve automatic provisioning and deployment of applications. 

CI/CD leverages the use of frameworks and tools to achieve code compilation, unit test execution, static code analysis, integration testing, packaging, versioning, and publishing to package repos [6].
As previously illustrated above there is a wide range of benefits from using Network automation and it is generally considered the optimal strategy in the industry today. 

The use of Network automation and programmability ultimately provides the platform for a dynamic, efficient, and optimized network and can be strategically applied in many forms depending on your goals. 
 



Overview of framework and tools

As demonstrated previously Network automation is broad in application and may come in many forms. The follow will look to demonstrate some of the more commonly used tools and frameworks available and how they are employed in an enterprise environment.

JENKINS

Is an open-source automation server enabling developers to build, test, and deploy software [7]
Considered one of the most popular and effective tools for CI/CD Pipelines. Jenkins is server based with an easy-to-use UI. Unlike other CI/CD tools Jenkins uses plugins to accomplish tasks such as automaton, testing and deployment.


CHEF

Chef is an open-source configuration management tool that controls the infrastructure by writing code so that it can be automated, tested, and deployed [8]
Utilising cookbooks and environments to define specific application configurations [9]. Chef employing a client-server architecture can distribute the configuration to specific hosts on the network removing the need for individual configuration.  

CLOUDFORMATION

CloudFormation is an AWS service for managing Infrastructure as code. 
CloudFormation can be used to modify and update the resources in your existing stacks in a managed way. Utilising templates based in YAML. CloudFormation automatically manages your stack changes, Essentially, it gives you the ability to apply version control to your AWS infrastructure like how to above tools provide the same functionality for software [10]. 
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Application programming interfaces commonly referred to as an API is a set of pre-defined rules that allows for communication between applications [11]. It acts as a in between that processes data transfers between systems allowing access to specific data and functionality for third party developers or applications. 
API's allow businesses to combine different types of applications they use making tasks more efficient and improving functionality and collaboration [12].
API's have become the industry standard in development and are generally employed over other methods as they are a more accessible while maintaining a level of security. A good example of an API everyone has used is a Single Sign On (SSO) Login gateway such as Facebook, Twitter, Google etc [13].  

In this scenario we utilise the existing providers API to do the heavy lifting. Using their pre-built infrastructure and the users pre-defined information we can authenticate users without the need for our own internal systems. 

Another similar yet as commonly interacted with example is payment gateways [13]. When you purchase a product utilising PayPal on a 3rd party website you are interacting with the PayPal API. Again, leveraging the existing infrastructure instead of building or developing one internally.  

Even with a both these commonly used and simple examples we can immediately see the benefits and power of leveraging the API. There is instant access to infrastructure which may otherwise be costly or too technically challenging to develop on an individual bases. 




[bookmark: _Toc131158344]API Standards
Due to the requirments of integration and accessibility as demonstrated with examples above APIs have been developed over time to have specific standards. These standards provide a logical and consistent approach for developers to build their programming interfaces. By using pre-defined methods developers can assure that there is standardisation. This enhances the accessibility and functionality of using APIs and ensures a base level of security [14]. 
An example of some the commonly used REST standards utilised when developing APIs are:
· Use JSON for response formats [14].
· Most widely used format due to it being human and machine readable. Built up of easy to recognise key pairs. JSON is considered the industry standard. 
· Naming consistency [14].
· Use names which can be assumed easily. This really is about making it accessible and easy to interact with. 
· Use Standard HTTP responses [14].
· By using commonly employed responses you can provide easy error coding for developers. Essential for optimizing workflows.
Alongside different standards for developing APIs there are also a set of architectural constraints for different types of API architectures providing pre-defined rules to further enhance standardisation. These further specify such things as accepted data types, commands, and syntax. 
There are two main architectures currently used when developing APIs [15]. They are: 

REST
REST API also known as RESTful transfers a representation of the state of the resource to the endpoint requested. The representation can be presented in many formats via HTTP. Some of the more common formats used are JSON, HTML, or plain text. JSON, however, is the most widely utilised due to it being both human and machine readable [16]. 
there are specific constraints which must be met for it  to be considered a REST API. Some examples have been provided below [17]:
· Be a client-server architecture with requests managed through HTTP [17].
· Stateless – No client information is stored between requests and each request is unconnected [17]. 
 Further to the architectural constraints another key factor in REST is the use of specific components [18]. 
There are four main components to REST.
Resource Path:
This is the endpoint we are trying to access. 
HTTP Verb:
This is our method of interaction POST, GET, DEL, PUT [18].
Body:
This is our data if we are utilising PUT or POST requests will nearly always have a body. This body defines the parameters that are being sent. 
When utilsing GET or DEL a body is not required. 
Header:
Headers are crucial when utilsing REST as they possess some of the key metadata [18]. Examples of which are authorization, content type. Without the correct use of these headers. Interaction with an API is likely to be successful.   
SOAP 
Simple object access protocol also referred to as SOAP is messaging standard that can be used to develop APIs [19]. 

Unlike REST, SOAP uses XML. However, communication is possible utilising alternate methods such as HTTP, SMTP and TCP/IP.
Unlike REST, SOAP is not constrained to a specific language due to its extensible, neutral, and independent nature. Generally used for such things as passwords, accounts, and custom objects. SOAP allows developers to interact with it using any language [19]. 
SOAP is stricter than REST and offers built in compliance standards this is sometimes seen as preferable in enterprise environments [20] as it adds a layer of security. 
SOAP Messages are encoded in XML and generally contain [19].
Message:
· A message represents information that is exchanged between two SOAP nodes.
Envelope:
· The envelope includes the XML document as a SOAP message.
Header: 
· The header tag provides a title for the entire landing page or body text.
Body: 
· The body contains the call and response information of the message, which includes the name of the procedure, parameters, and data. The body tag contains the bulk of the SOAP message.
Fault:
· The fault tag relays information about errors that took place while processing the message.
[bookmark: _Toc131158345]
API Security

Most modern networks and applications rely on APIs for communication. Due to their public and accessible nature APIs are often the target of malicious attacks. The focus of API security is to help mitigate and protect from these attacks where possible. 
Like servers and networks. There are a wide variety of attacks that an API may be subjected too. Some of the more common vulnerability that are exploited are [21]: 
Authentication based attacks [22]:
When utilising an API, you will commonly need to authenticate before making requests. Just like passwords there are numerous ways this can be breached. 

Incorrect distribution could lead to the exposure of legitimate credentials or alternatively authorisation tokens could be intercepted.
In both instances your API can be compromised, and data accessed that should not be. 
DDOS Attacks:
Like how a network is harassed. DDOS against an API consists of spamming requests until service is degraded or ultimately stopped [23]. Can be extremely costly and difficult to stop. 
Authorization Errors:
Responsible for granting access. Authorization if not managed or developed correctly could unintentionally lead to the exposure of data [23]. Depending on the circumstances and the data exposed instances such as these could be heavily punished due to the breach of regulations involved.

As demonstrated by a small sample of API threats security is of the utmost importance. Developers and network technicians can deploy a wide range of solutions to ensure their infrastructure is as protected as possible. Some of the most common methods of mitigating the likely of an API attack are outlined below[23]:

Rate limiting: 
By capping the amount of request that are allowed to the API within a pre-defined timeframe we can mitigate the effects of DDOS attack [24]. 

If an attacker does try to incapacitate an API utilsing the spamming of requests then the rate limit will start dropping requests over the limit. Although not a perfect solution, it offers a level of deterrence that may hinder an attack. 
WAF Rules:
Like a firewall, the web application firewall can allow, and block requests based on a pre-defined set of rules. If any violations are encountered, they are blocked. WAF can be configured to block requests from common response patterns that target specific vulnerabilities [23]. WAF can also be configured on individual IP basis which allows you to block targeted addresses [23]. Again, not a catch all solution, however, when deployed in tandem with other security measures, provides a level of deterrence to attacks. 

API Keys:
Keys should be used as standard practice to provide some level of obfuscation when interacting with APIs [25] each user or department would be distributed a specific key which in affect acts as their access token. These should always be enhanced using TLS else they are essentially non-functional. Like passwords these are items that can be exposed so care must always be taken when distributing. 
[bookmark: _Toc131158346]Conclusion

Network programmability and its encompassing elements such as Network Automation and APIS are a powerful and all-encompassing set of technological tools that should be leveraged to achieve a robust and optimized network infrastructure capable of sustaining and servicing an enterprise environment. 
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Resource Reflection 

From reviewing the resources available at cisco developer website there are a wide range of technological resources available. Each individual element will be examined below, and a reflection offered as to why it’s useful. 
Learning tracks:
· Learning tracks provide module-based learning environments where a wide range of topics can be explored. Each individual module combines theoretical learning with hands on labs which help to re-enforce the knowledge presented.
There are learning tracks for nearly all subjects related to network, development, and cloud computing. Tracks are graded in difficulty helping to provide a level of direction to the student. More advanced tracks are available once base knowledge has been established allowing for continued growth. 
Video courses:
· Expert led videos provide additional clarity to module subjects and be explored without the needs for hands on interaction. 
Sandbox:
· Sandboxes provide an opportunity to develop skills further in a protected environment. Presenting the developer with an opportunity to engage with live infrastructure, different types of sandboxed labs depending on the learning direction. There is a numerous type of technological sandboxes to explore provide continued growth for a developer. 
Code Exchange:
· Code exchange provides a platform for developers to interact with other developers and share and collaborate on code. This can range from collaborating on GitHub Projects to gain experience to building code for others to use. Code exchange is useful to all levels of developer from expert to beginner and provides a place for creative solutions to be presented and learned from. 
API Insights:
· API Insights provides useful information pertaining to the development and deployment of APIs. Useful for helping to navigate any potential issues with API development and can assist with ensure development and documentation is carried out at a consistent standard. Excellent resource for API development.

From researching alternatives to developer.cisco.com I was unable to find much in the way of succinct resources. 

Code exchanges exist however, they seem to be mainly focused on individual platforms not an all encompassing library such as Cisco’s. Same can be said for the sandbox environments. They seemed to be focused on sandboxes for specific environments or specific platforms not so much a broad range of different sandboxes. 
It left me with the impression that the Cisco developer platform is the leading resource in the DevNet space with an unrivalled all-encompassing approach to learning and progression.

Ultimately, the research into alternative resources only further highlighted the value of the content and resources available at the cisco developer website. 
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