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The foundations of what we today know as the Internet were first laid down by the United States’ Department of Defence's Advanced Research Projects Agency (ARPA) in 1969. ARPANET became the first functioning packet-switched network, enabling communication between different research institutions, allowing them to share resources and exchange data efficiently [1]. Although its primary purpose was resource sharing and collaboration, the potential implications of the Cold War increased the need for a communication system capable of surviving partial failure and operating continuously under conditions of disruption. Previous communication networks, such as traditional telephone systems, relied on circuit switching, where a dedicated path was established between two endpoints. If that path was disrupted, for example, by way of a disruption event like a nuclear attack, the communication would fail. In contrast, ARPANET introduced packet switching, allowing data to be divided into smaller packets and dynamically routed across multiple paths [1]. This gave birth to the ‘end to end’ principle. Essentially, the network’s responsibility is to transfer data packets as efficiently as possible, whereas higher layer protocols, such as the application layer in the OSI model, are responsible for reconstructing the data and handling failures. This principle continues to shape the design of the modern Internet. 
This essay will examine four key challenges in networked application development: reliable transmission, network performance, concurrency, and interoperability. It will explore how TCP manages packet loss, duplication, and reordering, contrasting this with UDP's connectionless approach, before discussing how latency, bandwidth, and congestion influence application performance. The essay will then compare traditional multi-threading with event driven concurrency models, considering when each is most appropriate, before defining interoperability and examining the practical approaches used to achieve and maintain it across different platforms. All four challenges are consequences of the end to end principle established by ARPANET, and understanding how they interact is essential for any developer building networked software.
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The idea of TCP was first introduced in a paper titled “A Protocol for Packet Network Intercommunication” in 1974. It described how data could be broken down into packets and transmitted across multiple connected networks [2]. This laid the foundation for what would become TCP/IP. In 1981, RFC 793 was released which standardised TCP as a standalone protocol [3]. Further iterations of the protocol were published, leading to the most recent standard RFC 9293 in 2022 [4]. Unlike IP, which aims to deliver packets on a best effort basis, not guaranteeing that all packets will be successfully delivered, TCP is designed to ensure that data arrives completely and in the correct order. To achieve this, RFC 9293 defines three core mechanisms at the endpoints, which are: sequence numbers to detect gaps and to reorder the data packets, acknowledgements to confirm successful delivery and packet retransmission to recover from lost data [4]. If we consider a file download from the internet as an example. When a end user downloads a file, TCP will break it into numbered segments and transmit them to the end user’s device. If a positive acknowledgment isn’t received within a specified timeout period, this will indicate that the segment has been lost or damaged in transit, therefore, the segment will be re-transmitted. If any segment is duplicated, the sequence numbers will allow the receiver to detect this and will be discarded. It’s worth noting that early implementations of TCP used a clock based scheme to generate sequential numbers. This resulted in a security vulnerability, as these numbers were relatively easy to predict by attackers, allowing them to forge a connection and trick the three way handshake. To address this, pseudorandom initial sequence numbers are now used in practice, making them significantly harder to predict [5]. A checksum stored in each segment’s header allows the receiver to check the data integrity on arrival, if inconsistent, the segment is discarded then retransmitted [3]. 
While these reliability guarantees make TCP well suited for applications that rely heavily on data integrity, they come at a cost. One of the main limitations with TCP is latency. Before any data can be transmitted, TCP must first complete a three way handshake to establish a connection. This alone adds a delay to the process before a single byte of data has been sent. Additionally, with TCP requiring data to arrive in order, a single lost segment prevents the remaining segments from being delivered. This is a limitation known as head of line blocking [6]. 
Furthermore, the continuous exchange of acknowledgements and the need to wait for missing segments to be retransmitted before data can be delivered to the application adds further latency. As a result, this makes TCP a poor fit for any real time applications such as online gaming or streaming services, where a slight delay would completely disrupt the user experience. To overcome these particular issues, we can consider using a different transfer layer protocol know as UDP (User Datagram Protocol), which takes a different approach to TCP by discarding the reliability mechanism completely. 
Unlike TCP, UDP is a connectionless protocol, meaning it doesn’t require a handshake to establish a connection before data can be transmitted. It sends data to the receiver without waiting for any acknowledgement of a successful delivery [7]. In turn, this makes UDP significantly faster than TCP by reducing the latency. The emphasis here is on quick delivery, rather than accurate delivery, therefore, if a segment is lost or arrives out of order, UDP will not attempt to recover it or reorder it. This makes it a natural fit for streaming applications or online gaming, as the occasional loss of a segment shouldn’t disrupt the end user’s experience [5]. For example, a streamed video contains hundreds of frames per second. A dropped frame is less disruptive to the viewing experience than the stream pausing. However, unlike TCP, UDP doesn’t have congestion control, meaning that a poorly designed UDP application can flood a shared network link, which would also result in a poor user experience for users sharing that link [8]. 
Whilst UDP’s simplicity makes it best suited for latency-sensitive applications, the main trade off is that neither the sender nor the receiver has any way of knowing whether a segment was lost during the transit. This issue is not unique to UDP, it also effects TCP. This is issue is known as retransmission ambiguity. When a TCP segment is retransmitted, the sender has no way of knowing whether the acknowledgement that eventually arrives is from the original transmission or from the retransmitted copy. The implications of this are it makes accurate round trip time estimation unreliable, therefore, effects how TCP calculates the retransmission timeout. This displays a fundamental theoretical limitation of communicating over an unreliable channel, a problem that was captured by Jim Gray in 1978 through a thought experiment known as the Two Generals Problem [9].
Gray described a scene where two generals must agree on a time to attack by sending messengers through enemy territory, where any message may be intercepted and lost. The Two Generals Problem is essentially a vicious circle, whereby each confirmation sent to resolve the uncertainty introduces the same problem again [9]. Gray concluded that perfect certainty cannot be achieved over an unreliable channel. This maps directly onto TCP's sender, receiver, and network. TCP’s retransmissions and timeouts are practical workarounds rather than a solution to this issue. It is the application’s responsibility to implement its own confirmation mechanisms to handle this uncertainty. A file transfer application such as FTP, for example, will generate its own checksum of the complete file after transfer and compare it against the original. Again, this highlights the end to end principle established by ARPANET, where the network’s responsibility is to deliver packets efficiently, but then the correctness lies with the application. 
For a programmer, the choice of protocol should be driven by the needs of the application. TCP suits applications where data integrity is critical, UDP is the better choice where speed is the priority, and QUIC has emerged as a modern alternative that attempts to offer the best of both by reducing the latency overhead that has traditionally been associated with TCP [10]. However, no protocol fully resolves the theoretical uncertainty identified by Gray i.e. application verification will continue to remain the programmer’s responsibility. 
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There are a number of factors that can influence how well a network performs. Two very common metrics to measure performance are bandwidth and latency. Bandwidth as a term can be used in two different contexts, which are: bandwidth in hertz, referring to the range of frequencies a channel can carry, and bandwidth in bits per second, referring to the maximum rate at which data can be transmitted across a network link [11]. In the context of performance, it’s the bits per second metric that’s most important. Latency, on the other hand, is a measure of how long it takes for data to travel across the network. Both metrics are completely independent of one another. Having a high bandwidth connection doesn’t guarantee low latency, the same way that low latency doesn’t mean high throughput. Tanenbaum and Wetherall use the analogy of a pipe to illustrate this: bandwidth is the width of the pipe, and latency is its length [5]. A wider pipe does not help if the pipe is very long. A high performing network is reliant on the balance between both. 
There are several contributing factors that make up latency. The first is propagation delay, which is the time it takes for a signal to physically travel from one point to another. This is capped by the distance of two endpoints and the speed of light [12]. Even fibre optic cables, which can be considered as the gold standard for high speed data transfer, is subject to this constraint as light travels through glass at roughly two thirds of its speed in a vacuum [13]. This ties back to the pipe analogy, it doesn’t matter how much bandwidth is available, if the distance between two endpoints is large, the propagation delay will be significant regardless. As a programmer, it’s important to consider this when choosing where to host an application. The speed of light cannot be changed, but the distance can be reduced. If considering Azure and AWS as examples, both cloud providers offer globally distributed data centres [14] [15], meaning programmers can choose where to deploy their applications to minimise propagation delay. This is linked to content delivery networks, as they allow static assets, such as images and scripts, to be cached at various locations around the world, meaning that request are served from the nearest point, rather than travelling back to a central server [16]. 
The second contributing factor is transmission delay. This is time taken to push all of a packet’s bits onto the link (the link being the physical connection between two network devices), and is determined by the size of the packet divided by all the available bandwidth [5]. Referring back to the pipe analogy, a wider pipe allows more data to flow through at once, reducing the time it takes to push a packet onto the link. Therefore, if a large packet is being transmitted over a low bandwidth link, there will be a noticeable delay before all of its bits have been pushed onto the link and can begin travelling toward the destination. A programmer doesn’t have a huge amount of control over transmission delay, however, depending on the type of application being developed, the choice of data format can make a meaningful difference. For data intensive applications, choosing binary over plain text would reduce the size of the payload being transmitted, which in turn would minimise the transmission delay on lower bandwidth links. 
The third source is queuing delay. This occurs when packets arrive at a router faster than they can be forwarded onwards, forcing them to wait in a buffer until the router is ready to process them [5]. RFC 1122 recognises this as a characteristic of packet-switched networks [17]. Unlike propagation and transmission delay, queuing delay is not a fixed value and can vary based on how busy the network is. Given this unpredictability, it is the most difficult of the three to account for. However, it’s still an important consideration for programmers. Despite it being largely out of direct control, building in appropriate timeout measures can improve how an application handles periods of high load. For example, exponential backoff is a common technique that can be used to gradually increase the time between retry attempts when a request fails, which would save the server from being bombarded with constant retry requests [18].
High bandwidth alone does not guarantee good network performance, and the bandwidth delay product (BDP) helps explain why. The BDP is calculated by multiplying the available bandwidth by the round trip time and represents the total amount of data that can be in transit across a link at any moment [5]. TCP limits this through the congestion window, which controls how much unacknowledged data can be in flight at once [6]. On high latency links, acknowledgements take a long time to return, resulting in the window growing slowly, and the sender spending most of its time waiting. The available bandwidth is never fully utilised. This raises the question of how TCP manages the size of that window, which is where congestion control comes in.
When TCP first establishes a connection between two endpoints, it has no knowledge of the state of the network, i.e. how much bandwidth is available or how much congestion there is. This is managed through TCP’s congestion control algorithm, first introduced by Jacobson in 1988 and later standardised in RFC 5681 [19] [6], which consists of three components: slow start, congestion avoidance, and fast recovery. Slow start and congestion avoidance are both mandatory, whilst fast recovery is recommended but not required [6]. TCP begins in the slow start phase, which opens a small congestion window which then doubles with each acknowledged segment [6]. This allows the sending rate to increase until either a loss event is detected or a threshold is reached. From here, we then transition to congestion avoidance. During this phase, the congestion window grows more cautiously, as it tries to increase the capacity without overwhelming the network. When a loss event is eventually detected, either through a timeout or the receipt of three duplicate acknowledgements [6], TCP treats this as a sign that the network is congested. Consequently, the congestion window is reduced and the process begins again. This process ensures that the network doesn’t get overwhelmed. 
Understanding these constraints is essential for any programmer designing networked applications. The factors discussed throughout this section, propagation delay, transmission delay, queuing delay, and the interaction between bandwidth and latency, all directly influence how responsive an application feels to the end user. Without an understanding of how bandwidth and latency interact, it would be easy to assume that upgrading to a higher bandwidth connection would solve a performance problem, when in reality the issue might be propagation delay, queuing at a congested router, or TCP's own congestion window. Practical measures such as timeout handling, exponential backoff, and careful server placement can all meaningfully reduce these delays for end users. It’s also important to consider newer emerging technologies, for example, Google's BBR congestion control algorithm. This takes a different approach to traditional loss based algorithms by constantly measuring the actual speed of the network and adjusting the sending rate accordingly [20]. This makes it well suited for applications with a large geographically spaced customer base. 
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Networked applications are designed to handle multiple simultaneous connections. In applications such as chat servers, web applications and file transfer systems, a server is responsible for handling thousands of concurrent requests. If a server wasn’t set up to handle concurrent requests, it would process each request one at a time, meaning every other connection would be forced to wait until the current one had finished. This would make the server entirely unsuitable for real world networked applications. There are several models available for handling this, each with their own strengths and limitations. Understanding these are vital for programmers building networked software. Depending on the type of software they’re building, the choice of concurrency model can have a significant impact on how well an application performs under load.
The earliest approaches to handling concurrency were known as processed forking. When a new connection arrived, the server would spawn an entirely new process to handle it. Unix based servers adopted this model in the early days of networked software [21]. Whilst considered functional, forking is expensive. Every time a new connection arrives, the server has to create an entirely new copy of itself in memory to handle it, which becomes increasingly costly as the number of connections grows [21]. Threading emerged as a solution to this problem. Threading involves assigning each incoming connection to its own thread, rather than spinning up an entirely new process like forking does. Stevens noted that thread creation can be ten to one hundred times faster than spawning an entirely new process [21], and because threads share the same memory space, communication between each thread is far more straightforward. 
However, whilst threading is an improvement on forking, it does have its own limitations. Each thread still consumes memory and carries an overhead in terms of context switching i.e. every time the operating system switches from one thread to another, it must save the current state of the running thread and then load the state of the next one [21]. This constantly happens on all active threads, and if there are thousands of threads open, the computational cost of it becomes very expensive [22]. This limitation was captured by Dan Kegel in 1999, where he asked the question as to why servers were struggling to handle 10,000 connections, despite having significant hardware available [23]. Kegel concluded that the issue wasn’t with the hardware, but with the threading model itself. Butenhof reinforces this point, as he states that by creating more threads than there are available processes, results in threads competing for the same resources, thus creating more overhead rather than improving the performance [22]. 
A solution to the above is event driven concurrency. Instead of having multiple threads sitting and waiting for data, an even driven server would use a single thread that would listen for input/output (I/O) events and then react to them as they arrive [23]. Kegel references epoll as a potential solution, which is a feature of the Linux kernel that allows the operating system to notify the server when a socket is ready to be read or written to [23]. This is a process known as non-blocking I/O, where the server registers its interest in a connection and moves on, only returning to it when there is actually something to process. Node.js is a modern example of this model, as its entire runtime is built around a single threaded event loop that handles thousands of concurrent connections. For the development of networked applications, specifically chat related features, this model has proven effective, for example, Socket.io, which is a library built on top of Node.js, enables bidirectional communication between a server and thousands of concurrent clients and is currently being used by thousands of companies [24]. 
Although this model serves well for event driven I/O applications, it does have its limitations. Any task that is CPU heavy, for example, running complex machine learning models, would block the event loop entirely, preventing any other connections from being served until the task has finished. As there’s only a single thread available, and if it is occupied with a CPU heavy task, it cannot react to any other I/O events in the meantime [25]. Another limitation is the complexity of managing asynchronous code. In an event driven model, operations that depends on each other, such as multiple API calls, must be chained together using callbacks. Having multiple chained calls can result in deeply nested code which makes it difficult to read and debug [26]. However, recent updates to programming languages such as JavaScript have attempted to resolve this using async/await syntax [27]. For these reasons, the choice of concurrency model is an important consideration for any programmer building networked software. An I/O bound application such as a chat server will benefit from an event driven approach, whereas an application that performs heavy computation may require a threaded model to avoid blocking the event loop. It’s also possible to adopt a hybrid approach, where an event driven model is used to manage connections and CPU heavy tasks are delegated to a separate thread pool. 
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Tanenbaum and Van Steen define interoperability as the extent to which two systems or components, regardless of who built them, can work together by relying solely on a commonly agreed standard [28]. This is relevant to programmers as it directly influences how networked software is designed and built. In distributed systems, a single application may consist of many independent services that need to communicate with one another. If interoperability wasn’t considered, those services may not be able to exchange data and function as intended. 
To achieve interoperability, a set of standards must be agreed upon by all the involved systems. Protocols such as HTTP and TCP/IP provide a common communication layer that systems can rely on regardless of the underlying platform or language [28]. JSON and XML are two well used data formats that are both readable and universally compatible, meaning systems built in different languages can communicate with each other seamlessly. The decision on which data format to choose depends on the use case. For example, XML is well suited for document heavy systems, where the need for complex, schema rich, nested structures and metadata are required, whereas JSON is more favourable towards lightweight data exchange, such as APIs [29]. 
Building on top of these data formats, systems also need a defined set of rules that determines how they communicate with each other. This is where interface definitions come in. REST and gRPC are two different approaches used to define how systems communicate. REST is an extremely common approach, as it uses standard HTTP methods (GET, POST, DELETE etc.) and JSON. The key value pairs of JSON make it simple to read and understand, which is why REST is widely adopted and straightforward for most developers to implement and debug. gRPC on the other hand takes a different approach by encoding data in binary via Protocol Buffers rather than plain text [30]. Unlike JSON, instead of sending data as human readable text, it is converted into a compact binary format before being transmitted [30]. The result of this is that gRPC is much faster than REST. The decision of which interface to choose should be determined by the purpose of the application. If the priority is speed and efficiency then gRPC would be the better choice, for example, applications with high data loads [31], however, if flexibility, ease of use and browser support is the priority, then REST would be the preferred option [31]. 
Interoperability is not something that is designed once and then forgotten about. When systems change and naturally evolve, it’s important that those changes don’t break the integrations that other services depend on. As a programmer, it’s important to account for these potential changes from the start. A good example of an application that performs well in terms on interoperability is Stripe. Using API versioning, they have ensured that any integrations that’ve been set up are tied to the API version that was current at the time of implementation. This allows Stripe to introduce new features and changes without breaking the integrations that are already in place [32].
[bookmark: _Toc225171109]Conclusion
This essay has explored four fundamental challenges in networked software: reliability, performance, concurrency, and interoperability. Each are a consequence of the end to end principle established by ARPANET, which deliberately kept the network simple and unreliable, placing the responsibility for correctness at the application layer. A programmer who understands why TCP retransmits segments, why a high bandwidth connection can still feel slow, why threading breaks down at scale, and why an API needs to be versioned from the start, is far better equipped to make informed design decisions than one who treats these as infrastructure concerns rather than application concerns. For any programmer building networked software, understanding how these areas interact is what separates a poorly designed, outage prone application with well architected and resilient systems.
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