Steven Moore
Networks and Cybersecurity Essentials (ACCA4024) Lab2
1.Ping was successful for 192.168.1.11
[image: ]

2.Using ipconfig/all command.
[image: ]
3. How many Physical Addresses did you find?
	Description
	Physical Address

	Ethernet Adapter
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	Bluetooth Adapter
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4 Analysing the physical addresses.
	Manufacturer OUI
	Unique Identifier for the Interface
	Vendor Name

	B4-2E-99
	47-C8-EF
	Giga-Byte Technology

	5C-F3-70
	92-A1-60
	Cc&C Technologies





5. Why might a computer have more than one MAC address?
A computer may have multiple network cards installed. For example, laptops are likely to have an ethernet adapter and a wireless adapter.

6. Try connecting and disconnecting the network cable(s) to your network adapter(s) and use the ipconfig /all again. What changes do you see? Does the MAC address still display? Will the MAC address ever change?
The MAC address still shows in command prompt. MAC addresses will never change.

7. What are other names for the MAC address?
Physical addresses.

8. Click Status to open the Wireless Network Connection Status window. What is the service set identifier (SSID) for your connection? What is the speed of the connection?
I do not have a wireless connection. The speed is 100.0 Mbps.
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9. Click Details to display the Network Connection Details window.
[image: ]
The MAC address of the network interface card is:[image: ]
Why would you activate more than one NIC on a PC?
If one connection drops your PC can switch to the other connection keeping you online.












Wireshark
Step 1. Retrieve your PC’s interface addresses.
[image: ]
Step 2 selecting ethernet adapter in Wireshark, filtering results by ARP, each line represents messages between devices on my network. Arp or address resolution protocol is used to discovering link layer addresses such as MAC addresses.
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Step 3. Ping the default gateway address identified in step 2.
[image: ]

Step 4. examine the captured data.
[image: ]
Does the Source MAC address match your PC’s interface?
yes it matches.
Click the arrow to the left of the Address Resolution Protocol (request) row to view the content of the ARP request.
[image: ]
Step 5: View ARP cache entries on a Windows PC.
[image: ]

The arp command on the Windows PC has another functionality. Enter arp /?
at the command prompt and press enter. The arp command options enable
you to view, add and remove ARP table entries if necessary.
[image: ]
Which option deletes an entry from the ARP cache?
-d
What would be the result of issuing the arp –d * command?
Deletes a specified address: arp -d (address)
1. What is a benefit of keeping ARP cache entries in memory on the source computer?
Keeping a cache is useful as your computer wont have to send arp broadcast’s to every node on the network as it will already know what and where everything is.

2. If the destination IPv4 address is not located on the same network as the source host, what MAC address will be used as the destination target MAC address in the frame?
Not sure will ask next lecture.
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ping statistics for 192.168.1.254:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = 3ms, Maximum = 4ns, Average = 3ms
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:\Users\steve>arp/?
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