
L4 – Study Skills
Module code: ACDA4021
Ransomware





















Rhys Davies (2407080)


1. Introduction
The report will provide information on the effects of ransomware in particular ‘Cryptowall’, how to deal with and how to prevent an attack.


2. What is ransomware
2.1 Overview
Ransomware is a type of malicious software or virus that will prevent the victim from accessing their computer files, systems, or networks and will demand a ransom for their return. [1]
2.2 How does it affect you
Ransomware can gain access to your network by clicking an ad, following a link or visiting a website that’s embedded with ransomware.  Once the ransomware is activated the computer may become locked or the files may become inaccessible. [1] [2]

3. Cryptowall
Cryptowall is a type of ransomware that was released April 2014.  It targets personal files and folders that become unavailable to access once the encryption is complete.  Usually, a ransom note will appear on screen with instructions on how to gain access to these files again through a monetary transaction. [3] [4]


4. What should you do if attacked
only 19% of users that pay the ransom get their files back. [3]

5. How to prevent
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