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[bookmark: _Toc927161265]1. Introduction
This report is a critical assessment of the paradigm shift from rigid, on-premises monolithic system architectures to flexible, cloud-native distributed system architectures by looking at the technical and economic forces driving modern software engineering. It first contrasts the hardware optimization of old virtualization and the portability of new containerization, Docker and then analyzes how reliability is achieved through software-defined reliability mechanisms such as load balancing and scalability to mitigate inevitable hardware failures. Furthermore, the text explores how there is transitioning of economics from Capital Expenditure (CapEx) to Operational Expenditure (OpEx) and culminates in a comparative how both containerization and the emerging Serverless (FaaS) correlate to impact a first-class, scalable, real-world cloud application.
[bookmark: _Toc1967562884]2. Cloud Technologies and Virtualization
2.1 Evolution from Traditional Server Deployment to Containerization
Historically, the standard form of deployment used for enterprise applications has been "one application, one server." This paradigm was caused by the need for isolation, system administrators were concerned that having a Database and a Web Server running the same Operating System (OS) would cause library conflicts (often referred to as "DLL Hell") or security vulnerabilities where compromise in one application would allow side-channel movement (or lateral- for short) to another application. Consequently, organizations would buy powerful physical servers for different workloads. 
However, servers are required to be provisioned for peak capacity, rather than average load. If an e-commerce application needs 90% CPU usage only on Black Friday, then the server must be powerful enough to handle the spike. For another 364 days of the year, that server may sit at 5-10% utilization. This led to huge "CapEx" (Capital Expenditure) waste, increased cooling costs and data center sprawl.
2.2 Hypervisors and Virtualization Architectures
Virtualization optimizes hardware usage by separating the software and physical infrastructure by using a hypervisor, also known as Virtual Machine Monitor (VMM). Hypervisors depend on hardware-assisted virtualization technologies like the Intel VT-x and AMD-V technologies to segregate memory and CPU instructions between virtual machines to ensure failures in one VM do not affect other VMs that are sharing the same physical hardware. 
 
Hypervisors are of two types: 
[bookmark: _Int_kOBBuvw6]Type 1 (bare-metal) Hypervisor type is installed directly on physical hardware and as such has low latency and high performance making them industry standard for cloud platforms such as AWS, Azure, and Google Cloud, even though they are complex to operate.  
Type 2 (hosted) hypervisors run on top of a host operating system and are more user-friendly, making them appropriate for development and testing environments; however, they have additional I/O overhead making them unsuitable for production for cloud deployments
[bookmark: _Toc437791899]2.3 The Virtualization Tax and the Transition to Containers
While virtualization increased the efficiency of hardware use, it had introduced inefficiencies called the "virtualization tax." Each virtual machine needs an entire guest operating system, which leads to kernel, file system and background service redundancy on a single host. This redundancy results in waste of excessive memory, increased storage space (due to duplicates of OS files), and increased complexity of operation, such as slow boot times and patch management (which is fragmented).
To counter these shortcomings, the industry moved to containerization. Containers will share the host operating system's kernel, but they will isolate applications at the user-space level by means like namespaces and control groups. This way, there is no overhead of guest operating systems, which makes the startup time faster, the resource density is much higher, and the application is also easier to deploy.
[bookmark: _Toc497742197]2.4 The Evolution and Principles of Containerization
Containerization, which is popularized by the Docker platform, is a shift from hardware abstraction to OS abstraction. Container does not include a complete Guest OS, unlike VMs. Instead, they share the Host OS kernel, but they run in isolated user spaces6. 
 
Key Technical Enablers: 
· Namespaces: To provide isolation. A process in one container cannot see processes, network stack or file system of another. 
· Control Groups (cgroups): To control the resources usage. They are ensuring that there will never be a single container that exhausts the host's CPU or memory. 
· The benefits of such an approach are huge: 
· Efficiency: Containers have a size of megabytes when compared to the size of the tens of gigabytes for VMs. 
· Speed: Container utilizes the existing kernel which lets an application boot time in milliseconds as opposed to minutes. 
· Portability: Docker container packages the code together with all the dependencies (libraries, binaries), and so the "works on my machine" guarantee is met. If it works on the developer's laptop, it will work on the production server. 
2.5 Implementation in Practice: Docker Lifecycle 
To illustrate these principles, in this section, the set-up of a Web application written in Python using Docker is described. This includes the assessment criteria that need to be met in terms of construction of an image, networking, volumes, and publishing 7.  
A Dockerfile is a declarative definition of a container image. It defines the base runtime environment, application dependencies, source code, and execution instructions that are needed to run an application in a consistent and portable fashion. In this implementation, a lightweight Python-based web application is containerized with Docker following industry's best practice in minimizing the size of the image, minimizing the attack surface, and providing reproducibility. 
The following subsection outlines a process of creating a web application in Python, where the application communicates with a PostgreSQL database container, as stipulated by the assessment.
[bookmark: _Toc1304468125]Phase 1: Project Structure and File Creation
A special project directory has been set up to package all the application artifacts. This directory includes the Dockerfile, dependency definitions, and sources for the application. 
Step 1: Create Project Directory 
[bookmark: _Int_EXUbk5cv]A new directory called cloud-assignment was created to hold all of the project files. This directory is used as a context for the Docker to build. 
Step 2: Create Required Files 
Four files were created under the project directory, as follows. 
File 1: Dockerfile 
Dockerfile is used to define the way the application image is created. Minimal version of Python runtime is used to reduce the size of the image and to be secure.
# Base image: lightweight Python runtime
FROM python:3.11-slim

# Set working directory inside the container
WORKDIR /app

# Copy dependency file and install libraries
COPY requirements.txt .
RUN pip install --no-cache-dir -r requirements.txt

# Copy application source code
COPY app.py .

# Expose application port
EXPOSE 5000

# Define container start command
CMD ["python", "app.py"]

This way, application dependencies will always be installed before the source code is copied, which will allow Docker to layer caching and faster rebuilds. 
File 2: requirements.txt 
This file describes the Python libraries that are needed by the application.  
flask 
psycopg2-binary 

Flask is used to implement the web server, and "psycopg2-binary" allows the use of the PostgreSQL database. 
File 3: app.py 
The app.py file has the Python logic of the web application. In this case, it creates a database connection, exposes a health endpoint, and displays application status information through a simple interface in the form of an accessible web page (composed of simple markup language).
from flask import Flask, jsonify
import psycopg2
import os
import socket
from datetime import datetime

app = Flask(__name__)

DB_HOST = os.getenv("DB_HOST", "db-server")
DB_NAME = os.getenv("POSTGRES_DB", "cloud_db")
DB_USER = os.getenv("POSTGRES_USER", "admin")
DB_PASS = os.getenv("POSTGRES_PASSWORD", "admin123")

HOSTNAME = socket.gethostname()

def check_database():
    try:
        conn = psycopg2.connect(
            host=DB_HOST,
            database=DB_NAME,
            user=DB_USER,
            password=DB_PASS,
	connect_timeout=3
        )
        cur = conn.cursor()
        cur.execute("SELECT 1")
        cur.close()
        conn.close()
        return True
    except Exception:
        return False

@app.route("/")
def index():
    db_ok = check_database()
    db_status = "Database Connected Successfully" if db_ok else "Database Connection Failed"
    status_color = "green" if db_ok else "red"
    timestamp = datetime.utcnow().strftime("%Y-%m-%d %H:%M:%S UTC")

    return f"""
    <html>
        <head>
            <title>Cloud Engineering Assignment</title>
        </head>
        <body>
            <h1>Cloud Engineering Assignment</h1>
            <p><strong>Student ID:</strong> 2515744</p>
            <p><strong>Container Hostname:</strong> {HOSTNAME}</p>
            <p><strong>Timestamp:</strong> {timestamp}</p>
            <p>Status:
                <strong style="color:{status_color};">
                    {db_status}
                </strong>
            </p>
        </body>
    </html>
    """

@app.route("/health")
def health():
    if check_database():
        return jsonify(status="healthy"), 200
    else:
        return jsonify(status="unhealthy"), 500

if __name__ == "__main__":
    app.run(host="0.0.0.0", port=5000)

This implementation demonstrates internal service discovery by connecting to the database using the container hostname db-server.
File 4: docker-compose.yml
[bookmark: _Int_TYg36Cmi]This file is used to orchestrate the python web application and postgres database as a single containerized stack using the docker compose file. It declaratively defines services, networking, environment variables, and persistent storage, which eliminates the need to manually execute containers. Docker Compose automatically provides an isolated network for secure communication between containers and provides a way to ensure the order of start-up using service dependencies.
version: "3.9"

services:
  db-server:
    image: postgres:18
    environment:
      POSTGRES_USER: admin
      POSTGRES_PASSWORD: admin123
      POSTGRES_DB: cloud_db
    volumes:
      - pgdata:/var/lib/postgresql

  web:
    build: .
    depends_on:
      - db-server
    ports:
      - "5000:5000"

volumes:
  pgdata:
[bookmark: _Toc465067217]Phase 2: Image Build and Container Orchestration
[bookmark: _Toc1978784431]Step 3: Build the Application Image
The Docker image was built using the Dockerfile within the project directory.
docker build -t cloud-assignment-app:v1 .
This command instructs the Docker daemon to generate an immutable application image that can be reused across environments.
[bookmark: _Toc1296385406]Step 4: Orchestration Using Docker Compose
Although the manual docker run commands can be used to start containers, this implementation uses Docker Compose to manage networking, service dependencies and persistent storage using declarative management. Docker Compose automatically provides an isolated bridge network and keeps the order of the start sequence of services. 
The database and web application containers are defined as services in a single docker-compose.yml file and consistent and repeatable deployment can be ensured with a single command. 
docker compose up -d 
This way, the need for manually creating networks, volumes, and running individual containers is replaced, which is in line with modern cloud-native deployment practices.
[bookmark: _Toc169266575]Phase 3: Verification and Image Publication
[bookmark: _Toc1049199027]Step 5: Application Verification
Once the containers are running, the application is accessed via a web browser:
http://localhost:5000
[image: ]Figure 1: A successful page load displaying database connectivity status confirms correct container networking, internal service discovery, and database integration.
[bookmark: _Toc1862567694]Step 6: Publishing to a Container Registry
Cloud deployments can be made portable and reliable by publishing container images to a registry.  In this way, the application image was stored and distributed through Docker Hub.  The picture was produced locally and then linked to a remote list via tagging it with a version identifier.
docker tag cloud-assignment-app:v1 parthtablawala/assignment_files:1.0
docker login
docker push parthtablawala/assignment_files:1.0

[image: ]Figure 2: Docker container running and pushed to the Container Registry
Network usages are secured with Docker layer-based upload and authentication.  Repeatable deployments and integration with CI/CD pipelines are made possible with the worldwide accessibility and ability to be pulled by any Docker-enabled host.  This stage is the final one in the container lifecycle and helps to align the workflow to the cloud engineering industry standards. 
Continuous integration and deployment pipelines are made possible by publishing the image to a registry, which makes it possible to be portable and reusable in different cloud environments.
[bookmark: _Toc1075636071]3. Cloud Computing Concepts: Availability and Scale
[bookmark: _Toc149879480]3.1. Load Balancing Strategies: Beyond Basic Distribution
A Load Balancer or LB is the traffic cop of the cloud infrastructure. It functions as a reverse proxy and logically stands between the client (internet) and the backend server farm. While its main function is to distribute incoming application traffic across multiple instances to achieve high availability, the sophistication is applied in the fact that it can abstract the underlying infrastructure. The client never knows the specific server, which handled their request; instead, he/she only sees the Load Balancer's Virtual IP (VIP). 
 [image: ]Figure 3: Load balancers architecture diagram 
3.1.1 Advanced Load Balancing Mechanisms 
Modern load balancers use intelligent traffic distribution algorithms rather than random request forwarding. Common approaches include Round Robin, which is computationally simple but assumes uniform server capacity and request complexity; Weighted Round Robin, which improves efficiency by assigning traffic proportions based on server capabilities; Least Connections, which dynamically routes traffic to the least busy server and is well suited for long-lived connections; and Source IP Hash, which enables session persistence for stateful applications at the cost of reduced load distribution efficiency.
Health checks are critical to reliable load balancing. Shallow (Layer 4) checks verify port availability but may falsely report unhealthy applications as functional. Deep (Layer 7) checks query application endpoints, providing accurate availability by validating internal dependencies such as database connectivity.
Connection draining enables zero-downtime deployments by allowing active connections to complete before instances are terminated, ensuring elasticity without disrupting user experience.
[bookmark: _Toc2143548986]3.2. Scalability: The "Cattle vs. Pets" Paradigm
Scalability characterizes the capacity of a system to cope with increasing volumes of work by providing additional resources to the system. However, in cloud engineering it is very important to know how Scalability (ability to grow) is different from Elasticity (ability to grow and shrink dynamically). The choice made, Vertical or Horizontal, basically determines the architecture and economy of the system. Image of vertical vs horizontal scaling diagram  
3.2.1 Vertical Scaling (Scale Up)  
Vertical scaling is scaling up the compute power of an existing server (e.g. upgrading from an AWS EC2 platform EC2 instance (in this case, t3. medium with 2 vCPUs) to a c5.4xlarge with 16 vCPUs.  
The "Pet" Approach: In the industry-standard "Cattle vs. Pets" DevOps analogy, vertical scaling is used to "Pets" servers. Each one of the servers is unique, manually configured, and has a specific name (e.g. db-prod-primary). If it fails, administrators rush to "nurse it back to health" since its loss is so catastrophic. 
The Law of Diminishing Returns Vertical scaling suffers from a steep non-linear cost curve. A server with 128 virtual CPUs (vCPUs) of resources often costs much more than 4 servers with 32 vCPUs because of the premium on high-density hardware.  
Critical Limitation: Beyond the hard physical limitations of the largest hardware available, vertical scaling causes single point of failure. Furthermore, the resizing of a live server almost always requires a reboot of that server, requiring planned downtime; not an acceptable constraint for modern high-availability SLAs. 
3.2.2 Horizontal Scaling (Scale Out)  
In case of horizontal scaling, more different server units are created for the resource pool, instead of increasing the size of existing units. 
The "Cattle" Approach: Servers are considered a commodity or "Cattle." They are given automated numbers (e.g. web-server-045), not names. If some server is malfunctioning, there is no effort to resolve the issue; the server is just killed and replaced by a new instance automatically. 
Benefit: This provides a theoretically endless scale, and it allows for true Elasticity. During traffic spike, the fleet would increase from 2 to 50 servers, on lean days, the fleet can reduce to 2 and thus, the organization would be paying only for what is currently needed.  
The Statefulness Challenge (Shared-Nothing Architecture): Horizontal scaling implies a particular sort of architecture referred to as a Shared-Nothing architecture. The application must remain stateless. 
The Problem: the user logs in and their session data (e.g. shopping cart) is kept in the "Server 1" RAM, and the Load Balancer sends their next click to "Server 2", and the user will appear to be logged out.  
The Solution: State must be "externalized" Instead of the data being stored on the server, the application writes session data to a high-speed distributed cache such as Redis or Memcached. This enables any server in the fleet to allow any user request to go seamlessly. 
3.2.3 The Synergistic Relationship 
Load balancing and scalability go together; the two cannot function effectively independently in a distributed environment. 
The Mechanism of Action Scalability Provides the following raw capacity (the additional servers) while the Load Balancer provides the mechanism of distribution. 
Dynamic Registration: In the modern cloud environment, this relationship is automated. When a new instance is launched by the Auto-Scaling Group, a hook is triggered which then registers the new instance IP-Address with the Load Balancer's 'Target Group. 
The Feedback Loop Scaling from 2 servers to 50 is pointless if the traffic entrance point has no method to route requests to the 48 new nodes. Inversely, a Load Balancer cannot be effective if it identifies that there is a spike in traffic without having anything to balance that spike against. They function as a closed loop control system: Traffic goes Up Auto-Scaler adds nodes Load Balancer routes to new nodes Load is stabilized.
[bookmark: _Toc1920299799]3.3. Application Gateways: Layer 7 Intelligence
While a standard Load Balancer (Layer 4) works on traffic control based on the IP addresses and ports, an Application Gateway is a complex delivery controller (Layer 7 Isolation: Application). It serves not only as a traffic router, but also as a brain for the "microservices" architecture. In Kubernetes environments, this is typically served by an Ingress Controller. 
3.3.1 SSL Termination and Offloading 
The cryptographic handshake that is required to establish a secure connection over https (which involves RSA or Ellipse Curves) is very CPU intensive. 
The "Tax" on Compute: When every web server that was running backend, having to negotiate these handshakes was a complete waste of computing time and a huge chunk of CPU cycles that should be done in running business logic. 
The Solution (Termination): An Application Gateway will perform the SSL Termination. It decrypts the encrypted traffic on the edge of the network. The request is then passed on the backend servers over standard HTTP (port 80) within the secure, private network (VPC). 
Critical Evaluation: Although offloading improves performance, it implies that the traffic is not encrypted within the data center. For highly sensitive industries (like Banking or Healthcare), a "Zero Trust" model may be needed, where the Gateway is used to re-encrypt the traffic before forwarding it to the backend (End-to-End Encryption), the tradeoff being some amount of performance in exchange for maximum security. 
3.3.2 Web Application Firewall (WAF) 
A normal network firewall is a "port guard"--it can prevent traffic from coming into the network in port 80, but it can't see what the traffic is inside of. One of the functions of a Web Application Firewall (WAF) is to function as a "content inspector." 
Payload Inspection: WAF is there to analyze the body of the request which is http. During this step, it compares the input with the various known attack signatures. 
OWASP Defense: It gives a proactive defense to the OWASP Top 10. 
Example - SQL Injection: If a user sends a login form to a system which contains ' OR 1=1 -- ' it will be allowed to pass through any normal firewall because this is valid text. The pattern of this type of attack is very recognizable to the WAF, which will block the request immediately as a malicious attempt to influence a database query. 
Virtual Patching: If a new vulnerability is found in a framework (like Log4j), administrators can update the rules in WAFs to block the vector immediately, which will help to secure the application before it gives the developers enough time to patch the actual code. 
3.3.3 Path-Based Routing (URL Map) 
In a monolithic application, one server does everything. For a microservices architecture, different functions are tackled by different clusters. The Application Gateway makes this possible through Content-Based Routing. 
The Unified Front: The Gateway provides a Clear, Unified URL Structure: Gateway gives a unified look of the URL structure to the user and conceals the complexity of the Back End. 
example.com/api/users --> navigates to User Management Microservice. 
example.com/api/orders -->is a route to the Order Processing Microservice. 
example.com/images --> route directly to an S3 Bucket (Object Storage) but bypasses completely application servers to save money. 
Decoupling: This enables backend teams to refactor, move or replace certain services without having to modify the frontend client in which the public-facing URL would not change. 
3.4. Synergistic Implementation: A Real-Life Scenario 
The real power of cloud computing is not related to these technologies running in separate silos, but through them being orchestrated into a coherent and automated system. This synergy can be best described using a "High Traffic Event" scenario such as Black Friday when the cost associated with downtime can be measured in millions of dollars per minute. 
Phase 1- The Shield (Application Gateway at the Edge) 
In this architecture, the Application Gateway is acting as the Public Entry Point. It is the only component that is exposed to the open internet, which greatly reduces the attack surface. 
Bot Mitigation: During periods of high-profile sales, "scalper bots" are trying to purchase inventory at a pace quicker than humans. The WAF at Gateway level enforces Rate Limiting (e.g. blocking any IP who is requesting the checkout page more than 5 times per second).
SSL Offloading: By taking the SSL/TLS handshake at the Gateway the heavy mathematical lifting is taken off the backend This means the web servers in the backend do not have to concerns processes using CPU cycles decrypting packets; they are receiving clean http requests and can be able to dedicate 100% of their resources to processing orders.
Phase 2: The Distributor (Internal Load Balancing, and High Availability) 
Once traffic is passed through Gateway, it goes to Internal Load Balancer. Importantly, this LB works across different Availability Zones (AZs). 
Disaster Recovery: Availability Zone is a physically separate data center that is independent of power and cooling. If "Data Center A" experiences a power outage, Load Balancer immediately notices health check failures, and routes all traffic to the servers that are running in "Data Center B." This helps to ensure the site is always online even in the event of a catastrophic physical failure. 
During a sale, there will be users with a low load (browsing) and a high load (payment processing). Round Robin algorithm may send payment requests to a server already choked with payments. "Least Connections" makes sure that the new shopper is directed to the servicing server that is idling, and the user's experience is maintained. 
Phase 3: The Reactor (Intelligent Auto-Scaling) 
The Auto-Scaling Group (ASG) serves as the brain system. While Reactive Scaling (scaling based on current CPU) is common, in modern architecture Predictive Scaling is used.  
Scheduled Scaling: Being aware that the sale is commemorated at 9:00 AM, the ASG is arranged to supply on the warm-up of the fleet, scaling the server count from 10 to 50 at 8:45 AM. This helps in avoiding the "boot latency" lag incurred when reacting to a sudden spike. 
Cool-Down Periods To avoid Thrashing (definitely, thrashing is completing many adds and deletes of servers) thus causing instability; the ASG has a "Cool-Down" timer (i.e. 300 seconds). After scaling out, it ignores new alarms for 5 minutes, so quitting the system can stabilize. 
Phase 4: The Resolution (Self-Healing)  
The synergy of these tools makes for a Self-Healing System. 
Scenario: One of the newly provisioned web servers has a bad memory module, and it crashes. 
Reaction: The Load Balancer fails the health check and stops directing customers to the said node. The Auto-Scaling Group recognizes that the fleet count has decreased from a fleet size of 50 to 49. It automatically stops the broken instance and provisions a new instance.  
Outcome: The system has found a hardware failure and repaired itself without waking up any human engineer to take any action. This is the definition of modern Cloud Reliability for Cloud Reliability.
[bookmark: _Toc192814870]4. Driving Forces and Emerging Paradigms
[bookmark: _Toc559210197]4.1. Economic and Technical Driving Forces
The exponential growth of cloud computing is not just a matter of technology update but a way of rearranging the IT economics. The main driver has been the shift from Capital Expenditure (CapEx) to Operational Expenditure (OpEx). 
4.1.1 The Shift from CapEx to OpEx 
In the traditional on-premises model (CapEx) organizations had to anticipate demand years in advance. They had to purchase physical servers, storage arrays, and networking gear upfront. 
· The Risk of Over-Provisioning: If an organization had planned for high traffic and found low traffic, they were left with expensive, depreciating hardware sitting around. 
· The Risk of Under-Provisioning: On the other hand, if a marketing campaign goes viral, fixed on-premises hardware is unable to scale up to keep pace with the demand, resulting in service outage and revenue loss. 
The Cloud OpEx model is cancelling all these risks. Organizations only pay for the resources used. This makes the cost of infrastructure direct to revenue-raising activity. If the application has zero users at 3:00 AM, then the cost should be close to zero in theory. 
4.1.2 Total Cost of Ownership (TCO) 
A critical evaluation of the economics of the cloud should look beyond the sticker price of a virtual machine. While a cloud server may appear to be more expensive per hour than a depreciated physical server, the Total Cost of Ownership is baited by the on-premises model. TCO in this case includes electricity, commercial real estate (square footage for racks), HVAC (cooling), physical security, and the cost of the salaries of engineers needed to swap out failed hard drives. Cloud providers take in these "undifferentiated heavy lifting" tasks, freeing organizations to use their budgets for software innovation. 
4.1.3 Agility and the "Fail Fast" Paradigm 
Perhaps more important than cost, it is agility. In a traditional IT environment, setting up a new environment for a research project could take weeks or months because of procurement cycles. In the cloud, providing the programmer with thousands of cores in minutes is possible through an API call. 
This speed creates an environment of "fail-fast." A business that wants to try out a new hypothesis (e.g. "Will AI improve our customer support?") can do so for $50 during the weekend. If it fails, they shut it down with zero long term liability. If it is successful, they make it on a larger scale right away. 
4.2. Serverless Architecture (Faas) vs. Containerization 
As cloud adoption is maturing a new approach, called Serverless or Functions as a Service (FaaS) (e.g. AWS Lambda, Azure Functions) has emerged. 
4.2.1 Understanding the Serverless Mechanics 
The term "Serverless" is not accurate as servers are still there, but their management is totally abstracted from the developer. 
Event-Driven Execution: Unlike a standard application that is running 24x7 waiting for request to come from the user, Serverless function is dormant until an event happens. This event could be an http request (through the API gateway), a file uploaded to storage (s3/Blob) or modification of a database. 
The "Cold Start" Phenomenon One of the critical considerations in the serverless architecture is the "Cold Start". When a function is called for the first time, the provider will need to spin up a micro-container, download the code, and start the runtime. This can lead to latency (100ms to several seconds). Acceptable for background work This can be problematic for real-time user interfaces as compared to always-on containers.
4.2.2 Comparison with Containerization
To critically evaluate which technology to use, one must compare Serverless against the Containerization approach.

	Feature
	Containerization (Docker/Kubernetes)
	Serverless (FaaS)

	Granularity
	Microservice Level: Usually contains an entire application part (e.g. the whole "Billing Service")
	Function Level: Includes one piece of logic (such as "ResizeImage" or "ProcessPayment").

	State Management
	Flexible: Can be stateful (involving persistent volumes) or stateless.
	Strictly Stateless: Functions have a short lifespan. Any information that needs to be fetched must be retrieved from an external database each time. 


	Cost Model
	Resource-Based You pay for your virtual machine capacity per hour even though the CPU may be idle at 1%.
	
Consumption-Based: You are billed according to the number of 100-millisecond time units that you use. If nobody uses the app, then the bill is $0.00. 

	Control vs. Lock-in
	High Control / Low Lock-in You control the OS libraries and runtime A Docker container works as much on AWS, Azure or a laptop.
	Low Control / High Lock-in: You are bound to the runtimes that they offer (e.g. Python version 3.9). Moving a Lambda function to Azure Functions UK leads to a refactoring of code. 

	Use Case
	Long-Running / Legacy: Best for migrating applications that already exist and have certain OS dependencies or take a long time to process applications.
	Event-Driven / Glue Code: Best suited for uncertain workloads, image processing, connecting different cloud services, etc. 



Table 1: Serverless V/S Containerization
Synthesis: While containerization is the portability and control over complex and long running systems, serverless is the essence of the cloud economic model. It takes off the burden of stepping and patching completely from the provider and lets the developers thrust in strict business logic. However, this is at the expense of vendor lock-in and "cold start" performance overheads.
[bookmark: _Toc2144751935]5. Conclusion
This report has critically analyzed the technological and architectural basis of modern cloud engineering. It showed that while virtualization paved the way for hardware efficiency, containerization (Docker) has gone beyond it to offer much better agility as well as portability for application deployment. Through the analysis of Load balancing, Scalability and Application Gateways, it is observed that these components are not simple tools but rather they are interdependent pillars needed for high availability. Finally, the comparison between Serverless and Containerization seems to point out a trend towards further levels of abstraction where the focus is moving all the way from managing infrastructure, to delivering business logic.

[bookmark: _Toc1099747028]6. References
[1] M. A. Albreem et al., "A systematic literature review on load-balancing techniques in fog computing: Architectures, strategies, and emerging trends," Computers, vol. 13, no. 2, 2024.
[2] N. Poulton, Docker Deep Dive, independently published, 2020.
[3] Microsoft Azure, "Azure Load Balancer components," Microsoft Learn, 2024. Online. Available: https://learn.microsoft.com.
[4] Amazon Web Services, "Serverless Computing," AWS Whitepapers, 2024.
[5] Docker Inc., "Docker Overview," Docker Documentation, 2024. Online. Available: https://docs.docker.com/get-started/overview/.
[6] T. Li, Y. Chen, and J. Zhang, “Dynamic Load Balancing Algorithms in Distributed Systems: A Survey,” IEEE Access, vol. 10, pp. 118201–118215, 2022.
[7] Kubernetes Documentation, “Probes and Health Checking,” Cloud Native Computing Foundation (CNCF), 2024.
[8] Cloudflare, "Load balancing reference architecture," Cloudflare Docs, Nov. 2024. Online. Available: https://developers.cloudflare.com/load-balancing/. [Accessed: Dec. 15, 2025].
[9] M. Fowler, “Patterns for Zero-Downtime Deployment,” IEEE Software, vol. 39, no. 5, pp. 92–97, Sept.–Oct. 2022.
[10] Cloud Native Computing Foundation, “Service Mesh and Traffic Management,” CNCF Technical Report, 2023.

[bookmark: _Toc1133453393]7. Appendix: Video Demonstration
Video Link: https://youtu.be/alyXqujGmCQ
Description: This video demonstrates the creation of a Dockerfile, building an image, creating a volume for persistence, and networking two containers together, as detailed in Section 2.5 of this report.
image1.png
Prifysgol Cymru
Y Drindod Dewi Sant

University of Wales
Trinity Saint David




image2.png
® localho!

Cloud Engineering Assignment

Student ID: 2515744
Container Hostname: baf7230773ae
Timestamp: 2025-12-15 11:57:16 UTC

Status: Database Connected Successfully




image3.png
@ docker. desktop resonar.

¥4 AskGordon seTA
on (8] < 9 cloud_assignment

N View configurations
@ Containers 7> C:\cloud_assignment

& Images db-server 2025-12-15 11-56:55.486 UTC [1] LOG: received fast shutdown request
2025-12-15 11-56-55.489 UTC [1] LOG: aborting any active transactions Q

&  Volumes db-server ® backe d worker "l 1 repl Taunche:
2025-12-15 11:56-55.492 UTC [1] LOG: background worker "logical replication launcher” (PID 35)
@ postgresig ¥
© Kubernetes postg % . ) o @Rt @ 1
&

Gl

5432:5432 (7 =
“ 2025-12-15 11:56:55.492 UTC [30] LOG: shutting down

web o 2025-12-15 11:56-55.494 UTC [30] LOG: checkpoint starting: shutdown immediate
@ cloud assigu ?é . E 2025-12-15 11:56:55.511 UTC [30] LOG- checkpoint complete: wrote @ buffers (0.6%), wrote 3 SLRU
®  Models 5000:5000 (7 buffers: @ WAL file(s) added. © removed, © recycled: write=.607 s, sync=0.002 s, total=0.620 s: .
. sync files=2, longest=0_001 s, average=0 801 s: distance=0 kB, estimate=0 kB: 1sn=0/1BEF986, redo (mH
1sn=0/1BEF980
2025-12-15 11:56:55.522 UTC [1] LOG: database system is shut down @

& MCP Toolkit BETA

@  Docker Hub
PostgreSQL Database directory appears to contain a database; Skipping initialization
Docker Scout
2025-12-15 11:57:03.277 UTC [1] LOG: starting PostgreSQL 18.1 (Debian 18.1-1.pgdg13+2) on x86_64-
£ Extensions pc-linux-gnu, compiled by gcc (Debian 14.2.0-19) 14.2.6, 64-bit

2625-12-15 11:57:03.278 UTC [1] LOG: listening on IPv4 address "0.0.0.0", port 5432

2625-12-15 11:57:63.278 UTC [1] LOG: listening on IPv6 address "=:", port 5432

2625-12-15 11:57:63.281 UTC [1] LOG: listening on Unix socket "/var/run/postgresql/.s_PGSQL.5432"
2025-12-15 11:57:03.292 UTC [32] LOG: database system was shut down at 2025-12-15 11:56:55 UTC
2025-12-15 11:57:03.299 UTC [1] LOG: database system is ready to accept connections

web * Serving Flask app 'app'

* Debug mode: off

WARNING: This is a development server. Do not use it in a production deployment. Use a production

WSGI server instead.

* Running on all addresses (6.6.0.0)

-//127.6.6.1:5600 (3

* Running on http://172.20.0.3:5600 (3

Press CTRL+C to quit

172.20.0.1 - - [15/Dec/2025 11:57:16] "GET / HTTP/1.1" 200 - N2

* Running on hit;

@ Engine running 1

RAM 0.91 GB CPU0.00% Disk: 4.71 GB used (limit 1006.85 GB) >_ Terminal +/ v4.54.0




image4.png
Load Balancer Architecture

Load Balancer

Application Application Application
Server Server Server





