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Rate your Teams Contribution with a scale of 1 to 5 (1 No Contribution and 5 Excellent Contribution)Ashley: The team worked well very well together, there was a good mixture of Cyber security and Software development. Each stream contributed differently to the overall creation of the assignment. Josh and Tyrion provided the screenshots needed, while I helped with the technical side when setting up the servers and client systems through the type 2 hypervisor. Mark was then able to compile all the screenshots to create the group section of the assignment.
Mark: Our team work exceptionally well together we each contributed parts to the overall task that helped each other understand the subject further for example Ashley assisted those of us who have less experience within Virtual Machines and guided us when the stages got a bit confusing. Tirion and Josh provided important screen shots that showed parts of the task steps that helped with writing up the assignment.

Tirion: Our team worked well together. Josh and I study Software Engineering, it was therefore really helpful to collaborate with Mark and Ashley who study Cyber Security as they have a good understanding on the topic. Ashley helped us troubleshoot problems we came across, Josh and I provided the screenshots and Mark put the screenshots together, created the layout and wrote the captions. We then all edited it together.





Josh: We all worked well as a team and due to us all coming from different disciplines we were all able to bring unique benefits to the team. 
Mark was helpful when it came to trouble shooting a few problems for me. One of these was when I couldn’t figure out that when adjoining the domain and testing user logins, I kept getting an error message instead of being prompted to input an admin account details. Mark helped me trace the problem back to the incorrect value for the Preferred DNS Server. This then solved the problem. Ashley was a great help especially in the early stages of setting up the VR Machines and different Server and Client accounts. As I didn’t come from a Network Operating Systems background, Ashley was able to help me understand the layout of what we are trying to do.
Tirion like myself came from a Software Engineering background. Tirion and I both set up the Type 2 Hypervisor platform based Virtualised network. This was to be able to provide us with valuable experiences in network operations and to also provide a back up to each other’s work in case one was lost or corrupted. Tirion and I also both provided the screenshots for the proof.
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Abstract



The purpose of this assignment was to work within a team of three other students to build, deploy and manage a type 2 Hypervisor platform by creating four virtual machines  two for client and two for server. Within this team each student had tasks delegated to them which had to be completed, evaluated, and changed to by each of the other members of the group to make sure each steps of the task work together. Within the first part of this assignment it covers the stages taken to create the type 2 Hypervisor with screen shots of the virtual machines showing certain stages and goals reached with descriptions on what is happening and why it is used. 
The second part covers task 3 which is completed individually and shows observations details of why Type 2 Hypervisors are used along with a comparison of Type 1 Hypervisors and an in-depth detailed description of different terminologies such as Ping, Server Management Firewall etc. At the end of this assignment shows a brief reflection on the entirety of the tasks set and how working within a team helped and hindered the tasks.


















Building a virtual LAN using type 2 Hypervisor software


[image: ]
The above image shows Oracle VitualBox Manager with four Virtual Machines, two Client and two Server. The right side of the image shows the configurations for the client Virtual machines showing the systems base memory, operating system, and display settings all of which have been manually set to allow the virtual machine to run smoothly and connect to the server. 











[image: ]
A view of first start up of the Virtual Machine for Server2 which displays like a regular computer would when first starting up, but this Virtual Machine has warnings and errors shown on the right hand side, customisable settings shown in the bottom right of the image and also has the ability to press certain combination of buttons such as alt + control and delete within the “Input” option at the top left. 
















[image: A picture containing text, monitor, computer, electronics

Description automatically generated]
Within this image it shows the Network Connections for both PublicNet and PrivateNet1 this is done on both Server1 and Server2 Virtual machines and allows for the connection between server and client. 













[image: A screenshot of a computer screen

Description automatically generated]
Following from the image above to make the Server and Client Virtual machine communicate there must be an IP address set for the machine. The above image shows the IP address and the Subnet Mask along with the Preferred DNS server which is used for later in the task.












[image: ]
In the image shown above Client1 has been started and as mentioned in the images above to get the Server1 and Client1 virtual machines to communicate the Network Connection PrivateNet1 is created and as shown here the IP address and Subnet mask are inputted.












[image: Graphical user interface, text, application

Description automatically generated]
Firewall settings are turned off for the Client and Server Virtual machines to be able to communicate with each other the. The firewall will block incoming ping requests by default from unknown sources as a security measure because pings can be used maliciously.












[image: Graphical user interface, text

Description automatically generated]Successful ping from Client1 to Server1 virtual machine, the image shows the reply time once the command for the server1 IP address to ping. Which shows that the steps followed within the pictures above have allowed the connection and communication of Server1 and Client1.












[image: ]Successful ping between Server2 and Client2 virtual machines showing that the setup with network connections was inputted correctly and shows that the IP address set for Client2 are correct.












Deploying network directory and creating an Active Directory



[image: ]
The following image shows that the DNS has not been set up and that the firewall is turned off along with the Server IP being Statically Defined. This confirms all of the steps taken in the task above and shown within the images are correct and confirmed.









[image: ] Showing within Server1 the Computer name has been changed to “DMC1-NT” within the control panel system settings.












[image: ]Active Directory is a database that manages network resources such as computers and users. It allows for administration to restrict and grant access to all aspects of the network such as groups for specific access, security policies. My experience working within Digital Health Care of Wales active directory houses all of the NHS Nadex’s which are what staff use to log in and each Nadex will have groups that grant access for whichever department that staff member is apart.










[image: Graphical user interface

Description automatically generated]
First time opening Active Directory within Server1, on the left hand side of the directory there are the folders for users and computers which allow for creating new users.












[image: A computer screen capture

Description automatically generated with medium confidence]The computer name “DMC1-NT” is shown in the image above inside of Active Directory it shows the “member of” group which grants the account access to certain things within the network here the domain controller has been set “accatask.msft”.











[image: A screenshot of a computer

Description automatically generated]Active Directory allows for the creation of users which will than grant access to the network. In this image it shows the users full name and what will be the account details that will be used to login.










[image: Graphical user interface

Description automatically generated]A lot can be customized within Active Directory including the times users are able to log in stopping unauthorized access to the network certain times keeping the network safe from possible malicious attempts by users trying to gain access outside of office hours. The customization is simple the white boxes are to deny login at these times and days and the blue allows users to login.










[image: Graphical user interface

Description automatically generated]The users created within Active Directory and placed within the “Domain Users” group will all appear when accessing the group as shown in the image above where all users that are in that group appear in the list of the “Members” tab inside “Domain Users” properties.










[image: Graphical user interface

Description automatically generated]Client1 Virtual Machine is connected to “accatask.msft” domain which allows for activate directory users and policies to be used within this computer.













[image: A screenshot of a computer

Description automatically generated with medium confidence]Continuing from the above image Client1 is connected to the Active Directory and users are able to login as proven in the image above where a user created “NT-JC” has logged into the Virtual Machine because of the connection to the Active Directory and Network.










Observational Tasks
Type 1 and Type 2 Hypervisors

A Type 2 Hypervisor was used for the practical task because of its ease in installation, this type of Hypervisor is run through the operating system on the host machine. This then runs the Virtual Machines and grants the ability to change system settings such as Operating systems. This type of Hypervisor is mainly used for induvial testing and virtualised work. One major drawback of using a type 2 Hypervisor is the demand on the host machines as it runs through the operating system to use the physical hardware[1] which can cause errors, the image below shows one of the errors that occurred during the practical task.
[image: ]This was caused by opening Client and Server Virtual Machines at the same time with too much Base Memory running on both machines at once. Reducing the Base Memory on both machines resolved this issue. The downfall to this type of Hypervisor is also one of the benefits which is the ability to change a wide range of settings such as RAM, Video Memory and system settings as displayed earlier in the practical task which allows for easy customisation if the host machine is capable of it. 
Type 1 Hypervisors also known as bare metal Hypervisors[2] are mainly used by organisations that require multiple Virtual Machines running at once. This is done by running the Virtual Machines from a single server as it accesses physical hardware and doesn’t require the host to have an Operating System[3] as it uses the physical hardware of the actual machines using it. One of the benefits for using a Type 1 Hypervisor is the security[4] because there is nothing between the server and the CPU for attackers to compromise, unlike a Type 2 Hypervisor if it is attacked an attacker will have access to all of the Virtual Machines within the Host environment. 
Another benefit for using the Type 1 Hypervisor over the Type 2 is the efficiency, as it doesn’t require the host machine to have all the physical demands. This means its not limited to the host machine and uses the physical components of the user’s machine.

Dynamic Host Configuration Protocol
Dynamic Host Configuration Protocol also known as DHCP assigns IP addresses to devices within a network[5]. Below is an image that explains further how DHCP work.
[image: Diagram

Description automatically generated]
[6]
The image demonstrates how a computer requests an IP address from the DHCP server, the DHCP then receives this request and will then assign an available IP address to the device. The DHCP will also assign configurations such as Subnet mask, default gateways and a DNS, this allows the device to communicate to the network.
One of the benefits to using DHCP is that it eliminates the need to manually assign IP addresses to massive amounts of devices making the process simple. This eliminates time waste and stops any issues that might occur when users try assign IP addresses[7].
A negative to using DHCP is that attackers are able to infiltrate the DHCP and hand out wrong and malicious IP addresses to devices that allow for cyber-attacks known as “Man-in-the-middle”[8]. This type of attack is when an attacker infiltrates a network, usually via the communication between the network and a user, which then allows them to record and steal valuable information[9].

Active Directory
“Windows active directory server has information about all the objects of users, computers, and resources like printers, shared files or folders connected in an organizations network”[10].
The above quote from an article regarding Active Directory describes its main principles. Active Directory is used in various types of businesses and allows for an organized network of all user’s accounts. Within these accounts Active Directory shows the groups and objects that particular user is able to access. This allows for the organisation to allow their users to only access necessary parts of the network that apply to their role. It also provides Single sign-on which allows users that sign into a computer to access everything they’re in an object for such as shared folders without having to re-sign in. 
Objects are necessary, as an example, you wouldn’t want a receptionist to have access to certain patient information that only Doctors should have access to. This eliminates issues that could occur if non clinically trained staff or staff that might have malicious intent from accessing parts of the network that could cause larger problems for the Organisation.  
Within NHS Digital Health and Care Wales, Service Desk Analysists use active directory daily to create nadex’s that Authorized users have requested, these nadex’s are what user’s login to the network with and consist of two letters and four numbers. Once that has been created the Analysists will then add these nadex’s to specific groups. This will then allow the user access to shared files and the ability to log in within their organisation. 

[image: ADUC 1][11]
The above image shows Active Directory and how there is an option for creating new users, computers, Shared Folder, etc and on the left hand side of the image there is a list of the objects such as Disabled Users and other Objects that users are placed in and can be granted access to. 





Terminologies
Networks have multiple terminologies below are some that were mentioned throughout the first task within this assignment with further descriptions and understanding of how they’re used in real world environments.
Ping	
Ping is a command used within Command Prompt to test weather or not a computer or other device is connected to the network, the command for this is “ping”. Along with the devices IP address it will then display the time taken to respond, this is known as latency. If the response time is low that means the connection is fast.
[image: ]The above image is from the first part of the assignment tasks and shows both examples of a ping being able to communicate with the Server by showing a reply and the speed of the reply. It also shows an example of what message appears when unable to communicate.


IPV4 Default Gateway
Following the above terminology an Internet Protocol also known as an IP, the IPV4 Default Gateway is an address given to a device that allows for it connect to the internet and network. It can be manually provided but larger businesses use a Dynamic Host Configuration Protocol to automatically provide unique IPs to every device connected to the network. IPs are located different ways within different operating systems as shown in the images below.
[image: Graphical user interface, text, application

Description automatically generated][12]
The above image gives instructions on how to locate an IP address on a Windows operating system and an Apple Mac.





Firewall
In an ever evolving technical world Cyber-attacks are growing and creating the need for more safety[13]. Firewalls are a type of software or hardware that provides security to devices by blocking and limiting access to certain aspects to a variety of services, websites, and software. An example of this would be how Digital Health and Care Wales have recently banned TikTok from all Organisation Devices due to the increased risk with Cyber attacks from the application. 
There are multiple different types of Firewalls some of which are listed below with descriptions of what protection they provide and possible negatives. 
· Packet Filtering Firewalls
The oldest type of firewall which operates at the network, its purpose is to check source IP and destination IP to make sure the IP addresses are within the predefines of either, allowing or restricting access. These type of firewalls are fast and cheap, but the security provided is quite limited in what it is capable of. 
· Circuit-Level Gateways
These type of Firewalls use a technique known as Proxying, which handles connections made between Client and Server. The Firewall obtains the request sent from the client to server and creates a private internal connection with the server, which allows all data flowing from client to server to be monitored and keeps data within the set predefines. These types of firewalls are prone to hijacking cyber attacks where attackers take over connections to gain access to the network.[14]
Firewalls are an essential part of any organisation which act as a barrier between user and network preventing, limiting, and maintaining predefines set by an organisation preventing attackers and even helping users that may accidentally click a wrong link.




Reflection
The tasks that were set within this worksheet were fascinating to me, because it relates directly to what I do within the NHS at Digital Health and Care Wales, especially the Active Directory aspect. It allowed for a deeper understanding how information such as user login details and Objects is stored within Active Directory, and how it allows for networks to communicate. I especially enjoyed using the Virtual machines and getting a better understanding of the uses for Type 2 and Type 1 Hypervisors.
The team aspect to this task has been enjoyable and taught me to look at different ways of the subject that I didn’t think to look at. For example Tirion provided important screen shots  of the installation of the Active Directory process that I wasn’t aware were needed. Although enjoyable, working within a team did have its drawbacks in terms of students not attending and waiting for certain team members to provide evaluations before being able to complete the assignment. 
Overall the task set was enjoyable, and I believe the brief knowledge of active directory I came into this assignment with from my job in the NHS has given me a good foundation, which I have built on during this worksheet. This foundation, along with the different information my team provided during the first part of this assignment will allow me to use in my working environment.
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How to find your gateway address on Windows:

1. Open your Control Panel.

2. Click on Network and Internet.

3. Click on Network and Sharing Center.

4. In the Network and Sharing Center window, click on Ethernet.

5. In the Ethernet window, click the box that says Details....

6. In the list that pops up, your gateway address will be next the label IPv4 Default
Gateway.

How to find your gateway address on Mac:

1. Click the Apple icon at the top left of the screen.

2. Select System Preferences.

3. Click Network.

4. Click on your network connection and then click Advanced.
5. Click the TCP/IP tab.

6. Your gateway address is listed next to the label Router.
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