Is Windows Defender Advanced Threat Protection the
ATP - £100,000 f

. Safe attachments & links — monitors attachments and links to protect against phishing emails.

. Real-time protection — client runs in background of systems to detect threats in real time.

. Attack simulation training — can simulate attacks to test level of protection for systems.

. Advanced hunting — use custom queries to detect known threats, and ensure systems are protected.

. Threat analytics — able to score threats to enable prioritization of mitigations.

. Alerts/ incidents — alerts are not overloaded with information and provide a timeline of changes to the system.
. Reports — multiple reports which can be provided to key decision makers.

. Single console — console has a clean design and is simple to achieve desired actions.

. XDR capabilities — enhanced unified security.

. Machine learning.

Crowd Strike ATP TrendMicro

Payload Safely detected Safely detected Safely detected

WannaCry Detected and blocked Detected and blocked System infected

Best Solution for Digital Health and Care Wales?
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TrendMicro - £1,135,030.35 (pa)

e Support for legacy systems.

e 3500 whitecap researchers to detect threats globally.

e Integration with Microsoft API’s.

e XDR capabilities — enhanced unified security.

e Third party integration. .

e Virtual preemptive patching — patches to vulnerabilities released before vendor,
e Automated sandboxing.

e Day zero threat protection — ability to release patches for vulnerabilities before even the product vendors.

MS simulation Detected and blocked Detected Detected

TrendMicro Simulation Detected Detected Detected as expected

Ransim Safely detected — did not even allow installation.  Detected — threats removed. Detected in console but didn’t protect

system
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CrowdStrike -'£128,000

e Machine learning.
e Custom blocking (whitelisting and blacklisting)
Exploit blocking. s
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Additional"protection specific to ransomware.
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Single console.
Security Threat Alerts

APl integration.

e Sandbox
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¥’ Wana DecryptOr 2.0

May 2017, NHS England “identitied 45 NHS
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Trend Micro

e M| organisations including 37 trusts that had been
What Happened to My Computer? infected by the WannaCry ransomware. In total at
Your important files are encrypted. least 81 out of 236 trusts across England were
Many of your documents, photos, videos, databases and other files are no longer affected. A further 603 primary care and other NHS
accessible because they have been encrypted. Maybe you are busy looking for a way to '

recover your files, but do not waste your time. Nobody can recover your files without organ isations were infected by Wan naCry,
our decryption service including 595 GP practices” .

Payment will be raised on

- : : :
N =i Can [ Recover My Files: | The WannaCry virus was effective due to an exploit
51512017 16:32:52 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time,
Time Left You can decrypt some of your files for free, Try now by clicking <Decrypt>. known as EternalBlue, and backdoor called

St et P A But if you want to decrypt all your files, you need to pay.
R 1Y o) only have 3 days to submit the payment. After that the price will be doubled. DoublePulsar.
Also, if you don't pay in 7 days, you won't be able to recover your files forever, g :
We will have free events for users who are so poor that they couldn't pay in 6 months. EternalBlue is an exXp loit that takes advanta ge of a

vulnerability in mainly windows operating systems

Your files will be lost on

=|fHow Do [ Pay? : :
20T 16:32:52 Payment is accepted in Bitcoin only. For more information, click <About bitcoin>, WhIC.h havg deSk_tOp Operatmg SyStemS Older_than
Time Lef Please check the current price of Bitcoin and buy some bitcoins. For more information, and includin g Windows 7, and Server operating
- clct <iow o iy Mo systems before Windows Server 2016; essentiall
"""" SO LI A SRR B And send the correct amount to the address specified in this window. y ’ y
Il After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am  _ WEVIESVINY=Taa AW o[Te s BN 41 I N0 s E LGRS Rol R SR [T 1o,
—— SMBvV1 protocol. Older operating systems have this
Send $300 worth of bitcoin to this address: s
About bicoin enabled by default, whereas newer operating
o e iy | 1#9YDPgwusZINyMgwo19p7ANDis)re Shw ‘ systems disable this by default (largely in response
to the EternalBlue vulnerability).
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