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In our modern age of computing, cyber threats are becoming increasingly common for both larger and smaller organisations. For larger companies, investing in commercial Security Information and Event Management (SIEM) solutions is quite common, as they can help to consolidate network activity while providing real-time malware detection abilities. However, smaller companies and publicly funded institutions such as schools do not often have the budget for commercial licences for these solutions, leaving them exposed to otherwise preventable attacks. The project being proposed aims to address this problem by investigating an open-source SIEM, more precisely Wazuh, can provide a practical and compelling solution for monitoring small scale networks.
The main aim of this project is to design, deploy and evaluate Wazuh, the open-source SIEM, in a virtual environment to research and assess its ability to detect and deal with common security events such as unsuccessful login attempts, network port scanning and potentially suspicious activity. In order to achieve this aim, the following SMART (Specific, Measurable, Achievable, Relevant, Time) objectives are being proposed:
1.) Deploy and configure a SIEM system on a dedicated virtual server, with at least one client attached to the server and SIEM. This will be deemed a success via successful logs and display in the Wazuh dashboard.
2.) Simulate common security events, such as brute force login attacks using Hydra and reconnaissance attacks using Nmap. These tools will be implemented using another virtual machine in a safe and contained environment to ensure outside networks are not affected. This will be deemed a success via a collection of the recorded events by the SIEM.
3.) Evaluate the SIEMs accuracy and response-time. This includes recording the total amount of security alerts generated by the SIEM versus the total number of events generated by the simulation tools, as well as rate of false positives. This will be deemed a success by documenting the percentage of events detected by the SIEM including the average time-to-alert.
4.) Assess SIEM usability and effectiveness. This includes an examination of the initial set-up process of the SIEM, its ease of use, as well as interpretation of alerts shown on the dashboard. This will be deemed a success by providing an assessment and reflection on the SIEM.
In order for this project to be considered a success, the SIEM must be able to reliably detect a multitude of common attack types via simulated tools, providing understandable visualisations into the networks activity, all while being approachable and user-friendly. This will be proved using a configured virtual Network for the SIEM to be implemented, multiple screenshots of dashboard and log contents, including a 10,000-word report which will summarise the methodology, results, evaluation, and reflections on the project as a whole.

Project Background and Literature Review

An effective cyber-security solution relies on fast detection of potentially malicious activity across both host devices and the network itself. SIEM systems aims to provide a centralised location for collecting, comparing, and analysing information logs from multiple sources [1]. SIEM tools are a combination of two separate components, a Security Information Management (SIM) which deals with log storage and reporting, while Security Event Management (SEM) deals with real-time data correlation and alerts. These two components work together to provide a cohesive protection layer for cyber defence. [2]
Historically, SIEMs were adopted by larger organisations who already had dedicated security teams and large-scale infrastructure in place, due to their licensing costs and other requirements. However, the amount of small and medium-sized enterprises (SMEs) requiring similar detection tools and alert capabilities has vastly increased, but they simply cannot afford the current market tools. As a result, there have been several open-source tools created that have already been evaluated, including Wazuh, OSSIM and Elastic Security. [1] [3] [4]. These tools aim to provide a comparable experience to paid SIEMs while having a reduced cost and often reduced complexity. 
Manzoor et al [1] conducted a thorough study on various different open source SIEMs for SMEs. These included Wazuh, OSSIM, SIEMonster and Elastic Security. Their results showed that Wazuh achieved the highest overall rating between the four different SIEMs. These results included ratings for security event management, usability, and customisability. Bezas and Filippidou [2] also evaluated several different SIEMs, and found that often “commercial SIEM solutions tend to be complex and expensive, the open source tools meet the needs of many organisations” This shows that especially for smaller businesses, the open source tools tend to be better suited for smaller environments due to their cost and approachability.
Conversely, Hackländer-Jansen et al [5] showed that SIEM rulesets can be exploited and bypassed, with almost 40% of common open-source SIEM rules being able to be fully or partially evaded, leading to undetected intrusions and is a major security risk if not identified and addressed. In order to address this, deep learning techniques could be introduced via log-based anomaly detection, which Le and Zhang [6] had explored. While the initial results from their analysis seemed promising, the performance of the models was not as good as expected and as such will take some time before deep learning algorithms can help to reduce false-positives for log-based detection. 
This project aims to build upon these studies by deploying a Wazuh SIEM within a controlled virtual environment and to simulate real-world attacks on the system using the MITRE ATT&CK and Cyber Kill Chain frameworks to establish detection performance and accuracy.

Project Design

This project will utilise a Waterfall development methodology, providing a structured framework tailored for smaller projects with clearly defined objectives and deliverable content. Waterfall has several well-defined phases, including: Requirements, Design, Implementation, Testing and Evaluation. This development methodology is appropriate for this project due to the clear objectives set, having limited outside stakeholder feedback and project time constraints. The overall goal for the project is to design, deploy and analyse an open-source SIEM (Wazuh) in a controlled virtual environment to determine its effectiveness and usability for small network environments.

Development Phases

Requirements | The first phase of this development aims to determine system requirements, number of client systems required, sources for logging information.

Design | A virtual network will be designed using VirtualBox virtual machines to simulate a small network environment similar to those found in SMEs or schools. It will include one Wazuh server, two client machines including one windows and one Linux based machines. All machines will be host-only to isolate the network from the internet and ensure ethical compliance.

Implementation | Wazuh will be installed and configured on the server machine, which will integrate with Elastic Stack for log management and data visualisation. On the client machines, Sysmon will be used to generate event logs for Wazuh to evaluate, with Nmap and Hydra used to simulate reconnaissance and brute force attacks on the network. All of the tools mentioned are industry-standard and open-source, meaning they are available for everyone to use and deploy as they see fit.

Testing | This phase includes deploying the simulated attacks against the network, with event data being collected and shown via Wazuh’s dashboard. These attacks will follow the MITRE ATT&CK framework for uniformity in techniques and procedures based on real-world observations.

Analysis | The collected data via logs will be analysed to identify false-positive ratio, detection accuracy and time-delay for attacks to be recognised.

Methodology justification

The waterfall methodology was chosen at it closely aligns with the projects clear, defined objectives. Agile was originally considered for this project, however, as it relies on constant stakeholder feedback and flexible requirements, it was deemed unsuitable for this project. Each stage of waterfall requires the previous stage to have been completed, which naturally will be a great fit as only one person will be working on the project and will not have the ability to develop different parts of the project simultaneously.
Overall, waterfall provides a suitable approach for the project being proposed, ensuring technical exploration and clear assessment, ensuring that the project is both thorough and feasible for an undergraduate project.

Resources/Planning

At the projects conclusion, there will be several key deliverables to determine the success of the project. The primary deliverable will be a fully configured virtual environment with an open-source SIEM (Wazuh) being deployed and maintained, connected to various client machines. Additional deliverables includes technical reports documenting the set-up and installation of Wazuh and client machines, included dataset documenting events and alerts generated by the SIEM, as well as a final report detailing the methodologies implemented, overall findings and evaluation for SMEs. The following Gantt chart displays the provisional project schedule
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Resources

The project will be developed on both university and personal workstations. Each workstation will require a minimum of 16GB RAM, and preferably a Quad-core processor to host the various virtual machines necessary. The software running on these machines can include: Wazuh, Elastic Stack, Sysmon, Nmap, and Hydra. All are open-source and freely available, allowing both students/SMEs/schools to easily replicate the project without licence concerns.
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