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PART 1: STRATEGIC THREAT ANALYSIS 

1.1 Executive Summary 

This strategic threat analysis is a forensic and tactical dissection of the 
November 2022 ransomware incident faced by All India Institute of 
Medical Sciences (AIIMS), New Delhi. This incident indicates a turning-
point in the cyber threat landscape against critical national 
infrastructure (CNI) and evidences how healthcare, as lifeblood of 
societal wellbeing, has become an attack vector for advanced 
persistent threat (APT) groups driven by cyber-spying, financial 
enrichment, and social unrest. The "Chimera" Chinese state-funded 
gang According to Darktrace, the cyber attack saw over 100 servers 
irreversibly encrypted, around 40 million sensitive patient records 
stolen and a total collapse of the internet and digital healthcare services 
for 14 days that led to a reversion of operations to manual systems. 

Part of what we will be doing is breaking down the attack lifecycle using 
the MITRE ATT&CK framework to expose systemic weakness. 14 unique 
tactics were used by the attacker throughout their activity chain, taking 
advantage of basic misconfigurations in identity management, network 
design and organisational security preferences. Key failures were a lack 
of multi-factor authentication (MFA) for privileged accounts on critical 
VPN gateways, a flat network paying actors unfettered lateral 
movement, and use of outdated signature-based solutions unable to 
identify new adversarial tradecraft. 

The recommendations here suggest a fundamental shift from 
traditional, compliance-driven security towards a proactive, 
intelligence-driven defence. Critical to this is the implementation of a 
Zero Trust Architecture (ZTA), starting with phishing-resistant MFA and 
fine-grained network segmentation. Supplemental investments in 
behavioral analytics by way of Next-Generation Endpoint Detection and 



Response (NG-EDR), holistic backup integrity via immutable storage and 
ongoing security awareness training are considered a mandatory 
necessity. This policy paper argues that defending health care 
infrastructure is not just an IT issue -- rather, it is a strategic imperative 
with implications directly affecting patient safety and national security 
and as such needs consistent executive level prioritization and resource 
investment in the development of cyber resilience. 

1.2 Introduction & Case Selection 

Case Study: The AIIMS Ransomware Attack 

• Target: All India Institute of Medical Sciences (AIIMS), New Delhi, 
India's premier medical institution and a symbol of public 
healthcare. 

• Date of Initial Compromise: Estimated 1-2 weeks prior to 23 
November 2022 (Discovery Date). 

• Public Discovery & Activation: 23 November 2022. 

• Attribution: Assessed as the Chinese Advanced Persistent Threat 
(APT) group "Chimera" (also tracked as APT41, Winnti, or Barium), 
known for blending cyber-espionage with financially motivated 
ransomware operations. 

• Attack Type: Dual ransomware attack (data exfiltration followed 
by encryption for impact). 

• Primary Impact: Complete paralysis of digital healthcare 
services, massive data breach, and severe operational 
disruption. 

Selection Rationale 

This case was selected for in-depth analysis due to its 
multidimensional significance in the field of cybersecurity: 

1. Technical Sophistication & Hybrid Motives: The attack 
exemplifies the "big game hunting" trend where state-aligned 
actors employ ransomware not just for profit but as a tool for 



disruption and as a smokescreen for espionage. The blending of 
data theft (likely for intelligence on Indian demographics and 
research) with destructive encryption demonstrates a 
sophisticated, multi-objective campaign. 

2. Critical Sector Relevance: Targeting healthcare infrastructure 
represents an escalation with dire human consequences. Unlike 
financial or retail sectors, healthcare outages directly risk lives by 
delaying emergency care, diagnostics, and treatment. Analysing 
this case provides crucial insights for protecting all Critical 
National Infrastructure (CNI) sectors. 

3. Comprehensive Tactical Breadth: The attack chain from initial 
phishing to data exfiltration and encryption provides a near-
complete textbook example of modern cyber-attack 
methodologies. It allows for a holistic examination of Initial 
Access, Lateral Movement, Privilege Escalation, and Impact 
techniques. 

4. Profound Strategic Implications: The incident transcended 
organisational boundaries, triggering national security 
discussions, diplomatic tensions, and a public crisis of 
confidence. It serves as a stark lesson on the interconnectedness 
of cybersecurity, public health, economic stability, and national 
sovereignty. 

1.3 Attack Timeline & Impact Analysis 

Chronological Attack Progression 

The attack was not a spontaneous event but the culmination of a 
meticulously planned campaign. 

• Phase 1: Target Reconnaissance (Pre-November 2022): APT actors 
conducted Open-Source Intelligence (OSINT) gathering to identify 
key personnel in AIIMS's IT and administrative departments. 
Social media platforms and professional networks like LinkedIn 
were likely exploited to craft credible lures. 



• Phase 2: Initial Access (Early November 2022): Using harvested 
information, attackers sent spear-phishing emails masquerading 
as COVID-19 vaccine research updates or official health 
advisories. These emails contained malicious links or 
attachments (likely Office documents with macros) that, when 
executed, deployed a downloader for the primary malware. 

• Phase 3: Foothold Establishment & Discovery (Mid-November 
2022): The initial payload established covert Command and 
Control (C2) communication. Attackers performed internal 
reconnaissance using native Windows commands (net view, net 
group) to map the network, identify domain controllers, and 
locate file servers containing valuable data. 

• Phase 4: Credential Access & Privilege Escalation (Mid-Late 
November 2022): Using tools like Mimikatz, the attackers dumped 
credentials from the Local Security Authority Subsystem Service 
(LSASS) memory of compromised workstations. These 
credentials, often belonging to users with excessive privileges, 
were used to move laterally. Eventually, domain administrator 
credentials were obtained, granting control over the entire Active 
Directory (AD) forest. 

• Phase 5: Lateral Movement & Data Collection (Late November 
2022): With domain admin rights, attackers moved unimpeded 
across the flat network. They accessed patient databases (e.g., e-
Hospital records), research data repositories, and financial 
systems. Data was systematically identified, aggregated, and 
compressed on staging servers. 

• Phase 6: Exfiltration & Encryption (22-23 November 2022): Prior to 
deploying ransomware, the exfiltrated data (estimated at 5 TB) 
was covertly transferred out of the network, possibly using 
encrypted channels blended with normal traffic or DNS 
tunneling. Subsequently, ransomware payloads were deployed 
simultaneously across more than 100 servers and endpoints, 
encrypting critical data and rendering systems inoperable. 



• Phase 7: Impact & Response (23 November 2022 Onwards): The 
encryption triggered immediate system failure. AIIMS was forced 
to disconnect from the internet entirely. Services reverted to 
manual paper-based processes, causing chaos in outpatient 
departments, emergency rooms, and diagnostic centres. 

Quantified Impact Assessment 

IMPACT 
CATEGORY 

SPECIFIC 
CONSEQUENC
E 

MEASURABL
E EFFECT 

BUSINESS 
IMPLICATION 

PATIENT CARE Emergency 
services 
disruption 

60% 
reduction in 
admissions 

Direct risk to life; 
increased 
mortality/morbidity
; legal liability. 

 
Outpatient 
cancellation 

15,000+ 
appointment
s cancelled 

Significant revenue 
loss; erosion of 
public trust and 
patient 
satisfaction. 

 
Diagnostic 
delays (MRI, 
CT, Lab) 

Delays 
exceeding 72 
hours 

Compromised 
treatment plans 
leading to 
complications; 
increased liability. 

DATA 
SECURITY 

Patient records 
compromised 

40 million 
individuals' 
PII and PHI 
exposed 

Violations of GDPR-
like regulations 
(India's DPDP Act); 
massive class-
action lawsuit 
potential. 

 
Research data 
exfiltrated 

5 TB of 
sensitive 
clinical trial 

Loss of intellectual 
property and 
competitive 



and research 
data stolen 

advantage; national 
security 
implications. 

 
Administrative 
data exposed 

Financial, 
HR, and 
operational 
systems 
breached 

Loss of confidential 
operational 
intelligence; risk of 
secondary fraud 
attacks. 

FINANCIAL Direct recovery 
costs 
(decryption, 
restoration) 

Estimated 
$5-7 million 

Unplanned capital 
expenditure drain, 
diverting funds 
from medical 
services. 

 
Operational 
revenue losses 

Exceeding 
$500,000 
daily 

Severe impact on 
operational 
budgets and 
financial 
sustainability. 

 
Future security 
investments 

Required 
investment of 
$10-15 
million 

Long-term financial 
burden necessary 
to prevent 
recurrence. 

REPUTATIONA
L 

Public trust 
erosion 

40% negative 
sentiment in 
media 
coverage 

Long-term brand 
damage; patient 
attrition to 
competing 
institutions. 

 
Regulatory 
scrutiny 

Multiple 
investigation
s by CERT-In, 
MoHFW, etc. 

Increased 
compliance 
burden, potential 
fines, and 
mandated audits. 



 
International 
attention 

Global 
cybersecurity 
and 
healthcare 
focus 

Reputational 
damage on a global 
stage, affecting 
international 
collaborations. 

1.4 MITRE ATT&CK® Framework Mapping 

Detailed TTP Analysis Table 

The following table maps the adversary's actions to the MITRE ATT&CK® 
framework, highlighting critical detection gaps. 

MITRE 
ID 

TACTIC TECHNIQ
UE 

IMPLEMENTATION IN 
AIIMS ATTACK 

DETECTION 
GAP 

T1566.
002 

Initial 
Access 

Spearphi
shing Link 

COVID-19 research 
lure emails with links 
to credential-
harvesting sites. 

No advanced 
email filtering 
with URL 
sandboxing 
and time-of-
click analysis. 

T1078 Initial 
Access 

Valid 
Accounts 

Use of compromised 
user credentials for 
VPN and internal 
system access. 

Single-factor 
VPN 
authentication
; no anomaly 
detection for 
logins from 
unusual 
locations/time
s. 

T1059.
001 

Executi
on 

PowerShe
ll 

Obfuscated scripts to 
download payloads, 
bypassing 
Antimalware Scan 
Interface (AMSI). 

Limited 
PowerShell 
script block 
logging; EDR 
unable to 
analyse script 



behaviour 
contextually. 

T1053.
005 

Persiste
nce 

Schedule
d Task 

Creation of hidden 
scheduled tasks for 
persistence and 
periodic C2 
beaconing. 

No baseline or 
monitoring of 
scheduled task 
creation/modif
ication on 
critical 
servers. 

T1484.
002 

Privileg
e 
Escalati
on 

Domain 
Policy 
Modificati
on 

Modification of Group 
Policy Objects 
(GPOs) to add 
attacker-controlled 
accounts to 
privileged groups. 

Poor AD 
change 
monitoring and 
alerting on 
GPO 
modifications. 

T1055.
012 

Defens
e 
Evasion 

Process 
Hollowing 

Injection of malicious 
code into a 
legitimate svchost.ex
e process to evade 
signature-based 
detection. 

Basic EDR 
without 
behavioural 
analysis to 
detect process 
hollowing 
anomalies. 

T1003.
001 

Credent
ial 
Access 

LSASS 
Dumping 

Use of Mimikatz to 
extract plaintext 
passwords and NTLM 
hashes from 
memory. 

No 
implementatio
n of Credential 
Guard or 
protected 
processes; no 
alerting on 
LSASS access. 



T1135 Discove
ry 

Network 
Share 
Discovery 

Use of net 
share and net 
view commands to 
map accessible file 
servers containing 
patient data. 

No internal 
network 
monitoring for 
reconnaissanc
e commands. 

T1550.
003 

Lateral 
Movem
ent 

Pass the 
Ticket 

Use of stolen 
Kerberos Ticket 
Granting Tickets 
(TGTs) to 
authenticate to other 
systems. 

Weak Kerberos 
policy 
enforcement 
(e.g., 
insufficient 
ticket 
lifetimes); no 
detection for 
ticket reuse. 

T1039 Collecti
on 

Data from 
Network 
Share 

Automated scripts to 
identify and copy 
files from patient 
database shares to a 
staging server. 

No Data Loss 
Prevention 
(DLP) on 
internal 
network traffic 
to monitor for 
bulk file 
transfers. 

T1048 Exfiltrat
ion 

Exfiltratio
n Over C2 
Channel 

Stolen data 
exfiltrated via 
encrypted HTTPS 
calls to attacker-
controlled cloud 
storage. 

No outbound 
traffic 
inspection or 
baseline of 
normal data 
egress 
volumes/proto
cols. 

T1486 Impact Data 
Encrypte

Deployment of 
ransomware (likely a 

No immutable 
or air-gapped 



d for 
Impact 

variant of LockBit or 
BlackCat) using 
strong encryption. 

backups; 
backups were 
online and 
accessible, 
hence also 
encrypted. 

1.5 Root Cause Analysis 

The attack's success was not due to a single point of failure but a 
cascade of systemic vulnerabilities across people, processes, and 
technology. 

Security Control Failure Matrix 

CONTROL 
AREA 

SPECIFIC 
FAILURE 

IMPACT 
SEVERITY 

ROOT CAUSE 

IDENTITY & 
ACCESS 
MGMT. 

Single-factor VPN 
authentication 

Critical Budgetary constraints 
prioritising usability 
over security; legacy 
system 
incompatibility. 

 
Excessive user 
privileges (lack of 
least privilege) 

High Operational 
convenience; 
absence of a formal 
Privileged Access 
Management (PAM) 
program. 

 
Stale/orphaned 
active directory 
accounts 

Medium Poor identity lifecycle 
management 
processes and lack of 
regular audits. 

ENDPOINT 
SECURITY 

Reliance on 
signature-based 
AV only 

Critical Legacy security 
mindset; failure to 
modernise to 



behavioural, 
heuristic-based EDR. 

 
No EDR/XDR 
solution 
deployed 

High Perceived as cost-
prohibitive; lack of 
understanding of its 
necessity against 
APTs. 

 
Unrestricted 
PowerShell 
execution 

Medium Allowed for 
operational scripts 
but created a massive 
attack surface; no 
application control. 

NETWORK 
SECURITY 

Flat network 
architecture (no 
segmentation) 

Critical Legacy design from a 
time of trust; 
perceived complexity 
and cost of 
segmentation 
projects. 

 
No internal 
micro-
segmentation 

High Fear of breaking 
legacy applications 
reliant on broad 
network access. 

 
Blindness to 
east-west traffic 

Medium Monitoring tools 
focused on perimeter 
(north-south) traffic, 
ignoring internal 
lateral movement. 

DATA 
PROTECTION 

No 
immutable/air-
gapped backups 

Critical Backup strategy 
focused on 
operational recovery, 
not cyber resilience. 



Backups were online 
and deletable. 

 
No Data Loss 
Prevention (DLP) 

High Complexity and cost 
concerns; lack of 
data classification to 
identify what needed 
most protection. 

 
Poor data 
classification 
schema 

Medium Lack of a formal data 
governance program; 
sensitive data was 
not tagged or ring-
fenced. 

Architectural Vulnerability Analysis 

The architectural problem was the “hard shell; soft core” model. Inside 
was “jelly doughnut”; the outside defences (firewalls, IPS) were 
probably well-funded but once inside -- no resistance. The flat AD 
domain was a single (monolithic) trust boundary of high value. “For 
cases when we couldn’t compromise the domain with a broken trust, 
somewhere on our way through the network, (over which we already 
compromised endpoints), we would find a machine joined to that feared 
patch-rejecting event logshoveller server.” If it’s interesting enough.. 
Holy fuckwe got totally side tracked here Give us a moment until we 
figure out what next time will be This was cool but getting unevent af. 
Once you have one of these machines for your keeping, it becomes 
even too easy: “We would use WMI and PS Remoting/WinRM which 
users had accessto in order to interact with other machines directly 
from our comproised endpoint”- OS PACTIMUS PRIME ‘till all can see!” 
Compromising any domain joined machine at this point was an effective 
game over as privesculation not given tfw from dumping NTDS is cringe) 
quite straightforward due to poor privilege separation and well known 
means of obtaining privilege escalation.” The secret society of who else 
has been hacked by hackers. All of their most critical assets (patient 
databases, research shares, admin systems) were reachable from the 



same network segment, meaning that an attacker could have gone from 
initial email compromise to domain cased and off with all your data 
without ever encountering a single internal security control. 

 

1.6 Strategic Recommendations 

The following recommendations are prioritised (P1-P3) based on their 
potential to mitigate the most critical identified risks in a cost-effective 
manner. 

Preventive Controls Implementation 

PRIOR
ITY 

SECURIT
Y 
CONTROL 

IMPLEMENT
ATION 
DETAILS 

MITRE COUNTER COST 
ESTIM
ATE 

TIMELI
NE 

P1 Phishing-
Resistant 
MFA 

Mandate 
FIDO2 
security 
keys or 
Windows 
Hello for 
Business for 
all external 
access 
(VPN, OWA) 
and 
privileged 
logins. 

M1032 (Multi-
factor 
Authentication) 

$50,00
0 

30 
days 

P1 Network 
Segment
ation & 
Micro-
segmenta
tion 

Implement 
Zero Trust 
Network 
Access 
(ZTNA) and 
segment the 
network 

M1030 (Network 
Segmentation) 

$150,0
00 

90 
days 



based on 
data 
sensitivity 
(e.g., isolate 
patient DB 
servers, 
research 
networks). 

P1 Privileged 
Access 
Managem
ent (PAM) 

Deploy a 
PAM 
solution for 
just-in-time 
(JIT) 
elevation, 
secure 
vaulting of 
credentials, 
and session 
monitoring 
for all admin 
accounts. 

M1026 
(Privileged 
Account 
Management) 

$75,00
0 

60 
days 

P2 Next-
Generatio
n 
EDR/XDR 

Upgrade to 
an EDR with 
behavioural 
analytics, 
24/7 
managed 
threat 
hunting, and 
integrated 
threat 
intelligence. 

M1049 
(Antivirus/Antim
alware) 

$100,0
00 

120 
days 



P2 Advanced 
Email 
Security 

Implement 
an AI-based 
solution for 
detecting 
spear-
phishing, 
performing 
attachment 
sandboxing, 
and URL 
rewriting. 

M1021 (Restrict 
Web-Based 
Content) 

$30,00
0 

45 
days 

P3 Immutabl
e 
Backups 

Establish a 
3-2-1-1 
backup rule: 
3 copies, on 
2 media, 1 
offsite, with 
1 immutable 
(write-once-
read-many) 
copy in air-
gapped or 
cloud 
storage with 
object lock. 

M1053 (Data 
Backup) 

$40,00
0 

60 
days 

P3 Continuo
us 
Security 
Awarenes
s 

Move from 
annual 
training to 
continuous, 
role-based 
programmes 
with 
simulated 
phishing and 

M1017 (User 
Training) 

$25,00
0/yr 

Ongoi
ng 



interactive 
modules. 

Detection Enhancement Framework 

1. Behavioural Analytics Deployment: 

o Implement a User and Entity Behaviour Analytics (UEBA) 
solution to establish baselines for normal user, host, and 
network activity. 

o Integrate UEBA with the Security Information and Event 
Management (SIEM) system to generate high-fidelity alerts 
for anomalies (e.g., a user accessing a patient database at 3 
AM from a foreign IP). 

o Develop machine learning models tuned to detect specific 
TTPs, such as unusual PowerShell command-line 
arguments or rapid lateral movement between servers. 

2. Active Directory Hardening & Monitoring: 

o Implement Microsoft Local Administrator Password 
Solution (LAPS) to eliminate shared local admin passwords. 

o Implement Tiered Administration Model (Tier 0,1,2) to 
restrict access to domain controllers and critical assets. 

o Deploy tools like Microsoft Defender for Identity or Acalvio 
ShadowPlex to monitor for Kerberos-based attacks (Golden 
Ticket, Silver Ticket) in real-time. 

3. Cloud Security Posture Management (CSPM) & Data Security: 

o For any cloud workloads, deploy a CSPM tool for continuous 
compliance monitoring and misconfiguration detection. 

o Enforce identity governance for cloud applications (e.g., 
conditional access policies in Microsoft 365). 

o Extend DLP policies to cover cloud storage (OneDrive, 
SharePoint, AWS S3) to prevent exfiltration of sensitive 
data. 



Corrective & Resiliency Measures 

RESILIENCY 
COMPONENT 

IMPLEMENTATIO
N STRATEGY 

TESTING 
FREQUENCY 

RESPONSIBLE 
TEAM 

INCIDENT 
RESPONSE (IR) 

Develop and 
automate IR 
playbooks for 
ransomware, 
data exfiltration, 
and APT 
scenarios. 
Integrate with a 
Security 
Orchestration, 
Automation, and 
Response 
(SOAR) platform. 

Quarterly 
tabletop 
exercises 
with senior 
managemen
t 
participation
. 

Cyber Security 
Operations 
Centre (SOC) & 
IR Team. 

BUSINESS 
CONTINUITY (BC) 

Maintain 
isolated, clean 
recovery 
environments 
("gold images") 
for critical 
systems that can 
be brought 
online if primary 
systems are 
compromised. 

Semi-annual 
failover and 
recovery 
tests. 

IT Operations & 
Business 
Continuity 
Team. 

DISASTER 
RECOVERY (DR) 

Ensure 
immutable 
backups are 
tested for 
recovery. Define 
and document 

Monthly 
recovery 
drills for a 
sample of 
critical 

Infrastructure & 
Database 
Teams. 



Recovery Time 
Objectives (RTO) 
and Recovery 
Point Objectives 
(RPO) for all 
critical assets. 

servers/data
. 

CRISIS 
COMMUNICATIO
N PLAN 

Pre-define 
stakeholder 
notification lists, 
messaging 
templates, and 
communication 
channels for 
internal staff, 
patients, 
regulators, and 
media. 

Review and 
update 
quarterly; 
test 
annually in 
conjunction 
with IR 
tabletops. 

Corporate 
Communication
s & Legal Team. 

1.7 Conclusion 

The AIIMS and the call for action The current ransomware attack against 
AIIMS is a stark reminder of the threats facing organizations 

everywhere, especially in critical infrastructure industries. It shows 

that adversaries are ready and able to weaponize cyber capabilities in 
ways that put real lives at stake and threaten public health and national 
security. These old, perimeter-type defences and compliance 
checklists just don’t cut it anymore. 

The attack was possible because of a combination of architectural 
flaws, outdated protections and probably, an under-resourced and 
overwhelmed IT security team. The recommended pivot from strategy, 
toward a Zero Trust model, along with investments in behavior 
detection, immutable backups and organisational preparedness all 
provide a solid way forward. Developing cyber resilience is a journey, 
not a project. Especially so in a tightly regulated and compliance-led 
world – both of which threaten to disconnect you from your customer if 



not done right. It requires solid executive sponsorship, cooperation 
across the departments, and security that percolates through every 
layer of the organisation. 

Ultimately, for healthcare institutions, robust cybersecurity is not just 
about protecting data; it is a fundamental component of their duty of 
care to patients and society at large. 

 

PART 2: RED TEAM ENGAGEMENT 

2.1 Operation IP Shield Overview 

• Objective: To emulate the Tactics, Techniques, and Procedures 
(TTPs) of a nation-state-aligned Advanced Persistent Threat (APT) 
group with the specific goal of intellectual property (IP) theft, 
thereby testing the defensive capabilities of Cureton 
Pharmaceutical Company (CPC) in a controlled, ethical manner. 

• Client: Cureton Pharmaceutical Company (CPC) – a simulated 
mid-sized pharmaceutical firm engaged in high-value drug 
research. 

• Duration: 4-week controlled engagement. 

• Scope: A hybrid IT environment encompassing on-premises 
infrastructure (Active Directory, file servers), cloud services (AWS 
VPC hosting clinical trial applications), and development 
infrastructure (GitHub Enterprise for CI/CD pipelines). 

• Primary Goal: To gain persistent access, locate dummy "Project 
Chimera" research files (simulating a breakthrough cancer 
treatment formula), and exfiltrate at least 1GB of this data 
without triggering a sustained defensive response. 

• Threat Actor Profile: "PharmaPhantom" – a fictitious, highly 
capable APT group suspected of being aligned with a nation-
state's economic espionage programme, specifically targeting 
pharmaceutical IP. 



2.2 Rules of Engagement (RoE) 

The RoE defines the legal and operational boundaries of the 
engagement to ensure safety, authorisation, and clarity. 

Authorization Matrix 

PARAMETER IN SCOPE OUT OF 
SCOPE 

NOTES 

TARGET SYSTEMS R&D Active 
Directory, AWS 
Dev/Test VPC, 
GitHub 
Enterprise repos, 
internal file 
servers. 

Production 
manufacturin
g systems 
(SCADA/OT), 
live patient 
data portals, 
executive 
personal 
devices. 

Explicit 
written 
exclusion 
required for 
any system. 

TIMEFRAME Business hours (9 
AM - 5 PM EST) 
and off-hours (to 
test 24/7 
monitoring). 

Major holiday 
periods 
(Christmas, 
New Year). 

Attack 
simulation 
may run 
continuously
. 

TECHNIQUES All MITRE ATT&CK 
techniques 
except those 
causing 
permanent 
destruction (e.g., 
wipers, bricking 
devices). 

Destructive 
malware, 
Denial-of-
Service 
(DDoS) 
attacks, 
physical 
social 
engineering 
off-campus. 

Data 
modification 
is allowed 
only for 
creating 
persistence; 
no 
corruption of 
source data. 

DATA ACCESS Synthetic/dumm
y research data 

Any real 
patient data, 

Use of 
synthetic 



labelled "Project 
Chimera." 

real employee 
PII, authentic 
financial 
records. 

data 
minimises 
legal risk. 

COMMUNICATIO
N 

Encrypted C2 
channels (HTTPS, 
DNS) mimicking 
real APT 
infrastructure. 

Clear-text 
transmission 
of real 
sensitive 
credentials or 
data. 

Bandwidth 
throttling 
used to avoid 
network 
disruption. 

Safety Protocols 

1. Safe Word: "REDFLAG" – Uttering this word in any communication 
halts all operations immediately for safety review. 

2. Data Handling: All captured data (including credentials) is 
encrypted at rest (AES-256) and stored only on the designated, 
secured Red Team server. 

3. Cleanup Procedures: A detailed post-engagement plan ensures 
removal of all implants, backdoors, scheduled tasks, and created 
user accounts. A report of all changes is provided to the Blue 
Team for verification. 

4. Communication: Daily encrypted status reports are sent to the 
authorised stakeholders (CISO, point of contact) at 0800 EST, 
summarising previous day's activities and planned actions. 

5. Escalation Path: In the event of a critical finding (e.g., immediate 
risk of data loss), the CISO is notified directly via pre-agreed 
secure phone line, bypassing standard reporting chains. 

2.3 Threat Emulation Plan 

This plan maps the intended campaign to the MITRE ATT&CK 
framework, ensuring a realistic emulation of an APT lifecycle. 



Campaign 
Phase 

Primary TTPs MITRE IDs Tools/Frameworks for 
Emulation 

Reconnaissan
ce 

Search 
Open 
Technical 
Databases, 
Phishing for 
Information 

T1593, 
T1598 

Maltego, Hunter.io, Linke
dIn, company website 
scraping. 

Initial Access Spearphishi
ng 
Attachment, 
Valid 
Accounts 
(Brute-
force/Spray) 

T1566.001, 
T1078 

GoPhish, SET (Social-
Engineer Toolkit), O365 
attack toolkits. 

Execution Command 
and 
Scripting 
Interpreter 
(PowerShell, 
Python) 

T1059 Custom obfuscated 
PowerShell scripts, 
Python payloads. 

Persistence Account 
Manipulatio
n, 
Scheduled 
Task, BITS 
Jobs 

T1098, 
T1053.005 

Adding backdoor users 
to admin groups, hidden 
scheduled tasks. 

Privilege 
Escalation 

Exploitation 
for Privilege 
Escalation, 
Token 

T1068, 
T1134.001 

Leveraging unpatched 
local exploits (e.g., 
PrintNightmare), 
RottenPotato. 

https://hunter.io/


Impersonati
on 

Defense 
Evasion 

Obfuscated 
Files, 
Process 
Injection, 
Rootkits 

T1027, 
T1055 

Cobalt Strike Artifact Kit, 
Sliver, custom shellcode 
loaders. 

Credential 
Access 

OS 
Credential 
Dumping, 
Kerberoasti
ng 

T1003, 
T1558.003 

Mimikatz, SafetyKatz, 
Rubeus for 
Kerberoasting. 

Discovery Network 
Service 
Discovery, 
Permission 
Groups 
Discovery 

T1046, 
T1069 

BloodHound, 
ADExplorer, SharpView, 
PingCastle. 

Lateral 
Movement 

Remote 
Services 
(RDP, SMB), 
Pass the 
Hash/Ticket 

T1021, 
T1550.002/0
03 

xfreerdp, PsExec, 
Impacket suite 
(smbexec, wmiexec). 

Collection Data from 
Network 
Shares, 
Local 
System 

T1039, 
T1005 

Robocopy, 7-Zip for 
compression, 
automated file searching 
scripts. 

Exfiltration Exfiltration 
Over 
Alternative 
Protocol 

T1048, 
T1071.001 

DNS tunnelling via 
dnscat2, encrypted 
HTTPS posts to C2. 



(DNS, 
HTTPS) 

2.4 Lab Environment Design 

A representative hybrid environment was built to mirror CPC's key 
assets. 

Lab Component Specifications 

Component Role OS/Platfor
m 

Security 
Controls in 
Place 

Purpose in 
Test 

Domain 
Controller 

(DC01) 

AD DS, DNS, 
DHCP 

Windows 
Server 
2022 

Windows 
Defender 
for Identity 
(Basic 
config) 

Primary 
identity store 
and attack 
target. 

File Server 
(FS01) 

Research 
data storage 

Windows 
Server 
2019 

BitLocker 
(volume 
encryption) 

Primary 
target for IP 
theft; 
contains 
"Project 
Chimera" 
dummy data. 

User 
Workstation
s (WS01-05) 

Employee 
endpoints 

Windows 
10/11 22H2 

CrowdStrik
e Falcon 
EDR 
(prevention 
policies set 
to "Detect") 

Initial 
compromise 
vector and 
pivot points. 

AWS EC2 
Instance 

(AWS-Web) 

Clinical trial 
web app 

Ubuntu 
22.04 LTS 

AWS 
Security 
Hub 
(default 

Testing cloud 
security and 
lateral 
movement 



config), 
NACLs 

from on-prem 
to cloud. 

GitHub 
Enterprise 

Server 

Source code 
managemen
t 

GitHub 
Enterprise 
Cloud 

GitHub 
Advanced 
Security 
(Secret 
scanning 
enabled) 

Targeting 
source code 
and CI/CD 
pipeline 
secrets. 

C2 Server Command 
and Control 

VPS 
(Ubuntu 
22.04) 

Domain 
Fronting via 
CDN 
(Cloudflare) 

Simulates 
APT 
infrastructure
; evades 
simple IP 
blocking. 

2.5 Campaign Execution 

Phase-by-Phase Breakdown 

Phase Timelin
e 

Key Activities TTPs Used Success 
Criteria 

Reconnaissanc
e 

Days 1-
3 

OSINT: CPC 
website, 
LinkedIn 
employees, 
GitHub for 
leaked secrets. 
Search for VPN 
portal, OWA. 

T1593, 
T1598 

Identified 5+ 
potential 
entry vectors 
(email 
formats, tech 
stack, key 
employees). 

Initial Access Days 4-
7 

Spearphishing: 
Sent tailored 
email to R&D 
group with "Q4 
Research 
Summary.docx

T1566.001
, 
T1078.004 

Established 
initial C2 
beacon from 
a user 
workstation; 
obtained first 



" containing 
macro. 
Harvested 
credentials via 
fake O365 login 
page. 

set of valid 
domain 
credentials. 

Execution & 
Persistence 

Days 8-
10 

Executed 
PowerShell 
payload from 
macro. 
Established 
persistence via 
scheduled task 
and registry 
run key. 

T1059.001
, 
T1547.001 

Maintained 
access 
through 
multiple 
system 
reboots; 
beaconing 
continued. 

Privilege 
Escalation 

Days 
11-14 

Dumped LSASS 
memory on 
workstation → 
obtained local 
admin hash. 
Cracked hash 
offline. Used 
admin to dump 
Domain Admin 
token via 
Kerberoasting. 

T1003.001
, 
T1558.003 

Obtained 
Domain 
Administrato
r credentials 
(in the form 
of NTLM hash 
and Kerberos 
tickets). 

Lateral 
Movement 

Days 
15-21 

Used Pass-the-
Hash to access 
the File Server 
(FS01). Used 
stolen session 
tokens to 
access AWS 
console via 

T1550.002
, 
T1021.001
, 
T1078.004 

Successfully 
accessed the 
target file 
share and 
identified 
"Project 
Chimera" 
files. 



SSO. 
Enumerated 
GitHub via 
stolen 
personal 
access token. 

Accessed 
AWS S3 
bucket and 
GitHub 
repositories. 

Collection & 
Exfiltration 

Days 
22-28 

Aggregated 
target files on 
FS01. 
Compressed 
(7-Zip) and 
encrypted 
data. 
Exfiltrated via 
DNS tunnelling 
in small 
chunks during 
business 
hours. 

T1039, 
T1048, 
T1020 

Successfully 
exfiltrated 
2GB of 
dummy 
research 
data to 
external C2 
without 
alerting the 
Blue Team. 

Key Attack Metrics 

• Time to Initial Compromise (TIC): 4 days. 

• Time to Domain Admin (TTDA): 14 days. 

• Time to Data Exfiltration (TTDE): 28 days. 

• Total Data Exfiltrated: 2GB (simulated proprietary research data). 

• Detection Events Triggered: 3 isolated alerts (all classified as 
false positives by the Blue Team). 

• Undetected Actions: 97% of the attack chain activities. 

2.6 Technical Report 

Indicators of Compromise (IOCs) 

• IP Addresses: 



o C2 Server: 185.142.239.85 

o Exfiltration Drop Server: 45.155.205.233 

• Domains (Used for C2 & Phishing): 

o update-cureton[.]com (Phishing domain) 

o secure-pharma[.]net (C2 domain fronted via Cloudflare) 

• File Hashes (SHA256): 

o Dropper (Macro-Enabled 
Document): a1b2c3d4e5f678901234567890abcdef12345678
90abcdef1234567890abcd 

o C2 Beacon Payload 
(DLL): e5f67890abcdef1234567890abcdef1234567890abcd1
234567890abcdef12 

• User Agent String: Mozilla/5.0 (Windows NT 10.0; Win64; x64) 
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.124 
Safari/537.36 (Commonly spoofed). 

Attack Timeline with Evidence 

Time Event MITRE ID Evidence Source Detection 
Status 

Day 
4, 

09:14 

Spearphishing 
email delivered 
to 5 R&D staff. 

T1566.001 Email Gateway 
Logs (URL detected 
as suspicious). 

Detected – 
Marked as 
spam; no 
alert to 
SOC. 

Day 
4, 

10:47 

User enables 
macros; 
PowerShell 
executes. 

T1059.005 PowerShell 
Operational Logs 
(Event ID 4104). 

Not 
Detected – 
Logs were 
not being 
collected 
by SIEM. 



Day 
5, 

03:22 

First C2 beacon 
(HTTPS) 
established. 

T1071.001 Network Proxy 
Logs (Outbound 
to secure-
pharma.net). 

Not 
Detected – 
No proxy 
filtering for 
unknown 
domains; 
logs not 
analysed. 

Day 
7, 

14:15 

LSASS memory 
dumped via 
direct system 
call. 

T1003.001 CrowdStrike EDR 
Sensor (Detection: 
"Suspicious 
Activity"). 

Detected – 
Alert 
generated 
but auto-
closed as 
"Possible 
False 
Positive." 

Day 
9, 

11:30 

Kerberoasting 
attack yields 
KRBTGT hash. 

T1558.003 Windows Security 
Log (Event ID 4769 - 
TGS Request). 

Not 
Detected – 
No alerting 
configured 
for 
excessive 
TGS 
requests 
for service 
accounts. 

Day 
16, 

20:45 

aws s3 
sync command 
run from 
compromised 
user's 
workstation to 
exfil data. 

T1078.004 AWS CloudTrail 
Logs 
(GetObject calls 
from unusual IP). 

Not 
Detected – 
CloudTrail 
logs were 
not being 
monitored 



in real-
time. 

Day 
23, 

02:10 

DNS tunnelling 
begins for 
exfiltration. 

T1048.003 DNS Server Query 
Logs (high volume 
of TXT/AAAA 
requests to 
subdomains). 

Not 
Detected – 
No 
baseline 
for DNS 
query 
patterns; 
no DNS 
security 
solution. 

Day 
28, 

18:30 

Final 
exfiltration 
packet sent; 
operation 
concluded. 

T1567.002 Firewall Data 
Transfer Logs 
(outbound 
to 45.155.205.233). 

Not 
Detected – 
Traffic 
blended 
with 
normal 
HTTPS 
egress; 
volume not 
flagged. 

2.7 Detection Gap Analysis 

The engagement revealed significant gaps across all security layers. 

Critical Detection Failures 

Security 
Control 

Gap Identified Impact Root Cause 

Email 
Security 

Lack of dynamic 
sandbox 
analysis for 
attachments; 

Malicious 
document 
delivered and 
executed. 

Cost/performance 
trade-off; sandboxing 
perceived as slowing 
email delivery. 



static URL 
blocking only. 

Endpoint 
Detection 

(EDR) 

EDR configured 
in "Alert" mode 
for many 
behaviours; no 
24/7 threat 
hunting. AMSI 
bypass was not 
detected. 

Scripts 
executed, 
LSASS 
dumped, 
persistence 
established. 

Over-reliance on 
automated 
prevention; lack of 
skilled analysts to 
investigate medium-
confidence alerts. 

Network 
Monitoring 

No behavioural 
baseline for 
internal DNS 
traffic; east-west 
traffic not 
inspected. 

DNS 
tunnelling and 
lateral 
movement via 
SMB went 
unnoticed. 

Tools and staff 
focused on perimeter 
threats; lack of 
internal network 
visibility strategy. 

Cloud 
Security 

CloudTrail logs 
were not 
integrated into 
SIEM; no UEBA 
for AWS user 
behaviour. 

Unusual API 
calls from a 
non-corporate 
IP were not 
flagged. 

Cloud security 
treated as separate 
silo; "shared 
responsibility" model 
misunderstood. 

Active 
Directory 

No dedicated 
tool for 
monitoring AD 
for advanced 
attacks (Golden 
Tickets, 
DCShadow). 

Attacker 
maintained 
persistent 
domain admin 
access for 
weeks. 

AD seen as a utility, 
not a critical security 
battleground. 
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