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Abstract:

This report presents a detailed safety risk assessment and ALARP (As Low As Reasonably Practicable) justification for the Sea Wolf surface-to-air missile during the operational phase of its Manufacture to Target Disposal Sequence (MTDS), specifically the firing of the asset.

Part 1 provides an overview of safety principles in defence, along with a short description of the Sea Wolf missile and its MTDS. It then identifies and evaluates the key hazards associated with the operational phase, including their potential causes and consequences. Risk estimates are developed both before and after the implementation of proposed control measures, using a structured HazID and risk matrix approach. Controls and mitigations are described in accordance with relevant legislation, standards and industry best practice to reduce risks to an acceptable level.

Part 2 provides a focused ALARP justification for a selected hazard, demonstrating the effectiveness of the chosen controls, assessing alternative options for further risk reduction and explaining why additional controls were considered grossly disproportionate. The report concludes with recommendations for continuous review and the adoption of future technologies to maintain safety performance as part of a dynamic ALARP process.
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Part 1 – Risk Assessment:

1- Purpose and scope:

In high-risk sectors such as defence, safety-led design is essential in ensuring that systems are not only functional, but inherently safe throughout their lifecycle. Rather than retrofitting safety solutions after a design is finalised, this approach embeds safety thinking from the earliest stages of development. In complex and potentially hazardous systems, such as missile platforms, this is vital to protecting personnel, equipment and the wider environment.

Risk assessment, as cited in [1] and [2, pp. 13-14], is a key element of safety-led design, providing a structured method for identifying, evaluating and mitigating hazards. Techniques such as hazard identification (HazID), seen in [3, p. 52] and hazard and operability study (HazOp), seen in [3, p. 56], are widely used within the defence industry to systematically examine a system’s functions, modes of failure and operating context. HazID enables teams to catalogue credible hazards based on system knowledge, experience and historical data, while HazOp provides a more detailed exploration of how deviations from intended operation could lead to unsafe conditions.

Together, these processes form the foundation of a safety case, a structured, evidence-based argument that a system is acceptably safe for use. As cited in [4, pp. 26-27], a safety case typically draws upon risk assessments, control justifications and compliance with legislation and standards to demonstrate that risks have been reduced to an ALARP (As Low As Reasonably Practicable) level.

The purpose of this report is to apply these principles in the context of a defence system, demonstrating how a risk assessment process, supported by HazID and risk analysis techniques, contributes to the broader safety-led design philosophy. 

2- Overview of the Sea Wolf Missile

The Sea Wolf, as explained in [5], is a short-range, ship-based, surface-to-air, proximity fuzed, HE-fragmenting type missile system developed by the United Kingdom to provide point defence against incoming missiles and low-flying aircraft. Designed and produced by British Aircraft Corporation (later MBDA), the Sea Wolf was introduced in the late 1970s and saw extensive service with the Royal Navy throughout the late 20th and early 21st centuries.

Originally launched from trainable sextuple launchers (GWS-25), seen in Figure 1 and cited in [6], the system was later upgraded to a vertical launch configuration (GWS-26) for use on Type 23 frigates. The missile is powered by a solid propellant motor and is capable of speeds of Mach 2, with a maximum interception range of around 6 km and altitude coverage up to 3 km. Sea Wolf uses an automatic command to line of sight (ACLOS) guidance system, relying on the ship's radar and tracking systems to intercept fast, manoeuvring targets.

Its performance during the 1982 Falklands War, where it successfully intercepted several Argentine aircraft, cemented its reputation as a highly effective close-in defence system. Though now retired and replaced by the Sea Ceptor (CAMM), Sea Wolf remains a landmark in naval missile technology due to its precision and automation. 

[image: ]
Figure 1 - Sea Wolf (GWS-25)

3- Operational phase of the MTDS

The Manufacture to Target Disposal Sequence (MTDS) is a structured lifecycle model used in defence to assess and manage the safety of weapon systems from initial manufacture, through storage, transportation, deployment, operation and ultimately disposal. Each phase poses unique hazards requiring tailored risk assessments and mitigation strategies. For this report, the operational phase, specifically the firing of the Sea Wolf missile, has been selected for focused analysis. This stage presents critical safety concerns due to the involvement of live ordnance, propulsion systems and rapid engagement scenarios. It is also the phase where hazards can have the most immediate and severe consequences if not effectively controlled.

4- Risk assessment

A risk assessment for the Sea Wolf missile during the operational phase of the MTDS is presented in Table 4. The likelihood (L), severity (S) and risk classification (RC) criteria used are outlined in Tables 1, 2 and 3, respectively, as adapted from [7, pp. 12-14].

Table 1 - Likelihood
	Descriptor
	Qualitative Frequency Categories
	Quantitative Frequency Categories

	Frequent
	Likely to be continually experienced during the life of the system.
	> 10⁻³

	Probable
	Likely to occur often during the life of the system.
	10⁻³ to 10⁻⁴

	Occasional
	Likely to occur several times during the life of the system.
	10⁻⁴ to 10⁻⁵

	Remote
	Likely to occur at some time during the life of the system.
	10⁻⁵ to 10⁻⁶

	Improbable
	Unlikely, but may exceptionally occur during the life of the system.
	10⁻⁶ to 10⁻⁷

	Incredible
	Extremely unlikely that the event will occur during the life of the system.
	< 10⁻⁷




Table 2 - Severity
	Category
	Associated Personnel (Persons directly involved)
	Non-Associated Personnel (Persons indirectly involved)

	Catastrophic
	Multiple Deaths.
	A single death and / or multiple severe injuries or equivalent occupational illness.

	Critical 
	A single death and / or multiple severe injuries or equivalent occupational illness.
	A single severe injury or occupational illness and / or multiple minor injuries or minor occupational illness. A Work-Related Over-7-day Incapacitation Injury.

	Marginal
	A single severe injury or occupational illness and / or multiple minor injuries or minor occupational illness.

A Work-Related Over-7-day Incapacitation Injury.
	At most a single minor injury or minor occupational illness.

A Work Related 3-day Work Incapacitation Injury.

	Negligible
	At most a single minor injury or minor occupational illness. A non-sporting injury requiring professional medical attention (may include a Medical Orderly or Military Medical Personnel).

A Work Related 3-day Work Incapacitation Injury.
	Any injury or occupational illness, however minor.
	




Table 3 - Risk Class
	Frequency of Occurrence
	
	Severity

	
	
	Catastrophic
	Critical
	Marginal
	Negligible

	
	Frequent
	A
	A
	A
	B

	
	Probable
	A
	A
	B
	C

	
	Occasional
	A
	B
	C
	C

	
	Remote
	B
	C
	C
	D

	
	Improbable
	C
	C
	D
	D

	
	Incredible
	C
	D
	D
	D



	Risk Class
	Definition

	A
	Intolerable unless there are exceptional reasons for the activity to take place.

	B
	Undesirable, and should only be accepted when risk reduction is impracticable.

	C
	Tolerable with the endorsement of the Project Safety and Environmental Committee.

	D
	Tolerable with the endorsement of the normal project reviews.









16


Table 4 - Risk Assessment
	Hazard ID:
	Hazard:
	Hazard Description:
	Accidents:
	Causes:
	Cause Descriptions:
	L:
	S:
	RC:
	Risk Reductions:
	L:
	S:
	RC:

	Haz 01
	Launch failure.
	Missile fails to leave the launcher or experiences delayed ignition after firing command.
	Detonation during recovery may cause fatal blast injuries or severe burns to nearby deck crew. 

Operators and maintenance staff slightly further away may suffer serious injuries like burns or blunt trauma. 

Other nearby personnel could experience minor injuries such as shock or debris impact.
	Ignition system fault.




Fire control software error.


Mechanical obstruction.
	Failure or degradation in the missile’s igniter preventing proper launch.

Malfunction or corruption in the firing command or timing sequence.

Physical blockage or misalignment in the launcher preventing missile ejection.
	Occasional
	Catastrophic
	A
	Regular preventative maintenance / routine checks. 

Systems diagnostics and testing.

Operator training and response procedures.

Clear safety zones and communications.
	Improbable
	Catastrophic
	C

	Haz 02
	Unintended launch.
	Missile launches without operator intention due to system malfunction or human error.
	Detonation during inadvertent launch may cause fatal blast injuries or severe burns to deck crew on the vessel. 
There may also be fatalities or serious injuries to allied troops and civilians within the missile’s flight path. 
Other personnel in adjacent areas could experience minor or serious injuries such as burns, blunt trauma, shock, disorientation or debris impacts.
	Electrical faults.





Software malfunction.




Human error.
	Spurious electrical signals, power surges or short circuits triggering an unintended firing command.

Bugs or errors in the fire control or missile guidance software causing accidental launch sequences.

Operator mistakes such as incorrect commands, miscommunication or failure to follow launch protocols.
	Occasional
	Catastrophic
	A
	Robust electrical system design.

Comprehensive software testing and validation.

Strict operational procedures and training.

Multiple safety interlocks.

EMI shielding and cybersecurity measures.

Fail-safe system design.
	Improbable
	Catastrophic
	C

	Haz 03
	Inaccurate target engagement.
	Missile is launched but fails to hit the intended target due to guidance error.
	Incorrect target engagement may result in the missile striking friendly forces or civilian targets, potentially causing fatalities or serious injuries to personnel on allied ships, aircraft or in populated areas. 

Deck crew and operators on the launching vessel may also be at risk if the missile veers off-course shortly after launch.

Other nearby individuals could experience minor or serious injuries due to secondary effects such as debris or shockwaves.
	Sensor or tracking failure.




Guidance system malfunction.



Target identification issue.
	Radar tracking systems lose or misidentify the target, causing incorrect missile guidance.

Internal missile guidance electronics or software faults result in incorrect flight paths.

Human or system error selects the wrong target (e.g. friendly or civilian asset), especially in cluttered airspace.
	Probable
	Catastrophic
	A
	Reliable and calibrated tracking systems.

Robust guidance system testing.

Target confirmation protocols.

Advanced IFF (identification friend or foe) systems.

Operator training and engagement rules.

Environmental compensation algorithms.
	Improbable
	Catastrophic
	C

	Haz 04
	Deck crew injury during missile prep.
	Personnel injured while preparing the missile for launch.
	Manual handling or proximity to the missile during preparation may lead to serious injuries such as crush injuries, fractures or lacerations to deck crew due to moving components or tool misuse.
 
Improper posture or lifting techniques may result in musculoskeletal injuries.

Minor injuries such as cuts, slips or bruising may also occur during routine setup in confined or wet conditions.
	Improper manual handling techniques.

Inadequate training or supervision.

Tool misuse or equipment malfunction.

Slips, trips and falls.
	Lifting heavy or awkward components without correct posture or assistance.

Unfamiliarity with procedures and safety protocols.

Incorrect tools or faulty handling equipment used.

Wet, oily or cluttered deck surfaces increase risk of falling while carrying out tasks.
	Probable
	Marginal
	B
	Manual handling training and PPE.

Use of mechanical handling aids.

Clear procedures and work instructions.

Regular equipment inspection and maintenance.

Non-slip surfaces and good housekeeping.
	Remote
	Marginal
	C

	Haz 05
	Fire / explosion during combat operations.
	Fire or secondary explosion occurs near missile or launcher during battle.
	Fire or explosion during combat operations may cause fatal burn injuries or blast trauma to deck crew and nearby personnel. 

Operators and maintenance staff in the vicinity could sustain serious injuries such as severe burns, smoke inhalation or blunt force trauma. 

Other personnel in adjacent areas may experience minor injuries including respiratory irritation, shock or debris impacts.
	Enemy fire or impact damage.


Missile propellant or warhead malfunction.

Electrical faults.


Fuel or hydraulic leaks.
	Direct hits on the missile or launcher causing ignition or detonation.

Internal defects leading to unintentional ignition or explosion.

Short circuits or sparks igniting flammable materials.

Leaked fluids catching fire near heat sources.
	Occasional
	Catastrophic
	A
	Fire-resistant materials and coatings.

Blast-resistant launcher design.

Automatic fire detection and suppression systems.

Regular maintenance and inspections.

Emergency response training.
	Improbable
	Catastrophic
	C

	Haz 06
	Electrostatic discharge (ESD) during handling and maintenance.
	Electrostatic spark initiates unintentional system activation or ignition.
	An electrostatic discharge may ignite the warhead or propellant, resulting in fatal blast injuries or severe burns to personnel in immediate proximity. 

Nearby operators or technicians may sustain serious injuries such as thermal burns, blunt trauma or hearing damage.

Other crew members in adjacent areas could experience minor injuries including shock, disorientation or secondary debris impacts.
	Lack of grounding or bonding.


Dry climatic conditions.



Synthetic clothing or materials.


Inadequate ESD protection protocols.
	Failure to properly ground personnel, tools or equipment during activities.

Low humidity increases static build-up on clothing, tools and surfaces.

Use of non-conductive materials that easily generate static charges.

Absence or misuse of ESD-safe mats, wrist straps or procedures.
	Remote
	Catastrophic
	B
	Use of ESD grounding equipment.

Controlled humidity environment.

Use of ESD safe tools and materials.

Anti-static clothing.

ESD training and procedures.

Clear signage and monitoring.
	Improbable
	Catastrophic
	C




Part 2 – ALARP justification

1- Selected hazard overview

The hazard selected for further analysis is unintended launch during the operational phase of the Sea Wolf missile system. This hazard was chosen due to its high potential for catastrophic consequences, including fatalities to deck crew, allied forces or civilians, depending on the missile's trajectory. While the likelihood of occurrence is relatively low due to existing controls, the severity of a failure in this area makes it a critical candidate for detailed ALARP justification. The complexity of the control systems involved, including software, electrical and procedural elements, also provides a valuable opportunity to explore how different mitigation strategies interact and why certain options are or are not reasonably practicable.

2- Selection of controls and justification

The principle of ALARP requires that risks be reduced to a level where further reduction would be grossly disproportionate to the benefit gained. This concept is a cornerstone of UK health and safety law and is defined in the Health and Safety Executive’s guidance as achieving risk reduction ‘so far as is reasonably practicable,’ as cited in [8]. In practice, this means that all feasible controls should be implemented unless the time, cost or effort involved in further risk reduction would be disproportionate to the reduction in risk.

In the context of our risk assessment and seen in Table 3, the applied risk matrix classifies risks as follows: Class D represents the lowest and most acceptable level of risk; Class C is considered tolerable and ALARP; Class B is also considered tolerable and ALARP (but only if it can be demonstrated that further risk reduction is impractical) and Class A is mostly deemed unacceptable. In line with the ALARP principle, risks should be mitigated to achieve the lowest reasonably practicable risk class, with Class D being the target where achievable.

The controls in the risk assessment included:

· Robust electrical system design.
Industry good practice requires electrical systems in explosive environments to comply with standards such as DEF STAN 59-411 and JSP 482 (Chapter 8), as referenced in [9] and [10] respectively, ensuring circuits linked to arming and firing are protected from faults and EMI. A design with signal shielding, fail-safe circuits and backup reduces risks like stray signals and surges. This control is technically feasible, cost-effective and widely used in defence. It enhances reliability without major redesign. As the Sea Wolf missile uses electronic fire control, integrating these protections aligns with its architecture and can be applied with little disruption to existing functions.
· Comprehensive software testing and validation.
Extensive software testing and validation are critical to ensuring the reliability of missile control systems. Defence standards such as DEF STAN 00-055 and DSA 03.OME DCOP 109, as cited in [11] and [12] respectively, mandate rigorous testing and independent verification to support ALARP. These requirements ensure software behaviour is validated under fault-injection and realistic operational scenarios, uncovering failure modes before deployment. As Sea Wolf relies on software-driven firing logic, applying these controls matches best practice and enhances safety without extensive redesign. The approach is proven, cost-effective and aligns with existing system architecture, reinforcing safe performance during high-stress operations.

· Strict operational procedures and training.
Stringent operational procedures and targeted personnel training are essential for reducing human error in the handling and firing of missile systems. Guidance, including JSP 482 (Chapter 12), as defined in [13], outlines requirements for safe munitions handling and defines roles, competencies and standard operating procedures to maintain ALARP. These controls ensure that only qualified personnel conduct critical tasks, supported by rehearsed drills and documentation. For the Sea Wolf missile, implementing structured training and clear protocols improves consistency, reduces variability and enhances readiness. This control is low-cost, well-established and seamlessly integrates with existing defence procedures and system workflows.

· Multiple safety interlocks.
Numerous safety interlocks are critical for preventing unintentional activation of missile systems during handling, maintenance and combat operations. Defence standards, such as DEF STAN 07-085, referenced in [14], require mechanical, electrical and software-based interlocks to act as layered safeguards throughout the firing sequence. These interlocks ensure that launch commands are only executed under correct, authorised conditions, thereby maintaining ALARP. For the Sea Wolf missile, applying multiple interlocks improves system resilience to both human error and technical faults. This control is widely adopted in defence systems, technically feasible and integrates effectively with existing command and launch architectures.

· EMI shielding and cybersecurity measures.
EMI shielding and cybersecurity measures are essential to protect missile systems from electromagnetic interference and cyber threats that could cause unintended activation or system failure. Standards such as DEF STAN 59-411 and JSP 482 (Chapter 24), referenced in [9] and [15], specify requirements for electromagnetic compatibility and information security controls to ensure system integrity. These measures prevent external disturbances and malicious access from compromising missile operation, thereby supporting ALARP. For the Sea Wolf missile, implementing robust shielding and security enhances operational reliability and protects critical control systems. This approach is consistent with modern defence practices, technically viable and compatible with existing system architecture.

· Fail-safe system design.
Fail-safe system design is essential to ensure that missile systems default to a safe condition in the event of malfunction, loss of power or abnormal input. Standards such as DEF STAN 07-085, referenced in [14], require that weapon systems incorporate features that prevent hazardous outcomes during system faults or failures. These may include automatic shutdowns, inhibited firing circuits or redundant pathways to interrupt arming sequences. For the Sea Wolf missile, integrating fail-safe mechanisms supports the ALARP principle by significantly reducing the likelihood of unintended launch. This control is widely adopted in defence systems, technically feasible and aligns with established safety engineering practices.

3- Discounted controls and gross disproportion

An additional mitigation considered was the implementation of an artificial intelligence (AI) based predictive authorisation system. This would involve using machine learning algorithms to monitor operator input, system status and environmental data to assess whether a launch command is legitimate before allowing it to proceed. While this technology is emerging in advanced decision-support systems and autonomous platforms, its application could theoretically be adapted to enhance missile launch safety through predictive validation, decreasing the likelihood of a hazardous event. An educated guess to the cost of implementation would be £8 million and 6 years of work.

A Cost-Benefit Analysis (CBA) is a decision-making tool used to evaluate whether a proposed action or control is worth implementing by comparing its expected costs to the benefits it provides. In the context of safety and ALARP assessments, it helps determine if a risk reduction measure is reasonably practicable. If the cost of a control (in terms of money, time or operational impact) is grossly disproportionate to the amount of risk it reduces, then it may be justifiably excluded. CBA ensures that resources are used effectively while maintaining an acceptable level of safety. 

A CBA for the residual risk associated with the unintended launch hazard, following the application of primary mitigations, is presented in Table 7. The equations and acronyms used in the analysis are listed below. Table 5 details the monetary values assigned to preventing fatalities, injuries and other harms, while Table 6 presents the gross disproportionality factor, in line with current HSE guidance seen in [16].



                   
                           
             

Table 5 - Value of Prevented Fatality/Injury/Harm
	Injury type:
	Descriptor:
	Values (VPF):

	Fatality
	Death.
	£1,336,800 (times 2 for cancer)

	Permanent injury
	Moderate to severe pain for 1-4 weeks. Thereafter some pain gradually reducing but may recur when taking part in some activities. Some permanent restrictions to leisure and possibly some work activities.
	£207,200

	Serious injury
	Slight to moderate pain for 2-7 days. Thereafter some pain/discomfort for several weeks. Some restrictions to work and/or leisure activities for several weeks/months. After 3-4 months return to normal health with no permanent disability.
	£ 20,500

	Slight injury
	Injury involving minor cuts and bruises with a quick and complete recovery.
	£300




Table 6 - Grossly Disproportionate Factor
	Injury type:
	Gross disproportionality factor (GDF):

	Fatality
	10

	Major injury
	5

	Minor injury
	3




Table 7 – Cost Benefit Analysis
	Injury type:
	Number of injuries:
	VPF:
	Likelihood:
	GDF:
	Expected life of mitigation:
	Total:

	Fatality
	20
	£1,336,800
	
	10
	25 Years
	£6684

	Permanent injury
	80
	£207,200
	
	5
	25 Years
	£2072

	Serious injury
	200
	£20,000
	
	3
	25 Years
	£300

	Slight injury
	500
	£300
	
	3
	25 Years
	£11.25

	
	Total
	£9067.25





Based on the results of Table 7, it would be reasonably practicable to invest up to £9,067.25 in additional mitigations to eliminate the risk of an unintended missile launch. This relatively low figure reflects the effectiveness of existing controls, which have significantly reduced the likelihood of such an event. Consequently, further measures, such as the implementation of an artificial intelligence-based predictive authorisation system, are deemed unnecessary, as the risk has already been reduced to a level that is ALARP and the cost of such an investment is considered unjustifiable.

4- Maintaining ALARP in the future

To ensure the Sea Wolf missile system remains ALARP, its safety status must be periodically reviewed throughout its operational life. This includes reassessing hazards such as unintended launch in light of any system modifications, operational changes or emerging risks. A structured monitoring strategy should involve routine safety audits, incident reporting and performance evaluations of existing interlocks and controls. As technologies advance and costs shift, mitigations previously deemed not reasonably practicable, such as AI-based predictive authorisation, may become viable and should be reconsidered. Lessons learned from other defence systems, near-miss events or safety trials can also inform future improvements. Regular reviews should compare current risk levels against updated standards, guidance and risk assessment data. This iterative approach ensures that the system continues to comply with ALARP principles, maintaining safety without incurring grossly disproportionate costs. Continuous reassessment helps align the system with best practices, ensuring long-term operational integrity and risk management.
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