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1. [bookmark: _Toc41853730]Introduction
1.1. [bookmark: _Toc41853731]Aim
The aim of this report is to research serverless and container technologies to identify the benefits and disbenefits of both types of technology and compare them.
1.2. [bookmark: _Toc41853732]Objectives
This project has the following aims:
· Research the terms serverless and container in the context of computer science.
· Research the different types of serverless technology and how they can be used to create technology applications
· Research how container technologies can be used to create technology applications
· Create a list of criteria that allows for a comparison of both technologies within a finite set of topics
· Research each technology in context of each criteria and provide a comparison between the two
1.3. [bookmark: _Toc41853733]Structure of The Report
Section 2 is a literature review that covers the key terms of serverless and container technologies and what these technologies are used for.
Section 3 sets out the Research and Development Methodologies used in this project.
Section 4 discusses what criteria should be used to compare serverless and container technologies.
Section 5 takes the topics to compare serverless and container technologies identified in section 5 and gives an overview of both technologies in the context of each topic.
Section 6 is the provides a summary of the conclusions reached during the completion of this project.


2. [bookmark: _Toc41853734]Literature Review
2.1. [bookmark: _Toc41853735]Definition of Serverless
The term serverless can have different meanings [1]. In some contexts, it can be synonymous with Function-as-a-Service (FaaS) [2]. In the wider context, serverless refers to cloud services that have the following properties [1] [3]:
· run-on-demand
· scale-on-demand
· pay-as-you-go
Run-on-demand means that a service is only running for the time it is actually in use [1]. Scale-on-demand means that increasing compute or storage resource to accommodate a spike in demand is managed by the cloud provider, not the consumer/service owner [1]. Pay-as-you-go refers to a charging model where cost is only occurred for the time a resource is being used [3].
While the term serverless may imply that servers are not used in the provisioning of compute resource, what it actually means is that the management of compute resources (servers) is the responsibility of the cloud provider not the consumer [4].
Serverless covers both Function as a Service (FaaS) and Backend-as a Service (BaaS) offerings [5]. FaaS is a service model that enables code to be executed [5] for short running, stateless applications [1] and BaaS is a service model that provides a multitude of application backend cloud based services such as databases and analytics [6].
2.2. [bookmark: _Toc41853736]Types of Serverless Offerings
This section will give an overview of the different types of Serverless Offerings available. It is not intended to be an exhaustive list.
2.2.1. [bookmark: _Toc41853737]Compute (FaaS)
FaaS allows application developers to deploy code that is only run when triggered [5]. Code is run in isolated environments and running time is typically time limited [1] [7]. As FaaS functions are not constantly active, the FaaS platform listens for events (e.g. an API request) to trigger the function [7].
As the cloud provider is in complete control of the infrastructure that the FaaS functions run on and responsible for the scaling of FaaS function [8]. This means that an instance of a FaaS function is ephemeral and there is no guarantee that two invocations of the same function will be run in the same container. Therefore, FaaS functions must be designed in a stateless fashion [8]. 
Examples of Serverless Compute offerings include AWS Lambda [9] and Azure Functions [10].
2.2.2. [bookmark: _Toc41853738]Storage
Serverless storage is provided by multiple cloud vendors [5]. Examples include Amazon Simple Storage Service (S3) [11], Azure Blob Storage [12] and Google Cloud Storage [13].
The above examples match the previously defined criteria for Serverless. They only charge for the data being stored for the period the data is stored for. They also charge for the amount of times files are uploaded and downloaded, as well as the amount of data for each upload/download.
In some cases, differently priced storage tiers are offered. In the case of Amazon S3, these tiers offer different prices based on the frequency the files are accessed and different response times [14].
2.2.3. [bookmark: _Toc41853739]Database
Serverless databases are becoming increasingly common in cloud-based applications [15]. Unlike some other Serverless offerings, some cloud-based databases offer serverless  and non-serverless implementations, e.g. AWS Aurora [16].
While it is not one of the previously defined characteristics of serverless, serverless databases should provide a way of access that does not require a stateful connection to work with FaaS functions [17].
Other examples of Serverless databases include Azure Cosmos DB [18] and Google Firebase [19].
2.2.4. [bookmark: _Toc41853740]Security/Access Control
AWS Cognito and Auth0 are examples of serverless authentication systems [20]. These services allow for management of access control to services through user directories and can offer managed authentication/authorisation implementations [21] [22], e.g. OAuth2 [23] and OpenID Connect [24].
2.2.5. [bookmark: _Toc41853741]Messaging
Cloud messaging services in the form of message queues and pub/sub messaging are available as serverless offerings.
These offerings include Amazon SNS [25], AWS SQS [26] and Firebase Cloud Messaging [27]. These offerings can also create trigger events for other serverless components [25] [26], e.g. FaaS, although, these triggers may be limited to within a single cloud provider.
2.2.6. [bookmark: _Toc41853742]Workflow Orchestration
Serverless workflow orchestration enables coordination between FaaS components to create temporary state/data for applications composed of multiple FaaS functions [5].
Examples of this include AWS Step Functions [28] and Azure Logic Apps [29].
2.2.7. [bookmark: _Toc41853743]API Management
API management can cover a wide range of topics, but for the serverless offerings it typically includes an API Gateway that acts as a router for incoming API requests, along with throttling and authentication mechanisms [30] [31].
Some offerings also include the ability to create developer portals to host information about the APIs [31].
Examples of this include Azure API Management [31] and Amazon API Gateway [30].
2.3. [bookmark: _Toc41853744]Container Technology
Container technology can be described as packaging unit for an application [32]. Container-based virtualization is an operating system level virtualization technology that is considered more lightweight and efficient than traditional virtual machines (VMs) [33]. This means that multiple containers on a single host share a single OS kernel [33].
Each container has its “own private namespace and computational resource limits” [34]. Containers are portable across operating systems and cloud vendors [34].
Examples of container runtime technology include Docker [35] and rkt [36]. These runtimes are responsible for creating containers on a host [33].
2.4. [bookmark: _Toc41853745]Container Orchestration Platforms
Scheduling and management of containers can be automated using an orchestration platform [33]. Container orchestration platforms provide a framework to manage container deployment at scale as well as managing scaling resources and managing networking [34].
Instances of a containerised application can exist across multiple machine instances (physical and virtual) [34]. This is referred to as a cluster [34] [33].
Examples of container orchestration technology include Kubernetes [37] and Docker Swarm [38].





3. [bookmark: _Toc41853746]Approach and Development Methodology
3.1. [bookmark: _Toc41853747]Research Overview
3.1.1. [bookmark: _Toc41853748]Research Philosophy
The Author has chosen to use a Positivism philosophy for this research.
Definition of Positivism from the Oxford Dictionary [39]:
“A philosophical system recognizing only that which can be scientifically verified or which is capable of logical or mathematical proof, and therefore rejecting metaphysics and theism."
The aim of this project is to collect and compare qualitative data from previous academic research. Therefor the author believes that the Positivism philosophy is best suited research philosophy.
3.1.2. [bookmark: _Toc41853749]Research Approach
The Author has chosen to use the Inductive Approach for this research.
Inductive research “involves the search for pattern from observation and the development of explanations – theories – for those patterns through series of hypotheses” [40].
As the Author will be looking to compare and identify differences between serverless and container technologies within several different contexts.
3.1.3. [bookmark: _Toc41853750]Research Deliverables
The primary research deliverable will be information about serverless and container technologies within a to be defined set of topics that could be used to make a choice of which technology to choose in a given situation.
This information will be gathered from previous academic research and other appropriate literature as required. The author will not be conducting any new tests.
3.1.4. [bookmark: _Toc41853751]Research Strategies
To achieve the Research Deliverables the author will employ two research strategies:
· A document review
· Completion of an investigation of both technologies to compare them  
All information gathered will be from previous written works.
3.2. [bookmark: _Toc41853752]Development Methodology
Feature-driven development (FDD) will be used as the development methodology for this project.
FDD combines agile methodologies and model-driven techniques [41]. 
This will allow the Author to identify multiple topics that are applicable to compare serverless and container technology and therefore identify what research is required in an iterative approach.


4. [bookmark: _Toc41853753]Comparison Design
4.1. [bookmark: _Toc41853754]General Considerations for Choosing a Technology
The GOV.UK Service Manual [42] states that the most important consideration when choosing a new technology is that the technology choice can be changed or adapted at a later stage if required. It also states five other points to consider:
· understand the landscape – what existing technology is present in your organisation
· explore the opportunities – research what capabilities and limitations a technology has
· start with prototypes – create prototypes to check feasibility of using the technology
· make and maintain a map – create an architecture of your system and how each component interacts with each other and you may expect that to change in the future
· allow for evolution – allow for future changes to the system design and use open standards to allow for better interoperability
Flexibility was also a criterion identified in Analysis of technology selection problems for software development [43] along with completeness of functionality.
The Impacts of Test Automation on Software’s Cost, Quality and Time to Market [44] states that cost, quality and time to market are all important considerations when building software applications.
4.2. [bookmark: _Toc41853755]Factors Measured in Previous Cloud Technology Comparisons
The paper Function-as-a-Service X Platform-as-a-Service: Towards a Comparative Study on FaaS and PaaS [45] recognised seven aspects which denoted the difference between Function as a Service (FaaS) and Platform as a Service (PaaS) technologies. These were:
· Coding and Delivery – the effect on development teams focus
· Sizing – the effect on capacity provisioning 
· Environment -  the differences of responsibility between cloud provider and consumer as well as the ability for developers to customise the hosting environment 
· Application Maintenance – the effect on ongoing maintenance of a service
· Resource Allocation – how a service can be scaled
· Execution – the differences and/or limitations of execution run time and waiting state
· Billing – the differences in billing models
The paper Serverless Computing: One Step Forward, Two Steps Back [46] compared FaaS and Infrastructure as a Service (IaaS) in three different case studies and measured their differences in terms of cost and performance.
4.3. [bookmark: _Toc41853756]Chosen Criteria for Comparison and Rationale
This section defines which topics have been chosen for comparing serverless technologies with container technologies and provides the rational of why these topics have been chosen.
4.3.1. [bookmark: _Toc41853757]Flexibility
As discussed in section 4.1 flexibility is a key criterion when deciding on choosing a technology. In this context, flexibility will be the consideration of how an application can be extended or changed. It will include considerations of how easy/difficult it is to change out individual components, change programming language and change cloud provider.
4.3.2. [bookmark: _Toc41853758]Developer Responsibility
This section will examine the differences between serverless and container technology in the context of what aspect of the environment application developers are responsible for. This will examine the effects this has on application maintenance. This will inform what effect technology choice will have on ongoing application maintenance in terms of cost, quality, and effort.
4.3.3. [bookmark: _Toc41853759]Application Design
This section will compare how the limitation of each technology could affect the design of an application and the considerations that are required to build an application on each technology. This consideration is an extension of completeness of functionality, as it may highlight if some functionality cannot be achieved on one or both given technologies being considered. 
4.3.4. [bookmark: _Toc41853760]Time to Market
Time to market has been stated to be an important consideration for the software industry. This section will define what aspects of each technology affect how quickly an application can be completed to a point where it is used by its target users.
4.3.5. [bookmark: _Toc41853761]Billing
Cost has been stated to be an important consideration for software applications. Overall cost will be affected by many things, including development effort and ongoing maintenance. As these are covered in other sections, this section will concentrate on how the billing models for both technologies differ and possible other costs, e.g. additional licencing costs.


5. [bookmark: _Toc41853762]Comparison Investigation
5.1. [bookmark: _Toc41853763]Flexibility
5.1.1. [bookmark: _Toc41853764]Serverless Technology
Serverless technology, FaaS in particular, can have limitations in terms of choice of programming languages [47]. Most cloud providers who have FaaS offering allow a limited selection of popular programming languages, but these may not be the most up to date version and may not allow some older versions of a language [47].
However, some cloud providers do provide a way for user to provide custom runtimes, e.g. AWS [48].
Different cloud providers require FaaS code to be formatted in different ways [47], meaning that code would need to be amended if moving between cloud providers. 
There are multiple issues with migrating serverless applications between clouds. The event driven nature of serverless applications means that different components are linked via triggers and messages [4]. As the scope and message formats of comparable serverless technologies can change between cloud providers, it is unlikely that a serverless application can be moved between cloud providers without some effort in redesigning the application [4].
There are also limitations of the types of serverless offerings on any given platform. For instance, AWS is the market leader in cloud computing [49], but has no serverless offering for a graph database [50].
5.1.2. [bookmark: _Toc41853765]Container Technology
As container technology is a virtualisation technology [33], there is no limit of what application/service/runtime it can host.
Containers are not bound by orchestration stack, CPU architecture or cloud vendor [34]. This means they can be easily ported across cloud vendor.
Container orchestration stacks, such as Kubernetes, can be used to deploy container clusters over multiple clouds [51]. Therefor some of these tools have been proven to be able to run container-based applications over multiple cloud vendors. However, there are container orchestration stacks that are cloud vendor specific, e.g. Amazon Elastic Container Service (ECS) [52] and Azure Container Instances (ACI) [53], which could be more problematic for moving across cloud vendors. This would only affect the container orchestration layer, as containers themselves are independent of the orchestration layer [34].
5.1.3. [bookmark: _Toc41853766]Comparison
Container technology is not bound by cloud vendor and there are examples of container orchestration technologies that are proven to work across multiple clouds, there is also no limitation of what can be run inside containers, making it extremely flexible in terms of hosting and extension of functionality.
Serverless technology on the other hand appears to be locked into individual cloud vendors and the difference in serverless offerings between cloud vendors could mean extensive changes would need to be made to move a serverless application between cloud providers. Functionality of serverless applications could depend greatly on the cloud provider as there may not be a serverless offering available to suit all requirements. This could even limit the choice of programming language in some cases (dependent on cloud provider).
5.2. [bookmark: _Toc41853767]Developer Responsibility
5.2.1. [bookmark: _Toc41853768]Serverless Technology
With serverless technology, developers are only responsible for the application logic [54] and there is no other operational effort required from developer once application has been deployed [55].
This means that developers creating applications using solely serverless technologies do not need to worry about deploying and updating operating systems and application runtimes. The exception to this would be if developers deployed their own runtime for use with FaaS [48], where developers would be responsible for maintaining that run time.
5.2.2. [bookmark: _Toc41853769]Container Technology
For individual containers, developers are responsible for not only the application logic, but the application runtime, programming language and other deployed software [34]. This means that the developer is responsible for making sure that runtimes are updated to mitigate against known vulnerabilities. There are however public repositories for container images that contain updated versions of relevant runtimes, e.g. Docker Hub [56]. Although it should be noted that some container images are community managed.
Developers are also responsible for the underlying hosts that the containers run on (physical or virtual), this includes the operating system [57], which also has to be maintained.
5.2.3. [bookmark: _Toc41853770]Comparison
There is less responsibility on the developer for creating and maintaining applications using serverless technologies as they do not need to worry about choosing, deploying, and maintaining operating systems, application runtimes and other software tools being used (e.g. database). 
5.3. [bookmark: _Toc41853771]Application Design
5.3.1. [bookmark: _Toc41853772]Serverless Technology
Serverless application design is constrained by the serverless offerings from a given cloud vendor. These constraints include use of programming language [47], the functionality of services available [4] and individual serverless technologies may have their own constraints. For example, AWS Lambdas will only run for a maximum of 15 minutes per invocation and there are limits for the size of code deployment [58].
Due to the stateless nature of some serverless cloud services, application architecture can be limited to an event-driven architecture [4].
Another architectural limitation is described when using serverless technologies to host websites. There is no true serverless web server, but it is possible to host static websites using serverless storage services [5], e.g. Amazon S3. To create dynamic content on these websites, a client-side scripting language like JavaScript must be used [59].
5.3.2. [bookmark: _Toc41853773]Container Technology
While containerisation may effect deployment of applications, it doesn’t necessarily affect the overall design, with single container deployments and micro-service based deployments possible [60].
As containers may be spun up and down for either fault tolerance or scaling purposes, it must still be possible for other services (containerised or otherwise) to discover the service instance location (IP address and port) even though they are dynamically assigned [34]. This means that service discovery must form part of the overall application design. An example of this would be to include a service registry, e.g. Apache Zookeeper [61], in the application design.
5.3.3. [bookmark: _Toc41853774]Comparison
There are multiple constraints to consider when designing a serverless application. These constraints are based on the possible functionality and range of services of the cloud vendor’s serverless offerings. Serverless technology based applications may push the developer down the route of an event-based architecture, depending on the application.
In comparison, there are no restrictions on the types of functionality a container based application can achieve. There also is no clear restriction on the type of application architecture used either. But service discovery must be considered when designing a container based application, as containers for a particular service could be spun up on any available host VM.
5.4. [bookmark: _Toc41853775]Time to Market
5.4.1. [bookmark: _Toc41853776]Serverless Technology
Due to serverless technology lessoning the burden on developers in terms of choosing and deploying, operating systems and runtimes they typically have a shorter time to market than container based microservices [62] [63].
5.4.2. [bookmark: _Toc41853777]Container Technology
Using container technologies provides a quicker time to market than traditional VM deployments due to their flexibility, agility and conformity to the DevOps paradigm [64].
5.4.3. [bookmark: _Toc41853778]Comparison
Both technologies appear to provide shorter times to market, when developing web applications, than traditional VM deployed applications, but Serverless developments have been said to have the shorter times to market primarily because of the amount of responsibility shouldered by the cloud provider.
5.5. [bookmark: _Toc41853779]Billing
5.5.1. [bookmark: _Toc41853780]Serverless Technology
Serverless technology offers a charging model where charging only occurs when a resource is being used [3]. 
In terms of FaaS, this would mean that cost is only incurred based on the number of times a function is invoked along with the time each function runs for. As individual functions are only invoked when required, there is a lower costs associated with scaling-up, as a single function can scale-up if required, without having to scale up the whole application [65].
For other types of serverless service, there may be ongoing charges based on data storage [14], regardless of whether that data is being accessed or not. There would however be additional charges for accessing or amending that data.
Function-as-a-Service X Platform-as-a-Service: Towards a Comparative Study on FaaS and PaaS [45] ran load tests comparing FaaS and PaaS (using containers). In most cases the running costs for FaaS were cheaper than the container based application.
5.5.2. [bookmark: _Toc41853781]Container Technology
Containers run on physical or virtual machine [33] and are therefore subject to that charging model. Cloud based VMs charge for the time they are running for, with the price per hour varying per cloud provider and size of virtual machine [45]. Even when using a container orchestration platform, at least one container instance for each component must be running for the application to be available.
Another consideration for using container technology, is that licensing costs for any software are typically the responsibility of the application developer, unless specifically stated in the cloud providers pricing information, e.g. some cloud providers may provide VMs with Windows based operating systems, where the licensing cost is part of the pricing model [66].
Function-as-a-Service X Platform-as-a-Service: Towards a Comparative Study on FaaS and PaaS [45] ran load tests comparing FaaS and PaaS (using containers). This study found that container passed applications were cheaper when there was a constant high demand for the service.
5.5.3. [bookmark: _Toc41853782]Comparison
The two different billing models are quite different, with the serverless model being favourable in terms of cost, at least when the application usage is not constant.


6. [bookmark: _Toc41853783]Conclusion
From the research done in this project, it has been shown that in terms of developer responsibility, time to market and billing, serverless technology is preferable over container technology. 
However, serverless technology poses many limitations when designing and building an application. These include the limits and functionality of the services available, the ability to quickly move between cloud providers and limitations of application design. These are all risks that must be considered if choosing serverless technology to build an application, specifically in terms of changing requirements.
Container technology is much more flexible and open in terms of functionality. It is also much easier to move a container based application between clouds, and in fact there are cases where container based applications are actually deployed over multiple clouds.
The most important factor to consider when choosing between serverless and container technologies is if serverless technology is actually capable of achieving all the functionality required for the desired application. If it is, and there is a low chance of additional requirements requiring functionality that would not be achievable or a requirement to move cloud providers, then the benefits of serverless technology appear to outweigh its negatives. 
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