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[bookmark: _Toc8083394]1. Introduction
This report will include application development concepts regarding security vulnerabilities and software patterns for the ASP.NET MVC web application I will be implementing, a software requirements specification and description of the web application, the design principles I have followed for the web application, main models, view/view models and controllers that have been implemented, test cases for validating and verifying requirements and an evaluation of the design, user experience and content. It will also include recommendations for improvements and references to information sources I have contained within the report.	Comment by Kemi Ademoye: 
Avoid writing in the first person (use of ""I"", ""my"") in academic writing unless you are writing a reflective evaluation.
[bookmark: _Toc8083395]2. Application Development Concepts
[bookmark: _Toc8083396]2.1 Security Vulnerabilities
When you are building a web application, it is important to consider its main security vulnerabilities. One risk to web applications is a Distributed Denial of Service (DDoS) attack which is where a malicious hacker has gained access to a network of computers and has infected them with malware so when they target the victim’s IP address, all the computers will request data from the victims victim’s web application and this can cause it to become offline [1]. A countermeasure for this is the use of encryption mechanisms e.g. AES26 and WPA2 for endurance against eavesdropping in broadband networks [2]. Another one used by Prier and Mirkovic compares normal flow models against two-way traffic flows which are being constantly monitored although Internet Service Providers are hesitant to incorporate this countermeasure as it can degrade the performance of the router [3]. 

Cross-site scripting (XSS) is another risk to web applications [4]. It involves an injection of malicious JavaScript code into a website and the end user will execute the script as they believe it originates from a trusted website [5]. XSS attacks can allow people to access users sensitive information and gain access to their accounts by stealing the cookies from their session and they can also steal their credentials by copying the login page and giving it to victims to use so the attacker gains their credentials [6]. To counter XSS attacks, you should use appropriate encoding on output on non-alphanumeric characters and enforce service server side checks on client-side input [7]. 	Comment by Kemi Ademoye: 
Use apostrophe (') to indicate possession.

Reference(s):http://www.thepunctuationguide.com/index.html, http://www.eng-lang.co.uk/apostrophe_rules.htm, http://www.apostrophe.org.uk/page2.html

Cross-site request forgery (CSRF) can be a big risk to web applications as it exploits its vulnerabilities with authentication [8]. It works by sending the user a malicious link or having them load a page after they have logged into a website and then a request is sent to the website from the victim’s browser that looks legitimate and includes cookies the victim has related to the website so the website can perform actions based on the cookies and any request will seem legitimate [9]. A widely used prevention technique for this is anti-CSRF tokens which are included in the cookie request to the website and then verified for authenticity before the request is processed [10]. If there is no token or it is incorrect the request will be rejected and in order for this to work properly it is important that current threats match the “library of known tokens” [10]. 

SQL injection is one of the most popular ways of hacking a web application [11]. The hacker is able to use SQL injection (an injection of malicious code) that can destroy the database of the web application [12]. This can also allow for unauthorised access to sensitive data such as intellectual property and personal data [13]. One way to prevent this is by not using dynamic SQL i.e. not building queries using user input and instead using stored procedures, parameterised queries or prepared statements when this is possible [14]. Another method of prevention is sanitising inputs e.g. rejecting any input that seems suspicious or “cleaning the input” which could involve checking supplied fields match a regular expression such as an email matching “%@emaildomain.com” [15] . 

[bookmark: _Toc8083397]2.2 Software Design Patterns
A software design pattern is a solution to a problem that persists in established situations that is used in various environments successfully [16]. One pattern is a builder design which entails building complex objects step-by-step [17]. Benefits of this pattern are there is a clear distinction between the representation and construction of an object [18], it helps reduce the parameters to a constructor and provides them in “highly readable method calls” [19], it is more robust as the object is available only when it is complete [20] and existing implementations will not break if you add new members to a class [21]. A drawback of this pattern is that you need to create an object’s builder before the actual object which may be a problem during situations which are performance critical [22]. A further drawback is that client code is more excessive due to the builder object [23].
[bookmark: _Toc8083398]3. Requirements
The web application is aimed at adults to hire books that will be sent to their address for a certain period of time. It will include books of different genres. While some people may not be able to visit a library or buy a book outright, this web application will provide a cheaper alternative and is flexible for users.
I will be using the IEEE software requirements specification technique to document the requirements and features of the web application.
[bookmark: _Toc439994687][bookmark: _Toc441230991] System Features
· 3.1 Display books available to rent
[bookmark: _Hlk8763924]3.1.1	Description and Priority
The books available in the database will be displayed clearly with images. This is high priority.
3.1.2	Stimulus/Response Sequences
The user will only need open the web application to view this. 

3.1.3	Functional Requirements
The requirements for this feature are:

REQ-1:	A view of the all the books available to rent
REQ-2:	Each book to be linked to a further page showing its information

· 3.2 A user login system
3.2.1	Description and Priority
Users will be able to user an email and password to log into the system and make rentals. This is high priority.
3.2.2	Stimulus/Response Sequences
The user will need to initially set up their account and password. Once they log in, they will have access to rental views. 

3.2.3	Functional Requirements
The requirements for this feature are:

REQ-1:	A login system set up by the application
REQ-2:	The ability for the user to set up an account with email and password
REQ-3:    Once a user has been logged in, they should have access to more views e.g. rental views

· 3.3 A rental system for books
3.3.1	Description and Priority
There will be a system where the user will log in and choose a book or several books to rent for a period of time and provide their details and be given a price. This is high priority.
3.3.2	Stimulus/Response Sequences
The user will have to be logged in so they can view the books available to rent. They can then select the book or book they wish to rent and for how long. Then a total amount will be calculated.

3.3.3	Functional Requirements
The requirements for this feature are:

REQ-1:	The ability to take user details
REQ-2:	A way of keeping track of rentals
REQ-3:    A total given to the user at the end of the rental
REQ-4:    The ability to rent more than one book

· 3.4 Viewing previous rentals
3.4.1	Description and Priority
Admin and the user will be able to view prior rentals. This is medium priority. 
3.4.2	Stimulus/Response Sequences
The user or admin will need to be logged in so they can see previous rentals from a certain user.
3.4.3	Functional Requirements
The requirements for this feature are:

REQ-1:	The ability to clearly view user rentals
REQ-2:	The option to directly email that user about unpaid fines
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the extent to which the assessment criteria are demonstrated by you, which in turn determines your mark. The marks available for each category of skill are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 2)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills 

	
	

	[bookmark: feedbackRIL]Very good evidence of engagement with literature skills and a wide range of appropriate reference sources have been consulted. (Grade mark: 100.00%)
	[bookmark: totalRIL]5
	[bookmark: markRIL]5

	
	
	

	2. Knowledge and Understanding Skills

	
	

	[bookmark: feedbackKUS]Very good discussion of some of the common web security issues. A good overview of your chosen design pattern highlighting some advantages and disadvantages but requires a clearer explanation of how it works and its relevance to web applications. (Grade mark: 70.00%)
	[bookmark: totalKUS]25
	[bookmark: markKUS]17.5

	
	
	

	3. Cognitive and Intellectual Skills

	
	

	[bookmark: feedbackANA]The submitted work does not include an evaluation of the implemented game and there is also no documented evidence of testing provided, as such no marks have been awarded for these elements of the assignment. Please ensure that you read the assignment brief and especially the marking scheme more carefully in future. (Grade mark: 0.00%)
	[bookmark: totalANA]20
	[bookmark: markANA]0

	
	
	

	4. Practical Application Skills

	
	

	[bookmark: feedbackPAD]A basic attempt. Very detailed set of requirements but the application is not complete and is not in a working state, but the database schema has been given some thought and you have managed to implement the model classes. At the minimum, you should have used the VS scaffolding tool to generate the Books controller and views. The main area for improvement is implementing a working application with added functionality and views for the user to interact with. (Grade mark: 26.67%)
	[bookmark: totalPAD]45
	[bookmark: markPAD]12

	
	
	

	5. Transferable Skills for Life and Professional Practice 

	
	

	[bookmark: feedbackSPP]The report is well written and presented, but lacks some of the required content. (Grade mark: 70.00%)
	[bookmark: totalSPP]5
	[bookmark: markSPP]3.5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]38%

	
	Up to 1 week late (40% Max)
	[bookmark: fourWeeksLate][bookmark: _GoBack]x
	

	
	Over 1 week late (0%)
	[bookmark: firstAttempt]
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