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The automation of software testing plays an incredible role in software development efficiency. This research project investigates the performance of two web service frameworks by utilising automated testing within a CI/CD pipeline. The results of functional and non-functional tests of each web service will be analysed to provide insight into performance differences of how each programming language handles REST web service functions. Additionally, we will investigate the development productivity advantage of the CI / CD methodology by analysing the time saved over the development of both web services. The purpose of the research project is to provide insight into the performance capabilities of Node.js or Python Flask when used as a web service and discuss the workload efficiency automated testing can provide. The data for the project was gathered by observing the processing time of the web service programming environments whilst they perform typical CRUD functions involved when creating a rudimentary cloud-based blog web application. The application is tested by a series of Postman integration tests to extract the request processing time. The results of these tests are analysed by t-test to determine if the differences between the average performance time happened by chance. The applications are tested by simulating user interaction with four stress test scenarios. Data is also collected about the development time cost that automated testing has saved throughout the development of both applications. The study's findings indicate that Node.js performs all the required functionality at double the speed of the performance speed, suggesting that Node.js is more efficient at handling each request. However, when the frameworks were tested by simulating user behaviour, both web service performance behaviours were similar. Not only this, but applying a CI/CD approach to automated testing improved the quality of code, ensuring the functionality worked correctly and proved to be efficient by saving a lot of development time.  
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 INTRODUCTION
This dissertation discusses automated testing of different web service frameworks and two popular languages used in web development. To ensure a high quality of service, performance differences between frameworks are analysed to help decide which framework & programming language is best suited for the implementation of a web service. The web services are created using Continuous Integration, Continuous Delivery Agile methodology to imitate an enterprise software development team. The chosen web services frameworks are JavaScript - Nodejs & Python – Flask.	
These frameworks are a popular choice when creating a web service or API. A survey conducted by StackOverflow in 2021 suggested that 23.82% of web services utilize Express.js & 16.14% use Flask as their backend framework [1]. These were also chosen because of their similarities, as both are object-oriented & dynamically typed high-level coding languages [2]. To emulate basic implementation, the web services are built to provide backend functionality for a simple blog website, where a user can register to the system, update their profile, and create posts. The system also offers fundamental CRUD functions to simulate different types of HTTP requests. Using CI/CD tools, the endpoints are automatically integration tested when a developer updates the application to ensure that the application's functionality is preserved. The web services are also stress-tested to reveal the environment's behaviour whilst handling multiple users who complete a set of tasks. The results of these tests are statistically analysed by their average response time, as this is a crucial indicator of performance in different scenarios. 
Background of the Problem
Many websites and computer applications use web services to communicate data from system to system and typically use SOAP & REST HTTP protocols [3]. When an Enterprise or large development team produces a web service, issues can arise throughout the product's development lifecycle. These errors can be costly to the enterprise and the user [4].	 
Many backend programming languages use SOAP & REST protocols. However, there is little information regarding the comparison of frameworks built to provide web service functionality & their efficiency at handling the foundational operations such as GET, POST, DELETE, and UPDATE.
Can using a CI/CD pipeline & automated testing software reduce errors that can be developed when creating a web service and improve the quality-of-service post-deployment? Not only can development be impacted by mistakes and cause considerable costs to companies, but performance of the software  is an equally essential factor to consider when developing any computer system. This leads us also to consider which web service is the most important, and can automated testing provide us with an answer to this question?
Statement of the Problem
Can CI/CD & Automated testing reduce errors produced throughout the development cycle of this application & provide us with a result of which framework provides the fastest solution?
Purpose of the Study
The purpose of this study is to compare the performance of two web service frameworks using automated testing software with an agile CI/CD methodology. It is hoped that the study will provide an answer to which framework can present the most effective & efficient solution for the implementation of a web service and whether CI/CD can ensure a high quality of service. The study will quantitively analyse the response times of the basic operations of two popular web service frameworks discussed within this report and provide descriptive statistics & inferential statistical results. 
Aims & Objectives of the Study
The aim of the study is to analyse the performance of web service frameworks using Automated testing software & a CI/CD methodology and gain insight into the efficiency gain of this development process. 
The objectives of this study are:
· Create a CI/CD Pipeline to simulate an approach to Enterprise software development.
· Create a set of functional & non-functional automated test cases.
· Create a CRUD based web service using Node.js & Express.js frameworks.
· Create a replica CRUD based API using Python & Flask
· Deploy Application to the cloud
· Automate validation & performance tests
· Provide descriptive statistics about the performance of the integration tests.
· Provide non-functional test results regarding the web services' performance under load or stress.
· Provide evidence of development efficiency & insurance of high quality of service
Research Questions
The research questions for this study are:
1. What are the differences in the performance of each framework when processing simple CRUD functions?
2. Which web service can handle the most traffic before failing?
3. How can the utilization of a CI/CD pipeline support the service quality of a web service? 
Significance of the Study
This research will provide new insight into the field of Automated testing, CI/CD Pipelines & the performance of web services & their respective frameworks. In this case, the frameworks will be Express.js & Flask. The research will also allow software engineers to make an informed choice when choosing the programming language & framework required to implement a web service. Throughout this research document, techniques and tools regarding automated testing within a CI/CD pipeline will be discussed, and the results of the performance test metrics of two popular web service frameworks. This approach is effective at improving the quality of software development when creating web services & for the analysis of the performance of the frameworks. The process produces periodic reports for each application version a developer pushes to a repository and produces performance data about the web services’ functionality.


Definition of Terms
Throughout this research report, the terms outlined below are found frequently. To ensure the reader is interpreting these terms correctly, the definitions can be found below.
API
An Application Programming Interface is a set of programming code which allows communication/data transmission between software.
REST
REST or Representational State Transfer is an architectural style for developing & designing web services or servers [5].
SDLC
The SDLC or Software Development Life Cycle is the term used to describe the process undertaken by industry when designing, developing, testing and producing high-quality software applications [6].
CI/CD
CI/CD is an abbreviation of Continuous Integration, Continuous Delivery, and Continuous Deployment. This term is used to describe a development practice where the development team utilises automated software to iteratively & repetitively produce high quality, up-to-date code [7]. 
CI/CD pipeline	
CI/CD pipeline is a term which describes the process of automated blocks of software which are run sequentially to design, develop, test, and produce production-ready code. 

The Cloud
The Cloud refers to collections of servers within a data centre accessed by the internet where users and companies can rent computing processing power, data storage and other services. 
Assumptions, Limitations and Delimitations
This study was developed with multiple assumptions in mind, which can be found below:
· The concept of reality is objective and should be considered independent of the researcher, meaning that reality can be studied objectively in this case.
· The approach to research in this study will be based predominately on deductive forms of logic & theory. 
· Additionally, the hypotheses will be tested in a cause-effect manner, allowing for the development of generalizations which can contribute to the theory. 
These assumptions warrant the researcher to be able to product, understand, and explain the phenomenon that may occur.
This study has potential limitations and should be considered when interpreting the findings. The first major limitation of the study is the Internet connection speed of each system. The speed of data travelling via the internet is limited to the systems' infrastructure. In this case, the development system hosting the Jenkins application is capped at 500mb/s. Another limitation of this study is the Cloud service provider, where there may be inconsistent infrastructure. Additionally, the development system or personal computer’s state is a limitation of the study due to the possibility of an automated background process that could affect the tests' performance speed. However, every effort was made to ensure the system remained in the same state when executing the tests. 
Report structure breakdown
The report is structured and separated into eight chapters:
· Chapter I: Introduction	
This chapter discusses a brief overview of the project, the purpose of this study, the aims & objective of the research, and finally, the study's assumptions, limitations, and delimitations. 
· Chapter II: Review of Literature	
This chapter considers literature regarding performance & efficiency, automation, automated testing, cloud computing, web services, software testing and automated software testing.
· Chapter III: Research Methodology
This chapter will outline the approach taken with the research and analysis of the study. 
· Chapter IV: Development Methodology	
This chapter will discuss the development approach taken with this project.
· Chapter V: Design	
This chapter outlines the design documentation created to develop the web services. 
· Chapter VI: Implementation	
This chapter provides a detailed overview of the implementation of the project.
· Chapter VII: Results	
This chapter provides the results of the automated integration test, automated performance tests and development efficiency savings from implementing the CI/CD pipeline. 
· Chapter VII: Conclusion	
This chapter outlines the study's conclusions and considers suggestions for future research. 
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 REVIEW OF LITERATURE
This chapter will discuss current literature regarding automated testing of web services, performance differences between web service frameworks and the implementation of these concepts. 
The Impact of performance
Performance plays a critical role in software engineering & web development. The speed at which a web application reacts to a user’s input can seriously affect how the user perceives the enterprise. Websites that load slowly can increase the chances of site abandonment, cancelling a purchase or, in the worst case, can cause the system to completely shut down [8] [9]. Fast websites have been shown to positively impact all aspects of the user experience and increase product conversion [10] [11]. Performance is not just a measure of speed; it can also refer to the performance of the software development cycle and even an individual’s work performance.	
Poor performing software cost the United States approximately 2.84 trillion in 2018; legacy systems issues caused 21%, 38% from software failures, 6% from failed projects, 17% to repairing existing systems or bug detection, and 18% to technical debt [12]. This would suggest that the performance of the software development team and the performance of the software are not only essential but extremely costly if not prioritized.	



Software Development
When an application is created, development teams follow a set of processes, otherwise known as the Software Development Life Cycle (SDLC) [13]. Classically software development organisations would follow a Waterfall methodology when developing software. The traditional Waterfall method designed by Dr W. Royce outlines a sequential process separated into four main phases, which can be seen in Fig 1 [14]. 
[image: Diagram
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These phases of development are:
· Analysis phase
· The engineering team will analyse the system, software requirements and implementation documentation [14].

· Design phase
· The development team will design a technical solution to the problems and the project requirements. Each component will have in-depth documentation written for team members to validate[14].
· Implementation phase
· Upon completion of the design phase, the technical implementation is created from the technical documentation, and development is efficient as all research and design documents have been completed in advance [14].
· Testing phase
· On completion of the implementation, the software will be tested before production deployment. The team will utilise design documents, user case scenarios & personas delivered by management to create test cases [14].
In 2001 a group of software engineers gathered and wrote a manifesto describing their ideal development methodology as they saw flaws in the waterfall model standard at the time [15]. The manifesto has changed the landscape of development methodologies ever since. A survey was conducted on Agile adoption within engineering teams and showed that 86% of the development teams surveyed utilized an agile approach to SDLC [16].
The Agile manifesto stipulates twelves principles which are: -
· Prioritize customer satisfaction through continuous delivery [15].
· React to requirement changes throughout the development process [15].
· Produce working software rapidly [15].
· Communication between different teams must be upheld throughout the SLDC [15].
· Provide a supportive and encouraging environment for team members and trust their development skills [15].
· Direct communication is the most effective method to convey information within the team [15].
· Progress is measured through working software [15].
· Maintain sustainable development processes continually [15].
· Continuous practice of excellence in terms of design & implementation improves agility [15].
· Create simple solutions to maximize development completion [15].
· Allow teams to self-organize [15].
· Reflect regularly with team members to allow for adjustments [15]. 
Many development methodologies originate from the Agile manifesto, and the most popular of these approaches is SCRUM, with 56% of software development teams using it [16]. Jira is a standard tool utilized in the SDLC of a project and is for use by software engineering teams. It provides many benefits for groups which use a SCRUM methodology [17]. Jira is designed to enable teams to plan and track features and components.
The Agile principles outline many vital points in terms of the software development approach. However, the focus on Continuous, Rapid, and Fluid development styles produced a more current development practice known as CI/CD (Continuous Integration, Continuous Delivery and Continuous Deployment) [18].
The CI-CD approach is a set of principles and guidelines derived from 3 development methodologies that revolve around a development pipeline to produce software [19]. A diagram of the CI-CD pipeline can be seen in Fig 2 below.
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The CI-CD approach utilizes a combination of 3 development approaches which are:
I. Continuous Integration	
CI (Continuous Integration) is an approach to software development where the software engineering team merges their development builds into a central repository frequently, addresses programming bugs efficiently, and improves the overall software quality [19]. Once the build has been pushed to the central repository, automated builds and tests can be produced. Due to the build pipeline requiring the development team to share a repository, version control systems are essential to the approach. Continuous Integration refers to the stages between the developer, source control and the push to the build [20].
II. Continuous Delivery	
CDE (Continuous DElivery) is an approach to software development in which the engineering teams aim to produce code in rapid cycles to ensure the software is prepared timely to manually release at any time [21]. 
III. Continuous Deployment	
CD (Continuous Deployment) is the practice of releasing software through automated processes in order to validate code changes [22]. 
All the approaches above define testing as a vital component of the build pipeline to provide a high quality of service [23].  Quality of Service (QoS) standards for a web service is fundamental to an aware enterprise for management and implementation [24]. The core requirements for a high QoS web service for functional and non-functional are; The web service implementation should be interoperable, reliable, accessible, and available [25]. The CI/CD approach has been efficiently applied to software development by many tech giants like Facebook, Netflix, and GitHub [26].  Many CI/CD tools are developed for this approach and can be categorized into five sections: Source Control, Build, Automation, Automated testing, and monitoring tools [19].
Source Control tools
Source control or version management enables software development to be distributed and managed. Over 73% of all development repositories are hosted and managed using Git [27]. Due to the demand for continuous deployment, a need was developed for software like Git to aid with managing multiple versions and builds. A Developer can pull the current version of the code to their system quickly, make changes and push the changes back to the working directory. These changes can be monitored, compared and, if adequate, merged into the repository [28].
Package management software
Package management tools are created to improve development speed when producing software. They are used to automate installations, upgrades, and configurations for software. Typically, they are used to quickly install and apply third-party software or dependency to a software build rather than wasting time developing their own version of it [29]. 	
npm is the package manager for developing JavaScript & Node.js applications which have impacted the web development field since its inception [30] [31].
Pip is the package manager for Python and allows the installation and management of packages and automatic implementation into a Python project [32]. 
Containerization
The concept of containerization is similar to the idea of virtual machines, where a virtual operating system is created on a host system which acts as multiple independent systems that share the hardware resources of the host system [33]. Containerization differs from a virtual machine as containers are operated at an operating system level and do not control the hardware layer of the host system [34]. Software is encapsulated with its dependencies so that the system can consistently operate on any system infrastructure [34]. The open-source Docker Engine developed in 2013 accelerated the adoption of containerization, and research suggests that in 2017 more than 59% of software development teams utilized this technology [35]. Each docker container uses a shared “host” kernel, meaning its operation is much lighter in computing power than a virtual machine [36]. 
The Cloud
The cloud refers to a network of remote servers stored in large data centres and accessed via the Internet [37]. There are many organisations which are involved in the implementation of this infrastructure. These organisations offer on-demand computing power, data storage and many other software and services. Typically, this is referred to as Cloud Computing [38]. Currently, the three largest Cloud service providers are Amazon Web Services, Microsoft Azure & Google[39] [40] [41] [42]. There are many others, such as IBM, Oracle and Heroku [43] [44] [45]. According to the RightScale 2022 State of Cloud report, suggested that 91% of businesses were using a cloud computing service [46]. Heroku, a PaaS, is utilised to host the application discussed in this research and chosen for this study as it is free to use [45]. There are three cloud service models used by companies that own or operate servers within data centres and offer services to customers [47].	
The models are:
· IaaS
The infrastructure as a Service model refers to cloud-hosted servers, networking & storage services, which are considered the backend IT infrastructure of an application [47].
· PaaS
Platform as a Service model refers to the complete development & deployment environments within the cloud, such as database management tools, operating systems, server storage, and renting physical or virtual server space [48].
· SaaS
The software as a Service model refers to utilising cloud-based apps such as email, tv streaming etc [49]. An organisation will rent the service from the cloud service provider; then the provider will manage all the background infrastructure of the system [50]. This is beneficial as the business will only pay for its usage. 
The majority of the cloud infrastructure and systems utilise dockers containers for deploying & managing software [51]. Containers are essential within the cloud environment, with many organizations adopting containers over virtualisation because of the use cases outlined below: [52].
· Microservices.
Containers for the use of microservice architecture are ideal because the deployment of a large number of loosely coupled applications can be deployed quickly [52]. 
· DevOps.
DevOps refers to software developers or teams of developers who build applications which use microservice architecture and deploy containerised services [53]. Containers are also used to deploy DevOps infrastructure such as CI/CD tools to improve the development lifecycle [53].
· Application modernization.	
Containerizing legacy software and deploying it to the cloud in order to modernize the application [54].
With the wide adoption of containers, Kubernetes was developed to standardize the deployment and operation of containerized applications and was released as open-source software in 2014 [55]. Kubernetes now allows for the automation of deployment, scaling and management of application containers [56].	 
Automation tools
Automation tools are applications which are designed to automate software. Jenkins is an open-source automation server developed for CI/CD, allowing software to be built, tested, and deployed automatically [57]. Jenkins is used to produce development pipelines, utilize multiple plugins, and run different command line scripts to accomplish this [58]. There are many other Automation tools used by DevOps engineers, such as AWS and Azure DevOps [59] [41]. It is common for these applications to monitor git repositories and then utilize automated testing tools [60]. 
Automated testing tools
Automated testing tools are applications developed to test functional and non-functional software requirements via automated scripts. Many different automated testing tools exist, such as Selenium, a test suite with multiple requirement focus types [61].	
Another popular automated testing application is JMeter, a Java-based performance testing software [62]. Newman is also an automated testing tool designed for functional and integration testing. It was chosen for this application because it is compatible with Postman, a commonly used API testing tool [63]. 
Artillery.io is an automated performance testing tool much like JMeter. Artillery.io was chosen for this study because the software is JavaScript-based and can be run through node.js & Jenkins, can test any web service or URL and is compatible with the implementation of the study [64]. 
Web services
A web service is a piece of software which enables interoperable communication between multiple computer systems. The service or server allows communication through HTTP, FTP, SMTP & other internet protocols and utilizes Extensible Markup Language (XML) messaging format[65]. 
A web service allows the communication of data between multiple software systems over a network or internet. The system that requests data is referred to as a service requester, and the method which provides the data is known as the service provider [66]. A web service can also be referred to as a backend web application and or application programming interface (API) [67]. There are multiple types of web services. However, the most common web services are Simple Object Access Protocol (SOAP) and Representational State Transfer (REST) [68].
In terms of architecture, an API is typically found as three-tier, the client, the server, and a database [69]. The API discussed in this report does not utilize a database in its architecture because of the study's purpose: To test the performance of each framework & its handling speed of requests. 
SOAP Web Services
SOAP is a framework developed to provide XML-based messages between systems. SOAP is structured with three defined roles within the architecture, a service provider, a service requester, and a service registry [70]. Each role can communicate via three operations [70]. The service provider can publish a service description to a service registry. A service requester can find a service description from the service registry. A service requester can also bind a service description with a service provider [70]. 
Each SOAP message or envelope contains processing instructions and two sub-elements [71]. These sub-elements are named the SOAP header and SOAP body [71]. The soap header contains authentication details, and the mandatory body element holds data intended for the recipient and fault information [71] [72].
REST Web Service
REST is an architectural approach used when developing an API or web service [5]. The service is designed to follow principles & constraints explained within the architecture and, if compliant, can then be referred to as RESTful[73].
The REST architecture is defined by six guiding principles in which to consider when creating a REST API, and these are:
· Uniform Interface
· An interface which is developed for communication between the client and a service, must adhere to 4 constraints.
· Identification of resources [5].
· Manipulation of resources through representations [5].
· Hypermedia as an engine of state for the application [5].
· Distinct self-descriptive messages [5].
· Client-server design pattern
· The API must follow a client to server design pattern and apply considerations to the separation of concerns [5] [74]. Loose coupling of client and server components must be considered when implementing [75] [5]. 
· Stateless
· Every request from the client to the server must contain all the necessary information to complete the request, storing the application's session state within the client system [5].
· Cacheable
· A response from the system should be labelled as cacheable or not [5].
· Layered system
· Developed components should be constrained within their own scope. Ensuring that each component can only modify or identify data within its own interface [5].
· Code on demand
· If required, functions for extending functionality enable downloading and performing code to reduce the client load [5].
The REST architecture also defines three data elements which are used to create an API, and these are:
· Resource
The object which can be retrieved.
· Resource Identifier
The address of which to locate the object.
· Representation
The format of the returned object.
The REST architecture also defines that there should be an identifier for each resource when client and server communicate. The content type and method should also be specified within the request and response. There are also five resource methods, and these are:
· HTTP GET
· HTTP POST
· HTTP PUT
· HTTP DELETE
· HTTP PATCH
This architecture and guiding principles have been used to implement the web services discussed within this study with both Node.js & Python applications, as this design architecture is cheap and relatively easy to implement [76]. The REST architecture lacks support for security & policy standards; however, regarding the purpose of the implementation, security considerations are not the focus of this paper [76]. 
Testing a web service
When large software systems or web services are developed, faults with the software can occur at any stage of its software development life cycle. Errors should be identified and removed as early as possible to ensure product quality and reduce costs and further issues [77].
The primary purpose of an API is to listen for a request from a system, process the request and respond. Web service testing can be comprised of six phases, validation, unit testing, functional testing, regression testing, non-functional testing and standards conformity [78].
Functional testing is the process of validating software requirements to meet the specifications detailed prior to implementation. Functional testing is a form of black-box testing where the testing software is treated without knowledge of the internal components & their functions [79]. The tests only require knowledge of the input parameters and expected output of the service [79]. 
When monitoring a web service to ensure optimal performance, metrics can be analysed to determine whether an endpoint is functioning correctly; these are the request's length of time (Response time), the status code of the request, and the content of the response is as expected. 
API or web service tests are a set of actions such as: sending requests to the web service, receiving an output, and finally validating the system's response against defined input conditions. These conditions are the accuracy, request time, the format of the data, error codes and HTTP status codes [69].
Postman testing
Postman is a common and popular functional testing tool used to validate APIs [80]. Due to the simplicity, cost and ease of use, Postman has been chosen to functionally test the API discussed in this report [81]. There are many alternatives such as Thunder client, Firecamp, Insomnia and or the classic cURL [82] [83] [84] [85]. These tools were developed to help software developers validate API functionality. Postman can send HTTP requests to a specified URL, customize parameters, configure header information of the request, enter content in the request's body, and write test cases [86].	 
When the API responds to the HTTP request, Postman displays the status code, the length of time the request took, the size of the payload and the content of the response [87]. 	
Postman can simplify steps required in the lifecycle of the webservice. Using Postman, tests are written in JavaScript and can be categorized as a collection in order to be exported and then run automatically through the use of a command-line application called Newman [88]. 
Load testing  
Load testing is conducted on a system to measure the performance under high stress. Response times, throughput and other web service-specific metrics are analysed to enable the development team to identify possible fault points within the application before being pushed to the production build [89].
Manually testing functionality for each build is time-consuming and can increase error rates [90]. Automated testing became a popular approach in the mid-1990s, where unit tests could be written once and executed automatically [91]. The growing agile method to development brought with it, continuous integration causing a rising need for automated tests [92]. Automated testing software can monitor each stage within the CI/CD pipeline outlined above, reduce the need to test the same software element repetitively, and provide higher confidence in the overall software quality [93]. A study was conducted on the use of test automation, which showed that automation provided positive effects on quality, cost and time taken [94]. Automated testing integrates seamlessly into the CI/CD pipeline. It is common for development teams to use multiple development and testing environments. When changes are made to the application, these changes are staged, tested, and reviewed before deployment to cloud services [95].  
Throughout this chapter, we have reviewed the literature regarding the importance of performance within the web sector & the software development life cycle. We covered topics such as the Agile methodology and approaches derived from CI/CD and their respective methods. I.e.  The CI/CD pipeline. We have also discussed containerization, the cloud, web services and different approaches when developing, testing, and deploying them.   

 
[bookmark: _Toc102642386]CHAPTER III:
 RESEARCH METHODOLOGY
This chapter discusses the approach taken to the research and the methodology conducted. The aim of the research was to investigate performance differences between two different web service frameworks. This was accomplished by analysing their request handling speed for a series of fundamental REST functions. 	
The research was conducted with a positivistic philosophical approach throughout. Positivism has provided humanity with a strict numerical view, where only factual, observable data is valid. Many argue that this approach to the verification of knowledge is not rigid or consistently accurate. However, many scientific breakthroughs have shown that this approach has provided an appropriate & precise measure of analysis [96] [97].  A deductive strategy will be applied to determine whether there is a difference between the web service frameworks. A hypothesis is developed, and a method to test the hypothesis will be conducted.	 
With this in mind, the approach to research will be deductive in order to quantify the implications of the results & test hypotheses [98]. In the case of web services, we can assume that processing speed will vary between each request as data packets are sent over the internet. However, variances caused by the internet will be eliminated by utilising the same internet connection for all tests and the same cloud service provider. The environments for both applications will be within cloud service providers under the same server region to reduce skewing and provide results for a real-world production scenario. Any variance in server performance will be eliminated by utilising the same server with the exact specifications. With limitations limited, the only metric which can be analysed will be variations between the function's average processing time, which will be used to identify differences in the underlying programming of the languages & frameworks.	 
Research will be conducted on the implementation of API frameworks & how to implement syntactically identical code or as close as possible to reduce conjecture or skewing of the results [99]. The code will also be developed equally regarding time complexity or big O notation unless a framework limitation prevents this [100].	 
The applications will be tested using a single set of test functions utilizing Postman via Newman & Artillery.io [88] [64]. The integration test collections will be observed ten times so that inferential statistics can be extracted & extrapolated with more accuracy. Ten integrations tests were chosen as they provided a good balance of providing a depth of results and were the most deemed acceptable with the time & resources available for this study.
The results from the first integration test will be analysed via descriptive statistics & experimental hypothesis testing. The statistical algorithms used in this experiment will be:
· Mean
The mean was chosen because it allows an entire dataset to be described with one value. The mean has been used in important studies such as the Central limit theory and is widely used in the field of inferential statistics [101].
· Standard Error	
The standard error was chosen because it provides a description of the accuracy of the statistics[102].
· Median
The median was chosen because it shows the centre value of the data set and is not skewed by outliers [103]. 
· Mode
The mode is useful because it will allow us to recognize the most frequently occurring values within a dataset [103].
· Standard Deviation	
This expression was chosen because it allows for the measurement of spread within a grouped dataset from its mean average; this is also important in the application of the t-test [104].
· Sample Variance	
This was chosen because it measures the average of all data points within a group from the mean [105] and is integral when identifying sampling errors [106].
· Kurtosis
Kurtosis was chosen because it describes the peak of a frequency distribution on the dataset and suggests whether outliers are skewing the dataset or not [107].
· Skewness
This was chosen because it describes the measure of symmetry within the dataset and allows us to determine how accurate the dataset is.
· Range
The range describes the distribution of values within the dataset and allows us to determine the difference between the highest and lowest values of the dataset [108].
· Two-tailed t-test with assumed unequal variance	
This was chosen for the statistical analysis and comparison of the performance of the web services as it determines if there is a significant difference between the means of the two groups [109]. Also, as the sample size is small, and the scope of the project does not cover the entire population of the world, it also is an accepted method of comparing the means of two groups [110].
Non-functional tests or performance tests, load and stress tests will be conducted on the final builds of the web services to show how the applications handle simulated user interaction with different scenarios. These tools will provide numerical data that can identify the maximum operational capacity of the application and recognise possible bugs that could be causing performance degradation [111]. Additionally, these tests can determine the stability of an application [112].	   
Finally, the CI/CD pipeline, which stores data regarding each build within the git repository, will also be analysed for its development efficiency by measuring the time saved by the automation of tests.	
Throughout the application's development lifecycle, many application versions will be created. These versions are tested for each change of the software. It is common to test web service endpoints manually. In this study, as these tests will be automated, we can assume that these tests would be undertaken if the application was developed manually. The applications will be developed with a Test-driven development approach. Integration tests will be written & implemented prior to developing the applications [113]. Each time a new version of the application is pushed to a repository, the integration tests will be conducted using Jenkins rather than manually testing. This will allow us to identify the amount of time saved by implementing CI/CD & automating the testing.


[bookmark: _Toc102642387]CHAPTER IV:
 DEVELOPMENT METHODOLOGY
This chapter discusses the development methodology applied to creating the experiment and web services. To achieve the aims of this study, Agile development methodology techniques were applied to the development of the applications and experiments. The agile methodology was chosen as it plays an integral role within the CI/CD methodology, which derives from the agile principles [114]. Additionally, the agile approach permits reactional changes with the project requirements and rapid iteration. The development of the web services was conducted by applying test-driven development techniques which co-inside with the CI/CD development methodology. This form of software development method requires that unit tests are written before developing production code [115]. Research suggests this approach has statistically shown significant improvements in code stability and reduced coder error costs [116].
Project Planning
Prior to the development of the web services, the planning of the study required the project to be dissected into tasks and sub-tasks with time constraints, in turn improving organisation and efficiency throughout its development [117]. The application's progress was discussed & developed in bi-weekly sprints & periodically, communicating with the project supervisor to report incidents that occurred and make changes accordingly.
ClickUp was used as the project management software for this project. It enables lists with time requirements to be created and shared between team members and for this data to be displayed through various graphing methods [118]. ClickUp also allows for the integration of Jira which is a popular Agile project development management tool used in the industry [119]. However, due to financial limitations for the study, ClickUp was chosen as the code base is open source and free to use. A Gantt chart compiled from the tasks was created with this software, as shown in Fig 3 below. 
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[bookmark: _Toc102642398]Figure 3 - Project planning Gantt chart

The project was separated into three categories; Research & Planning, Software Development and Reporting & Testing.	
The Research & Planning phase outlined the requirements & deadlines of the initial research, which were:
· Preliminary research.
· Ideation & design diagrams & documentation for the blog web service architecture.
· Initial report structure.
· Research automated testing tools & software.
These tasks were expected to start on the 18th of Oct 2021 and be completed by the 10th of Nov 2021.
The Software Development phase outlined the requirements & deadlines for the implementation of the software, and these were:
· Create Source control repositories.
· Implementation of Jenkins CI/CD tool.
· Create Nodejs web service.
· Deploy the application to the cloud automatically.
· Implement automated integration testing.
· Create a replica python web service.
· Deploy python application.
· Check for problems & refactor applications.
These tasks were expected to start on the 9th of Dec 2021 and be completed by the 28th of January 2021.
Software, Tools & Physical Resources
The software & tools chosen for the study were: 
· IDE – Integrated development environment	
Visual Studio Code was chosen as the IDE for the development because it allows for the integration of git & docker and is customisable [120].  
· Node.js – Express.js – web service framework	
Node.js with express.js for the implementation of the first web service was chosen because it is the third most popular framework and is specifically developed to improve efficiency when creating web apps [121]. Additionally, JavaScript is the native language of the framework and is a high-level language with asynchronous functionality [122]. 
· Python – Flask – web service framework	
Python with Flask for implementing the second web service was chosen because it is the 7th most popular framework, and its native programming language is also a high-level language [121]. Python does not allow for asynchronous behaviour by default. However, Asyncio.io dependency can enable asynchronous functionality [123].	
· Postman test runner – functional integration testing tool
Postman was chosen to create the test cases for the integration tests because it is commonly used and open source and also provides a CLI (command line interface) tool, named Newman, to enable automated Postman tests within the CI/CD pipeline [124] [125].	
· Git – source control tool	
Git was utilised within the study as the version control system to manage different versions of the systems, monitor changes within the code, and revert code changes if required [126].
· CI/CD pipeline application 	
Jenkins was chosen as the system to implement the CI/CD pipelines & automate the integration & performance tests of the web services as it is a popular open-source automation application developed for CI/CD and has an estimated 1,000,000 users [127].	
· Artillery.io
Artillery.io was utilised to perform stress and load tests on the system because it is easily implemented within CI/CD pipeline as the application can be created within a node.js environment [128].
Project Resource Requirements
The study will also require these physical resources:
· A computer system capable of developing a web service & host Docker containers.
· Two cloud hosting environments to deploy both web services.


[bookmark: _Toc102642388]CHAPTER V:
DESIGN
This chapter discusses and illustrates the design approach to both web services. A data flow diagram was created to illustrate two functions the application required. The design was developed with SOLID design principles in mind, so the functionality was split into two separate elements to address the separation of concerns and allow for the objects to be loosely coupled [129] [130]. Additionally, this choice was made because both programming languages are high-level object-oriented languages and have been shown to improve development efficiency [131]. These principles are considered standard practice and widely adopted within the software development field [132]. The first diagram shown in Fig 4 outlines the required functions for Posting posts to the web service [133]. The diagram illustrates a client being able to send the requests needed for a blog application, and these are:
· Create a post
· Create a comment on a post
· Get posts by their ID
· Get Posts by Comments ID
· Get a post by its title
· Get a post by its username
· Delete a comment from a post by its comment ID
· Delete a post by its ID
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[bookmark: _Toc102642399]Figure 4 - Data flow diagram for Post functional requirements

The second diagram outlines the functionality required for a user who is interacting with the web service. The requests were developed to simulate functions which would be needed for user interaction, such as creating a user, retrieving user information from the system, locating a user by its ID and username, and being able to delete a user from the system [134]. The data flow diagram for this piece of functionality can be seen in Fig 5 below.
 The requests needed for this application are:
· Create a user
· Get all users
· Get a user by its ID
· Get a user by its username 
· Delete a user
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[bookmark: _Toc102642400]Figure 5 - Data Flow Diagram for User functional requirements

[bookmark: _Toc102642389]CHAPTER VI:
 IMPLEMENTATION
This chapter discusses the implementation of the CI/CD pipeline, the development of both cloud-based web services, and the implementation of automated functional and non-functional testing.
Initialization of Jenkins.
Before creating the web services, the CI/CD pipeline development was required. Docker was downloaded onto the Windows system and installed with the default configuration. Using the CLI, a container and a volume were created so that data could persist between containers. The command to create the container & volume can be seen in Fig 6.	
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[bookmark: _Toc102642401]Figure 6 - create Jenkins container command

Jenkins can allow testing software to be run on the code which is hosted within a repository and monitor when changes are made to the code.  The Jenkins docker container can be seen in Fig 7 below.	
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[bookmark: _Toc102642402]Figure 7 – Running Docker Jenkins container

When the container is running, the URL, localhost:8080, is entered into the web browser, which shows that Jenkins is running locally on the machine but as with containerisation, it is also independent of the development system. The user must log in to Jenkins to be able to configure the system to analyse a git repository and run different applications by utilizing the software’s pipeline. The main interface for Jenkins can be seen in Fig 8 below once the Jenkins environment has been created and accessed via a login. 
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[bookmark: _Toc102642403]Figure 8 - Jenkins dashboard with items

A blank repository was created using GitHub for both web services. The git repository is used for version control and contains the files required for the application to be deployed to the Cloud environment for testing or production.
Developing the Postman Integration test
Before creating the applications, a set of tests based on the design documentation requirements described above were created using Postman. A new HTTP request was created for each function, with the expected endpoint of the request and the desired body data included, as shown in Fig 9 below.
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[bookmark: _Toc102642404]Figure 9 - Postman HTTP request


Within the HTTP request item, the Test tab allows for the declaration of tests which will be run when the request is engaged. These tests are developed in JavaScript, which reduces the need to learn another language. For example, the create a post request test case expects the request-response from the system to return a 201, 400, or 404 status code, the maximum response or processing time to be less than 1000ms, that the response header declares the Content-Type and if the content of the response is what it has expected. In this case, we expect the system to return an identification number for the post, the post's title to be a string, and the creator's name to be a string. This can be seen in Fig 10 below. 	
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[bookmark: _Toc102642405]Figure 10 - Postman create a post test case

To ensure that the tests were written correctly for both frameworks, the tests were split into two categories, Post requests and User requests, referring to their functionality in the system. Two versions of each language were defined, and two versions of the tests were developed; one for the local development environment and one for the deployed cloud server. Collections of tests for each expected request defined above were created, as shown in Fig 11 below.
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[bookmark: _Toc102642406]Figure 11 - Postman Collections for the applications & their test cases
  
These collections were exported as JSON files and uploaded to the Postman API hosting environment, ready for Newman to utilize for the automated integration testing.  
Initial creation of the application & initialisation of git repository.
Both applications code bases were scaffolded following their respective framework implementation
JavaScript - Node.js 	
The dependencies required for Node.js with Express for implementing a RESTFUL API can be seen in Fig 12 below. This includes express.js & CORS for fundamental security implications and simplifying the header elements' analysis requirements when requests are sent to the API [135]. Included with the original code are two models or objects defined and imported in the service.js file, the userModel and postModel, which contain the code for their specific purpose, adhering to the single responsibility principle. A default endpoint is defined with a welcome message seen in Fig 13. Finally, the service is initialized to listen to requests via its port address.
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[bookmark: _Toc102642407]Figure 12 - Node.js with Express.js initial code implementation

[image: Text

Description automatically generated]
[bookmark: _Toc102642408]Figure 13 - Node.js default endpoint and initialization of the server

This code was deployed to the GitHub repository using the git push command via the command line, in order for the files of the web service to be stored and managed within the repository which can be seen in Fig 14 below.
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[bookmark: _Toc102642409]Figure 14 - Initial Node.js git repository

Python – Flask
Dependencies & important aspects required for the Flask RESTful API implementation can be seen in Fig 15 below. For the flask application to have the same functionality as Node.js, the asyncio.io library was imported for use as python is not asynchronous unless defined [136] [123]. CORS has also been applied to the application, as shown in Fig 15 below. The functionality of the user and post behaviour of the system are imported as separate files in order to follow the design of the Node.js application and consider separation of concerns. Within the code, a default welcome request was created, and the server was defined to listen to requests on the environment operating system port, as shown in Fig 16. 
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[bookmark: _Toc102642410]Figure 15 - Python with Flask initial implementation
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[bookmark: _Toc102642411]Figure 16 - Default endpoint & service implementation

Once committed to local git source control, the project was deployed or pushed to be stored within the GitHub repository, which can be seen in Fig 17 below.
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[bookmark: _Toc102642412]Figure 17 - Initial push to git repository for Python web service

Setup & Initial Deployment to Cloud Service Provider
After pushing the repository to git, a Heroku account was created, and two app environments were created for each instance of the application and deployed to the server using the service’s automatic git deployment from the Heroku CLI [137]. 	
An overview of the Heroku interface can be seen in Fig 18 below, and this shows the history and status of each deployment. For the application to be deployed correctly, modifications to the code needed be undertaken. A Procfile was created with the name of the environment required and changes to the process environment port variables within the service.js and service.py files. 
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[bookmark: _Toc102642413]Figure 18 - Heroku web service overview interface
The Python web service was also deployed to Heroku, the cloud service provider. However, the Procfile defining its environment is configured differently. The defined environment utilised the gunicorn HTTP server for UNIX [138]. The deployment history and overview for the Python API can be seen in Fig 19 below. 		[image: A screenshot of a computer
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[bookmark: _Toc102642414]Figure 19 - Heroku Python deployment overview

Implementing Continuous Deployment with GitHub Actions
A GitHub action was created to automatically deploy the application to the Heroku cloud server when a change to the main branch was detected to achieve continuous deployment. A main.yml file is created within the repository containing configuration code, as shown in Fig 20 below. The configuration file, in this case, defines the environment to deploy a Node.js application to Heroku. The action tests whether the version builds correctly and then deploys the install to our testing server. Each time the code is updated, the server recreates the application and resets the data within.   
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[bookmark: _Toc102642415]Figure 20 - GitHub action - build & deploy
A GitHub action was also created for the Python application to allow automatic deployment to the Heroku server, as shown in Fig 21 below.
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[bookmark: _Toc102642416]Figure 21 - main.yml file for python application with GitHub Actions

The actions tab within GitHub shows the real-time logs of its processes every time a new change to a branch of the git repository is committed and this can be seen in Fig 22 below.	
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[bookmark: _Toc102642417]Figure 22 - GitHub Actions - deploy to Heroku
Creating the Jenkins CI/CD pipeline and implementing automated testing
Once both initial versions of a working application were deployed to the cloud. Pipelines were developed to analyse the git repositories using Jenkins.
When a new pipeline is created, configuration information must be applied to the pipeline, including the git security credentials and the build configuration file location, which can be seen in Fig 23 and Fig 24.
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[bookmark: _Toc102642418]Figure 23 - Jenkins git repository credentials
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[bookmark: _Toc102642419]Figure 24 - Jenkins build pipeline configuration and definition

Further configuration within the pipeline settings allowed timed triggers within the pipeline in order to scan the branches of the repository and activate the defined logic of the Jenkinsfile within the project, which can be seen in Fig 25.
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[bookmark: _Toc102642420]Figure 25 - jenkins scheduled analysis of git repository

Additionally, some environment configuration is specified within the Jenkins settings, such as in this case, Node.js and npm functionality for use within the pipeline, which can be seen in Fig 26 below.
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[bookmark: _Toc102642421]Figure 26 - Jenkins with NodeJS plugin

When a build is activated, a script is run; these commands can be written in multiple languages; however, for the initial implementation of automation, bash was used to run initial integration tests and output HTML reports using JUnit, which can be seen in Fig 27 below.  The example below shows the implementation of a single build project rather than a pipeline. The total pipeline was developed after this version in order to have an understanding of how the system operates. 
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[bookmark: _Toc102642422]Figure 27 - Jenkins integration test & build executed script

Once a build is complete and all defined actions completed, XML & HTTP reports were output from the Postman & Newman integration tests, which can be seen in Fig 28 below.
[image: Graphical user interface, text, application

Description automatically generated]
[bookmark: _Toc102642423]Figure 28 - Jenkins Post-Build actions, create integration report output

After implementing the test functionality, the pipeline was created, which utilises a file named Jenkinsfile to run user-defined scripts. This is written in the Groovy programming language and allows us to write bash scripts to pull the code from git, build the application and run the Integration tests for the web services, and this can be seen in Fig 29 below [139]. Within the build stage of the pipeline, the Jenkins environment is instructed to install npm and check its version. 
Declared within the stage, Test Post Board Request, the code instructs the system to check if Node.js is installed again, installs the Newman dependency, and then runs tests against the URL created within Postman, with a delay-request of 5000ms.   
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[bookmark: _Toc102642424]Figure 29 - Nodejs Jenkinsfile
When the integration tests are complete, the pipeline will install artillery.io, a well-known performance/stress testing software, and its implementation in the projects can be seen in Fig 30 below. The artillery application runs tests defined within the repository and then outputs an HTML document with the current build number results. These tests were also defined for the Python API, as shown in Fig 31.
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[bookmark: _Toc102642425]Figure 30 - JenkinsFile Performance test & artillery reports for Express.js
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[bookmark: _Toc102642426]Figure 31 - Jenkinsfile performance tests & artillery reports for Flask

Developing the code for the web services
The initial code developed for the application was the four fundamental methods of HTTP request; POST, GET, UPDATE, DELETE. These functions were significant in the development as the global array within the web service could be created, viewed, modified, and deleted. 
The first method created within the service.js & service.py was an endpoint for create user functionality.  This method listens for a request for the URL of /createuser. In Node.js, the asynchronous function is easily represented with an await keyword, and the imported object and its child functions are called, with the data contained within the request, which can be seen in Fig 32 below.
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[bookmark: _Toc102642427]Figure 32 - service.js create user route


In Python, the route is defined with the same URL as above. Then an async keyword is used to define the function. To return data to the sender, the status of the request must be defined prior to calling the function. The res object within the function waits for the function to return before returning the data to the sender. This can be seen in Fig 33 below.
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[bookmark: _Toc102642428]Figure 33 - service.py create user route

The function for creating a user within the userModel.js file can be seen in Fig 34. This function takes the data from the sender. An ID is generated, the current time and a user object is created to store the user data from the requests body, which can be seen below. This userInput object is pushed to the global data array. If this is successful, the system will respond with a 201 status code and send the data stored in the array back to the sender. If there is an error when fetching the array, the system will return a 400 error. 
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[bookmark: _Toc102642429]Figure 34 - Create user function for node.js within the user model

This function was also implemented in Python. Both implementations are very similar, where the data is taken from the sender, stored into a userInput object and pushed to a global array which can be seen in Fig 35 below.  If this is successful, the system will respond with a 201-status code and the data stored in the array. If unsuccessful, the service will respond with a 400-status code.
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[bookmark: _Toc102642430]Figure 35 - Create a user function for python within the user model

Both implementations of the create user function are very similar, however, there are differences in the programming languages' use of JSON data, where Nodejs automatically parses the HTTP request JSON data through the function and in Python, the data must be dumped and parsed. 
The development team also defined a route for a get request to return all user data stored within the web services. This occurs when a HTTP request is sent to the localhost/users URL.  The implementation for Nodejs can be seen in Fig 36. An asynchronous function called SelectAllUsers of the userModel object is called within this request. This was also implemented with Flask, which can be seen in Fig 37 below.
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[bookmark: _Toc102642431]Figure 36 - Get all users' route with Express.js
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[bookmark: _Toc102642432]Figure 37 - Get all users' route with Flask

When the function is called, the application will try to return the current state of the global variable and a status code of 200 and return a 400 error if it fails. The implementation of the express.js app can be seen in Fig 38. This was also applied to the Python version, as shown in Fig 39.
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[bookmark: _Toc102642433]Figure 38 - Nodejs. Select All users function
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[bookmark: _Toc102642434]Figure 39 - Python Select All Users

The third fundamental function created was update user by ID. The route was defined within the service.js file for this functionality, as shown in Fig 40 below. This route extracts the ID from the URL of a patch HTTP request and parses this data with the body of the message through to the userModel object.  The same approach to the function was applied with Python implementation, which can be seen in Fig 41. Both 
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[bookmark: _Toc102642435]Figure 40 - Service.js update user function
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[bookmark: _Toc102642436]Figure 41 - Service.py update user function

The function searches the data and checks if the index of the data exists, if it exists, then continues to update the global data. The Node.js implementation can be seen in Fig 42 below. The function will return a 200 status code if found and updated. The function will return a 404 status code if the ID is not found and return a 400 status code if the update fails for any reason. 

[image: Text

Description automatically generated]
[bookmark: _Toc102642437]Figure 42 - JavaScript update user by ID function

While developing the update user by ID function for Python, it was noticed during integration tests that issues arose when multiple functions were being performed on the array in quick succession. More validation was required to determine if the index existed, which is why the extra loop for checking for the ID is found or not. This was not the case with the original JavaScript implementation, however both were refactored to include this validation which can be seen in Fig 43 and 42.
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[bookmark: _Toc102642438]Figure 43 - Python update user by ID

The fourth function defined was the delete user route, where a request will take an ID from the URL and request to delete this data from the global user data array. This was implemented in Node.js, which can be seen in Fig 44 below.
The ID value is extracted from the URL and parsed into the object function within this function. This was also defined within the service.py file for Python, as shown in Fig 45.
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[bookmark: _Toc102642439]Figure 44 - Node.js delete user route

[image: Graphical user interface, text

Description automatically generated]
[bookmark: _Toc102642440]Figure 45 - Flask delete user route

The delete user function within the user model takes an id value from the request body and searches the array for this object as an index. Suppose the ID is found within the data. The user or object will be found and then spliced from the array; if the request is successful, the function will return a 200 status code and a 400 status if there is an error. The request will return a 404 status code if the ID is not located. This function can be seen in Fig 46 for Express.js implementation and Fig 47 for the Flask implementation.	
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[bookmark: _Toc102642441]Figure 46 - JavaScript delete user function
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[bookmark: _Toc102642442]Figure 47 - Python delete user function

The other functions required for the application defined in the design documentation were also developed using the same approach. The code for these can be found in Appendix A.	

Throughout the development, any changes to the code were pushed to the repository to analyse the code via the postman integration which is implemented into the CI/CD pipeline. Suppose a test failed because of an error with the code. The console of the Jenkins server would output details regarding its failures so that development could continue with a consideration of what may have caused the problem. An example of this can be seen in Fig 48 below. In this example, a user can be located by their ID. However, the update user function returns a 404 status code and does not return the expected data.
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[bookmark: _Toc102642443]Figure 48 - Jenkins console error output

Both frameworks were developed in parallel using the CI/CD tools and automated testing approach, with modifications to the functions updated iteratively with each change to the repository. This approach aided in the development as it indicated required changes to the code to improve performance, validation, and quality of service. Considerations should also be made to the complexity of implementing CI/CD due to the multiple programming languages and concepts required to execute this methodology effectively.


[bookmark: _Toc102642390]CHAPTER VII: RESULTS
This chapter exhibits and discusses the results of the automated functional and non-functional tests for both web services. These results are analysed using descriptive statistics & t-tests to determine whether there is a difference between the performance speed of requests & the programming language processing speeds between Node.js and its framework Express.js and the alternate - Python and its framework of Flask. Also discussed in this section are the results of implementing automated testing and why it is vital for the efficiency of software development when testing is applied.
A. Integration test results
Each critical function of the application was tested using Postman. The tests were compiled into a collection and exported to be run through Newman. The application was built, tested, and reset ten times to provide an average response time for the processing time of each request.  On each build of the pipeline, the collection of tests was automatically issued to the web service through a series of requests outlined above so that data could be collected. Postman produces metrics reports regarding the request, such as the response time, the packet size and whether the tests had been completed successfully. This experiment was focused on the request time as this is a key performance metric. This data was extracted from the test reports produced by Newman via pipeline. 
The Postman Integration test results, descriptive statistics, and t-test outcomes for the functionality of the application are outlined below. 
The initial results of the first test of the Create a Post Request suggest that, on average, over ten consecutive builds of the Express.js web service performed the POST operation faster than Flask; this can be seen in Appendix B:1.1. 
To derive more information from the data, descriptive statistics were formulated from the response time data. These results can be seen in Table 1 below.  They show that the mean of the response time of Express.js is 230.5ms, whereas Python Flask’s mean response time is 526.3ms. This would suggest that Express.js handles this request at nearly double the speed on average. The statistics also show that the variance of the request handling time was less, suggesting that processing time varied less for Express.js than for Flask. The results also show that the median value is lower for Express.js than for Flask.  
[bookmark: _Toc102598485]TABLE I
CREATE A POST REQUEST DESCRIPTIVE STATISTICS
	
	Express.js
	Python Flask

	
	
	

	Mean
	230.5
	526.3

	Standard Error
	11.98448071
	21.19226798

	Median
	219.5
	510.5

	Mode
	264
	#N/A

	Standard Deviation
	37.8982556
	67.01583561

	Sample Variance
	1436.277778
	4491.122222

	Kurtosis
	0.058315856
	1.898335062

	Skewness
	0.951148803
	1.393856775

	Range
	112
	221

	Minimum
	195
	453

	Maximum
	307
	674

	Sum
	2305
	5263

	Count
	10
	10



Using the data & statistics, we can form a testable hypothesis and t-test the results of the create a post request response time.

Hypothesis:
H0: μExpress.js = μFlask
Hα: μExpress.js ≠ μFlask
The null hypothesis in this case is that the means of the time taken for the request by Express.js is the same as the mean of time taken for the request by Flask. The alternative hypothesis is that there is a difference between the means of the pair.
The results were t-tested by assumed unequal variance and at the 0.10 and 0.05 significance levels in which the null hypothesis was rejected, and the alternative was accepted which can be seen in Appendix B1.2 & B1.3. 	
The results were also tested at a significance level of 0.01, as shown in table 2.  The test produced a t Stat value of -12.14971391 and a t critical two-tail value of 2.976842734.	
Therefore we can reject the null hypothesis and accept the alternative. This would suggest that there is less than a 1% probability that the difference occurred by chance alone and indicates that Express.js handled the request more efficiently than Flask throughout each test. 






[bookmark: _Toc102598486]TABLE II
 CREATE A POST REQUEST 0.01 T-TEST RESULT
	 
	Express Request Time
	Flask Request Time

	Mean
	230.5
	526.3

	Variance
	1436.277778
	4491.122222

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	14
	

	t Stat
	-12.14971391
	

	P(T<=t) one-tail
	3.98791E-09
	

	t Critical one-tail
	2.624494068
	

	P(T<=t) two-tail
	7.97582E-09
	

	t Critical two-tail
	2.976842734
	 



All 14 integration test results were extracted from the pipeline’s logs and then analysed using the t-test at 0.10, 0.05 and 0.01 significance levels. These can be seen throughout Appendix B. All the tests rejected the null hypothesis and accepted the alternative, suggesting that Express.js performed all the operations faster than Flask with less than a 1% probability that the results occurred by chance alone. A summary of the request handling times can be seen in Table 3. 
[bookmark: _Toc102598487]TABLE III
SUMMARY OF APPLICATIONS AVERAGE RESPONSE TIME
	
	Express.js
	Flask

	Request name
	Average Response time (ms)
	Average Response time (ms)

	Create a post
	230.5
	526.3

	Create a comment
	40.8
	119

	Get Post by ID
	41.5
	112.7

	Get Post Comments
	81.4
	120

	Get Post by Title
	40.4
	114.2

	Get Post by Username
	38.8
	114.7

	Delete Comment from Post
	41
	110.3

	Delete Post by ID
	38.6
	112.7

	Create a User
	213.8
	477.6

	Get all Users
	39.9
	111.9

	Get User by ID
	38.7
	108.1

	Update User by ID
	41.5
	111.9

	Get User by Username
	37
	107.5

	Delete User by ID
	41.2
	108.2



Interestingly, the data suggests that overall, on average, Node.js handle the functions at double the speed of Python & Flask; this can be seen in Fig 49 below. Additionally, when both frameworks receive a POST request from a user, we can see a greater processing time for these web service functions when processed by the Python web service.
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[bookmark: _Toc102642444]Figure 49 - Average response time across both frameworks
B. Performance test results
The systems were performance tested against each through a series of 4 test phases using Artillery.io. These tests were defined by a single user scenario, where the user will create a user account, wait 30 seconds, search for its own user id, wait 30 seconds and finally update its details.
The first test phase is named the warm-up test. The performance test sends the system the requests defined by the scenario. This test was created to ensure the system was working reliably and is considered good practice when attempting to load test a system [140] [141].	
The results of the warm-up test for node.js show that 300 users were created, and all users completed the scenario successfully; this can be seen in Fig 50. 
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[bookmark: _Toc102642445]Figure 50 - Artillery warmup performance test results for Node.js
The results of the warm-up test for the Flask framework show that only 60 users were created. However, all virtual users completed the scenario; this can be seen in Fig 51 below. When we evaluate the differences between the stress test results, we can see that the Flask web service responded with a 404-status code, suggesting that an error occurred when requesting itself by its id. Overall, both applications successfully completed the warmup performance test and showed similar behaviour in terms of efficiency & request handling time.
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[bookmark: _Toc102642446]Figure 51 - Artillery warmup performance test results for Python

The second phase was named the Ramp-up load test. This test sends five users a second for 120 seconds to complete the defined scenario. This test was designed to test how the system would behave with the expected concurrent users before testing higher user loads [142].
The ramp-up phase of the performance test for Node.js shows that 1792 virtual users were created and completed the requests successfully. A summary of the results for this test can be seen in Fig 52 below. 
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[bookmark: _Toc102642447]Figure 52 - Artillery ramp-up performance test results for Node.js

The Python ramp-up performance test results show that 1814 virtual users were created over the test period, and 1805 completed the scenario; this can be seen in Fig 53 below. However, the testing application detected no significant errors and output that the system would eventually complete the requests. Additionally, the system returned a 404-status code during the test, suggesting that there may be an issue with the implementation of the code. This is an expected bottleneck of the current system due to the experiment of comparing the frameworks and programming environments for their request handling time. Typically, the web service would store the user data and posts within a database. 
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[bookmark: _Toc102642448]Figure 53 - Artillery ramp-up performance test results for Python

In comparison, Node.js & Python both handle the defined scenario similarly. Both frameworks behaved similarly when under the simulated load and completed the test successfully. The results suggest that both systems can handle this many simulated users without significant errors occurring errors. 
The third phase was named the Sustained load test. In this test, 50 users are sent a second for 600 seconds so the simulated users can complete the scenario. This test was created to see how the system performs under a greater user count than the previous test and over a much more extended period. 
The results output by artillery.io for the sustained load test for the Node.js application indicate that 9000 virtual users were created over 430 seconds. 8242 of those virtual users completed the scenario. These results can be seen in Fig 54 below. Artillery.io detected that the system had many failed users and output a graph showing the points during the test where the requests would fail; this can be seen in Fig 55. The software also displayed a chart showing the system's behaviour under the defined load, as shown in Fig 56. 
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[bookmark: _Toc102642449]Figure 54 - Artillery sustained load test results overview – Node.js
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[bookmark: _Toc102642450]Figure 55 - Artillery sustained load test error interval graph – Node.js
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[bookmark: _Toc102642451]Figure 56 - Artillery sustained load results overview graph – Node.js

The results output for the sustained load test for Python web service show that the test was conducted for 420 seconds, where 9000 users were created, and 7975 users completed the scenario. A summary of these results can be seen in Fig 57 below.  These results also show that 1025 vusers failed the scenario. Artillery also output a graph indicating at each test interval or period of time when these vusers timed out, which can be seen in Fig 58. The test also outputs a graph showing the system's behaviour under this load, which can be seen in Fig 59. 
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[bookmark: _Toc102642452]Figure 57 - Artillery sustained load performance test results overview for Python
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[bookmark: _Toc102642453]Figure 58 - Artillery sustained load performance test results of error intervals for Python
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[bookmark: _Toc102642454]Figure 59 - Artillery sustained load performance test result graph for Python
When comparing the results of these tests against each other, the results suggest that both web services behaved similarly under these loads, and the majority of the simulated users completed the scenarios. 
The final phase of the non-functional tests was named the Trending load test. In this test, 5000 virtual simulated users send requests to the web service over a 60 second period to reproduce the expected behaviour of a large influx of users. This designed performance test is also referred to as a Spike Test. This test was developed to simulate a high number of virtual users within a concise amount of time.
The results of the trending load test for the Node.js web service show that 8182 virtual users were created and 7252 completed the scenario. These results can be seen in Fig 60. The results also show that 880 of the virtual users failed the scenario. The test output a graph showing when the timeout errors occurred; the data suggests that at 30 seconds, there was a significant spike in the error rate, and this can be seen in Fig 61. Artillery.io also output a chart to show the behaviour of the web service which can be seen in Fig 62. This graph identifies a spike of HTTP requests 30 seconds into the test, suggesting that errors were occurring at this time. However, the system seems to recover and continue to behave as expected, which is in line with the error interval graph.[image: Graphical user interface, text, application, email
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[bookmark: _Toc102642455]Figure 60 - Trending load test results overview - Node.js
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[bookmark: _Toc102642456]Figure 61 - Trending load test results of error intervals - Node.js
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[bookmark: _Toc102642457]Figure 62 - Artillery trending load test results chart - Node.js

The trending load test in the case of the Python web service show that the test ran for 280 seconds, 4546 users were created and 3960 completed the scenario. A summary of these results can be seen in Fig 63 below. Artillery.io output a graph showing when virtual users would timeout, as shown in Fig 64. The graph shows a significant spike of errors at the beginning of the test. Artillery also outputs a line chart showing the system's behaviour, which can be seen in Fig 65. 	
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[bookmark: _Toc102642458]Figure 63 - Trending load test results overview - Python
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[bookmark: _Toc102642459]Figure 64 - Trending load test results of error intervals - Python
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[bookmark: _Toc102642460]Figure 65 - Trending load test line chart - Python

When the results of the frameworks are compared under these conditions, the results show that both systems showed similar behaviour. However, the Python web service results, when under this load output many 404 HTTP status codes, whereas Node.js does not. This indicates that there may be a bug present with a function within the scenario. Furthermore, Node.js managed to create 8182 virtual users, whereas the Python test only created 4546.



C. Automated testing efficiency
After completing both applications and all tests were conducted on the web services, the total amount of time a collection of test cases & the average amount of time taken to run these collections were captured using the CI/CD pipeline. 
115 versions of the Nodejs application were deployed and tests were conducted on each version of the application to ensure a high quality of service and detect underlying bugs. Jenkins captured the average amount of time each stage of the pipeline would take to conduct, saving a developer from manually handling all this functionality. This can be seen in Fig 66 below.	 [image: Table, calendar
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[bookmark: _Toc102642461]Figure 66 – Node.js pipeline test times

This allows us to determine the amount of time saved; on average, this would take 56s to complete in the case of the Post board requests. In terms of time, 1 hour and 46.8 minutes of development time were saved throughout the development lifecycle.	 
On average, the User request step takes 43s to complete, meaning that the pipeline saved 1 hour and 45.6 minutes of development time by automating these test cases. The impact of time saved by automating the integration tests is not overly efficient. However, the amount saved when automating the performance tests was huge. We can see that the time to conduct the performance tests is much greater. In the case of this study, these tests were only conducted three times as they took a long time to complete. However, in this case, on average, the defined tests would take between 15 and 30 minutes to complete, depending on the scenario defined within the config files. If further changes to the web services were implemented, the impact of time saved and efficiency could be exponential. 
Throughout the development of the python web service, 48 builds were created. The Post board requests took, on average, 59s to complete. This would save 47 minutes of development time. The User requests integration tests took on average 42s to complete, saving 34 minutes in total. 
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[bookmark: _Toc102642462]Figure 67 - Python pipeline average times

Whilst developing the applications, it was noticed that while conducting the integration tests, some of the functionality of the Python application, such as the POST method, would intermittently fail because the original tests required the function to complete within 500ms, so this was altered to 1000ms. Additionally, a delay between each test within the Newman collection was added so that they could be conducted in isolation to ensure accurate results. While developing the python application, extra error checking was required because of differences between the programming languages and their handling of variable types & processing of data. These checks were then applied to the Node.js application to improve validation and product quality and ensure the same time complexity for both applications. This refactoring of the code was implemented to conduct the performance speed experiment between the frameworks.	 
It should also be noted that the pipeline can and typically would be managing multiple branches of the repository and multiple developers uploading multiple versions of the system. Jenkins can create multiple environments via nodes and queue multiple instances of the deployment for each change to the repository [143]. In this study, the pipeline is only being modified by one developer and used to test the performance differences of two web services.

[bookmark: _Toc102642391]CHAPTER VIII:
 CONCLUSIONS & FUTURE WORK
This chapter will discuss the conclusions of this study by analysing the key research findings in relation to the aims & objectives discussed earlier in this document. Additionally, the limitations of this study and considerations for future research were reviewed.
Summary of findings
The results of the integration tests and performance speed difference analysis conducted on the web service frameworks found that, on average, Node.js handled the HTTP request at double the speed of the Python application; this was also confirmed by two-tailed t-test with an assumed unequal variance statistical analysis, which determined that the difference between the response time at a significance level of 0.01 were not by chance. In terms of foundational web service functionality that Node.js is faster at computing these processes. Stress & load tests were also conducted on the web services and showed that in a simulated user situation, both web services would behave similarly; however, in terms of performance, Node.js could handle a higher user load.	
In terms of the development of the applications and efficiency improvements gained from utilising the CI/CD pipeline and test-driven development approach. The entire development of the project took over 163 builds which were deployed to the pipeline, with these builds being tested. Overall, the pipeline saved over 3 hours and 32 minutes of development time from automating integration test. The pipeline also saved a lot of development time when conducting automated performance tests as these tests are determined by the length of time the tests are specified. In this case, a complete four scenario non-functional performance test would take between 15 and 30 minutes. If this were the case for every new build, the time saved would be vast.
Suggestions for Future Research
In relation to the limitations and scope of the project outlined within this report, we can propose future research suggestions, which are:
· Limited to two web services.	
Expanding the scope of the project to include other web services frameworks such as Ruby on Rails, ASP.Net framework, Django or others [144]–[146]. 
· Limited development scope.
The scope of the experiment in terms of efficiency could be expanded to include a more extensive development team and or project concept.
· More profound research into the operating functions of the frameworks
More understanding of the implementation of the programming language is requireds to determine the reasons for the differences in their performance, and allow further performance improvements to be found and implemented.
Conclusion
In conclusion, considering the three research questions defined for this study, we can conclude that the differences in the performance of each framework were substantial when isolated. However, when under simulated user load, both frameworks behaved adequately, suggesting that both would be appropriate for the use of a web service. Considering the second research question, this study concluded that Node.js could handle more user traffic than Python flask, which in this case could only manage to create half the users in the same amount of time. 	
The third question, regarding quality-of-service improvements from the CI/CD pipeline, provided an efficient and effective method for developing a web service and could be applied to many other aspects of software development. The pipeline can reduce development time and generally aids in implementing the software. However, implementing the concepts of CI/CD and these tools requires extensive knowledge.
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Over the development of this project, we have developed many important skills such as; The implementation of CI/CD pipelines and automated testing, Working effectively within an Agile development environment and how to scientifically compare empirical data sets & avoid bias. Using these skills, it was possible to investigate performance differences between web service frameworks and analyse their outcomes. The knowledge gained throughout this study will provide the team with great worth regarding future software development. The study has also provided us with knowledge of the fundamental differences in web service programming languages and allowed us to understand how systems & different languages can communicate with each other and provide value, improve overall quality, and automate many menial tasks.
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1. Service.js
2. const express = require('express');
3. const cors = require('cors');
4. const service = express();
5. const userModel = require("./models/userModel.js");
6. const postModel = require("./models/postModel.js");
7. const port = process.env.PORT || 1339;
8. 
9. service.use(express.json());
10. service.use(express.urlencoded({extended:true}));
11. 
12. let corsOptions = {
13.     origin: "*",
14.     methods: "GET,HEAD,PUT,PATCH,POST,DELETE",
15.     allowedHeaders:"Authorization, Origin, Content-Type, Accept, X-Requested-With",
16.     maxAge: 0
17. };
18. 
19. service.use(cors(corsOptions));
20. 
21. service.get('/', (req,res) => {
22.     res.send("Welcome!");
23. });
24. 
25.             /////////////////
26.             //             //
27.             // User routes //
28.             //             //
29.             /////////////////
30. 
31. // create a user
32. service.post('/createuser', async (req, res) => { 
33.     await userModel.CreateUser(req, res);
34. });
35. 
36. // get all users
37. service.get('/users', async (req, res) => {
38.     await userModel.SelectAllUsers(res);
39. });
40. 
41. //get a user by id in url
42. service.get('/user/:id', async (req, res) => {
43.     await userModel.SelectUserByID(parseInt(req.params.id), res);
44. });
45. 
46. service.patch('/user/:id', async (req, res) => {
47.     await userModel.UpdateUserByID(parseInt(req.params.id), req, res);
48. }); 
49. 
50. //get user by name ?name=rich
51. service.get('/user', async (req, res) => {                                          
52.     if(typeof req.query.username === "string")
53.     {
54.         await userModel.SelectUserByName(req.query.username, res);
55.     }
56.     else
57.     {
58.         res.status(400).send("Invalid query");
59.     }
60. });
61. 
62. //delete a user by id
63. service.delete('/user/:id', async (req, res) => {
64.     await userModel.DeleteUser(parseInt(req.params.id), res);
65. });
66. 
67. //////////////////////////////
68. //                          //
69. //       Post routes        //
70. //                          //
71. //////////////////////////////
72. 
73. //create post 
74. service.post('/createpost', async (req, res) => {
75.     await postModel.CreatePost(req, res);
76. });
77. 
78. //create comment from post id
79. service.post('/post/:id/comment', async (req, res) => {
80.     await postModel.CreateComment(parseInt(req.params.id), req, res);
81. });
82. 
83. //get post by id
84. service.get('/post/:id', async (req, res) => {
85.     await postModel.SelectPostByID(parseInt(req.params.id), res);
86. });
87. 
88. // get all comments of post
89. service.get('/post/:id/comments', async (req, res) => {
90.     await postModel.SelectAllCommentsByPostID(parseInt(req.params.id), res);
91. });
92. 
93. //get posts by query title or creator
94. service.get('/posts', async (req, res) => {
95.     if (typeof req.query.title === "string") {
96.         await postModel.SelectPostByTitle(req.query.title, res);
97.     } else {
98.         if (typeof req.query.creator === "string") {
99.             await postModel.SelectPostsByCreator(req.query.creator, res);
100.         } else {
101.             res.status(400).send("Invalid query");
102.         }
103.     }
104.     
105. });
106. 
107. //delete post by id
108. service.delete('/post/:id', async (req, res) => {
109.     await postModel.DeletePostByID(parseInt(req.params.id), res);
110. });
111. 
112. //delete comment from post by id
113. service.delete('/post/:postid/comment/:id', async (req, res) => {
114.     await postModel.DeleteCommentByID(parseInt(req.params.postid), parseInt(req.params.id), res);
115. });
116. 
117. service.listen(port, () => console.log(`Web service listening at http://localhost:${port}`));

118. userModel.js
119. let data = [];
120. // *
121. async function CreateUser(req, res) {
122.     console.log(`Adding a new user: ${req.body.username}`);
123.     try {
124.         let ID = GenerateID();
125.         let date = new Date();
126.         let userInput = {};
127.         userInput = ({
128.             id: ID,
129.             username: req.body.username,
130.             password: req.body.password,
131.             name: req.body.name,
132.             email: req.body.email,
133.             created: date
134.         });
135.         data.push(userInput);
136.         res.status(201).send(userInput);
137.     } catch (error) {
138.         res.status(400).send(error);
139.     } finally {
140.         res.end();
141.     }
142. }
143. 
144. async function SelectUserByID(id, res) {
145.     console.log(`Reading user details by ID: ${id}`);
146.     let found = false;
147.     for (let i = 0; i < data.length; i++) {
148.         if (data[i].id == id) {
149.             found = true;
150.             break;
151.         }
152.     }
153.     if (found == true) {
154.         try {
155.             let user = data.filter(user => user.id == id);
156.             res.status(200).send(user);
157.         } catch (error) {
158.             res.status(400).send(error);
159.         } finally {
160.             res.end();
161.         }
162.     } else {
163.         res.status(404).send("User id not found");
164.     }
165. }
166. 
167. async function SelectUserByName(username, res) {
168.     console.log(`Reading user details by name: ${username}`);
169.     let found = false
170.     for (let i = 0; i < data.length; i++) {
171.         if (data[i].username == username) {
172.             found = true;
173.             break;
174.         }
175.     }
176.     if (found == true) {
177.         try {
178.             let user = data.filter(user => user.username == username);
179.             res.status(200).send(user);
180.         } catch (error) {
181.             res.status(400).send(error);
182.         } finally {
183.             res.end();
184.         }
185.     } else {
186.         res.status(404).send("User name not found");
187.     }
188. }
189. 
190. async function SelectAllUsers(res) {
191.     console.log(`Reading all users`);
192.     try {
193.         res.status(200).send(data);
194.     } catch (error) {
195.         res.status(400).send(error);
196.     } finally {
197.         res.end();
198.     }
199. }
200. 
201. async function UpdateUserByID(id, req, res) {
202.     console.log('Updating user by ID: ' + id);
203.     let found = false;
204.     for (let i = 0; i < data.length; i++) {
205.         if (data[i].id == id) {
206.             found = true;
207.             break;
208.         }
209.     }
210.     if (found == true) {
211.         try {
212.             for (let i = 0; i < data.length; i++) {
213.                 if (data[i].id == id) {
214.                     data[i].username = req.body.username;
215.                     data[i].password = req.body.password;
216.                     data[i].name = req.body.name;
217.                     data[i].email = req.body.email;
218.                     res.status(200).send(data[i]);
219.                 }
220.             }
221.         } catch (error) {
222.             res.status(400).send(error);
223.         } finally {
224.             res.end();
225.         }
226.     } else {
227.         res.status(404).send("User id not found");
228.     }
229. }
230. 
231. async function DeleteUser(id, res) {
232.     console.log(`Deleting user by ID: ${id}`);
233.     let found = false;
234.     for (let i = 0; i < data.length; i++) {
235.         if (data[i].id == id) {
236.             found = true;
237.             break;
238.         }
239.     }
240.     if (found == true) {
241.         try {
242.             let user = data.filter(user => user.id == id);
243.             data.splice(data.indexOf(user), 1);
244.             res.status(200).send(user);
245.         } catch (error) {
246.             res.status(400).send(error);
247.         } finally {
248.             res.end();
249.         }
250.     } else {
251.         res.status(404).send("User id not found");
252.     }
253. }
254. 
255. function GenerateID() {
256.     return data.length + 1;
257. }
258. 
259. module.exports = { CreateUser, SelectUserByID, SelectUserByName, SelectAllUsers, DeleteUser, UpdateUserByID };


260. postModel.js
261. let posts = [];
262. let dummyDate = new Date()
263. posts.push({
264.     postID: 0,
265.     title: "Post 1",
266.     content: "This is the first post",
267.     created: dummyDate,
268.     creator: "omikrom2",
269.     comments: []
270. });
271. 
272. let dummyComment = {};
273. dummyComment = ({
274.     commentID: 0,
275.     content: "random content",
276.     created: dummyDate,
277.     creator: "omikrom2"
278. });
279. posts[0].comments.push(dummyComment);
280. 
281. console.log(posts);
282. 
283. async function CreatePost(req, res) {
284.     console.log(`Creating a new post by: ${req.body.creator}`);
285.     try {
286.         let ID = GenerateID();
287.         let date = new Date();
288.         let post = {};
289.         post = ({
290.             postID: ID,
291.             title: req.body.title,
292.             content: req.body.content,
293.             created: date,
294.             creator: req.body.creator,
295.             comments: []
296.         });
297.         posts.push(post);
298.         res.status(201).send(post);
299.     } catch (error) {
300.         res.status(400).send(error);
301.     } finally {
302.         res.end();
303.     }
304. }
305. 
306. async function CreateComment(id, req, res) {
307.     console.log(`Creating a new comment by: ${req.body.creator}`);
308.     let found = false;
309.     for (let i = 0; i < posts.length; i++) {
310.         if (posts[i].postID == id) {
311.             found = true;
312.             break;
313.         }
314.     }
315.     if (found == true) {
316.         try {
317.             let ID = GenerateCommentID(id);
318.             let date = new Date();
319.             let comment = {};
320.             comment = ({
321.                 commentID: ID,
322.                 content: req.body.content,
323.                 created: date,
324.                 creator: req.body.creator
325.             });
326.             posts[id].comments.push(comment);
327.             res.status(201).send(comment);
328.         } catch (error) {
329.             res.status(400).send(error);
330.         } finally {
331.             res.end();
332.         }
333.     } else {
334.         res.status(404).send("Post not found");
335.     }
336. }
337. 
338. async function SelectPostByID(id, res) {
339.     console.log(`Reading post details for ID: ${id}`);
340.     let found = false;
341.     for (let i = 0; i < posts.length; i++) {
342.         if (posts[i].postID == id) {
343.             found = true;
344.             break;
345.         }
346.     }
347.     if (found == true) {
348.         try {
349.             let postID = id;
350.             let post = posts.filter(post => post.postID == postID);
351.             res.status(200).send(post);
352.         } catch (error) {
353.             res.status(400).send(error);
354.         } finally {
355.             res.end();
356.         }
357.     } else {
358.         res.status(404).send("Post not found");
359.     }
360. }
361. 
362. async function SelectAllCommentsByPostID(id, res) {
363.     console.log(`Reading all comments by ID: ${id}`);
364.     let found = false;
365.     for (let i = 0; i < posts.length; i++) {
366.         if (posts[i].postID == id) {
367.             found = true;
368.             break;
369.         }
370.     }
371.     if (found == true) {
372.         try {
373.             let postID = id;
374.             let post = posts.filter(post => post.postID == postID);
375.             let comments = post[0].comments;
376.             res.status(200).send(comments);
377.         } catch (error) {
378.             res.status(400).send(error);
379.         } finally {
380.             res.end();
381.         }
382.     } else {
383.         res.status(404).send("Post not found");
384.     }
385. }
386. 
387. async function SelectPostByTitle(title, res) {
388.     console.log(`Reading post details by title: ${title}`);
389.     let found = false
390.     for (let i = 0; i < posts.length; i++) {
391.         if (posts[i].title == title) {
392.             found = true;
393.             break;
394.         }
395.     }
396.     console.log('found: ' + found);
397.     if (found == true) {
398.         try {
399.             let postTitle = title;
400.             let post = posts.filter(post => post.title == postTitle);
401.             res.status(200).send(post);
402.         } catch (error) {
403.             res.status(400).send(error);
404.         } finally {
405.             res.end();
406.         }
407.     } else {
408.         res.status(404).send("Post not found");
409.     }
410. }
411. 
412. async function SelectPostsByCreator(creator, res) {
413.     console.log(`Searching for posts by: ${creator}`);
414.     let found = false;
415.     for (let i = 0; i < posts.length; i++) {
416.         if (posts[i].creator == creator) {
417.             found = true;
418.             break;
419.         }
420.     }
421.     if (found == true) {
422.         try {
423.             let postCreator = creator;
424.             let post = posts.filter(post => post.creator == postCreator);
425.             res.status(200).send(post);
426.         } catch (error) {
427.             res.status(400).send(error);
428.         } finally {
429.             res.end();
430.         }
431.     } else {
432.         res.status(404).send("Post not found");
433.     }
434. }
435. 

436. async function SelectAllPosts(res) {
437.     console.log(`Reading all posts`);
438.     try {
439.         res.status(200).send(posts);
440.     } catch (error) {
441.         res.status(400).send(error);
442.     } finally {
443.         res.end();
444.     }
445. }
446. 
447. async function DeletePostByID(id, res) {
448.     console.log(`Deleting post for post ID: ${id}`);
449.     let found = false;
450.     for (let i = 0; i < posts.length; i++) {
451.         if (posts[i].postID == id) {
452.             found = true;
453.             break;
454.         }
455.     }
456.     if (found == true) {
457.         try {
458.             let postID = id;
459.             let post = posts.filter(post => post.postID == postID);
460.             posts.splice(postID, 1);
461.             res.status(200).send({ message: 'Post deleted', post });
462.         } catch (error) {
463.             res.status(400).send(error);
464.         } finally {
465.             res.end();
466.         }
467.     } else {
468.         res.status(404).send("Post not found");
469.     }
470. }
471. 
472. async function DeleteCommentByID(postID, id, res) {
473.     console.log(`Deleting comment by ID: ${id}`);
474.     let found = false;
475.     for (let i = 0; i < posts.length; i++) {
476.         if (posts[i].postID == postID) {
477.             found = true;
478.             break;
479.         }
480.     }
481.     if (found == true) {
482.         try {
483.             let commentID = id;
484.             let comment = posts[postID].comments.filter(comment => comment.commentID == commentID);
485.             console.log(comment);
486.             posts[postID].comments.splice(commentID, 1);
487.             res.status(200).send({ message: 'Comment deleted', comment });
488.         } catch (error) {
489.             console.log(error);
490.             res.status(400).send(error);
491.         } finally {
492.             console.log('request ended');
493.             res.end();
494.         }
495.     } else {
496.         res.status(404).send("Post not found");
497.     }
498. }
499. 


500. function GenerateID() {
501.     let total = 0;
502.     for (let i = 0; i < posts.length; i++) {
503.         total += 1;
504.     }
505.     console.log(total);
506.     if (posts.length <= 0) {
507.         return 0;
508.     } else {
509.         return total;
510.     }
511. }
512. 
513. function GenerateCommentID(id) {
514.     let total = 0;
515.     for (let i = 0; i < posts[id].comments.length; i++) {
516.         total += 1;
517.     }
518.     console.log(total);
519.     if (posts[id].comments.length <= 0) {
520.         return 0;
521.     } else {
522.         return total;
523.     }
524. }
525. 
526. module.exports = { CreatePost, CreateComment, SelectPostByID, SelectPostByTitle, SelectPostsByCreator, SelectAllCommentsByPostID, SelectAllPosts, DeletePostByID, DeleteCommentByID };

527. Service.py
528. 
529. #!/usr/bin/env python
530. # encoding: utf-8
531. import json
532. from flask import Flask, request, Response, jsonify
533. from flask_cors import CORS
534. import asyncio
535. import os
536. 
537. ## testing
538. import usermodel
539. import postmodel
540. ##usermodel.CreateUser()
541. 
542. ##json serialize
543. #from flask import jsonify
544. 
545. ##request data
546. ##from flask import request
547. 
548. service = Flask(__name__)
549. 
550. CORS(service)
551. cors = CORS(service, resources={r"/api/*": {
552.     "origins": "*",
553.     "methods": "GET, POST, PUT, PATCH, DELETE, OPTIONS",
554.     "allowedHeaders":  "Authorization, Origin, Content-Type, Accept, X-Requested-With",
555.     "maxAge": 1728000
556.     }})
557. 
558. @service.route('/', methods=['GET'])
559. def welcome():
560.     return "Welcome!"
561. 
562.     ## USER ROUTES ##
563. 
564. @service.route('/createuser', methods=['POST'])
565. async def createuser():
566.     status = 0
567.     res = await usermodel.CreateUser(request, status)
568.     return jsonify(res[0]), res[1]
569. 
570. @service.route('/users', methods=['GET'])
571. async def getusers():
572.     status = 0
573.     res = await usermodel.SelectAllUsers(status)
574.     return jsonify(res[0]), res[1]
575. 
576. @service.route('/user/<id>', methods=['GET'])
577. async def getuser(id):
578.     status = 0
579.     res = await usermodel.SelectUserByID(int(id), status)
580.     return jsonify(res[0]), res[1]
581. 
582. @service.route('/user/<id>', methods=['PATCH'])
583. async def updateuser(id):
584.     status = 0
585.     res = await usermodel.UpdateUserByID(int(id), request, status)
586.     return jsonify(res[0]), res[1]
587. 
588. @service.route('/user', methods=['GET'])
589. async def getuserbyname():
590.     status = 0
591.     name = request.args.get('username')
592.     if (type(name) == str):
593.         res = await usermodel.SelectUserByUsername(name, status)
594.         return jsonify(res[0]), res[1]
595.     else:
596.         return jsonify({'error': 'Invalid query'}), 400
597. 
598. @service.route('/user/<id>', methods=['DELETE'])
599. async def deleteuser(id):
600.     status = 0
601.     res = await usermodel.DeleteUserByID(int(id), status)
602.     return jsonify(res[0]), res[1]
603. 
604.     ## POST ROUTES ##
605. 
606. @service.route('/createpost', methods=['POST'])
607. async def createpost():
608.     status = 0
609.     res = await postmodel.CreatePost(request, status)
610.     return jsonify(res[0]), res[1]
611. 
612. @service.route('/post/<id>/comment', methods=['POST'])
613. async def createcomment(id):
614.     status = 0
615.     res = await postmodel.CreateComment(int(id), request, status)
616.     return jsonify(res[0]), res[1]
617. 
618. @service.route('/post/<id>', methods=['GET'])
619. async def getpost(id):
620.     status = 0
621.     res = await postmodel.SelectPostByID(int(id), status)
622.     return jsonify(res[0]), res[1]
623. 
624. @service.route('/post/<id>/comments', methods=['GET'])
625. async def getcomments(id):
626.     status = 0
627.     res = await postmodel.SelectAllCommentsByPostID(int(id), status)
628.     return jsonify(res[0]), res[1]
629. 
630. @service.route('/posts', methods=['GET'])
631. async def getpostsbytitle():
632.     status = 0
633.     title = request.args.get('title')
634.     if (type(title) == str):
635.         res = await postmodel.SelectPostsByTitle(title, status)
636.         return jsonify(res[0]), res[1]
637.     else:
638.         return jsonify([]), 400
639. 
640. @service.route('/posts/user', methods=['GET'])
641. async def getpostsbycreator():
642.     status = 0
643.     creator = request.args.get('creator')
644.     if (type(creator) == str):
645.         res = await postmodel.SelectPostsByCreator(creator, status)
646.         return jsonify(res[0]), res[1]
647.     else:
648.         return jsonify([]), 400
649. 
650. @service.route('/post/<id>', methods=['DELETE'])
651. async def deletepost(id):
652.     status = 0
653.     res = await postmodel.DeletePostByID(int(id), status)
654.     return jsonify(res[0]), res[1]
655. 
656. @service.route('/post/<id>/comment/<postId>', methods=['DELETE'])
657. async def deletecomment(postId, id):
658.     status = 0
659.     res = await postmodel.DeleteCommentByID(int(postId), int(id), status)
660.     return jsonify(res[0]), res[1]
661. 

662. osenv = os.getenv('PORT')
663. 
664. if __name__ == '__main__':
665.     service.run(host='0.0.0.0', port=osenv)
666. 
667. ##asyncio.run()
668. 

669. userModel.py
670. import json
671. import sys, datetime
672. 
673. userdata = [];
674. 
675. async def CreateUser(data, status):
676.     ## dump string to json
677.     json_str = json.dumps(data.json)
678.     ## load json to python object
679.     req = json.loads(json_str)
680.     print('Adding a new user :', req['username'])
681.     try:
682.         now = datetime.datetime.now()
683.         userInput = {};
684.         userInput = ({
685.         "id": GenerateID(),
686.         "username": req['username'],
687.         "password": req['password'],
688.         "name": req['name'],
689.         "email": req['email'],
690.         "created": now.strftime("%Y-%m-%d %H:%M:%S")
691.         })
692.         userdata.append(userInput)
693.         status = 201
694.         return userInput, status
695.     except:
696.         status = 400
697.         return {'error': 'no content'}, status
698. 
699. async def SelectUserByID(id, status):
700.     print('Reading user details by id: ', id)
701.     found = False
702.     for i in userdata:
703.         if (i['id'] == id):
704.             found = True
705.             break
706.     if(found == True):
707.         try: 
708.             for i in userdata:
709.                 if (i['id'] == id):
710.                     print('User found :', i['username'])
711.                     status = 200
712.                     return i, status
713.         except:
714.             status = 400
715.             return {'error': 'no content'}, status
716.     else:
717.         status = 404
718.         return {'error': 'user id not found'}, status
719. 
720. async def SelectUserByUsername(username, status):
721.     print('Reading user details by name: ', username)
722.     found = False
723.     for i in userdata:
724.         if (i['username'] == username):
725.             found = True
726.             break
727.     if(found == True):
728.         try: 
729.             for i in userdata:
730.                 print(i['username'])
731.                 print(username)
732.                 if (i['username'] == username):
733.                     print('User found :', i['name'])
734.                     status = 200
735.                     return i, status
736.         except:
737.             status = 400
738.             return {'error': 'no content'}, status
739.     else:
740.         status = 404
741.         return {'error': 'user name not found'}, status
742. 
743. async def SelectAllUsers(status):
744.     print('Reading all users')
745.     try:
746.         status = 200
747.         return userdata, status
748.     except:
749.         status = 400
750.         return {'error': 'no content'}, status
751. 
752. async def UpdateUserByID(id, data, status):
753.     print('update user by id: ', id)
754.     ## dump string to json
755.     json_str = json.dumps(data.json)
756.     ## load json to python object
757.     req = json.loads(json_str)
758.     found = False
759.     for i in userdata:
760.         if(i['id'] == id):
761.             found = True
762.             break
763.     if(found == True):
764.         try:
765.             for i in userdata:
766.                 if (i['id'] == id):
767.                     i['username'] = req['username']
768.                     i['password'] = req['password']
769.                     i['name'] = req['name']
770.                     i['email'] = req['email']
771.                     status = 200
772.                     return i, status
773.         except:
774.             status = 400
775.             return {'error': 'no content'}, status
776.     else:
777.         status = 404
778.         return {'error': 'user id not found'}, status
779. 
780. async def DeleteUserByID(id, status):
781.     print('Deleting user by id: ', id)
782.     found = False
783.     for i in userdata:
784.         if(i['id'] == id):
785.             found = True
786.             break
787.     if(found == True):
788.         try:
789.             for i in userdata:
790.                 if (i['id'] == id):
791.                     print('Deleting user :', i['username'])
792.                     userdata.remove(i)
793.                     status = 200
794.                     return {'message': 'deleted'}, status
795.         except:
796.             status = 400
797.             return {'error': 'no content'}, status
798.     else:
799.         status = 404
800.         return {'error': 'user id not found'}, status
801. 
802. def GenerateID():
803.     return len(userdata) + 1

804. postModel.py
import json
import sys, datetime

posts = [
    {
        "postId": 1,
        "title": "apost",
        "content": "This is the first post",
        "created": "2020-01-01 00:00:00",
        "creator": "omikrom2",
        "comments": [
            {
                "commentId": 1,
                "content": "This is the first comment",
                "created": "2020-01-01 00:00:00",
                "creator": "omikrom2"
            },
        ]
    }
];

async def CreatePost(data, status):
    ## dump string to json
    json_str = json.dumps(data.json)
    ## load json to python object
    req = json.loads(json_str)
    print('Creating a new post by:', req['creator'])
    try:
            iD = GenerateID();
            date = datetime.datetime.now();
            post = {};
            post = ({
            "postId": iD,
            "title" : req['title'],
            "content" : req['content'],
            "created": date.strftime("%Y-%m-%d %H:%M:%S"),
            "creator": req['creator'],
            "comments": []
            })
            posts.append(post)
            status = 201
            return post, status
    except:
            status = 400
            return {'error': 'no content'}, status

async def CreateComment(id, data, status): 
    ## dump string to json
    json_str = json.dumps(data.json)
    ## load json to python object
    req = json.loads(json_str)
    print('Adding a new comment by:', req['creator'])
    found = False
    for i in posts:
        if (i['postId'] == id):
            found = True
            break
    if(found == True):
            try:
                now = datetime.datetime.now()
                comment = {};
                comment = ({
                "commentId": GenerateCommentID(id),
                "content": req['content'],
                "creator": req['creator'],
                "created": now.strftime("%Y-%m-%d %H:%M:%S")
                })
                for i in posts:
                    if (i['postId'] == id):
                        i['comments'].append(comment)
                        status = 201
                        return comment, status

            except:
                status = 400
                return {'error': 'no content'}, status
    else:
        status = 404
        return {'error': 'Post not found'}, status

async def SelectPostByID(id, status):
    print('Reading post details for ID:', id);
    found = False
    for i in posts:
        if (i['postId'] == id):
            found = True
            break
    if (found == True):
        try: 
            for i in posts:
                if (i['postId'] == id):
                    print('Post found :', i['title'])
                    status = 200
                    return i, status
        except:
            status = 400
            return {'error': 'no content'}, status
    else:
        status = 404
        return {'error': 'Post not found'}, status


async def SelectAllCommentsByPostID(id, status):
    print('Reading all comments for post ID:', id);
    found = False
    for i in posts:
        if (i['postId'] == id):
            found = True
            break
    if (found == True):
        try: 
            for i in posts:
                if (i['postId'] == id):
                    print('Post found :', i['title'])
                    status = 200
                    return i['comments'], status
        except:
            status = 400
            return {'error': 'no content'}, status
    else:
        status = 404
        return {'error': 'Post not found'}, status

async def SelectPostsByTitle(title, status):
    print('Searching for posts by:', title)
    found = False
    for i in posts:
        if (i['title'] == title):
            found = True
            break
    if (found == True):
        try: 
            for i in posts:
                if (i['title'] == title):
                    print('Post found :', i['title'])
                    status = 200
                    return i, status
        except:
            status = 400
            return {'error': 'no content'}, status
    else:
        status = 404
        return {'error': 'Post not found'}, status


async def SelectPostsByCreator(creator, status):
    print('Searching for posts by:', creator)
    found = False
    for i in posts:
        if (i['creator'] == creator):
            found = True
            break
    if (found == True):
        try: 
            for i in posts:
                if (i['creator'] == creator):
                    print('Post found :', i['title'])
                    status = 200
                    return i, status
        except:
            status = 400
            return {'error': 'no content'}, status
    else:
        status = 404
        return {'error': 'Post not found'}, status

async def SelectAllPosts(status):
    print('Reading all posts')
    try:
        status = 200
        return posts, status
    except:
        status = 400
        return {'error': 'no content'}, status

async def DeletePostByID(id,status):
    print('Deleting post for post ID:', id)
    found = False
    for i in posts:
        if (i['postId'] == id):
                found = True
                break
    if (found == True):
        try:
            for i in posts:
                if (i['postId'] == id):
                    posts.remove(i)
                    status = 200
                    print('Post deleted')
                    return {'message': 'Post deleted', 'post' : i}, status
                else:
                    status = 404
                    return {'error': 'no content'}, status
        except:
            status = 400
            return {'error': 'no content'}, status
    else:
        status = 404
        return {'error': 'Post not found'}, status

async def DeleteCommentByID(postID, id, status):
    print('Deleting comment of post ID:', postID)
    print('Deleting comment by ID:', id)
    found = False
    for i in posts:
        if (i['postId'] == postID):
            found = True
            break
    if (found == True):
        try:
            for i in posts:
                if (i['postId'] == postID):
                    print('Post found :', i['title'])
                    for j in i['comments']:
                        print('Comment found :', j['commentId'])
                        if (j['commentId'] == id):
                            i['comments'].remove(j)
                            status = 200
                            print('Comment deleted')
                            return {'message': 'Comment deleted'}, status
        except:
            status = 400
            return {'error': 'no content'}, status
    else:
        status = 404
        return {'error': 'Post not found'}, status



def GenerateID():
    return len(posts) + 1

def GenerateCommentID(id):
    total = 0
    for i in posts:
        if (i['postId'] == id):
            total = len(i['comments']) + 1
    return total








[bookmark: _Toc102642395]APPENDIX B
Integration Test Results
1. Create A Post Request 
1.1	Postman Test Results across 10 builds

	Test ID
	Express Request Time
	Flask Request Time

	1
	307
	456

	2
	202
	453

	3
	205
	516

	4
	197
	505

	5
	234
	510

	6
	195
	511

	7
	200
	609

	8
	237
	507

	9
	264
	522

	10
	264
	674



1.2	T-Test 0.10 significance

	t-Test: Two-Sample Assuming Unequal Variances
	

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	230.5
	526.3

	Variance
	1436.277778
	4491.122222

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	14
	

	t Stat
	-12.14971391
	

	P(T<=t) one-tail
	3.98791E-09
	

	t Critical one-tail
	1.345030374
	

	P(T<=t) two-tail
	7.97582E-09
	

	t Critical two-tail
	1.761310136
	 

	 
	 
	 



1.3	T-test 0.05 significance

	t-Test: Two-Sample Assuming Unequal Variances
	

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	230.5
	526.3

	Variance
	1436.277778
	4491.122222

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	14
	

	t Stat
	-12.14971391
	

	P(T<=t) one-tail
	3.98791E-09
	

	t Critical one-tail
	1.761310136
	

	P(T<=t) two-tail
	7.97582E-09
	

	t Critical two-tail
	2.144786688
	 



2. Create A Comment on Post Request
2.1 Postman Test Results across 10 builds

	Test ID
	Express Request Time
	Flask Request Time

	1
	37
	109

	2
	44
	106

	3
	40
	126

	4
	42
	120

	5
	37
	127

	6
	35
	115

	7
	36
	134

	8
	37
	116

	9
	56
	121

	10
	44
	116



2.2	T-test 0.10 significance

	t-Test: Two-Sample Assuming Unequal Variances
	

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	40.8
	119

	Variance
	39.28888889
	71.77777778

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	17
	

	t Stat
	-23.46469341
	

	P(T<=t) one-tail
	1.08321E-14
	

	t Critical one-tail
	1.33337939
	

	P(T<=t) two-tail
	2.16641E-14
	

	t Critical two-tail
	1.739606726
	 



2.3	T-test 0.05 significance

	t-Test: Two-Sample Assuming Unequal Variances
	

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	40.8
	119

	Variance
	39.28888889
	71.77777778

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	17
	

	t Stat
	-23.46469341
	

	P(T<=t) one-tail
	1.08321E-14
	

	t Critical one-tail
	1.739606726
	

	P(T<=t) two-tail
	2.16641E-14
	

	t Critical two-tail
	2.109815578
	 

	 
	 
	 



3. Get Post by ID Request
3.1	Postman Test Results across 10 builds

	Test ID
	Express Request Time
	Flask Request Time

	1
	47
	115

	2
	35
	101

	3
	36
	122

	4
	34
	102

	5
	46
	115

	6
	35
	117

	7
	38
	115

	8
	44
	114

	9
	42
	111

	10
	58
	115



3.2	T-test 0.10 significance

	t-Test: Two-Sample Assuming Unequal Variances
	

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	41.5
	112.7

	Variance
	56.94444444
	42.45555556

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	18
	

	t Stat
	-22.58326868
	

	P(T<=t) one-tail
	5.85775E-15
	

	t Critical one-tail
	1.330390944
	

	P(T<=t) two-tail
	1.17155E-14
	

	t Critical two-tail
	1.734063607
	 



3.3	T-test 0.05 significance

	t-Test: Two-Sample Assuming Unequal Variances
	

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	41.5
	112.7

	Variance
	56.94444444
	42.45555556

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	18
	

	t Stat
	-22.58326868
	

	P(T<=t) one-tail
	5.85775E-15
	

	t Critical one-tail
	1.734063607
	

	P(T<=t) two-tail
	1.17155E-14
	

	t Critical two-tail
	2.10092204
	 



4. Get Post Comments Request

4.1	Postman Test Results across 10 builds

	Test ID
	Express Request Time
	Flask Request Time

	1
	45
	121

	2
	35
	101

	3
	35
	121

	4
	33
	119

	5
	450
	117

	6
	34
	157

	7
	50
	116

	8
	47
	111

	9
	43
	115

	10
	42
	122










4.2	T-test 0.10 significance

	t-Test: Two-Sample Assuming Unequal Variances

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	81.4
	120

	Variance
	16809.15556
	207.5555556

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	9
	

	t Stat
	-0.935727712
	

	P(T<=t) one-tail
	0.186919923
	

	t Critical one-tail
	1.383028738
	

	P(T<=t) two-tail
	0.373839846
	

	t Critical two-tail
	1.833112933
	 



4.3 T-test 0.10 significance of Ordered data

	t-Test: Two-Sample Assuming Unequal Variances

	
	
	

	 
	Request Time
	Request Time

	Mean
	40.44444444
	115.8888889

	Variance
	40.02777778
	43.36111111

	Observations
	9
	9

	Hypothesized Mean Difference
	0
	

	df
	16
	

	t Stat
	-24.78531404
	

	P(T<=t) one-tail
	1.71215E-14
	

	t Critical one-tail
	1.336757167
	

	P(T<=t) two-tail
	3.4243E-14
	

	t Critical two-tail
	1.745883676
	 






4.4	T-test 0.05 significance of Ordered data

	t-Test: Two-Sample Assuming Unequal Variances

	
	
	

	 
	Request Time
	Request Time

	Mean
	40.44444444
	115.8888889

	Variance
	40.02777778
	43.36111111

	Observations
	9
	9

	Hypothesized Mean Difference
	0
	

	df
	16
	

	t Stat
	-24.78531404
	

	P(T<=t) one-tail
	1.71215E-14
	

	t Critical one-tail
	1.745883676
	

	P(T<=t) two-tail
	3.4243E-14
	

	t Critical two-tail
	2.119905299
	 



5. Get Post by Title Request 

5.1	Postman Test Results across 10 builds

	Test ID
	Express Request Time
	Flask Request Time

	1
	43
	109

	2
	34
	102

	3
	42
	121

	4
	36
	101

	5
	34
	123

	6
	36
	110

	7
	43
	121

	8
	38
	117

	9
	50
	124

	10
	48
	114



5.2	T-test 0.10 significance

	t-Test: Two-Sample Assuming Unequal Variances

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	40.4
	114.2

	Variance
	32.48888889
	71.28888889

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	16
	

	t Stat
	-22.90889694
	

	P(T<=t) one-tail
	5.83997E-14
	

	t Critical one-tail
	1.336757167
	

	P(T<=t) two-tail
	1.16799E-13
	

	t Critical two-tail
	1.745883676
	 



5.3	T-test 0.05 significance

	t-Test: Two-Sample Assuming Unequal Variances

	
	
	

	
	Express Request Time
	Flask Request Time

	Mean
	40.4
	114.2

	Variance
	32.48888889
	71.28888889

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	16
	

	t Stat
	-22.90889694
	

	P(T<=t) one-tail
	5.83997E-14
	

	t Critical one-tail
	1.745883676
	

	P(T<=t) two-tail
	1.16799E-13
	

	t Critical two-tail
	2.119905299
	 



6. Get Post by Username Request
6.1	Postman Test Results across 10 builds

	Test ID
	Express Request Time
	Flask Request Time

	1
	49
	116

	2
	34
	103

	3
	34
	117

	4
	33
	100

	5
	34
	113

	6
	36
	112

	7
	46
	128

	8
	38
	128

	9
	46
	112

	10
	38
	118



6.2	T-test 0.10 significance

	t-Test: Two-Sample Assuming Unequal Variances

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	38.8
	114.7

	Variance
	35.51111111
	82.45555556

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	16
	

	t Stat
	-22.09846572
	

	P(T<=t) one-tail
	1.02197E-13
	

	t Critical one-tail
	1.336757167
	

	P(T<=t) two-tail
	2.04395E-13
	

	t Critical two-tail
	1.745883676
	 



6.3	T-test 0.05 significance

	t-Test: Two-Sample Assuming Unequal Variances

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	38.8
	114.7

	Variance
	35.51111111
	82.45555556

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	16
	

	t Stat
	-22.09846572
	

	P(T<=t) one-tail
	1.02197E-13
	

	t Critical one-tail
	1.336757167
	

	P(T<=t) two-tail
	2.04395E-13
	

	t Critical two-tail
	1.745883676
	 



7. Delete Comment from Post Request

7.1	Postman Test Results across 10 builds

	Test ID
	Express Request Time
	Flask Request Time

	1
	43
	104

	2
	36
	102

	3
	40
	105

	4
	40
	103

	5
	39
	111

	6
	35
	112

	7
	42
	120

	8
	41
	118

	9
	46
	115

	10
	48
	113



7.2	T-test 0.10 significance

	t-Test: Two-Sample Assuming Unequal Variances

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	41
	110.3

	Variance
	16.22222222
	41.78888889

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	15
	

	t Stat
	-28.77250291
	

	P(T<=t) one-tail
	7.70193E-15
	

	t Critical one-tail
	1.340605608
	

	P(T<=t) two-tail
	1.54039E-14
	

	t Critical two-tail
	1.753050356
	 



7.3	T-test 0.05 significance

	t-Test: Two-Sample Assuming Unequal Variances

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	41
	110.3

	Variance
	16.22222222
	41.78888889

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	15
	

	t Stat
	-28.77250291
	

	P(T<=t) one-tail
	7.70193E-15
	

	t Critical one-tail
	1.753050356
	

	P(T<=t) two-tail
	1.54039E-14
	

	t Critical two-tail
	2.131449546
	 



8. Delete Post by ID Request

8.1	Postman Test Results across 10 builds

	Test ID
	Express Request Time
	Flask Request Time

	1
	40
	104

	2
	38
	102

	3
	33
	117

	4
	40
	106

	5
	34
	118

	6
	34
	111

	7
	34
	117

	8
	41
	122

	9
	52
	114

	10
	40
	116



8.2	T-test 0.10 significance

	t-Test: Two-Sample Assuming Unequal Variances

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	38.6
	112.7

	Variance
	31.82222222
	44.67777778

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	18
	

	t Stat
	-26.79091154
	

	P(T<=t) one-tail
	2.94405E-16
	

	t Critical one-tail
	1.330390944
	

	P(T<=t) two-tail
	5.8881E-16
	

	t Critical two-tail
	1.734063607
	 



8.3	T-test 0.05 significance

	t-Test: Two-Sample Assuming Unequal Variances

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	38.6
	112.7

	Variance
	31.82222222
	44.67777778

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	18
	

	t Stat
	-26.79091154
	

	P(T<=t) one-tail
	2.94405E-16
	

	t Critical one-tail
	1.734063607
	

	P(T<=t) two-tail
	5.8881E-16
	

	t Critical two-tail
	2.10092204
	 



9. Create User Request

9.1	Postman Test Results across 10 builds

	Test ID
	Express Request Time
	Flask Request Time

	1
	206
	443

	2
	185
	456

	3
	186
	470

	4
	207
	492

	5
	180
	512

	6
	270
	508

	7
	221
	455

	8
	226
	521

	9
	228
	448

	10
	229
	471



9.2	T-test 0.10 significance

	t-Test: Two-Sample Assuming Unequal Variances

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	213.8
	477.6

	Variance
	738.1777778
	816.7111111

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	18
	

	t Stat
	-21.15558851
	

	P(T<=t) one-tail
	1.82229E-14
	

	t Critical one-tail
	1.330390944
	

	P(T<=t) two-tail
	3.64459E-14
	

	t Critical two-tail
	1.734063607
	 



9.3	T-test 0.05 significance

	t-Test: Two-Sample Assuming Unequal Variances

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	213.8
	477.6

	Variance
	738.1777778
	816.7111111

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	18
	

	t Stat
	-21.15558851
	

	P(T<=t) one-tail
	1.82229E-14
	

	t Critical one-tail
	1.734063607
	

	P(T<=t) two-tail
	3.64459E-14
	

	t Critical two-tail
	2.10092204
	 



10. Get all Users Request

10.1	Postman Test Results across 10 builds

	Test ID
	Express Request Time
	Flask Request Time

	1
	40
	106

	2
	35
	109

	3
	39
	109

	4
	39
	113

	5
	34
	133

	6
	47
	123

	7
	39
	106

	8
	34
	112

	9
	39
	102

	10
	53
	106



10.2	T-test 0.10 significance

	t-Test: Two-Sample Assuming Unequal Variances

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	39.9
	111.9

	Variance
	35.43333333
	87.65555556

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	15
	

	t Stat
	-20.52216007
	

	P(T<=t) one-tail
	1.08561E-12
	

	t Critical one-tail
	1.340605608
	

	P(T<=t) two-tail
	2.17122E-12
	

	t Critical two-tail
	1.753050356
	 



10.3	T-test 0.05 significance

	t-Test: Two-Sample Assuming Unequal Variances

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	39.9
	111.9

	Variance
	35.43333333
	87.65555556

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	15
	

	t Stat
	-20.52216007
	

	P(T<=t) one-tail
	1.08561E-12
	

	t Critical one-tail
	1.753050356
	

	P(T<=t) two-tail
	2.17122E-12
	

	t Critical two-tail
	2.131449546
	 



11. Get User by ID Request

11.1	Postman Test Results across 10 builds

	Test ID
	Express Request Time
	Flask Request Time

	1
	38
	101

	2
	39
	101

	3
	36
	104

	4
	33
	111

	5
	35
	111

	6
	35
	120

	7
	42
	109

	8
	43
	113

	9
	48
	105

	10
	38
	106



11.2	T-test 0.10 significance

	t-Test: Two-Sample Assuming Unequal Variances

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	38.7
	108.1

	Variance
	20.45555556
	34.98888889

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	17
	

	t Stat
	-29.47341453
	

	P(T<=t) one-tail
	2.45481E-16
	

	t Critical one-tail
	1.33337939
	

	P(T<=t) two-tail
	4.90963E-16
	

	t Critical two-tail
	1.739606726
	 



11.3	T-test 0.05 significance

	t-Test: Two-Sample Assuming Unequal Variances

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	38.7
	108.1

	Variance
	20.45555556
	34.98888889

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	17
	

	t Stat
	-29.47341453
	

	P(T<=t) one-tail
	2.45481E-16
	

	t Critical one-tail
	1.739606726
	

	P(T<=t) two-tail
	4.90963E-16
	

	t Critical two-tail
	2.109815578
	 



12. Update User by ID Request

12.1	Postman Test Results across 10 builds

	Test ID
	Express Request Time
	Flask Request Time

	1
	37
	105

	2
	34
	104

	3
	39
	111

	4
	39
	117

	5
	33
	113

	6
	39
	118

	7
	44
	107

	8
	53
	133

	9
	45
	103

	10
	52
	108



12.2	T-test 0.10 significance

	t-Test: Two-Sample Assuming Unequal Variances

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	41.5
	111.9

	Variance
	47.61111111
	82.1

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	17
	

	t Stat
	-19.54717807
	

	P(T<=t) one-tail
	2.17489E-13
	

	t Critical one-tail
	1.33337939
	

	P(T<=t) two-tail
	4.34978E-13
	

	t Critical two-tail
	1.739606726
	 



12.3	T-test 0.05 significance

	t-Test: Two-Sample Assuming Unequal Variances

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	41.5
	111.9

	Variance
	47.61111111
	82.1

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	17
	

	t Stat
	-19.54717807
	

	P(T<=t) one-tail
	2.17489E-13
	

	t Critical one-tail
	1.739606726
	

	P(T<=t) two-tail
	4.34978E-13
	

	t Critical two-tail
	2.109815578
	 




13. Get User by Username Request

13.1	Postman Test Results across 10 builds

	Test ID
	Express Request Time
	Flask Request Time

	1
	36
	100

	2
	34
	103

	3
	34
	104

	4
	34
	113

	5
	32
	112

	6
	40
	114

	7
	42
	103

	8
	39
	116

	9
	36
	104

	10
	43
	106



13.2	T-test 0.10 significance

	t-Test: Two-Sample Assuming Unequal Variances

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	37
	107.5

	Variance
	14.22222222
	32.05555556

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	16
	

	t Stat
	-32.77199416
	

	P(T<=t) one-tail
	2.13038E-16
	

	t Critical one-tail
	1.336757167
	

	P(T<=t) two-tail
	4.26076E-16
	

	t Critical two-tail
	1.745883676
	 



13.3	T-test 0.05 significance

	t-Test: Two-Sample Assuming Unequal Variances

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	37
	107.5

	Variance
	14.22222222
	32.05555556

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	16
	

	t Stat
	-32.77199416
	

	P(T<=t) one-tail
	2.13038E-16
	

	t Critical one-tail
	1.745883676
	

	P(T<=t) two-tail
	4.26076E-16
	

	t Critical two-tail
	2.119905299
	 



14. Delete User by ID Request

14.1	Postman Test Results across 10 builds

	Test ID
	Express Request Time
	Flask Request Time

	1
	38
	101

	2
	31
	104

	3
	39
	101

	4
	43
	117

	5
	33
	113

	6
	40
	111

	7
	47
	102

	8
	60
	128

	9
	39
	100

	10
	42
	105



14.2	T-test 0.10 significance

	t-Test: Two-Sample Assuming Unequal Variances

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	41.2
	108.2

	Variance
	64.84444444
	81.95555556

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	18
	

	t Stat
	-17.48685766
	

	P(T<=t) one-tail
	4.82475E-13
	

	t Critical one-tail
	1.330390944
	

	P(T<=t) two-tail
	9.64949E-13
	

	t Critical two-tail
	1.734063607
	 



14.3	T-test 0.05 significance

	t-Test: Two-Sample Assuming Unequal Variances

	
	
	

	 
	Express Request Time
	Flask Request Time

	Mean
	41.2
	108.2

	Variance
	64.84444444
	81.95555556

	Observations
	10
	10

	Hypothesized Mean Difference
	0
	

	df
	18
	

	t Stat
	-17.48685766
	

	P(T<=t) one-tail
	4.82475E-13
	

	t Critical one-tail
	1.734063607
	

	P(T<=t) two-tail
	9.64949E-13
	

	t Critical two-tail
	2.10092204
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PS C:\Users\omikr> docker run --name jenkins -p 8080:8880 -p 50000:50000 -v jenkins_main:/var/jenkins_main jenkins/jenkins:lts,
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User Post Requests / Create Post

POST v https://web-service-testing.herokuapp.com/createpost

Params  Authorization ~ Headers ~Body ®  Pre-requestScript  Tests ®  Settings

none ® form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL JSON v
11

2 "title" : "a post”,

3 “content” : "a Tandom content words in general®,

a “creator” : "omikrom2"

5 B
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User Post Requests / Create Post

POST v https://web-service-testing.herokuapp.com/createpost

Params  Authorization  Headers ~Body ®  Pre-requestScript  Tests ®  Settings

1 pm.test("Successful POST request”, function () {

2 pm.expect (pm. Tesponse. code) . to.be.one0f ([200,201,400,4041) ;
38

4

5 pm.test("Response time is less than 1000ms”, function () {
6 pm.expect (pm. Tesponse . responseTime) .to. be. below(1000
78

8

9 pm.test("Content-Type is present”, function () {

10 pm.Tesponse. to.have. header ("Content-Type");

1 B

12

13

14 pm.test("The response body returns expected data”, () => ff
15 //pazse the response JSON and test the properties

16 const TesponseJson = pm.response.json();

17 pm.expect (responseJson.postID).to.be.a( number')

18 pm.expect (responseJson.title).to.be.a('string');

19 pm.expect (zesponseJson. creator) .to.be.a('string');

20 B);

21
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const
const
const
const
const
const

express require( express );

cors = require('cors');

service = express();

userModel = require("./models/userModel.js");
postModel = require("./models/postModel.js");
port = process.env.PORT || 1339;

service.use(express.json());
service.use(express.urlencoded({extended:true}));

let corsOptions = {
origin: "x",
methods: "GET,HEAD,PUT,PATCH,POST,DELETE",
allowedHeaders: "Authorization, Origin, Content-Type,
maxAge: ©

3

Accept, |
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25|

service.use(cors(corsOptions));

service.get('/', (reg,res) => {
res.send("Welcome!");

s

service.listen(port, () => console.log( Web service listening at http://localhost:${port} ));
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& omikrom / web-service-automated-testing ' Public

<>Code  (lssues 11 Pullrequests ~ ® Actions [ Projects 00 Wiki @ Security [+ Insights 3 Settings

$° d2d8adsb83 ~ ¥ 1branch ©O0tags Go tofile -
0 omikrom version1 push d2d8ads on 2 Jan 1 commit
B models version1 push 4 months ago
M node modules version1 push 4 months ago
o test versiont push 4 months ago
[ package-lockjson version1 push 4 months ago
[) packagejson versiont push 4 months ago
[ pgdbstudentjs version1 push 4 months ago
[ servicejs versiont push 4 months ago
O sumjs version1 push 4 months ago
[ testfuncjs version1 push 4 months ago




image16.png
@ servicepy ® & Jenkinsfile 3 Get Started ! simpleyml

2 servicepy > ...
i
2 #!/usr/bin/env python
3 # encoding: utf-8
4 v import json
5 from flask import Flask, request, Response, jsonify
[3 from flask_cors import CORS
7 import asyncio
8 import os
g

10 ## testing

11 import usermodel
12 i

iz}

14

15 service = Flask(__name__)
16

17 CORS(service)
18 v cors = CORS(service, resources={r"/api/*": {

19 "origins": "*",

20 "methods": "GET, POST, PUT, PATCH, DELETE, OPTIONS",

21 "allowedHeaders": "Authorization, Origin, Content-Type, Acce|
22 "maxAge": 1728000

23 122

24
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@service.route('/', methods=['GET'])
v def welcome():
return "Welcome!™
35
osenv = os.getenv('PORT')
v if __name__ == '__main__':
service.run(host="'0.0.0.0"', port=osenv)
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& omikrom / web-service-automated-testing-python ' Pubic

<>Code  (lssues 11 Pullrequests ~ ® Actions [ Projects 00 Wiki @ Security [+ Insights 3 Settings

P dae7b2eedl - | P 1branch ©0tags Go'tofile -

%) omikrom first commit 4ae7b2e on29Jan 1 commit
B _pycache_ first commit 3 months ago
- tmp first commit 3 months ago
[ postmodel.py first commit 3 months ago
O servicepy first commit 3 months ago
[ testpy first commit 3 months ago
[ usermodel.py first commit 3 months ago
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HEROKU Jump to Favorites, Apps, Pipelines, Spaces...

) Personal ¢ > (@ webservice-testing > ) web-service-testing *

Overview  Resources  Deploy ~ Metrics  Activity ~ Access  Settings

4% Unify collaboration, administration, and billing with fine-grained control for all your apps with  Heroku Teams.
Installed add-ons Configure Add-ons @ Latest activity
. ikrom2@gmail.com: Deployed  dabfaash
There are no add-ons for this app @ omikromz@®gmall.com: Deploye

Yesterday at 5:30 PM - v72
You can add add-ons to this app and they will show here. Learn more

) omikrom2@gmail.com: Build succeeded
° Yesterday at 5:29 PM -

Dyno formation (X an Configure Dynos @

omikrom2@gmail.com: Deployed 998b9e31

This app is using free dynos Yesterday at 5:26 PM - v71

web node service.js oN ) omikrom2@gmail.com: Build succeeded
° Yesterday at 5:25 PM - View build log
Collaborator activity @ Manage Access @ 'omikrom2@gmail.com: Deployed 7662717
Mar 3 at 1:08 PM - v70
omikrom2@gmail.com (#) 70 deploys

) omikrom2@gm
o Mar 3 at 1:08 PM -

omikrom2@gmail.com: Deployed 77662717
Mar 3 at 11:06 AM - v69

) ©omikrom2@gmail.com: Build succeeded
o Mar 3 at 11:06 AM - View build log

omikrom2@gmail.com: Deployed 1409730
Mar 3 at 10:43 AM - v68
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# A workflow run is made up of one or more jobs that can run sequentially or in parallel
jobs:
# This workflow contains a single job called "build"
build:
# The type of runner that the job will run on
runs-on: ubuntu-latest
# smelly bum
# Steps represent a sequence of tasks that will be executed as part of the job
steps:
# Checks-out your repository under $GITHUB_WORKSPACE, so your job can access it
- name: Development Code
uses: actions/checkout@v3
- name: Use Node.js 18.x
uses: actions/setup-node@vi
with:
node-version: 18.x
- run: npm install
- run: npm run build --if-present
- name: Deploy to Heroku
uses: akhileshns/heroku-deploy@v3.12.12
with:
args: deploy --dir=build --prod
heroku_api_key: ${{secrets.HEROKU_API_KEY}}
heroku_app_name: "web-service-testing"
heroku_email: "omikrom2@gmail.com"
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& Jenkinsfile ! mainyml X ! simpleyml

requirements.txt K Procfile @ postmodel.py

.github > workflows > I' mainyml

il

VWK NV A WN

10
il
12
13
14
15
16
17
18
EES
pi)
21
22
23
24
25
26
27
28
29
30
il
32
33

35
36
37
38
i)

# This 1s a basic workflow to help you get started with Actions
name: Deploy

# Controls when the workflow will run
on:
# Triggers the workflow on push or pull request events but only for the master branch
push:
branches: [ master ]
pull_request:
branches: [ master ]

# Allows you to run this workflow manually from the Actions tab
workflow_dispatch:

# A workflow run is made up of one or more jobs that can run sequentially or in parallel
jobs:
# This workflow contains a single job called "build"
build:
# The type of runner that the job will run on
runs-on: ubuntu-latest
# Steps represent a sequence of tasks that will be executed as part of the job
steps:
# Checks-out your repository under $GITHUB_WORKSPACE, so your job can access it
- name: Development Code
uses: actions/checkout@v3
- name: Use Python 3.6
uses: actions/setup-python@v3
with:
python-version: 13.x
- run: python -m pip install --upgrade pip
- name: Deploy to Heroku
uses: akhileshns/heroku-deploy@v3.12.12
with:
args: deploy --dir=build --prod
heroku_api_key: ${{secrets.HEROKU_API_KEY}}
heroku_app_name: “"web-service-testing-python"
heroku_email: "omikrom2@gmail.com"

2 us
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& omikrom / web-service-automated-testing ' Pubiic

<> Code  Olssues 11 Pullrequests ~ ® Actions [ Projects 00 Wiki @ Security |22 Insights

@ commit Deploy #4

(® Summary .
build
succeeded 3 minutes ago in Tm 16s
Jobs
@ build > @ Setupjob
> @ Development Code
> @ UseNodejs 18x
> @ Runnpminstall
> @ Runnpm run build i
v @ Deploy to Heroku
1 Warning: Unexpected input(s) ‘args’, valid inputs are ['her
"appdir’, ‘healthcheck’, 'checkstring®, ‘delay’, 'procfile’
2 VRun akhileshns/heroku-deploy@v3.12.12
E with:
4 args: deploy --dir=build --prod
5 heroku_api_key: ***
3 heroku_app_name: web-service-testing
7 heroku_email: omikrom2@gmail.com
8 branch: HEAD
9 dontuseforce: false
10 dontautocreate: false
1 usedocker: false
12 docker_heroku_process_type: web
13 delay: @
14 rollbackonhealthcheckfailed: false
15 justlogin: false

17 Created and wrote to ~/.netrc
18  Successfully logged into heroku

19 > Warning: Our terms of service have changed:
20 Added git remote heroku

21 >  https://dashboard.heroku.com/terms-of-service
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Dashboard

»

pipeline

»

General | Branch Sources  Build Configuration  Scan Multibranch Pipeline Triggers

Properties  Pipeline Libraries
[Plain text] Preview

Disable

O (No new builds within this Multibranch Pipeline will be executed until it s re-enabled)
Branch Sources

Git

Project Repository @
https://github.com/omikrom/web-service-automated-testing.git
Credentials @

omikrom/s v | e=add~

Behaviours

Within Repository

Discover branches @

Orphaned Item Strategy
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Dashboard

»

pipeline

»

General  Branch Sources ‘ Build Configuration | Scan Multibranch Pipeline Triggers ~ Orphaned Item Strategy  Health metrics

Properties  Pipeline Libraries

Add source

Build Configuration
Mode

by Jenkinsfile

Script Path

Jenkinsfile

Scan Multibranch Pipeline Triggers

Periodically if not otherwise run

Interval

30 minutes
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Build Triggers

O Trigger builds remotely (e.g, from scripts)
O Build after other projects are built

O Build periodically

GitHub hook trigger for GITScm polling
Poll SCM

Schedule

301377

A Spread load evenly by using H 13 * * * rather than ‘30 13 * * **
PM Coordinated Universal Time.

O Ignore post-commit hooks

Would last have run at Sunday, March 13, 2022 at 1:30:13 PM Coordinated Universal Time; would next run at Monday, March 14, 2022 at 1:30:13
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Build Environment

O Delete workspace before build starts

[ Use secret text(s) or file(s)

O Provide Configuration files

O Abort the build if it's stuck

O Add timestamps to the Console Output

O Inspect build log for published Gradle build scans
Provide Node & npm bin/ folder to PATH

NodeJs Installation

NodeJs

Specify needed nodejs installation where npm installed packages will be provided to the PATH
npmre file

- use system default -

Cache location

Default (~/.npm or %APP_DATA%\npm-cache)

) SSH Agent
O with Ant
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Build

Execute shell

Command

#1/bin/bash
node --version;
npm --version;

echo --> Install node modules <-
npm install -g newman;
npm install -g neumanreporter-htmlextra

echo "----running postman tests
echo "running post board request tests";

newman run “https: //un. getpostman. con/collections/e5556fd00@dsb613269:
git log;

Ny ,

reporters cli,junit,htnlextra --reporte

See the list of available environment variables

Execute shell

Command

#1/bin/bash
echo "running post board request tests";
newman run “https://vww.getpostman. com/collections/6e6ff6debb7621be8@31" --reporters cli,junit,htmlextra --reporte

« ,

See the list of available environment variables
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Post-build Actions

Publish JUnit test result report (%]
Test report XMLs.

newman/integration-test-report.xml

Fileset ‘includes’ setting that specifies the generated raw XML report files, such as ‘myproject/target/test-reports/*xml. Basedir of the fileset is

the workspace root.

O Retain long standard output/error
Health report amplification factor @

10

1% failing tests scores as 99% health. 5% failing tests scores as 95% health

Allow empty results @

Do not fail the build on empty test results

Skip publishing checks @
If unchecked, then issues will be published to SCM provider platforms

Checks name @

Skip marking build as unstable on test failure @

If checked, the test failures will still be reported but won't mark the build as unstable

Add post-build action ~
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& Jenkinsfile X ! mainyml Js userModeljs s servicejs Y Procfile ! simpleyml ! sustainedyml ! sustainedPY.yml ! overload.yml ! overloadPY.yml !' rampup.yml

& Jenkinsfile
1 v pipeline { B
2 agent any x
3
4 v tools {
5 nodejs "NodeJS"
6 }
7
8 v stages {
9 v stage('Pull code') {
10 v steps {
11 git 'https://github.com/omikrom/web-service-automated-testing"’
12 }
13 }
14 v stage('Build') {
15 v steps {
16 sh "npm i*
17 sh 'npm --version'
18 sh 'node --version'
19 sh 'npm install®’
20 }
21 }
22 v stage('Test Post board requests') {
23 v steps {
24 sh 'npm i*
25 sh **'#1/bin/bash
26
27 npm --version;
28 node --version;
29
30 echo
31 npm install -g newman;
32 npm install -g newman-reporter-htmlextra
33
34 echo --running postman tests----";
35 echo "running post board request tests";
36 newman run "https://www.getpostman.com/collections/e5556fde@@d5b6132693" --delay-request 5800 --reporters cli,junit,htmlextra --reporter-junit-export "n¢
37 i
38

39 }
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stage('Performance Test on Expressjs') {
steps {
script {
try I
sh 'npm i'
sh **'#1/bin/bash

npm --version;
node --version;

npm install -g artillery@latest;
sh """artillery run --output reports/warm-up${env.BUILD_ID}.json warmup.yml"""

sh """artillery report --output reports/warm-up${env.BUILD_ID} reports/warm-up${env.BUILD_ID}.json
testWarmup = true

sh """artillery run --output reports/ramp-up${env.BUILD_ID}.json rampup.yml"""

sh """artillery report --output reports/ramp-up${env.BUILD_ID} reports/ramp-up${env.BUILD_ID}.json
testRampup = true

sh """artillery run --output reports/sustained${env.BUILD_ID}.json sustained.yml"""

sh """artillery report --output reports/sustained${env.BUILD_ID} reports/sustained${env.BUILD_ID}.json
testSustained = true

sh """artillery run --output reports/overload${env.BUILD_ID}.json overload.yml"""

sh """artillery report --output reports/overload${env.BUILD_ID} reports/overload${env.BUILD_ID}.json
testOverload = true

Icatch (Exception e) {

testWarmup = false

testRampup = false
testSustained = false
+estOverload = false
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stage('Performance Test on Python flask') {
steps {
script {
try {
sh 'npm i'
sh **"#1/bin/bash

npm --version;
node --version;

npm install -g artillery@latest;
sh artillery run --output reports/warm-upPY${env.BUILD_ID}.json warmupPY.yml"
sh artillery report --output reports/warm-upPY${env.BUILD_ID} reports/warm-upPY${env.BUILD_ID}.json
testWarmup = true
sh artillery run --output reports/ramp-upPY${env.BUILD_ID}.json rampupPY.yml"""
sh artillery report --output reports/ramp-upPY${env.BUILD_ID} reports/ramp-upPY${env.BUILD_ID}.json
testRampup = true
sh artillery run --output reports/sustainedPY${env.BUILD_ID}.json sustainedPY.yml"""
sh artillery report --output reports/sustainedPY${env.BUILD_ID} reports/sustainedPY${env.BUILD_ID}.json "
testSustained = true
sh artillery run --output reports/overloadPY${env.BUILD_ID}.json overloadPY.yml"""
sh artillery report --output reports/overloadPY${env.BUILD_ID} reports/overloadPY${env.BUILD_ID}.json "
testOverload = true

}catch (Exception e) {
testWarmup = false
testRampup = false
testSustained = false
testOverload = false
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// create a user
service.post('/createuser', async (req, res) => {
await userModel.CreateUser(req, res);

1)
|
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## USER ROUTES ##

@service.route('/createuser', methods=['POST'])

async def createuser():
status =
res = await usermodel.CreateUser(request, status)
return jsonify(res[@]), res[1]
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let data = [];

async function CreateUser(req, res) {
console.log( Adding a new user: ${req.body.username} );
try {
let ID = GenerateID();
let date = new Date();
let userInput = {};
userInput = ({
id : ID,
username: req.body.username,
password: req.body.password,
name: req.body.name,
email: req.body.email,
created: date
Hs
data.push(userInput);
res.status(201).send(userInput);
} catch(error) {
res.status(4€0).send(error);
} finally {
res.end();
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userdata = [];

async def CreateUser(data, status):
## dump string to json
json_str = json.dumps(data.json)
## load json to python object
req = json.loads(json_str)
print('Adding a new user :
try:

, req['username’'])

now = datetime.datetime.now()
userInput = {};
userInput = ({
"id": GenerateID(),
"username": req['username'],
"password": req['password'],
"name": req['name'],
"email": req['email'],
"created": now.strftime("%Y-%m-%d %H:%M:%S")
b
userdata.append(userInput)
status = 29:4
return userInput, status
except:
status = 400
return {'error': 'no content'}, status
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// get all users

service.get('/users', async (reg, res) => {
‘ await userModel.SelectAllUsers(res);l
s
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@service.route('/users', methods=['GET'])

async def getusers():
status =
res = await usermodel.SelectAllUsers(status)
return jsonify(res[@]), res[1]
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async function SelectAllUsers(res) {
console.log( Reading all users’);
try {
res.status(200).send(data);
} catch (error) {
res.status(400).send(error);
} finally {
‘ res.end();l

X
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print('Reading all us
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service.patch('/user/:id', async (req, res) => {
await userModel.UpdateUserByID(parselnt(req.params.id), req, res);

1
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@service.route('/user/<id>', methods=['PATCH'])

async def updateuser(id):
status =
res = await usermodel.UpdateUserByID(int(id), request, status)
return jsonify(res[@]), res[1]
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async function UpdateUserByID(id, req, res) {
console.log('Updating user by ID: ' + id);
let found = false;
for (let i = @; i < data.length; i++) {
if (data[i].id == id) {
found = true;

break;
}
}
if (found == true) {
try {
for (let i = @; i < data.length; i++) {
if (data[i].id == id) {
data[i].username = req.body.username;
data[i].password = req.body.password;
data[i].name = req.body.name;
data[i].email = req.body.email;
res.status(200).send(data[i]);
}
}
} catch (error) I
res.status(499).send(error);l
finally {
res.end();
}
} else {
res.status(404).send("User id not found");
}
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async def UpdateUserByID(id, data, status):

', id)

print('update user by id:
## dump string to json

json_str = json.dumps(data.json)

## load json to python object
req = json.loads(json_str)

found = False
for i in userdata:
if(i['id'] ==
found = True
break
if(found == True):
try:

id):

for i in userdata:

if (i['id'] ==

id):

i['username'] = req['username']

i['password'] = req['password']
i['name'] = req['name’]
i['email’'] = req['email’]
status = 200

return i, status

except:
status = 400

return {'error':

else:
status = 404

return {'error':

'no content'}, status

'user id not found'}, status
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//delete a user by id
service.delete('/user/:id', async (req, res) => {
await userModel.DeleteUser(parseInt(req.params.id), res);

s
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@service.route('/user/<id>', methods=['DELETE'])

async def deleteuser(id):
status =
res = await usermodel.DeleteUserByID(int(id), status)
return jsonify(res[@]), res[1]
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async function DeleteUser(id, res) {
console.log( Deleting user by ID: ${id}’);
let found = false;
for (let i = @; i < data.length; i++) {
if (data[i].id == id) {
found = true;

break;
}
}
if (found == true) (l
try {
let user = data.filter(user => user.id == 1id);
data.splice(data.indexOf(user), 1);
res.status(200).send(user);
} catch (error) {
res.status(4@0).send(error);
} finally {
res.end();
}
} else {
res.status(404).send("User id not found");
}
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async def DeleteUserByID(id, status):
print('Deleting user by id: ', 1id)
found = False
for i in userdata:

if(i['id"] 8
found = True
break
if(found True):
try:
for i in userdata:
if (i['id'] 8
print('Deleting user :', i['username'])
userdata.remove(i)
status = 200
return {'message': 'deleted'}, status
except:
status = 400
return {'error': 'no content'}, status
else:

status = 404
return {'error': 'user id not found'}, status
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> User by ID
GET https://ueb-service-testing-python. herokuapp.com/user/1 [200 OK, 3368, 121ms]
v Successful GET request
v Response time is less than 1008ms

v Content-Type is present

» Update User by TD

PATCH https://web-service-testing-python.herokuapp.com/user/1 [404 NOT FOUND, 2358, 12ims]
v Successful PATCH request

v Response time is less than 1008ms
v Content-Type is present
1. The response body returns expected data
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