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Abstract should be the last to be written to outline the key finding or contribution that would interest key players.  Not outlining what is expected but rather what was done.

This report was produced in helping understanding network security and cyber security-in-depth. The report will show evidence of types of attacks that can be performed on a network or a website and what sort of information might be able to be gathered. Other aspects of the report will cover the understanding of what really happens when security is breached and how it may cost the victim and the people who are hired to fix the issues that had been created by illegal hackers.
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[bookmark: _Toc536216095]Introduction	Comment by Carlene Campbell: 
Introduction need improvement, giving background details and stating what the rest of the report will enatil or discuss

This papers majority focus will be based on network security and the types of risk that underlay within the types of vulnerabilities within live networks and potential data that may be at risk and how it may be protected and secured. Security within technology has become a rapidly growing concern especially within network security for a major company that holds a lot of confidential data, this is due to malicious attacks which makes it a prime subject to be investigated to help secure networks. Due to an increase of data breaches within a lot of business and data leaks, the law changes itself regularly to help protect the publics privacy data which also enforces companies to adapt on to updating the security policies and network security practices. 

[bookmark: _Toc536216096]Network security	Comment by Carlene Campbell: 
Lack referencing

Security within various fields has become a challenging factor especially within new and existing networks this can mean from industrial networks to individuals. Hackers are growing their knowledge every second by finding various ways to exploit systems and networks which makes it harder for security experts to protect victims from future attacks. 
The network architecture is a key element of network security this is because if a network is not planned before setting up this means no actual serious security has been implemented or not implemented correctly. Network-based attacks are rapidly growing some of the common methods that are preferred are Denial Of Service (DOS), ping of death attack, Distributed Denial of Service (DDoS), Secure Socket Layer (SSL), Cross-Site Scripting (XSS) and etc. At current time most network breaches are due to the incorrectly configured protocols and poor management which is in accordance with the security professionals. Other types of security vulnerability are pruned to happen within many networks this can vary from many different types of attacks and could also be protected by many various ways.

[bookmark: _Toc536216097]Cryptography

Cryptography is a digital key which is known to be protecting data and communications by using mathematical concepts and a set of algorithms to make an extremely difficult cipher that cannot be easily deciphered[1], [2]. There are currently only three different types of cryptography keys which are known as a symmetric key, asymmetric key and Hash Functions (also known as one-way cryptography). 
[bookmark: _Toc536216098]Penetration Testing

Penetration testing is another term said to name ethical hacking, the testing is used for essential steps to mitigate network security, web application or web pages and computer systems to potentially locate any vulnerabilities that an unauthorised user (hacker) could use to exploit the system[3]–[5].  Findings within a penetration testing are documented and reported to the client and advised what potential steps should be taken to be secured.
[bookmark: _Toc536216099]Black, GREY and White Box Penetration Testing

Black Box Testing is another method of testing to find potential vulnerabilities without peering into internal structures or workings to avoid any disturbance to operating structures. When an ethical hacker conducts a black box penetration test the hacker has no prior knowledge or access to any internal workings of the system or network but the owner of internal particulars is informed of all mitigating steps. 
There is also white box testing also known as clear box testing which another method of penetration testing but the ethical hacker will have full knowledge and access to the digital architecture documents and source codes, this type of testing can help the ethical hacker to locate vulnerabilities quicker. 
Lastly, there is also GREY box testing as well which is similar to black box testing but unlike black box testing the ethical hacker is obligated to gain information on the system components but not in-depth information on inner functions[6]–[8].
In this report, the author is required to conduct a black box penetration test to a specific company’s web page and use any potential vulnerability findings to gain access on to their systems without causing disruptions on to their systems. The author was required to find potential vulnerabilities for https://tevelcyber.com/, which is an operating cybersecurity company.

[bookmark: _Toc536216100]Authentication

The growth of technology and ensuring security measures for physical and logical data has become a priority to be focused on. The definition of authentication within computing defines if an individual is permitted access to a specific system object, authentication allows the procedure of any unauthorised access to not be permitted and also does not specify to the user what sort of privilege’s they may have rights within the system. 
Verification of a user is exceptionally critical and with advantages of an authentication component in ensuring that security maintains to be secured and furthermore enables numerous different organisations to keep up a standard of confidential security practices.



[bookmark: _Toc536216101]Threats and Attacks

The author will use the following field in this chapter to help explain some types of attacks and threats that occur within daily basis if not which are around and can be very harmful to many various systems and networks.

[bookmark: _Toc536216102]Eavesdropping

Eavesdropping is the unauthorised constant passive attempt of private correspondence, for example sniffing or snooping a network, a telephone call, text, video conference or fax transmission in other terms is an attack where somebody endeavours to take all data that transmit over a system[9], [10]. 

Hackers could use this method of security attack to obtain many different types of sensitive data which could hold information such as local and online passwords or other incrementing data of a victim. Eavesdropping is known as a passive attack which is evolving and is being used as an active attack as the attacker could retrieve data without the knowledge of the victim.

The following sensible advance of catching confidential information is for all intents and purposes modify it to an attacker’s methods; otherwise called Data Modification, this consequently changes from a passive attack to an active attack in association to get to access-control based attacks. A solid encryption system is endorsed to be actualized to avoid these types of security breaches and ensure that network access control (NAC) is implemented within your network to prevent unauthorised users access to the network.

[bookmark: _Toc536216103]Ransomware

Ransomware is a type malicious software that takes full control of a victim’s device and restricts access to the device unless a ransom is paid to the hacker. When ransomware affects a device the hacker has full access to all data held within the device and also uses an encryption password to restrict any access for anyone till payment is completed this also does not comply that the hacker will give access to the victim[11], [12].

Many security experts agree that the best way to prevent ransomware attack is to avoid it in the first place from infecting your device. The best practice that can be executed to be protected from ransomware is to ensure an advanced anti-virus software and an anti-exploit with real-time protection to ensure a device and the data internally is protected, reports shown online suggest that in the year of 2017 the premium version of Malwarebytes for windows protected it users from many of the most common ransomware attacks. 
[bookmark: _Toc536216104]Using components with known vulnerabilities

Sometimes developer’s and Technical professionals use open source, third-party components or applications which may be using venerable components that can infect an entire framework or network and can lead to exposure of sensitive data. Many components even within a trusted third party could have known vulnerabilities within them which cannot always be identified straight away but always opposed as an advantage for attackers[13], [14].

To ensure avoidance of applications/components with known vulnerabilities is to ensure an in-depth research has been conducted before starting any sort of installation of a third party or open source component’s other method of detecting venerable components is to use software composition analysis.    

[bookmark: _Toc536216105]Insufficient logging and monitoring

The reason insufficient logging and monitoring had been a major issue that had been focused within OWASP is that the average time of detection to detect an attacker it had taken can be from couple days to couple months due to poor system monitoring[13], [14].
Insufficient amount of logging and monitoring can lead to very poor security disadvantages especially with the amount of time it will take to respond or to understand if there has been a breach within the system, with the use of AAA servers and logging server’s IT administrators could detect unauthorised traffic much quicker and find solutions to avoid attackers.	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.
Network administrators could run PEN test on their systems to see if there logging and AAA servers are operating and behaving as they should be so they can detect unauthorised traffic and potentially alert the administrator which could execute the task to end any potential attack.

[bookmark: _Toc536216106]Virus

The most well-known noxious programming which appears to the overall population is the Virus. This kind of malware was intended to contaminate an unfortunate the victim's machine and spread starting with one then onto the next. The infection once introduced and tainted a machine[15]–[17], has the capacities to degenerate the data and cause infectious harm. All together for an infection to run, it would require an injured individual to download the appended records which would not be referred to the victim as an infection for instance, a victim may open an email which they didn't hope to get which thusly would incorporate the executable malware code inside the connection, in this manner the infection can duplicate into the unfortunate victim’s system and perpetrate harm.

Best practice to avoid virus will be to ensure that untrusted/unknown websites or emails are treated with extreme caution, additional anti-virus software’s, keep up-to-date security and operating system updates, be extremely cautious with what you access or install, powerful firewall and etc.
[bookmark: _Toc536216107]Keystroke Logging

This technique is otherwise called keylogging and console catch. This strategy of attacks is performed on end devices and works without the victim’s knowledge. When the attack is operational it will gather each key log entered by the victim and store it and can be gathered by the hacker at a future time.
There are two types of ways a key logger[18], [19] can be maliciously installed onto a device one is physical installation and logical installation, an attacker could use an external storage device to download a key logger program or attach to a malicious email both of these methods still ensures that the user will not have any knowledge of the attack.
There are several ways to protect a device from a keystroke logging attack these can vary from using a firewall to stop the key logger from sending information out of the device that is unknown, a use of Password Manager is also an extremely good method as a user will need to type in their login information which cannot be captured with many keystroke applications. Other methods involve regular system updates, regular password changes and additional security tools.

[bookmark: _Toc536216108]Spyware and Adware
	
These types of attacks are also counted as a malicious program attack which is commonly similar to Trojan horses which the user will download the spyware or adware without their knowledge, this can lead to exposure of sensitive data or even full control access of the victim’s device.  Also with the type of adware attacks, the victim can get plenty of unwanted adverts which can result in an overload within their operating system[20], [21].
Many industrial and home companies like to use the fact that most people skip reading the policy and privacy which they can use to sneak in clauses about installing spyware and other malicious software. To Make sure to avoid malware like spyware and adware the user should take their time to read these agreements, especially from companies which require you to give full access over the 

[bookmark: _Toc536216109]Worms

A PC (Personal Computer) worm is a sort of malware equipped for copying and dissipating itself in uninfected systems. In opposed to a virus, the worm malware varies by cloning itself and remains to contaminate machines through online internet connections and furthermore inside victims Local Area Connections (LAN)[22], [23]. 
When a device is infected with worms it is highly difficult to remove the worms so it’s always best practice to avoid infecting a device with a worm, ways of a user to protect their devices from getting infected with a worm is to extremely careful when using online services such as unknown email, public WI-FI and etc. alternative methods of protecting a device from worms is to use anti-virus software’s an internal and external firewalls.

[bookmark: _Toc536216110]Insecure deserialization

The understanding of insecure deserialization is when an attacker could execute malicious code within a remote application, which this can help assist the attacker to control the application within their preferred way which can be to control the device or control the data within the device.
Deserialization is converting binary or structured text (coding language) into text for user understanding attackers can abuse the code from understanding the logic of the code and with the help of many languages having the ability of deserialization customisation.

[bookmark: _Toc536216111]Security misconfiguration

Security misconfiguration is sometimes surprisingly very common, security experts are known to do very silly mistakes when implementing security procedures and controls. Improper implementation of security can lead to a result of exposed servers, users and data[24].
Security misconfiguration could be caused in many various fields such as error messages, security headers, patches, systems, networks, system upgrades, and applications. Security experts are capable of using alternative tools to detect misconfigurations such as Dynamic Application Security Testing (DAST) 

[bookmark: _Toc536216112]Broken Authentication and session management

The key threat detected within broken authentication and session management is that if a configuration is poorly configured or incorrectly configured for the user and session authentication this can ensure hackers that they can obtain session tokens, passwords, keys and even take control of a user account[25]. 
Best practice to avoid any sort of similar breach is to ensure that multi-factor or even triple-factor authentication is implemented to ensure additional security for the safety of any user. Other factors of avoidance are to ensure that session ID should timeout, do not share passwords if the data is unencrypted.

[bookmark: _Toc536216113]Logic Bomb
A malicious program which is unfamiliar to most targets is a virus known as Logic Bomb. This type of malware is programmed prior to being injected into a target machine by standards of time and date, in the sense that the virus will only activate upon the reach of trigger that was set[26], [27]. It is also suggested that a logic bomb may happen to activate upon an action that a user may trigger, these type of logic bomb may occur at any time as long as the action occurs.
 The severity of a logic bomb is dependent on the programming malicious injected into the virus itself, some malicious logic may be weak and some may be severe. A variety of weak logic bombs may be detected and countered by the use of intermittent scans including all files and zip files and possibly common areas where the virus could hit.
[bookmark: _Toc536216114]Trojan

Furthermore, on malware, the proximity of malicious software appears to be dubious due to the fact that there are many forms of viruses that can affect systems, one of which is known as a Trojan virus[28], [29]. This type of software takes the role of a recognized software to the user which appears to trick the user.
In turn, this takes effect by deploying itself in the system in order to inflict damage or steal information. If programmed to complete a task, the installed malicious software can carry out this job. There are various ways in which a Trojan can installed, a common way is through phishing where the user opens an email presumably one with an attachment where the malicious software lies. The Trojan virus can attain many roles in itself however, some common types are backdoor Trojan, where the virus creates a virtual backdoor within a victim’s machines, in which a hacker is able to use the infected computer to acquire data and infect the computer. Other forms of Trojan attacks can appear to be used within a large scale attack such as a DDoS (Distributed Denial of Service) attack, where the machine is used as a botnet to carry out a DDoS attack.

[bookmark: _Toc536216115]Cross-Site Scripting (XXS)

Cross-site scripting in other terms define a type of web application attack, this can be used for code injection for malicious purposes which are like SQL injection[30]. XSS attacks commonly utilise injection to control and endeavour to actualise malignant code in the content on the program side instead of the server side, along these lines picking up a more focused on methodology.
Many organisations should be taking precautions on measures of XXS attacks so that it can be protecting their web applications to ensure avoidance of injection and other attacks like or similar to XSS. Best practice to ensure avoidance of XSS attacks or similar injection attacks is a prevention mechanism which is known as Content Security Policy (CSP), CSP is also known to added security layer. CSP is mainly valuable for user-generated content presumptuous that it is not set to plain text, more complex user-generated content of HTML, a more detailed configuration will be required to ensure that it blocks unusual action.

[bookmark: _Toc536216116]Broken access control

This defines to an attacker that there is potentially a poorly configured or missing restrictions based on authenticated users, in other words, the use of the access control is how a web application allows a user restriction based on the user’s credentials. If the access control is broken this can mean a user without the right restrictions can access data is not authorised by them which can be sensitive data, other user data, modifying data.
There are several ways of avoiding broken access control one of many ways are to ensure regular penetration test is taken place if there are also failed amount of log access that administrator should be alerted.
[bookmark: _Toc536216117]Sensitive data exposure

Applications and Applications Program Interfaces (APIs) are not was configured to ensure maximum security and some of the applications or APIs do not protect sensitive data such as confidential personal data, financial data, user credentials which can be used by hackers to blackmail victims or to be used for fraud.
Best practice to avoid sensitive data exposure is to ensure minimised data surface area, use of the latest encryption algorithms, disabling autocomplete, making sure data is encrypted if it is transported in a network.
[bookmark: _Toc536216118]Injection

At the current age of time, there are several ways of injection attacks the most common known injection attack is SQL injection, other basis other injection attacks are XPath Injection, LDAP injection, SSI injection, CRLF injection, host header injection, OS command injection and much more[31]–[33]. Injection attacks are produced by attackers sending untrusted data to a victim’s device which then the data will be executed as a command without there being the correct authorisation.
Best practice to assure avoidance of any injection attack will be to use application security testing, use of firewalls, avoid using dynamic SQL and user shall always ensure that they monitor their SQL statements from the database to enable understanding of any rouge SQL’s.   

[bookmark: _Toc536216119]XML External Entity

Ineffectively configured XML processors to assess outside element references inside XML records. Hackers can utilize outside elements for attacks including remote code execution, and to unveil inside documents and SMB record shares.
Possible ways users can help avoid attacks based on XML external entity will be to ensure Static Application Security Testing (SAST) if possible users can use less complex formats such as JSON.

[bookmark: _Toc536216120] Rootkits & Backdoor

The capabilities of a virus have stemmed to become stealthy in a way which may cause substantial damage to victims. This is the purpose of what is known as Rootkit malware. It is programmed to conceal itself from the infected device to create a virtual doorway to the target network/system. In addition to this process, the rootkit allows for installation of other malicious software which could easily be imported through this method[34], [35]. 
There could be a confusion between Rootkits and Backdoors, the suitable meaning of a backdoor would be a way for gaining an actual backdoor to a system without executing normal methods. A rootkit software may have the functions to open a backdoor if installed on the system which gives hackers the advantage of causing innumerable damage.
[bookmark: _Toc536216121]Phishing & Spear Phishing

The author has mentioned various malicious software attacks which can be quite troublesome, one attack which has become widespread is the cyber-attack known as Phishing. This type of attack can be associated with an email targeted mechanism in the sense that a hacker will send a malicious code through the use of email[36]. 
The purpose of this attack is simple, a hacker injects malware into an email in the form of an attachment which the user would intend to download, in which the resulting factor would execute the malicious code that was injected into the email. 
The way an email is set out can appear quite pragmatic to the victim, this could appear in the form of an email from a bank or an insurance organization, this could be deceptive phishing which is the most common type. Phishing may be implemented to gather intel from the target or cause damage to a system. There are many other forms of phishing that can target victims, the second most common one appears to be known as spear phishing. In this attack, the principle of the same as a deceptive attack, however, the hacker uses more targeted methods including personal information such as name, address and work details, in this sense, the attacker may deceive the victim more practically as the victim will comprehend the message as reliable and trustworthy.








[bookmark: _Toc536216122]Design

The author was instructed to produce a suitable penetration test on https://tevelcyber.com/, but prior to the penetration test, the author was also required to create a detailed contingency plan to help prepare the company to return to its daily operations if in any unforeseen event the servers were to shut down due to the penetration test. With the aid of a detailed contingency plan, the author helps to protect the company resources in case of an unforeseen disaster and helps maintains a backup.

[bookmark: _Toc536216123] Contingency plan

[bookmark: _Toc536216124]Plan

This contingency plan was produced prior to penetration test that will be taken place on the web page and potentially the servers based on https://tevelcyber.com/, the aim of the penetration test will be to exploit any vulnerabilities to eventually ensuring that any hackers could not gain any access or information from https://tevelcyber.com/.  The author requests that https://tevelcyber.com/ has suitable back-ups of their network and hardware before the testing of the vulnerability scans and penetration testing.
 
[bookmark: _Toc536216125]Scope

The author will take several types of network scans and hardware scans to eventually find any possible vulnerabilities that can be exploited that can be used to attack the website. All found exploits will be tested to ensure that all possible ways of vulnerabilities are tested and secured to ensure future safety measures. The author will also operate extended attacks onto the website to also test the integrity of the website this will ensure of safety nets have been put in place to ensure maximised security for the website.

[bookmark: _Toc536216126]Disaster Recovery

It is necessary for a contingency plan to be produced to ensure that in any unforeseen case of a disaster that there are suitable back-ups available for a company to carry on with their daily operations without any disturbance to the business. A contingency plan ensures that suitable back-ups are available. Back-ups are also necessary if any information within the company server gets tampered with and might require confirmation of data to ensure the integrity of the data.


[bookmark: _Toc536216127]Implementation/ Penetration Testing

[bookmark: _Toc536216128]Maltego

The author firstly produces a vulnerability test on the given domain using the maltego penetration testing tool, the tool is used for many various reasons around the areas of security testing and auditing. The author demonstrates his findings below. 
[image: ]
[bookmark: _Toc536211061]Figure 1- Maltego Findings
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[bookmark: _Toc536211062]Figure 2- Maltego Findings 2
As the author demonstrates in figure 1 and 2 by using the given domain to the author tevelcyber.com the author is able to locate the required information to process more in-depth detailed attacks. 
The use of maltego allows locating company servers and internal information such as IP addresses which can be used to locating additional information for a breach of security systems and also understanding what the attacker may need to be aware of.
[bookmark: _Toc536216129]Zenmap

Zenmap is a network scanning tool which is used to show a brief or in-depth detailed topology on the available network. Zenmap can also be used for host and open port detection that can be very useful for penetration testing as attackers could find potential exploits. The author runs a ping scan on tevelcyber.com after conducting their IP address from software tool maltego.
[image: ]
[bookmark: _Toc536211063]Figure 3- Zenmap findings
[image: ]
[bookmark: _Toc536211064]Figure 4-Zenmap Findings Ports
As shown in figure 3 and 4 zenmap allows the capabilities of finding available IP addresses and open ports which gives hackers a greater advantage of what can be used to be attacked, the use of open ports show attackers what is left vulnerable and to attackers with networking knowledge they will have a better understanding of what attacks will have the maximised effect.

[bookmark: _Toc536216130]WP scan

The author demonstrates a WP scan using an online tool and also Kali Linux operating system built-in tool, the author produces a WP scan to find potential vulnerabilities and as shown in figure 5 and 6 the author shows a great demonstration of findings of vulnerability. The definition of WP scan stands for WordPress Security scan which concludes vulnerabilities of all themes, plugins and evaluates their version numbers to access the vulnerability within them. 
[image: ]
[bookmark: _Toc536211065]Figure 5 – Wpscan
[image: ]
[bookmark: _Toc536211066]Figure 6 - WP Scan online

[bookmark: _Toc536216131]OWASP Scan

The author uses the OWASP scanning tool to produce a spider test and an active scan, the deference of both scan is that a spider attack is used to automatically locate all URLs links which will be found on a web domain and send requests which can later be analysed, and an active scan is used to try attempting to perform a predefined set of attacks on all the resources that may be available on the given web domain. Figure 7 and 8 show the given output results of the active and spider scan.
[image: ]
[bookmark: _Toc536211067]Figure 7 - OWASP spider scan
[image: ]
[bookmark: _Toc536211068]Figure 8 - Active Scan
[bookmark: _Toc536216132]Hydra – brute force attack

The author produces a penetration test using a brute force attack on to the FTP server of the web address of tevelcyber.com, the author had located the FTP server previously from other vulnerability scans. The brute force attack was performed using hydra tool in Kali Linux operating system the attack was completed as shown in figure 9 but it was unsuccessful in locating any username or password.
[image: ]
[bookmark: _Toc536211069]Figure 9 - Hydra Brute force attack
As shown in figure 9 the author produces an actual brute force attack which had responded with zero valid logins which indicate that the attack was not successful, this may be from various reasons as well as the firewall disabling the attack or the given wordlist was not wide enough to be covering any usernames or passwords.

[bookmark: _Toc536216133]SQL map

The author demonstrates evidence of a completed SQL map which is a term used for open source penetration testing which can automate detection and exploitation of SQL injection flaws and which can potentially take over database servers. In figure 10 the author demonstrates the attack produced using SQL map but the attack was not successful as it was prevented by tevelcyber.com web application firewall which also demonstrates that their firewall is working without any prior faults.
[image: ]
[bookmark: _Toc536211070]Figure 10 - SQL Map

[bookmark: _Toc536216134]Results and Findings

In the overall of all penetration test completed the author was not able to access or breach into any of tevelcyber.com framework or network. This shows that the conducted test has only been able to provide the author with vulnerabilities but not any extensive attacks which can be used to view data. The author suggests that social engineering may be a very recommended way of exploiting the company but the author was restricted in performing social engineering attacks.
This subsection was produced to show an example of how much it may cost a business if they were cyber attacked. An average company is pretty much vulnerable to lose all virtual data which may also contain confidential data on their employees and customers, this may involve financial information as well.
Additional from breach of data a company may require to hire a security specialist to risk asses their servers after a cyber-attack which can cost an average of £200+ per hour. If a company holds confidential information it is very important that a risk assessment is completed to understand what data has been stolen.



[bookmark: _Toc536216135]Conclusion

This report was produced on helping the understanding within the security and potential vulnerabilities that we face every day, the author had produced several parts within the report to show the users an understanding of what types of security safety nets there and some potential types of attacks they may witness or be a victim of.
The author demonstrates an understanding of many various types of attacks there are available and commonly preferred by attackers the author also explains ways that any user can potentially use to avoid the specific type of attack that was explained.
The author then carried on with the flow of the report by explaining what will be the next step which the author was required to perform a black box penetration test but prior to any testing a suitable contingency plan to be produced just in case of any disaster failure, the author shows both a penetration test and a contingency plan.
The complete of the report shows the user that the author has obtained great knowledge of cybersecurity and ethical hacking skills, after a completed black box penetration test the author had not obtained access to the given website but was able to locate possible vulnerabilities but the author was not able to exploit the vulnerabilities as it was outside the rules given to the author.
[bookmark: _Toc536216136]Future recommendations

To the completion of this report the author suggests that the following fields would of help improve the scope of the report:
· No rules or guidelines for penetration testing
· Better planning and performance of penetration testing
· Enhanced programming skills
· Wider research on web security vulnerabilities and exploits
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Some aspect lack in-text citations. Otherwise wide range of credible sources used. (Grade mark: 70.00%)
	[bookmark: totalRIL]10
	[bookmark: markRIL]7

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]Exhibit knowledge & understanding of the main theories and concept.  (Grade mark: 70.00%)
	[bookmark: totalKUS]10
	[bookmark: markKUS]7

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Cost such as your consultancy time, timetable i.e. time plan taken to carryout planning and testing, link analysis to your findings in other words, cost solution could be done in a breakdown matter. This could go into appendix. Most of research aspect is more stating what the terms are.  The tests results were explained but not critically analysed.  Overall a good work.  Abstract and Introduction need improvement. (Grade mark: 62.86%)
	[bookmark: totalANA]35
	[bookmark: markANA]22

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD] A range of advanced tools used to gather information and launched attack to tests for vulnerabilities.  These were explained (Grade mark: 80.00%)
	[bookmark: totalPAD]35
	[bookmark: markPAD]28

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP][bookmark: _GoBack]Can communicate effectively in a suitable format but still room for improvement. (Grade mark: 60.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]6

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]70%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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Target: | 1921853952

Command:

Hosts

05 4 Host

nmop -55 -5U -T4 -A -v -PE -PP -PSaD 443 -PAJ389 -PUADIZS -PY -g 53 -script “default or (discovery and sofe)” 192.185.39.52

Services

Nmap Output Ports / Hosts Topology Host Details Scans

nmap -5S -sU-T4 -A -y -PE -PP -PS80,443 -PA3389 -PU40125 -PY g 53 --script “default or (discovery and safe)" 192185.39.52

Starting Nmap 7.70 ( https:
NSE: Loaded 285 scripts for scanning.
NSE: Script Pre-scanning.

Initiating NSE at 22:44

NSE: [shodan-api] Error: Please specify your ShodandPI key with the shodan-api.apikey argument
NSE: [mtrace] A source IP must be provided through fromip argument.

Completed NSE at 22:44, 10.475 elapsed
Initiating NSE at 22:44
Completed NSE at 22:44, 0.005 elapsed
Initiating NSE at 22:44
Completed NSE at 22:44, 0.005 elapsed
Pre-scan script results:
| broadcast-igmp-discovery:
| 169.254.99.245

Interface: ethl

Version: 2

Group: 224.0.0.252

/nmap.org ) at 2019-01-24 22:44 GHT Standard Time

Description: Link-local Multicast Name Resolution (rfc4795)

172.29.1.12
Interface: eth2
Version: 2
Group: 224.0.0.251
Description: mDNS (rfcs762)
172.29.1.11

Version: 2
Group: 224.0.0.252

Description: Link-local Multicast Name

172.29.1.23
Interface: eth2
Version: 2
Group: 224.0.0.252

172.29.1.37
Interfac
Version: 2
Group: 224.0.0.252

ethz

Description: Link-local Multicast Name

172.29.1.38
Interface: eth2
Version: 2
Group: 224.0.0.252

Description: Link-local Multicast Name

172.29.1.42
ethz

Description: mDNS (rfcs762)
172.29.1.43
Interfac
Version: 2
Group: 224.0.0.251
Description: mDNS (rfcs762)
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Interface: eth2
2

ethz

Versior
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|
|
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|
|
|
|
|
|
|
| Description: Link-local Multicast Name
|
|
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® 0 tp filtered h323q931
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WordPress Security Scanner by the WPScan Team
Vversion 2.9.3
sponsored by Sucuri - https://sucuri.net
@WpScan_, @ethicalhack3r, @erwan_lr, pvdl, @ FireFart_

i] It seems like you have not updated the database for some time
[?] Do you want to update now? [Yles [Nlo [Albort, default: [N]y
i] Updating the Database .

il Update completed.

+] URL: https://tevelcyber. com/

+] started: Fri Jan 25 16:05:47 2019

+] robots.txt available under: 'https://tevelcyber.com/robots. txt
+] Interesting entry from robots.txt: https://tevelcyber.com/wp-admin/admin-ajax.php

[!] The WordPress 'https://tevelcyber.con/readme.html' file exists exposing a version number
(1] Full Path Disclosure (FPD) in 'https://tevelcyber.com/wp-includes/rss-functions.php'
+] Interesting header: LINK: <https://tevelcyber.com/wp-json/>; rel="https://api.w.org/", <https://tevelcyber.com/>
+] Interesting header: SERVER: nginx/1.14.1

+] Interesting header: X-CONTENT-TYPE-OPTIONS: nosniff

+] Interesting header: X-FRAME-OPTIONS: SAMEORIGIN

+] Interesting header: X-XSS-PROTECTION: 1; mode=block

+] XML-RPC Interface available under: https://tevelcyber.com/xmlrpc.php

+] WordPress version 4.9.9 (Released on 2018-12-13) identified from meta generator, links opml

+] Enumerating plugins from passive detection ...
| 1 plugin found:

+] Name: wordpress-seo - v7.8

| Last updated: 2019-01-22T08:40:00.000Z

| Location: https://tevelcyber.com/wp-content/plugins/wordpress-seo/
[!] The version is out of date, the latest version is 9.5

[1] Title: Yoast SEO <= 9.1 - Authenticated Race Condition
Reference: https://wpvulndb.com/vulnerabilities/9150
Reference: https://plugins.trac.wordpress.org/changeset/1977260/wordpress-seo
Reference: https://www.youtube.com/watch?v=nL141dcDGCY
Reference: http://packetstormsecurity.com/files/150497/
Reference: https://github.com/Yoast/wordpress-seo/pull/11502/commits/3bfa70a143f5ea3ee1934f3a1703bb5caf139ffa
Reference: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-19370

i] Fixed in: 9.2

+] Enumerating usernames
+] We did not enumerate any usernames

+] Finished: Fri Jan 25 16:06:59 2019
+] Requests Done: 78

+] Memory used: 62.777 MB

+] Elapsed time: 80:01:12
rootekali:~# []

re

hortlink
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INFORMATION LEAKAGE

While leaking information is not a direct threat to security, it can facilitate
an attacker to gain access to your systems. Therefore, it is recommended to
review the following leaked info to see if it contains sensitive data.

irobots.txt available under: http://tevelcyber.com/robots.txt'

ilnteresting entry from robots.txt: http:/tevelcyber.com/wp-admin/admin-ajax.php

The WordPress http://tevelcyber.com/readme.html’file exists exposing a version number

iFull Path Disclosure (FPD) in http:/tevelcyber.com/wp-includes/rss-functions php':

ilnteresting header: SERVER: nginx/1.14.1

ilnteresting header: X-CONTENT-TYPE-OPTIONS: nosniff

iInteresting header: X-FRAME-OPTIONS: SAMEORIGIN

ilnteresting header: X-XSS-PROTECTION: 1; mode=block

EXML-RPC Interface available under: http:/tevelcyber.com/xmirpc.php
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(] Default Context ZAP is an easy to use integrated penetration testing tool for finding vulnerabilties in web applications.
v @ sites
» 51/ ¥ httpsitevelcyber.com Please be aware that you should only attack applications that you have been specifically been given permission to test.
v L P http:/ftevelcyber.com To quickly test an application, enter its URL below and press ‘Attack’.
|| P # GET:robots.txt
||  GET:sitemap.xml URL to attack: http://tevelcyber.com
|| # GET:wp-admin [ @swp
ML LU Progress: Actively scanning (attacking) the URLS discovered by the spider

For a more in depth test you should explore your application using your browser or automated regression tests while proxying through ZAP.

Explore your application: [ Launch Browser | jxBrowser |v)

[ History | © search | ¥ lerts | | | output | & spider | 2 Active scan # = | & |

: http:/jtevelcyber.com v 0l O ——] 43% & Current scans: 1 - Num requests: 147 ¢ Export @
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restore a previous aborted/crashed session
perform an SSL connect
if the service is on a different default port, define it here
or -L FILE login with LOGIN name, or load several logins from FILE
or -P FILE try password PASS, or load several passwords from FILE
IAX: CHARSET  password bruteforce generation, type "-x -h" to get help
try "n" null password, "s" login as pass and/or "r" reversed login
Toop around users, not passwords (effective! implied with -x
colon separated "login:pass" format, instead of -L/-P option:
list of servers to be attacked in parallel, one entry per line
write found login/password pairs to FILE instead of stdou
exit when a login/pass pair is found (-M: -f per host, -F global
run TASKS number of connects in parallel (per host, default: 16
TIME waittime for responses (32s) / between connects per threa
prefer TPv4 (default) or IPv6 addresse:
/ -d verbose mode / show login+pass for each attempt / debug mode
service module usage details
the target server (use either this OR the -M option
the service to crack (see below for supported protocols
some service modules support additional input (-U for module help

services: asterisk afp cisco cisco-enable cvs firebird ftp ftps http[s]-{head|get} http[s]-{get|g

tool to guess/crack valid login/password pairs - usage only allowe
purposes. This tool is licensed under AGPL v3.9

version is always available at http://www.thc.org/thc-hydra

ices were not compiled in: sapr3 oracle.
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root@kaliz~# git clone https://github.con/hadesy2k/saliv.git
Cloning into “sqliv

fatal: unable to access "https://github.con/hadesy2k/sqliv.git/": Could not resolve host: github.com
rootekali:~# git clone https://github.con/hadesyzk/sqliv.git

Cloning into "sqliv

renote: Enumerating objects: 832, done.

renote: Total 832 (delta 6], reused 0 (delta 0), pack-reused 832

Receiving objects: 100% (832/832), 893.56 KiB | 5.0 Kib/s, done.

Resolving deltas: 100% (463/463), done.

rootekali:~# -u “http://182.168.1.250/ p=16forunaction=search”

1] 5968

bash: -u: command not found

rootekali:~# -u “http://192.185.39.52"
bash: -u: command not found

11+ Exit 127 U "http://192.168.1.256/7p=1
Footekali:~# sqlmap -u “http://192.185.39.52"

3
117 hetp:z/sqlnap.org

[1] copy-pasting illegal (non-console) quote characters from Internet is, well, illegal (“http://192.185.39.52")
rootekali:—# sqlnap - https://teveleyber.com -

htto://sqlnap.org

[1] legal disclainer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. Tt is the end user's responsibility to obey all applicable local, state and federal las
Uiability and are not responsible for any misuse or danage caused by this program

[+] starting at 17:45:40

17:45380] [INFO] Testing
17:45:43] [INFO] checking i

tio

King of WAF/IPS/I

do you want sqlmap to try to detect backend WAF/IPS/IDS? [y/N] y
117:46:48] [WARNING] dropping tineout to 10 seconds (i.e. '--timeout=10")
17:46:481 [ INFO] using WAF scripts to detect backend WAF/1PS/IDS protectior

are you sure that you want to continue with further target testing? [y/N] y

[17:47:08] [WARNING] please consider usage of tamper scripts (option --tamper')
17:47:08] [TNFO] testing if the target URL content is stat

17:47:10] [TNFO] target URL content is stab

[17:47:16] [WARNING] HTTP error codes detected during run

404 (Not Found) - 1 tines, 406 (Not Acceptable) - 4 times

[*] shutting down at 17:47:10

rootekali:~# []

Developers assune no





