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 Introduction
Network security has been and is becoming increasingly important to a business. There are many threats to a business directly related to network/data security, or the lack thereof. Not only is the data of the company at risk, but potentially the confidential data of customers, clients and employees. There are many consequences to the business as a result of any data breech which will be analysed in detail later in this document. 
There is a wide range of available security frameworks and models that a business can make use of to form a strong security plan. There are security standards tailored for almost every current are of business data security. In addition to all the currently available security standards, new standards are being created to fill the gaps where new technology emerges, as well current standards receiving updates as current technology advances. [1]
The key benefits to a business in using such security frameworks/models is an in-depth method of implementation of business security. The standards are designed to align the businesses current and future needs with the available services and procedures. Through the use of security frameworks/models a business can improve the security, quality and reliability of everyday business operations. [1]
There is a wide range of options available when selecting an appropriate security framework/model for a business. The standards range from broad, general policies, to very strict and exact policies. All standards have their place in certain business scenario, and it is up to the business to decide which standard fits their needs more accurately. A business is not limited to just 1 standard and may incorporate as many as are required to improve business security and practices. This document will research a range of available security frameworks and models, providing in depth criticism, analysis and comparison. [1-3]

	Section
	Page Number

	Introduction
	2

	Research 
	2-4

	Case study security plan
	5-6

	Conclusion
	7

	References
	8



Research
This section will research a range of security frameworks and security models that may be incorporated into a business’s security plan. 

Before a business chooses to implement a data security framework/model, it must first be decided if the business requires such a data security solution.  The needs and goals of the business must be clear before making this decision. IF a business has deemed it necessary to implement a data security framework/model, they must then look into what standards best fit the needs and goals of the business. [1-3]
There is no one-size-fits-all security standard that works for every business. Different businesses have different needs and goals. Some frameworks offer very in-depth guidance on very small areas of data security but are greatly appreciated when implemented correctly. [3]


Information Technology Infrastructure (ITIL)	

Information technology infrastructure (ITIL) is a model designed by the British government when it noticed the growing reliance on IT services. It was recognized that there was a need for standardized IT management practices. Rather than businesses design their own IT management practices, it was decided that a thorough, in-depth and standardized set of practices would benefit the whole IT sector, both public and private.  [3,4]
ITIL is set of practices/procedures focused on achieving the goals set by a company, with the aim of designing, building, implementing, fine tuning and maintaining a running system. [3,4]

The ITIL model consists of 5 components [4]:

Business Strategic Perspective
Business strategy refers to the needs and goals of a business. This can include business growth, business security, sales targets, recruitment goals and more. [4]
Service Management
Service management represents the management of services within the business, involving both customer interactions and feedback as well as service workers procedures within he business. Service management also considers the efficiency, performance, communication, costs and effectiveness of the IT systems involved in providing these services. [4]
IT Infrastructure Management
IT Infrastructure management deals with all hardware and software used within the business. This can involve IT support as well as any contracted hardware/software maintenance. IT infrastructure management is responsible for implementing and maintaining the software/hardware required for meeting the businesses goals and needs. Where required, ensuring bespoke software is compatible with other hardware/software within the business that is required for optimal operation. [4]
IT infrastructure management is responsible for making sure the hardware/software in the business is running as required. Ensuring internet performance and reliability are at acceptable levels for business operations. [4]
Security Management
Security management involves all the security policies put in place to maintain a secure network. These policies cover a range of areas including but not limited to [4-6]:
· Access control policies
· Network usage policies
· Device usage policies
· Data handling policies
· Physical security policies
Access control policies allow network managers to restrict and/or allow access of users on the network. This can result in access to certain servers/folder/files on the businesses network only being accessible by certain employees of the business. This method of security not only prevents unauthorized access to files in the business, but also limits the scope for accidently damage by employees such as file deletion, file modification, unintended movement of data etc. [5]
Network usage policies set out the rules on what is and what isn’t acceptable network behavior. This can include what websites the user can visit, whether the user is able to download files or programs, if network usage is tracked/logged and will outline the consequences of breaking any rules set out in the policy. [6,7]
Device usage policies govern the usage of any device on the network by both personal and business devices. The policy can cover any programs that are mandatory for use on the network such as monitoring or remote location/wiping services. The policy will outline the responsibilities of accessing, creating, and handling of data on the device, both during and out of work hours and employment. The policy may require a certain level of device security such as fingerprint/face scan to protect the device. Consequences of breaking the rules set out in the device usage policy will be detailed and can include anything from warning, revoking of device access and potential contract termination in extreme cases. [7]
Data handling policies outline the correct procedures for handling data in all forms. This includes data stored on any medium such as computers, laptops, handheld devices, memory sticks. The policy can include the expected level of responsibility of carrying portable data storage while off business property such as on business trips. The data handling policy will also handle the correct methods of storing/handling/transferring data to ensure it meets legal standards such as GDPR. Consequences of breaking the policy rules will be noted. [8]
Physical security policies ensure all necessary precautions are taken to maintain security of physical business assets. This can include physical devices/machinery, physical access of rooms in a building through the use of passwords, fingerprints and/or keys. Physical lockdown of computers/devices and other portable devices may be required. Appropriate security must be implemented to prevent unauthorized access to high security areas of the business. Consequences of breeching the rules of the policy will be outlined. [9]
Application Management
The first stage of application management is to select the best software (or design the best software) to perform the tasks that the business requires to reach and/or exceed the needs and goals previously set. Cost and time are big factors in making this choice, as sometimes a business may not be able to wait 6 months for software to be completed when a similar slightly less efficient program is available off the shelf. [4]
Application management is the process in which the software being used in a business is configured to perform optimally within the business’s operations. Application management also oversees the life of an application from first implementation to end of life. It is important to ensure maintenance is performed to keep the application running smoothly and efficiently throughout its life cycle. [4]
During an applications life cycle, it may be apparent that changes need to be made. Thorough testing and analysis of the application can help discover inefficiencies or problems within the application. These discoveries can allow finely tuned updates to be implemented to increase efficiency, lower costs, increase productivity or provide some other benefits to the company. This update process can happen continuously throughout the applications life cycle to provide an up to date service. [4] 


ISO 27000

ISO 27000 is a broad series of information security standards designed to be applicable to a range of organizational needs. ISO 27000 has a wide range of standards set out for many individual sections of data security. [10]
A business may find an ISO 27000 standard to fit any sector of their operations such as cloud services, risk management, business continuity and much more. A wide range of organisations are covered by ISO 27000 including commercial, government, and non-profit organisations. [10]
As the data security industry grows and newer technologies are implemented, new standards are introduced to offer new standards of managing security around the new technology. Current standards are also updated to keep in line of any new versions of current technology standards. [10]
Below are some common standards present in the ISO 27000 group that are widely used:
ISO 27001
ISO 27001 is a well-known standard providing guidance for an information security management system (ISMS). An ISMS provides a systematic approach to a business for managing confidential, potentially sensitive information. This standard can be used to aid businesses of all sizes and any business sector to ensure information is secure. [11,12]
ISO 27002
ISO 27002 provides guidelines for a business for information security management, using organizational information security standards. ISO 27002 allows a business to implement information security controls, as well as potentially develop their own tailored information security system management guidelines that more loosely follow the goals and needs of the company’s operations. [13]
ISO 27017 and 27018 
ISO 27017 and 27018 provides guidelines for information security controls that can eb applied to the implementation of cloud services. It achieves this by working off already established standards from ISO 27002 and molding them to be compatible with cloud computing. ISO 27018 specifically deals with PII (Personally identifiable information) using ISO 279100 and ISO 27002 to allow a business to protect themselves from security issues that could arise from PII being exploited by malicious users on the public cloud service platform. [14,15]
ISO 27701 
ISO 27701 adds onto ISO 27001 and ISO 27002 to allow a company to deal with issues pertaining information privacy security. A Privacy information management system (PIMS) can ensure a business handles data correctly in order to comply with information privacy regulation such as GDPR. Data handling within a business is an aspect that a business MUST get right in the current security climate where database leaks and breeches are becoming increasingly more common. [16]

Consortium for IT Software Quality (CISQ)

CISQ is a standard designed to automate the measuring of the size and structural quality of software applications. The standards were created with exploits and vulnerabilities discovered in applications in mind. CISQ claims to be a more focused version of ISO 25010 which also focuses on application security evaluation. [17]
CISQ claims to automate the process of evaluating software by measuring a number of variables in an applications code. Using 29 parameters such as number of catch/throw declarations, number of remote access attempts without time-outs, number of super classes calling sub classes, number of unchecked execution attempts and more. [17]
Compared to ISO and ITIL, CISQ is a very focused security framework designed to aid security in one area (software security) whereas ISO and ITIL generally cover a wider range of security issues in a broader sense. [17]
According to CISQ, there are 74 critical coding and architecture vulnerabilities that should be avoided when designing source code due to the security risks present. CISQ is a standard that can scan through applications code and predict the security levels and how vulnerable an application would be. Unauthorized penetration risks such as stolen information, modified records and other malicious activities can be predicted, therefor the security of the desired application can be modified to prevent the predicted threats. [17]


Case study scenario
Using the above research on available security frameworks and models, a data security plan will be designed to best fit the given business scenario of CaribbeanCoffee. 
It seems that CaribbeanCoffee is struggling to deal with the demands of the business and is being forced to adopt to new procedures to meet the increasing demand.  Allowing personal devices to be used in the business is not a decision to be taken lightly, and a lot of thought and planning must be done to ensure a smooth and secure transition. Adding a public Wi-Fi into the mix adds even more stress and demands on the business to maintain integrity and security of the network and its data.
Using the above researched security frameworks and models it would be appropriate to design a thorough security plan to allow CaribbeanCoffee to be secure in going forward with such a transition of normal business operations.

The areas that this plan will focus on are:
· Security Policies
· Risk Management
· Protection Mechanisms
· Contingency Planning
· Service level agreement
· Security management models and practices

A General security policy governing acceptable behavior should be implemented as a baseline policy for all employees to follow during business operations.

Security Policy
· Any computer or device accessing the company’s network shall only be used by the device owner
· Computers and mobile devices will only be used to perform normal business operations during work hours
· Device features such as audio recording, camera and/or video capture must be disabled during work hours to prevent unauthorized capture of confidential data/information
· Use of non-business applications will not be tolerated during business hours
· Each user will be given a level of access to the company network that is aligned with the tasks required from them during work hours
· The business may remove any users access to the network at any time if deemed necessary 
· User activity will be tracked and logged to aid in any investigations of malicious or negligent behavior 
· All computer and mobile devices are required to be password protected, using a minimum of 10 characters including atleast 1 capital, 1 numeric and 1 symbol.
· Passwords are required to be changed every 3 months with non-repetitive passwords
· All computers and mobile devices must be locked when not in use, and where possible should be auto locked if not used for 5 minutes
· Multiple failed login attempts will result in a locked computer/device requiring IT support to reactivate
· All IT problems are to be discussed with the available IT team only, no users are to attempt to troubleshoot or fix any hardware or software problems themselves
· Where applicable, a VPN will be provided to employees to allow save remote access to the business’s servers
· Users will be made to accept the terms anc conditions including viewing all relevant policies before being allowed access to the business network and computers/devices

As the company is requiring both customers and staff to access the Wi-Fi, it is advised that an additional separate Wi-Fi connection is utilized for the public connection to allow for stricter access restrictions that should be enforced on a public facing Wi-Fi connection. This will allow for a network usage policies to be tailored to each connections needs and requirements. The level of security levels should reflect that. 

Public WIFI network usage Policy
· Access to inappropriate or untrusted sites/applications will be restricted
· Network usage will be tracked and logged 
· No company data will be accessible through the public Wi-Fi connection
· Users can be required to provide an email address before accessing the public Wi-Fi 
· Downloading files will be prohibited on the public Wi-Fi connection
· Users may be disconnected from the public Wi-Fi connection if deemed necessary to protect the integrity of the business


Business WIFI network usage Policy
· Access to inappropriate or untrusted sites/applications will be restricted
· Network usage will be tracked and logged 
· Where required, a VPN will be provided to allow remote access to the business network
· Where required the business Wi-Fi will be able to operate at faster speeds than the public Wi-Fi to deal with the demands on the business network
· Using the business Wi-Fi for non business activities is prohibited
· Employees may be disconnected from the business Wi-Fi connection if deemed necessary to protect the integrity of the business

As the company is planning to allow staff to use personal devices on the company network, it is essential that a device management policy is implemented to outline the rules that should be followed during the use of personal devices on the company network.

Device Management Policy
· Only modern and up to date personal devices will be allowed to access the companies network, devices with out of date security patches will have to be updated before being allowed access
· Employees will be given access to company funded antivirus software where applicable
· An IT support team will be the first point of access for any IT related issues
· Devices may be installed with tracking/monitoring software to maintain security and integrity of the network and its data
· In the event of a misplaced or stolen device, users must notify the IT support team immediately to ensure steps are taken to reduce the chances of confidential information being exposed
· Devices may be remotely wiped in the event of theft or loss of device to prevent confidential information getting into the wrong hands
· Devices must make use of fingerprint/facescan technology where available to increase device security
· Devices damaged while being used for business operations can be repaired or replaced when deemed necessary by the IT support team on a case by case basis
· The company can revoke access of any user at any time if required
[bookmark: _GoBack]The company claims to have a massive social media presence, and a social media policy can help to maintain, improve and secure the companies online presence.

Social Media Policy
· Access to the company’s social media account will only be given to trusted employees, and passwords will be changed if the status of such employees has changed
· Social media posts shall be reviewed and discussed beforehand to ensure the message is clear and aligns with the companies’ interests
· Unless specifically requested by management, users should not reply to other users on the social media account. And when required, should follow a ruleset that is designed to reduce confusion and resolve queries quickly
· The social media account must always be protected by 2 factor authentication to prevent unauthorized access 
· Access to the social media accounts can be revokes at any time if deemed necessary 
· Social media posts will follow a planned schedule of weekly/daily updates depending on what offers are currently available
· No confidential information must be displayed or posted on social media
















Conclusion

To conclude this document, it has to be said that there are huge benefits available to businesses in using the readily available thoroughly designed standards such as ITIL, ISO 27000 and CISQ. 
For a business to create its own security standards, the business is going to have to spend potentially large amounts of time and money and personnel on an end product that may not be to the same in-depth detail of the already available security standards. While it is possible that a business could come up with a security framework that works best for them, many security framework/models are designed to eb flexible and be applicable to businesses of varying sizes with differing goals and needs.
Currently available standards such as ITIL and ISO 27000 have already been through many cycles of being reviewed and updated to meet the ever-growing needs of new technology. Therefor the final result of already established standards being a well refined framework for a business to apply to their operations.
It is apparent that different standards have been able to build off of other standards to cater to their own needs, as discovered during the research of CISQ building upon the already established ISO 25010 by attempting to automate the manual procedures set out in the ISO 25010 standard.
An appropriate security solution has been proposed for CaribbeanCoffee. Appropriate policies have been designed to meet the needs of the business. The plan was created with the needs of the customers, employees and business data/assets/intellectual property as the main areas of focus.
Going forward, CaribbeanCoffee should be able to progress their business knowing that the security of their business as a whole will be at a much higher level than it was previously, providing that the implemented policies are properly enforced.
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