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Introduction
Residing in the Information era, each organisation, big or small, has the responsibility to keep their assets, virtual or physical, safe and secure. Information security illustrates the basic principles of how this can be done. It is a compilation of guidance, processes and mechanisms (digital and physical) created and applied with the purpose of protecting vital data from being disclosed, destroyed, modified or simply stolen by an adverse actor, software or hardware malfunction or just lack of technological literacy.
A similar harmful scenario became the reason for the Republic of Snowdenia County Council’s decision to seek a professional advice regarding data protection practices. A scenario that caused sensitive data to be leaked and involved in illegal activities.
This paper is concerned with analysing and explaining various concepts in information security, assessing the risks of different types of threats and the means to reduce them or prevent them from occurring.  The incident that took place in the Republic of Snowdenia’s County is assessed in detail and recommendations were given about the security procedures that can be implemented in order to prevent future breaches or at least reduce the harmful consequences of such an attack.
The main purpose of the report is to enrich the technological literacy and improve the security awareness in RSCC by offering a consultation regarding their security practices.
[bookmark: _Toc40291186]CIA and Ways to Improve Data Security
The so-called CIA Triad is a model consisting of three basic concepts that build the foundation of information security (InfoSec). Confidentiality, integrity and availability (CIA) are primary characteristics of  not only digital data and information security but also physical network infrastructures, hardware and software security.
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Figure 1. CIA Triad (University of Toronto, 2018)
[bookmark: _Toc40291187]Confidentiality
Confidentiality refers to protecting one’s data, files and sensitive items, and delegating access only to authorised parties with the main purpose of keeping these elements private and secure. Some of the main attack vectors used to compromise confidentiality are:
· Encryption hacking;
· Password cracking;
· Insider leaks;
· Phishing attacks;
· Accidental exposure of confidential information;
Some of the countermeasures that can ensure confidentiality are:
· Use of encryption keys to protect sensitive data;
· Multi-factor authentication;
· Biometric verification;
· Strong password policy.
[bookmark: _Toc40291188]Integrity
Simply said, integrity concerns with preventing unauthorised alterations of data. Integrity measures provide guarantee for the authenticity and completeness of data that is not only static on system storage, but also data that is travelling across the network (transferred data, emails, etc.). Undesirable data alterations might occur even through authorised access. A vital part of keeping the integrity of the data is not only preventing undesirable changes, but also the ability to recover from such events (Yobicash, 2018).
Prevention measures:
· Implementing permissions to restrict actions on certain data;
· Limit access to authorised parties only;
· Hash verifications and digital signature to ensure authenticity and that the data is not corrupted.
Recovery actions:
· Undo or rollback functionalities, provided by different applications or DBMS;
[bookmark: _Toc40291189]Availability
Availability refers to having an uninterrupted access to the data by authorised users. Most of the times availability might be compromised by any type of system failure, from power loss, server malfunction and low network bandwidth to software crashes. If some of these issues are caused by a malicious actor, it is referred to as a Denial-of-Service attack (CertMike, 2018).
Countermeasures:
· Redundant infrastructure;
· Backup and RAID systems;
· Backup power supply;
· Firewalls and secure routers.
[bookmark: _Toc40291190]Data Security
There are many challenges to deal with, which are common for all three legs of the CIA triad. Such are the Man-in-the-Middle (MITM) attacks, which is discussed in detail further in the current paper. A software or hardware failure, which can be prevented or recovered from, by installing robust infrastructure with high redundancy and backup or RAID systems. This could be supported by specialised software to monitor the system’s and network’s performance.
Another challenge when ensuring CIA is the human element. A fundamental part of each company’s well being is the correct way of administering personnel. Cautiously delegating administrative access to a limited number of people, security-oriented training etc. Also, depending on the company’s needs, physical security control might be implemented over the equipment and facilities that store the data of interest. These measures are also useful in the case of inside leaks.
Talking about CIA triad, it is very important to consider the exact needs of the organisation. The key to a strong security practice is in the balance between the amount of restrictions implemented in a way that is not going to majorly affect or slow down the company’s activities. It is also crucial to monitor and assess vulnerabilities and update the security practices according to the constantly changing risk environment.
[bookmark: _Toc40291191]Intrusion Incident Analysis 
Focusing on the specific intrusion case in RSCC, there are three different attack vectors that the intruder used to infiltrate. These are ARP poisoning, password cracking and remote Wi-Fi hacking. 
[bookmark: _Toc40291192]Man-In-The-Middle
Simply put, the MITM attack is an unlawful intercepting of the network communication between two parties by an unauthorised third party with the purpose of exploiting, recording or tampering with the data traffic between them (Swinhoe, 2019). MITM attacks can target different surfaces – browsers, mobile devices, cloud applications or storage and many more. It takes advantage of the vulnerabilities of a network, including all its components like routers and other devices connected to it. The attack might consist of simply listening to the communication between the two targets. Another type of action is rerouting the traffic between them to the attacker’s device or a location of his choice. In both cases, a connection between the attacker and the targets needs to be established  (Umawing, 2018).
There are different types of MITM attacks depending on the targeted surface. The current incident is concerned with ARP poisoning. ARP, or Address Resolution Protocol is a function of a device that provides resolving IPv4 addresses to MAC addresses and temporary maintaining that information in a table called ARP table or ARP cache. In order to explain how ARP functionalities work, there is a need of basic understanding of network operations.
The OSI layered model describes the network operations in seven different layers which provide information of what functionality each layer has.
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Figure 2. OSI model (Source: Cisco Net Academy)
The Data Link layer (layer 2) in particular acts as a connection between the upper layers and the physical layer, by preparing the data units for travelling through the network medium. In this case the device needs to connect the IP address of the destination device with its corresponding MAC address. This process is executed by sending a broadcast ARP request to all devices in the network. When it receives the MAC that corresponds to the IP address of interest, it stores the information in its ARP table and the communication between the two devices can begin. This is where the MITM attacker gets in. Essentially, he intercepts the ARP request and replies to it with a MAC address of his choice, thus redirecting the packets from the source device to a destination of his choice (Shrivastava, 2008).
ARP poisoning attacks make use of the Ethernet connections in a LAN. It cannot be done remotely (Umawing, 2018), which implies that the attack has happened from the inside of the organisation. Since it is incredibly hard to detect MITM intrusions , a good security practice in this case is preventing or mitigating them. A powerful tool for doing this is using an IPS of some kind. An Intrusion Prevention System must be a fundamental part of a network infrastructure which contains in itself a detection system (IDS) plus the ability to stop an ongoing or future attack, or at least reduce the damage that might be done. Other ways of going around the MITM are using HTTPS links, implementing latest TLS protocols or using a VPN connection.
[bookmark: _Toc40291193]Password Cracking
First line of protection of unauthorised access to sensitive data in most software or web applications is password authentication. With the rapid increase of the number of software applications a person uses in a daily basis and given that most of them have more and more requirements about the complicity of their passwords, people tend to adopt some bad habits in order to remember every one of them. They use the same password on different applications, they come up with a pattern to create easy to remember passwords, they write down their passwords and keep them in a place with easy access to it etc. All of these habits make the cracking of a password and the ways of doing it easier. There are multiple techniques for discovering a password. For example, dictionary and brute-force attacks use a database of passwords that are commonly used by people with the difference that the brute-force attack also uses combinations of alpha-numeric symbols, which makes it significantly slower. Another technique is intercepting the password while travelling over a network. Keylogging software is becoming very popular amongst hackers, even on amateur level. Also guessing the password if the attacker is in possession of any personal information about his target.
Keeping this in mind it is extremely important for the organisation to implement a strong password policy. This would include practices such as obliging people to change their passwords in a certain period of time, use strong combinations and implementing multi-factor authentications, like verifying their credentials and biometric authentication. IDS, IPS and firewalls also protect against keylogging.
[bookmark: _Toc40291194]Wi-Fi Hacking
Another vector of attack used in the specific intrusion incident, is the Wi-Fi facilities used by the employees to access data from home. Most of the public wi-fi networks have many weaknesses that can be explored by a harmful actor. The attacker might take advantage of weak passwords and use any of the previously mentioned techniques to crack it. Or they can target each component in a network, such as switches or routers, including the devices connected to it. 
So, best practices to prevent wi-fi hacking are respectively connected to the authentication processes implemented. Also, as mentioned before, the administering of access should be done carefully and if possible, the access to sensitive data should only be granted locally inside the organisation.
[bookmark: _Toc40291195]Conclusion and Final Recommendations
Keeping data safe in times when data is everywhere and the means to access it are multiplying rapidly. More and more internet connected devices are being used daily from a single person, Wi-Fi networks are available almost everywhere and the convenience of working remotely is tempting and efficient in every aspect. However, this trend is causing more and more information security issues and constantly creates vulnerabilities for organisations and their technological infrastructure. Confidential information leaks, identity thefts, bank applications hacking are some of the multiple targets for an unlawful intruder. This is why it is extremely important for every company, institution or organisation to have extensive security policies. 
Starting from complying to GDPR security requirements and regulations, such as principals of processing personal data, the use of certification mechanisms, securing audit trails etc (Pols, 2018).
Another countermeasure recommendation to be followed, as mentioned before, is implementing a strong authentication processes for user logins. The same should be applied on network devices, creating multi-layer authentication plus password encryption and the use of network security protocols like SSH.
Also, remote access to sensitive data should be restricted to local devices only and whenever remote access is inevitable, the use of VPN connections should be provided.
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