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[bookmark: _Toc38883485]Abstract


This paper will display and provide an understanding of knowledge upon the infrastructure and backbone required to create a secure network in a cyber-secure manner within a home and organisational structure.

This report will discuss information on network topologies within a home and organisational environment and provide a thorough understanding on security issues, vulnerabilities, network devices and their strengths and weaknesses, types of network attacks and prevention/eradication techniques and the ability to provide a fully secure implementation of a network. In the present day, the main issue faced by such networks are security vulnerabilities and attacks on a network from unknown sources, attacks are increasing, and the variation of attacks are changing with different types of penetration techniques that are able to exploit the network and the users data and information. 

To complete a detailed research and testing, previous relational work will be gathered and tested upon their hypothesis as well as the creation of networks and testing the security to locate exploits will be looked at to create a plan on how to overcome or eradicate them to create a secure network.

The testing of this report will take place within the UWTSD SA1 Campus, within the cisco lab where there are router, switches, PCs and IoT Devices in place that will help compile a situational test for a Local Area Network (LAN) and a Wide Area Network (WAN). Upon the finding of any network exploits and vulnerabilities, the compilation of these issues will be noted, another testing will be taken out to show the eradication of the vulnerabilities and a plan on how to ensure none of these issues occur again will be created, this will display the papers ability to provide supervision of network security as well as the authors knowledge in this area of study.

A few key areas that are to be considered with networking are scalability, bandwidth, network speeds, availability for connectivity, redundancy, data back-up and its time, standardisation of networking tools and resources (hardware and software), a strategic disaster recovery plan and the ability for future growth in the network in terms of scale and the ability to allocate additional devices on to the network. 

The following experiments will be orchestrated on chosen software such as Cisco Packet Tracer and Kali Linux OS and its penetration tools as they provide the operability and capabilities to withhold the construction of the network and simulations as well as the network penetration capabilities.

The main aim of this paper is to provide the intended audience, the ability to construct an ethical solution to abide by networking criteria as well as using the correct algorithms whilst being able to follow the authors guide in the completion of a secure network structure.

Overall, the submission of this paper will compile a solution for a home user or organisation network administrator to implement within their topologies that will provide security features for a network as well as the creation of a problem free converged network with secure devices.
[bookmark: _Toc38883486]Chapter 1 – Introduction to The Report

[bookmark: _Toc38883487]1.1 Introduction

The ability to produce an academic project proposal that displays a comprehensive understanding of the subject topic given will be assessed in the terms of data collection, interpretation, analysis and presentation using the relevant research methods. The writer should be able to critically review the researched literature and provide results for an audience that are specialised and non-specialised within the subject area whilst being able to demonstrate development strategies for a proposal that is suitable in terms of ethical and sustainability guidelines.

This paper will compile and introduce underlying standards of network structures from the research and analysis of factors in the design of the network, the security issues related to the network and its design, the transmission of data as well as the availability and integrity of the network and its data. The author will assess the chosen ideologies in relation to the creation of a research proposal by studying the related approaches and purposes of them. The sources gathered for this report by the author will be relevant to the topic of study, up-to-date and will have a high degree of integrity to provide a solution that is viable to the audience. 

The main focus of this report is to provide an in-depth overview on how to implement a secure network whilst containing and maintaining measures such as creating, testing, updating and redeploying. The creation of the network will look into fundamentals such as simulations, equipment, resources and the overall cost. The testing of the network will look at key features such as penetration, security and its measures, efficiency, flexibility and scalability. The updating factor of the network will look at principles such as the ability for the network to adapt to changes such as resources in terms of hardware and software or security. The redeployment factor will look at if the network is able to continue to run successfully after being rectified to provide the end user a secure network for use.




[bookmark: _Toc38883488]1.2 Aim

The aim of this project is to be able to implement a secure network for home and organisational use whilst considering vulnerabilities and how to overcome them whilst providing an analysis of both types of networks.

[bookmark: _Toc38883489]1.3 Objectives

The following objectives that will be listed will coincide what will be concluded within the report’s main findings and research:

· Analysis of historical, current and future network infrastructure and trends
· Constructing an evaluation assessment of risks and issues related to constructing a network and providing successful resolutions
· Design and creation of networking environments in simulation and physical locations
· Research into threat identification and providing security measures for data protection within a network
· Ethically attempt to attack a network device via an unauthorised method
· Analysis of penetration testing

[bookmark: _Toc38883490]1.4 Project Structure

This project is constructed into three major aspects of report writing. Firstly, the report will provide the research aspects of the major project; looking at background research and evaluation and research methodology, this section will provide an overview on what the report will be about and how the whole project will be undertaken. The second section of the report consists of a practical approach orchestrated by the author; in this case the author will create a network and test the security and its vulnerabilities in an experiment led approach to test a hypothesis. The final section will conclude with an evaluation on the results from the experiments with an in-depth analysis to match the findings, providing the audience recommendations and ways to overcome and/or prevent these vulnerabilities from occurring.

Overall, the ending of the report will conclude an evaluation on how each section of the report was used methodically to provide the audience with a descriptive review, considering the aims, objectives and testing to justify if the hypothesis set was matched as well as being able to use the research literature systematically to provide recommendations. The following section below defines each chapter of the report in-depth.

[bookmark: _Toc38883491]Chapter One provides an introduction into the report and what it is about, providing the reader with what the aim is and the objectives that will be tackled to provide a conclusion for the hypothesis set out by the author. It also states the structure of the project and the stages the author will complete to progress within the report.

[bookmark: _Toc38883492]Chapter Two displays the background research undertaken to provide facts and figures for the author to evaluate critically to provide informed answers. A literature review will also be looked at, where the author adapts their research to what is already in place within the subject area to provide an understanding that is individual to the author. Resources will be gathered from multiple variations of sources.

[bookmark: _Toc38883493]Chapter Three explains the authors research methodology approach to the report which will act as aid for the author’s reference. The methodology outlines what the author’s practical research will be and how it will be undertaken with the provision of procedures on how to solve the overall aim of the project. The research onion will be used as a reference guide that will explain the author’s approach in detail.

[bookmark: _Toc38883494]Chapter Four coincides the author’s practical aspect of work. This section provides the reader a formulation for the problem at hand by displaying the author’s problem design and implementation that has been created from the inspection of the project requirements. Here the ethical considerations of the project are required to be met in order to progress with the experiment (practical aspect).

[bookmark: _Toc38883495]Chapter Five provides an overview of the author’s practical design outcome by analysing the test results and if they have matched the research criteria’s results, improved or worsened in comparison. Here the author will assess if the objectives of the project were followed in order to achieve the project aim. An evaluation is further created to identify the strengths and weaknesses of the projects practical side and justify as to why there were discrepancies.

[bookmark: _Toc38883496]Chapter Six provides the reader with an overall conclusion to the report, whilst gathering facts from the experiments conducted and the research undertaken. Here the author creates recommendations tailored to the required audience as well as clarifying and justifying the reasoning behind the research undertaken and the methods used to construct the critical evaluation.

[bookmark: _Toc38883497]Chapter Seven presents a list of all the academic references and resources that were used by the author and are accredited throughout the report. Each reference is reflected by a citation mark next to where the author has implemented them as a reference within their work.




[bookmark: _Toc38883498]Chapter 2 – Research & Literature Review

[bookmark: _Toc38883499]2.1 Introduction

This chapter looks into and discusses the background research undertaken to the project, the literature and the reviewing of it and relevant related work associated within the field of study and aspects of the project. The analysis that will be created will regard to the different types of vulnerabilities within a network, the types of attack that can occur and how to overcome them as well as being able to create a highly secure network to be able to limit the possible disruptions that can affect the network. Referring back to the projects aim and objectives, works associated will be regarded to in-depth to be able to provide a viable result for the intended audience.

Computer networking has always been a critical area of study within the computing field, furthermore, this has created a demand in the need for secured, functioning computer networks within various types of environments. 

Today, any sort of organisation or even home will have an internet connection from an internet service provider, comprising of multiple wired and wireless smart computer devices, that are connected to the internet to download, upload and share different types of data and information throughout the network and to other networks in different geographical locations. The number of people connected to an internet network has gone from 1.1bn in 2005 to 4.5bn as of January 2020 [1].

A computer network is an infrastructure within an organisation or home environment where devices are connected to transfer data and information to each other whilst being presented on the same network through wired or wireless transmission mediums [2]. The primary issue that comes in to play whilst dealing with computer networks and architecture is the security of the network; the strength, the capabilities and possible risks of attacks and the types of attacks committed against the network will need assessed thoroughly with measures in place to overcome such issues, furthermore, the more secure a network can be, the more likely the viciousness of an attack against the network will be created in proportion to its security measures further leading to an over-problematic data network. 

Cybersecurity is the defence of computer devices and their data from malicious attack by hackers who try to attain data and information for, in most given cases, financial gains and in other instances to completely fraud a victim by completing identity theft [3]. Many attackers infiltrate networks due to the lack of experience in computer security users have and the ways to prevent such attacks, it only takes one breach of a network device for whole network to be compromised from attacks such as malware, spyware, viruses and worms to be installed and replicated throughout the whole network and its devices. Not only is a computer network not secure, but also the internet, attackers can infiltrate users through websites with the use of phishing tools and live viruses, such attacks can be of less risk by ensuring the use of secure passwords and encryption as well as firewalls being installed. Other network attacks and vulnerabilities include: Tampering, DoS/DDoS and Privilege Escalation.

Other than cybersecurity, the obvious method of physical security is left unnoticed, this includes the protection of hardware’s from accidental damage or theft as well as the unlocked use of software’s that have been paid for being able to be copied and used on another unknown device. Ways to overcome such security issues include; locking room with hardware when not in use or locking hardware’s down into place and securing computer programmes and data with passwords or creating read/run only files that cannot be copied, rooms where equipment is kept should have cooling systems in place and if possible fireproof surroundings.

[bookmark: _Toc38883500]2.2 What Makes A Feasible Network

The primary element when creating a network connected to the internet is to consider the internet service provider you will be using and the quality of service, they are able to provide you within your given environment. 

The second consideration is the ability to allow the network structure to provide scalability when required in the future, this means allowing for expansion in terms of devices and location, an organisational network may look to expand their network to another area of a country or city, within this consideration, employees that engage with the “Bring Your Own Device” (BYOD) option for work, should be able to use their device and connect to the network instantly and continue on with their work with no hiccups [4]. 

The third consideration is security and resources, this means choosing the right security features for the network in terms of software’s and devices on the network to ensure data is secured from unknown threats as well as considering system integrity. Another consideration is a back-up plan in place for the network if there is an error that causes the network to go down, there should be a feasible plan that allows for minimal to 0 downtime in order for the network to be up and running again [5]. 

The most crucial consideration is maintenance, the network should be easy to maintain and manage by the users as well as the network creator/manager, users should be trained to basic troubleshoot the network if any problems do arise and the network manager should create the network in such a structure that is easy to repair should any huge difficulties arise to the network such as attacks and human error/misuse. 

In the current climate of digitalisation, network users will look for networks that provide excellent quality of data and information transfers within a short period of time, also, whilst being able to provide flexibility and expansion for more devices to join the network without any hiccups. The overall use of networks and smart computer devices has been able to provide an ease in functionality as well as automation in day to day activities.

A network type that is more commonly used in the present day are Mobile Ad Hoc Networks (MANETs), where a collective of wireless networks are formed dynamically and randomly without the need for a network infrastructure [6]. The use of MANETs has increased due to the network being autonomous, being able to adapt and reconfigure to changing topologies within the network. With no centralisation, this network has any smart computer device being able to connect and leave a trace of entry, further allowing attackers easy access into the network and planting threats and attacks such as malware, spyware and eavesdropping tools for devices such as smartphones.


[bookmark: _Toc38883501]2.3 Common Types of Computer Networks and Their Uses

There are many different types of computer networks that are being used within the world of networking, some more commonly used than others due to their characteristics relating to the network users’ requirements.

[bookmark: _Toc38883502]Local Area Network (LAN) [7], the most commonly used network, where two or more computer devices are connected within close proximity of each other, so they are able to share data and information resources to each other. Additionally, incorporating the use of wireless technology such as a router can allow for devices to share resources over a wireless network connection changing the functionality of a LAN into a Wireless Local Area Network (WLAN) [8].
[image: Local area network - Wikipedia]













[bookmark: _Toc38883458]Picture 1 - Illustration of a Local Area Network [40]

[image: What is wireless local area network (WLAN) - SaturnVPN][bookmark: _Toc38883459]Picture 2 - Illustration of a Wireless Local Area Network [39]




















[bookmark: _Toc38883503]Wide Area Network (WAN) [9], the next most commonly used network where similar to a LAN network, devices are connected however through longer distances by being remotely connected over one big network. The internet is an example of a WAN [10], it connects all computer devices in the world to be able to share data and information that can be accessed anywhere in the world.
[image: Software-Defined Wide Area Network Market Driven by Highly Effic ...][bookmark: _Toc38883460]Picture 3 - Illustration of a Wide Area Network [41]






















[bookmark: _Toc38883504]Metropolitan Area Network (MAN) [11], is a network that is substantially larger than a LAN but smaller in size than a WAN with components from both types of networks. A MAN covers an entire geographic such as a city and interconnects LANs into a large single network that can further offer connection to a WAN via point-to-point connections.
[image: Network Diagram][bookmark: _Toc38883461]Picture 4 - Illustration of a Metropolitan Area Network [45] 




















[bookmark: _Toc38883505]Enterprise Private Network (EPN) [12], is a network type that incorporates the networks listed above and is created by businesses to support their networking needs by allowing business locations to be securely connected to each other.
[image: Network Diagram Software<br>Enterprise Private Network *]



















[bookmark: _Toc38883462]Picture 5 - Illustration of an Enterprise Private Network [42]


[bookmark: _Toc38883506]Virtual Private Network (VPN) [13], is an encrypted network type that can be accessed remotely from a public internet connection regardless of the location and is hard to be traced, giving the user online privacy as well as anonymity, this is done by masking the users original Internet Protocol (IP) address.
[image: ][bookmark: _Toc38883463]Picture 6 - Illustration of a Virtual Private Network [44]



















[bookmark: _Toc38883507]Storage Area Networks (SAN) [14], are a high-speed network of connected storage devices that are connected to multiple servers that transfer data resources from the current network and create their own high-performance network for data transfer. SANs can be virtual, unified or converged.
[image: SAN Storage]










     	[bookmark: _Toc38883464]Picture 7 - Illustration of a Storage Area Network [43]










[bookmark: _Toc38883508]Campus Area Network (CAN) [15] also known as a Corporate Area Network, that is found in educational constituencies such as universities and colleges. They consist of many LANs being interconnected to create one huge network that is within a small geographic area, that is smaller than a WAN and slightly bigger than a MAN, dependant on location of constituencies.[bookmark: _Toc38883465]Picture 8 - Illustration of a Campus Area Network
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[bookmark: _Toc38883509]2.4 Cybersecurity Issues

Cybersecurity is the ultimate practice on the protection of a technological systems users, processes, technological devices, data, information and networks from cyber-attacks through an online environment mainly through wireless communications. Cybersecurity is important when having an online presence as smartphones and various technological devices hold vital information and data of their users, it is very important to adhere to prevention methods to stop cyber criminals from intercepting such data and information as it could very costly to the users in many way in terms of mental health as well as financially.

There are many contexts related to electronic information security and they can be categorised into:

· [bookmark: _Toc38883510]Application Security – this security is related to the protection of software and devices from external threats. If software is not updated when required this could pose threats to ultimate user by letting the particular software be exploitable and any data created from the software can be altered, copied or deleted. Devices require the most protection and security features as they are the main gateway to a user’s online presence and store all vital information, if devices are not secured, they can be exploited for all data and information stored which can further be stolen and sold, duplicated or held for ransom. Furthermore, security measures that are weak or minimal can result in system failures due to the machines and software’s not adhering to correct measures and further allowing them to be accessed and tampered with [16].
· [bookmark: _Toc38883511]Information Security – this security measure is related to privacy and integrity of data and information that is being stored or in the process of transit to an end destination, this type of data must be heavily protected as this could be important resources related to the user and therefore must be password protected or encrypted when being stored and especially when being transported so data cannot be intercepted by the wrong hands and used for the wrong reasons [17].
· [bookmark: _Toc38883512]Network Security – this category of security is related to the protection of an entire computer network from unauthorised users, attacks and malware. To ensure strict security, network hardware must be programmed with the highest security such as usernames, passwords and firewalls to ensure that the network manager can only have access to such areas, this further protects the user’s network from being hijacked and used for various different negative reasons [18].
· [bookmark: _Toc38883513]Operational Security – is related to process and decision handling within the networks, further, identifying permissions given to the network and system users and recognising what resources they have access to and what data they can create, store and transport [19].
· [bookmark: _Toc38883514]Disaster Recovery, Back Up & Continuation – this is related to the preparation and contingency plan should any natural disaster occur or any other type of disaster. The considerations here are how to recoup the loss of data or operations and allowing such things to return to their original operating states before disaster occurred furthermore, occupying a back-up plan. Continuation is related to when the network can still be used without certain operational resources and how well it can continue to cope [20].
· [bookmark: _Toc38883515]End User Knowledge & Training – the most unpredictable and unnoticed security related issue is the actual network system user who can introduce viruses etc. unknowingly by not adhering to security measures, training users about new types of attacks and network/system safety will result in ultimate protection of data, information and resources from going into the wrong hands [21].

[bookmark: _Toc38883516]2.5 The Scale of Cyber Attacks

Cyber threats are related to malicious activities or crimes that take place online mainly for financial gains or to show power over a user. It has been reported that within the first half of 2019, 4.1 billion records of data breaches have been reported [22], increasing year on year due to new trends in attacks and the gains from attacks. Many cyber-attacks occur against big name corporations as they are more likely to hold vast databases of information and data that can be used for benefit and financial gains by being sold multiple times. Attacks have gone from simply guessing a password to gaining access to a password protected area and utilizing software’s, data and information for different kinds of benefit. 

[bookmark: _Toc38883517]2.6 Types of Cyber Threats

In the current day, there are plentiful cyber threats and different types of attacks that are being used, created and innovated daily to compromise a user’s computer system or network. These attacks or threats are used for various reasons such as financial gain, embezzlement, power, pleasure, ease of exploitation, espionage or sometimes just to prove a point.

There are various types of cyber threats and attacks being used worldwide online to disrupt a system or network such as:

· [bookmark: _Toc38883518]Password Attacks – this is the most commonly used attack that is attempted by many, not just hackers, where an attempt to gain access to a computer devices or network by trying to crack the password by merely guessing the password or in a hackers case, using password cracking tools that use algorithms to crack passwords in order to gain access information and data. Many attacks see the user’s password get changed, fully blocking them out from systems or user areas, causing the user to factory reset their system or account and starting from scratch, creating a loss of vital information and data [23].
· [bookmark: _Toc38883519]Malware – this is a type of “malicious” software that is easily installed onto a computer unknown to the user, where the software is able to replicate, disturb or disorientate uses of the computer system and its programs. The system at hand can be infected by many different malicious software such as viruses, adware’s, worms, trojans, spyware and many more disgruntling malwares [24].
· [bookmark: _Toc38883520]Denial of Service (DoS) and Distributed Denial of Service (DDoS) – these attacks exploit vulnerabilities of a system. A DoS attack is intended to ensure that a computer system or network is inaccessible for its services for the intended user by shutting down a machine or making the machine completely useless. These types of attacks occur when an attacker floods the target user machine or network with vast amounts of traffic that their system/network is unable to handle causing their machines to crash. A DDoS attack is of similar fashion to a standard DoS attack, however, multiple systems are used to orchestrate attacks on a single target, also they focus more on the network layers of a system such as: Layer 3 – Network Layer, Layer 4 – Transport Layer and Layer 7 – Application Layer, these layers are specific in order for a user to use a machine or webpages and whilst these are being attacked they are unable to provide the data being requested, furthermore, crashing the system or webpages and making them fully inoperable. The two methods of DoS and DDoS attacks are flood attacks and the crashing of services, where the target receives too much traffic for its server to handle causing buffering times, further slowing the systems down and eventually causing them to crash and stop [25].
· [bookmark: _Toc38883521]Phishing – this type of attack is related to social engineering, where an attacker displays themselves to be as a well-known entity such as a bank or government related body, an email or message is created to a specific scenario that such entity may provide for the user, the malicious link is then clicked onto and instantaneously, malware is installed onto the system as steals information such as user data, bank details, addresses, funds and other types of cyber related theft, this type of phishing is called spear phishing where a specific target is chosen [26].
· [bookmark: _Toc38883522]SQL Injection – this type of attack is a code injection technique, where an attacker attacks applications that have data entry fields by creating their own fields or SQL statements, where if a match occurs, the contents from the data fields will be discarded to the attacker where they are able to tamper with data or completely eradicate data making it unavailable on the system, furthermore, making it unavailable for the user [27]. 
· [bookmark: _Toc38883523]Data Modification – this attack is also related to social engineering, where an attacker accesses information and data on their target and uses modifies files or information to the point of them being corrupted and unable of being used. Data integrity is a key factor when it comes to data modification, the stronger the security on such data and information, the less likely it is to access the data hidden within files.
· [bookmark: _Toc38883524]Sniffing & Spoofing – both of these attacks correlate in an attack against a user. Sniffing is the term given when an attacker intercepts network traffic such as data/information packets that are being transported and gathering that information for use. Spoofing is a term given when the information collected from sniffing is used to become an imposter, an attacker poses to be the target they have acquired information on in order to gain access to another system or distribute cyber attacks to various parts of a computer network [28].
· [bookmark: _Toc38883525]Man-In-The-Middle (MITM) – this attack is related to eavesdropping, the name MITM is given to the interceptor of information from a sending destination to a receiving destination. An attacker uses a vulnerable router (poor security or free Wi-Fi hotspots) and awaits a user to connect to the internet and can watch in real time what the user is looking at and all the data and information that is being input, sent and received without the user knowing [29].
· [bookmark: _Toc38883526]Eavesdropping – this term is given when an attacker is “listening” in on the traffic communication between two destination points within a network. The attacker is able to intercept data being sent and received, however, when wireless transmission is involved such as a Wi-Fi router, the hacker is more at ease to intercept data as the wireless medium is open and ready to establish a connection with all wireless nodes surrounding, thus, any information being transported is wireless and easily acquirable through the air without the attack being an intended recipient of the traffic being sent [30].
· [bookmark: _Toc38883527]Worm – this type of virus can manipulate itself to reproduce into different parts of a targeted network, the worm clones itself and infects multiple applications, programs, data and information and in most instances completely deletes such things after the attacker acquires what they require. Worms can pass on to another user dependant on how they are programmed and continuously keep reproducing [31].
· [bookmark: _Toc38883528]Adware & Spyware – this segment of malware relates to viruses that are always active when a computer system is turned on and mainly connected to the internet. Spyware relates to the tracking of a user presence and the analysis of their behaviour whilst being online, tools are used to gather user personal information such as banking details and browsing history. Adware is a name given to a nuisance virus which uses the user’s behaviour and browsing cookies to present advertisements related to them [32].
· [bookmark: _Toc38883529]Ransomware – this type of virus falls into the category of trojans. Attackers mainly use ransomware in order to gain financially over a victim, they hold or completely lock sensitive data and information of their target as ransom and until a sum of money is paid the data is not released back to the victim. Ransomware is installed sometimes unintentionally through the downloads of data that look clean such as music, however the malware is also attached to the downloadable files and installs onto the system immediately when the downloaded file is opened. Through phishing, spam emails that are opened are a common method that attackers use to deploy ransomware [33]. 


[bookmark: _Toc38883530]2.7 High Profile Cyber Related Attacks

There are plentiful cyber-attacks that have occurred over the past years, some using legacy methods others that are new and innovative ways to attack a computer system or an entire network, that have gone on to be of very high profile due to the victims that these attacks were carried out on. Cyber attacks of high calibre include:

· [bookmark: _Toc38883531]Kansas Heart Hospital, Kansas City, May 2016 – the cybercriminals that orchestrated this cyber-attack, used the ransomware method, where an employee reported losing access to hospital files that had been locked by the cybercriminals until a ransom was paid. Hacker’s did not provide full access to system files until a second ransom was submitted, which the hospital had declined to pay causing the hospital to take out insurance policies to help cover loses that occurred due to the cyber extortion. This attack was completed for financial gain [34].
· [bookmark: _Toc38883532]Dyn, North America, October 2016 – the hackers had created a serial of DDoS attacks across multiple systems throughout Dyn’s North American territory, not allowing web users to gain access to high profile websites using an attack method called the Mirai botnet – an array of IoT devices, where vast amount of unbearable traffic was sent from these devices causing the systems to not be able to handle the traffic, furthermore, creating a crash and stoppage of all services. This attack was completed to showcase exploitation points [35].
· [bookmark: _Toc38883533]Municipal Transport Agency, San Francisco, November 2016 – criminals involved in this cyber-attack had hijacked and infected more than 2000 computers that operate San Francisco’s public transport systems using a variant of HDDCryptor malware, encrypting all system data and not allowing them to operate as normal, this further made all transport free for the time being as payments could not be accepted, hackers held a ransom of 100 Bitcoin. This attack was orchestrated for fun and financial gain [36].
· [bookmark: _Toc38883534]Sony PlayStation Network, Worldwide, 2011 – hackers had stolen 77 million people’s personal details and managed to make the entire online networking structure to be completely downed using a breach method that allowed access through exploiting vulnerabilities within the security of Sony’s systems [37].
· [bookmark: _Toc38883535]Yahoo!, Worldwide, 2014 – 500 million user accounts data and information had been stolen by hackers due to exploits within their MD5 algorithms. Due to the extreme number of data stolen, Yahoo! Is currently still ongoing lawsuits for failing to provide exact information as well as being too late to react to such breaches as these have occurred multiple times against Yahoo! in the past few years [38].

[bookmark: _Toc38883536]2.8 Sources of Cyber-Attacks

The sources of these cyber-attacks are mostly anonymous or unknown towards the system or network and can occur from any part of the world without being traced due to the methodology being used by hackers in the present day, where IP addresses are untraceable and network are privately masked and can be shown to be wherever in the world due to the complex nature of virtual networks.

Sources of cyber-attacks include, but are not limited to:

· [bookmark: _Toc38883537]Another User of The Same System - the sources of these cyber-attacks could simply be another user of the same computer system attempting to gain access to another user area of the system by guessing their password further gaining unauthorized access to data and information.
· [bookmark: _Toc38883538]World State Governments – Russia is the world’s biggest association of hackers towards other governments around the world, this has led to cyberwarfare worldwide, where Russia has been at the heart of big leaks of classified information from government authorities such as the US White House. These attacks are orchestrated to leak information that is being withheld from the public in order to display the reality of what governments are hiding.
· [bookmark: _Toc38883539]Terrorists – terrorist associations commit such espionage to hijack networks and systems of their information and data, simply to have an over-hand against their enemy creating hostage situations whilst having industrial information on their targets. Terrorists carry out attacks to threaten or commit serious harm to their target by causing disruptions to their day-to-day operations.
· [bookmark: _Toc38883540]Organised Crime Syndicates – criminals attempt to commit cyber-crime rather than attacks as they are interested in financial gains through the internet. Some activities that are committed include: fraud, theft, stalking, the sale of illegal goods, scams, exploitation and threats. Criminals have changed the way they acquire money from these acts and are using cryptocurrency that is untraceable and easy to turn into any sort of physical money.
· [bookmark: _Toc38883541]Hackers – hackers attempt to gain access to systems and networks through the use of their own technical knowledge, cracking tools and resources in order to gain access to a computer system by breaking in through bugs and exploits in security. Their main objective is to display the power they possess over a system or network for financial gain and reputation.
· [bookmark: _Toc38883542]Disgruntled Insiders/Employees – disgruntled associates are more likely to modify, discard or steal valuable information, data and assets of a corporation due to them being mistreated as they have access to areas within systems that require certain logins and passcodes, unrestricting the capacities that they are able to access.
· [bookmark: _Toc38883543]Business Competitors – competition of corporations are most likely to cyber-attack in order to look into a corporations financial information and data and oppose their own strategy on how to overcome the business, sometimes by using the target corporations techniques.   

[bookmark: _Toc38883544]2.9 Security Measures

When creating a network or setting up a computer system that is destined to be connected to the internet, there are many safety precautions a user must adhere to when it comes to both the accessibility of hardware and software. There are many ways that systems and networks can be compromised and infiltrated if correct security measures are not planned, constructed and adhered to, the following measures will display high security when using such systems and networks:

· [bookmark: _Toc38883545]Locking Down of Hardware – one key security measure that is unnoticed, is the physical security of hardware, meaning the locking down of equipment in place so physical thefts cannot occur if users are not present. Most thefts occur in relation to electronics devices that withhold a lot of a person’s data and personal information that can be used further to commit other attacks and crimes.
· [bookmark: _Toc38883546]Password Protection – passwords allow for first layer of security protection for devices, data and information files. The characteristics of a password include the use of uncommon strings of text, numbers and symbols which create a complexity bypass, making it hard for somebody to guess or tools to crack, also the regular change of passwords allow for limited access for breaches to accounts.
· [bookmark: _Toc38883547]Updating Software & Operating Systems – in regular intervals, companies provide regular service updates and patches for systems and applications, that come with enhanced security features after exploits have been located, updating such software will make sure programs and operations can run whilst being secure from unknown attacks.
· [bookmark: _Toc38883548]Anti-Virus Software – these software’s are security solutions that are able to detect when threats have entered a system and instantaneously eradicate the threat from doing any harm to the system and its files. Most anti-virus software are able to combat the cyber-threats listed above allowing for complete protection to the system at a cost.
· [bookmark: _Toc38883549]Install Firewall – the installation of a firewall, dependant on preference of the user, prevents unauthorised access to or from a private network, configurations can allow for certain traffic to be accepted or blocked upon examination from the firewall to see if the intended traffic meets the user specified criteria. They also protect a system from preventing access to private networks from the internet, overall, they are a security monitoring application that protects a user and their network from being accessed.
· [bookmark: _Toc38883550]Create Back-Ups – creating regular back-ups of data stored within a system will allow the user to fall back on close, up-to-date files, should any hiccups or system failures occur. In terms of a cyber-attack occurring, having back-ups will allow a user to pick up where they left off on if hackers delete, modify or crash their system.
· [bookmark: _Toc38883551]Secure Connection to Wi-Fi & Webpages – public Wi-Fi connections have many security exploits and are easy to manipulate, making sure the device being used has all security features in place should allow for unproblematic internet connection, to make a connection to such a network even more secure, the use of a VPN will allow for secure connection between the device and the internet. To ensure security whilst browsing the internet, ensure payments are being made to trusted and secure sites as they provide encryption of data when such actions are taking place.
· [bookmark: _Toc38883552]Data That Is Being Posted Online or Stored on System – anything that is posted online once will stay there forever, so users must ensure they be careful what they post online as it may contain sensitive information that can be used against the user. Always question if there is a heavy requirement of the need of you storing data online as well as storing data on the physical hardware as such data or information can be replicated by an outsider.
· [bookmark: _Toc38883553]Educate System/Network Users – teaching user of these computer systems and how to act should any cyber-threats occur will give network better data security and overall protection, as this factor is the sometimes the main cause of cyber-attacks occurring to systems due to users not practicing crucial data protection laws.

[bookmark: _Toc38883554]2.10 Related Work

This section will present similar works in relation to the authors hypothesis by using deeply researched academic and public literature resources in order to provide a strong hypothetical answer to the reader of this report, this will also allow the reader to gain different perspectives of similar works with the option to view differences and how they were overcome.

[bookmark: _Toc38883555]Computer Network Security Evaluation Model Based on Neural Network

A key area of research that is undertaken within this report is the focus on a network design before implementing a physical network. Security measures are dependent on how a network is built and the components within a network, this then displays the requirements of what needs to be kept secure within the network. The following academic research paper explains the creation of a viable network solution that interconnects nodes that works for both home and organisational use.

The characteristics of a simulation were used as an experiment in order to evaluate key network features such as network security, threat detection, network traffic and algorithms. Many different designs of networks were created which in turn evaluated the traffic and analysed key factors when a network has been attacked such as the time of the attack, the frequencies of the attack, the type of attack and the threats that coincide with such attacks. Many results were created due to the number of networks that were implemented, which presented that adjusting any internal structure of a network will provide various different outputs in terms of security, operational and physical features [39].

[bookmark: _Toc38883556]The Real Work of Computer Network Defence Analysts

Another key area of study within this report is risk assessment and evaluation which relates to the preparatory upon creating a network. All exploitable risks must be considered and must have a manageable contingency in place should any risk occur or to ensure a risk is completely eradicated and unable to reach the network and its systems.

This paper looks into the investigation of network analysts and how they are able to achieve effective computer network designs with strict risk evaluations that lead to a seamless running network. The data looked includes what analysts goals are to ensure a viable network is created, the types of tasks and decisions that will be undertaken within the network from its systems, the data stored on the system and the sources and integrity of the specific data, the tools being used in order to combat cyber-attacks as well as identifying the certain risks in direct association with the network [40].

[bookmark: _Toc38883557]Computer Network Security

Network type is a key factor within this report. As the report is looking at a viable network design solution for home and organisational use, the main network types that come into mind are LAN’s, WAN’s and MAN’s. The magnitude of network capabilities, vulnerabilities, weaknesses a d loopholes coincide with the chosen computer network infrastructure which in turn gives the network manager the ability to create the best network practices and solutions whilst considering ultimate effective security of the network as a whole.

This paper looks into the roles of legislations, regulations and enforcement when it comes to computer network security in relation to certain products and services that may be used when constructing a computer network whilst taking into consideration the future of a network when scalability is capable of occurring  and technological advancement in network resources. This academic resource raises the different types of legislative, social, legal and ethical security issues and considerations when looking into individual and collective security issues [41].

[bookmark: _Toc38883558]2.11 Conclusion

To conclude Chapter 2, the author has discussed key aspects of networking infrastructure and cybersecurity upon the gathering of research a multiple sources as well as engaging in a literature review that has identified academic resources that relate to overall hypothesis of this paper which has allowed the author to assess the different capabilities that the resources have used to overcome similar aspects of work. The analysis of these resources allowed for support of the objectives and overall project aim, displaying that the methods that have been considered for use are attainable. The choice of the academic resources within the related work section are able to display similar knowledge and investigative techniques that the author will be considering and using throughout this report, coinciding with the chosen research and review of literature, the different types of studies and materials related to the field of study; Computer Networks & Cybersecurity, show the different types of factors that need to be considered heavily upon the creation of such networks whilst examining different security features and how to adapt to them dependent on the network being created. In regard to related works, critical analysis had taken place of the resources that had matched the authors methods of study and relations to a similar project aim and objectives, taking into thought the different abilities of computer network and their security features, that refer to the authors main work frame for practical development in a similar situation.

The following chapter lays out the standards the author will follow in their research methodology, which will insight the approach chosen to undertake the project and report as a whole with valid reasoning.







[bookmark: _Toc38883559]Chapter 3 – Research Methodology

[bookmark: _Toc38883560]3.1 Introduction

This section of the report looks into how and what kind of research will be taking place in order for the author to achieve the planned aims and objective of the report, the schematic of the research onion will be followed to provide an in-depth process of how the authors approach to create a viable research methodology which will further adhere to the hypothesis of the project. Research is the search and investigation of relevant information to a chosen topic of study which in turn provides new insights and knowledge to the author as well as the reader of this report.

It is essential that this chapter is completed with complete effectiveness to ensure methods and philosophies are being followed correctly as well as ensuring that the data being collected is exact and able to answer the authors research question/s. The research onion looks into detail on how the author must devise a research plan by looking at factors such as; research philosophy, research approaches, research strategies, time horizons and data collection methods, this further provides the ability to ensure a systematic plan is in place whilst gathering effective, analysed information and data for intended use of clarifying the report hypothesis as well as providing an analytical conclusion.



[image: Analysis of Saunders Research Onion - Thesismind]
[bookmark: _Toc38883466]Picture 9 - Research Onion [42]




[bookmark: _Toc38883561]3.2 Overview of Research

Following on from the image above, the research onion displays the many methods of the process when it comes to the research of a topic in order to provide a strong, viable answer with the correct data collection method to follow the four chosen subdivision methods, which will be discussed subsequently.

[bookmark: _Toc38883562]Research Philosophy 

Research philosophy is directly associated with the source of the data or information that is being used and how it is being used. The author has chosen a research philosophy of “positivism”, where research data will be critiqued, analysed, evaluated and measured to provide a thorough explanation whilst establishing links between variables within the research data to the practical data that will be created by the author. Data and information will mainly be derived based on previous experiments of a similar kind and analysing the results to match, differentiate or create a different type of result by manipulating different variables within the practical side of this report. The author will concentrate on factual evidence (results & data) to abide their hypothesis so there are relational results to similar related works [42].

[bookmark: _Toc38883563]Research Approach

Research approaches help analyse a detailed evaluation based on the chosen methods of data collection from the initial assumption the reader may have without any background knowledge of the given topic. The author has chosen a “deductive” research approach which allows for the testing of the hypothesis upon the creation of results and testing arguments that in turn create an ultimate justification as to why the data results are deemed suitable for the testing of the hypothesis. Furthermore, the objective of this project is to provide a secure network solution, which will apply the use of a mixed methods research collection of data, using both quantitative and qualitative approaches. Qualitative research allows the author to create hypothetical questions in relation to the practical side of this report, whereas the quantitative approach tests theories whilst examining the variable produced to provide an effective, analytical result where required [42].

[bookmark: _Toc38883564]Research Strategy

The research strategy displays the overall type of method the author is undertaking to provide an answer to the topic of study. The strategy unfolds the planning, execution and monitoring of the main areas of focus which propose to the overall research methodology. This project is predominantly experimental based, where the author is able to conduct tests which create results and further allow for the author to test the aims of the project, which overall answers the hypothesis in a positive manner [42].






[bookmark: _Toc38883565]Research Time Horizons

This segment of research methodology relates to the time taken to complete the project and relevant tasks in regard to the two different methods of time horizon as displayed by the research onion; cross-sectional time horizon and longitudinal time horizon. The cross-sectional method refers to the information that has been captured by the initial researcher further, correlating the information that has been created by the author. The longitudinal partition of time horizons relates to where the author gathers information from on the similar study areas for the project over a given period of time [42].

[bookmark: _Toc38883566]Data Collection Methods

This area of research methodology relates to the data that has been collected that requires full analysis. As shown by the research onion, data collection is divided into the extraction of primary and secondary sources of data. In relation to the project, the primary data that will be collected is measurable results of data such as time which will be composed by the author. The secondary data that will be used is data from external sources that have already been composed and will be used for comparison and assessing the different points of view to see if the hypothesis is feasible [42].



Table 1 - Data Collection Methods
	Report Chapter
	Research Approaches That Will Be Used

	Introduction to The Report
Chapter 1
	Online articles and Books

	Research & Literature Review
Chapter 2
	Academic Journals, Books, Online articles, Web-based secondary sources & IEEE Xplore Library

	Research Methodology
Chapter 3
	Academic Journals, Books, Online articles, Web-based secondary sources & IEEE Xplore Library

	Design & Implementation
Chapter 4
	Project Proposal and Project Design

	Evaluation
Chapter 5
	Analysing all outcomes from each chapter

	Conclusion
Chapter 6
	Reviewed upon completion of project as a whole

	Reflections
Chapter 7
	Reviewed upon completion of project as a whole









[bookmark: _Toc38883567]3.3 Research Design

The reasoning of research design is to incorporate different research approaches into a systematic plan that can be followed throughout the gathering of data including distinctive areas of study. The plan should allow for the author to adapt an approach that is easy to follow to ensure that they provide a feasible achievability of the project aim and the objectives. An action plan is required to identify the research methods that will be used which will in turn identify any strengths and weaknesses for the author.

[image: Design Models | LinkEngineering]
[bookmark: _Toc38883467]Picture 10 - Research Design Model [43]
 
Picture 10 details the research design aspect the author will follow to provide a viable experimentally based solution whilst following the research methodology chosen. The model details the devised guidelines of a plan, analysing the best systematic approach that can be considered when creating such an experiment to provide a strong hypothetical answer that can be replicated. 




[bookmark: _Toc38883568]Step 1 – Looks into the problem that the researcher is faced with; to able to provide the intended user of the report the ability to construct a secure network for use

[bookmark: _Toc38883569]Step 2 – Researching the problems faced by the researcher and intended user; cybersecurity issues and attacks that may affect the user network or systems

[bookmark: _Toc38883570]Step 3 – Identify possible solutions; have a look at ways to overcome the given problem through viable research methods and identify the advantaged and disadvantages of each

[bookmark: _Toc38883571]Step 4 – Select the best solution; having looked at different solutions and scenarios to overcome the problem, an experiment-based solution was identified to be the most advantageous for the author

[bookmark: _Toc38883572]Step 5 – Construct the prototype; this relates to the implementation of the design of the experiment, in relation to this project, a Cisco Packet Tracer simulation will insight the problem formulation

[bookmark: _Toc38883573]Step 6 – Test & evaluate the solution; this relates to the critiquing of the chosen solution and seeing if the solution has worked to provide outputs for the objectives

[bookmark: _Toc38883574]Step 7 – Communicate the solution; this is effectively analysing the solution in comparison to related works and objectives to see if the results required have been achieved and if so, how can they be improved

[bookmark: _Toc38883575]Step 8 – Redesign; this related to the solution not providing the desired outcomes, hence creating another solution to ensure the objectives are met.

[bookmark: _Toc38883576]3.4 Research Deliverables

The intended outcome with such project is to be able to provide an experimentally based trial where the results and variables are near similar or exact in the terms of being reproduced or replicated by different users of this report. The results should be able to display how the project was managed, planned and provided a success upon the objective, further displaying the ability to recognise the factors within the methodology. In comparison to related works, results from other sources will be deemed as the desired achievable to provide an insight into the desirables required by the author for this project, from here the author will be able to highlight the positives, negatives and the changes required within their approach.

[bookmark: _Toc38883577]3.5 Potential Risks & Limitations

The main issue when creating an experiment led thesis answer is to be able to prove the integrity of the research approach methods. Many key risks with such project include; data loss to error, network interruptions, overflow of traffic within the network creating a crash and an unethical attack occurring to the network that is being tested upon.

To ensure such risks are avoided and are kept to a minimal, planning of counter attacks and the establishment of a network monitoring scheme should take place to display the changes that occur to the network, knowingly or unknowingly, lowering the damage scale of the network should such problems arise. The author faces a limitation of programming languages in terms of understanding and limited knowledge surrounding the coding modules that may be required within the testing segment of the experiment.

[bookmark: _Toc38883578]3.6 Projected Advantages & Disadvantages of Project

The author has established advantageous reasoning for this project that will benefit the user of this project report by:
· Proposing the creation of an operational and fully secured network for computer systems with minimal to zero vulnerabilities
· Limit the ability for cyberthreats and attacks to occur against their network
· Lower costs by developing and teaching user’s new knowledge of systems and threats and how to plan against such risks
· Ensuring the security and integrity of user data within the network against unknown threats

However, as with any such project, there are the possibility of emerging disadvantages such as:
· The use of data resources may be scarce in relation to the project, which in turn affects the integrity of results created from the experiment
· Possible disasters occurring with no ability of recovery 
· In relation to the experiment; network disruptions such as crashes, loss of connectivity and other errors will cause the experiment to be disrupted heavily
· Network breaches that cause the author loss due to unknown activity from another source

Such advantages can be created, and the possibility of disadvantages can be lowered if the project plan is systematic and followed undoubtedly throughout.

[bookmark: _Toc38883579]3.7 Conclusion

Overall, this chapter has entailed the research investigative techniques that will be used by the author in order to provide the reader with an insight on to the project and its deliverables. The discussion of key research areas such as approach, strategy, time and data collection methods were discussed giving an exact reasoning as to why the author has chosen the route for their project and why, abiding by a systematic action plan. Upon the completion of the action plan, the author should be able to provide the reason why as to their research design method has provided the ultimate answer to adhere to their hypothesis by using the results gained from their own data collection and the processes that they had chosen to use.

The following chapter will explain the design features of the authors experiment and how they intend to create and implement their objectives to describe their overall project deliverables.






[bookmark: _Toc38883580]Chapter 4 – Design & Implementation

[bookmark: _Toc38883581]4.1 Introduction

This chapter supports the authors choices within the research methodology chapter to provide the user with a viable solution to the problem at hand. Considering the results from related works, the author has created a design of their experiment and implemented it to provide the user with a simulated insight into their problem-solving technique, which is thoroughly adhered to project hypothesis.

[bookmark: _Toc38883582]4.2 Problem Formulation

The problem formulation looks at the main issue that requires to be tackled by the chosen research method by the author, further, the author aims to provide an answer for their hypothesis through the design and implementation of a viable solution. The main problem of this study is related to the ability to implement a secure network for use dependent of the given environment by addressing security issues/features and network design.

To gain a successful resolution to the project outcome, tools, application and resources related to networking and cybersecurity will be utilised, including; Cisco Packet Tracer, Kali Linux and its penetration tools, which will allow for the visualisation of the creation of a network, detecting and testing of security issues and the monitoring of the network as a whole.

[bookmark: _Toc38883583]Cisco Packet Tracer will allow for the user to create a simulation-based aid where a network scenario will be created with network resources such as end devices, router and switches that will be programmed into a real-life scenario with various instructions that apprehend to the security issues at hand.

[bookmark: _Toc38883584]Kali Linux and its penetration tools will allow for the author to attempt to penetrate network security and its features by generating cyberattacks that were discussed in chapter 2, this will allow for the author to replicate life-like attacks and be able to monitor how the network/system copes when in the attacking state as well as testing the security to issue any limitations which will in turn provide effective analysis on how to adhere to extreme security for the network and its resources. 

[bookmark: _Toc38883585]4.3 Design

The author has created some proposals in terms of illustrations to display how they will conduct their experiment. The topic of discussion in this section will be to display what the author deems as a secure network as well the testing of network security features with justification.

Upon thorough justification, the network structures will be chosen and an attack to run in parallel for both will be pursued by the author to display some sort of network security vulnerabilities. Once a network structure has been designed, the author will propose the devices linked to such environments as well as the configurations required for the network resources and devices.

[image: ]
[bookmark: _Toc38883468]Picture 11 - Home Network Structure
The above picture demonstrates the concept of a smart home that has been created by the author showing the network environment and the structure of a LAN within a home, by using Cisco Packet Tracer. Devices have been allocated by the means of network connectivity through wired and wireless medium to be able to replicate a real-life home network scenario.

Furthermore, vulnerabilities will be attempted to be discovered upon the use of penetration tools that will be attacking network hardware and mediums.

An immediate network attack that can display all user devices within a network and their IP and Mac addresses is an ARP scan that takes place on a router. From this the attacker is able to manipulate any kind of device they find such details on and perform direct attacks due to the weak security on the router.

[image: ]
[bookmark: _Toc38883469]Picture 12 - ARP Network Scan Design








A network hardware penetration technique the author has looked into is Wi-Fi cracking. The following diagram will display the attack being conducted by the Kali machine on a router. Kali Linux was run in Virtual Box, a platform where a virtual workstation has been created in order to execute attacks, so the machine at hand will not be affected. The picture below explains how the machine will penetrate a router that is connected to the internet.

[image: ]
[bookmark: _Toc38883470]Picture 13 - Wi-Fi Cracking Design Technique

Another attack that has been considered in relation to network penetration is a Man-in-the-middle attack. The aim of this attack is to display any network compromises within security which will be exploited if there is an attacker (man-in-the-middle). This will be shown by the author being able to hijack any network traffic in transport to their new connection.

[image: ]
[bookmark: _Toc38883471]Picture 14 - Man in The Middle Attack Design

[bookmark: _Toc38883586]4.4 Implementation

Implementation considers the authors design models and discussed above and replicates them in real life to provide results and variable the author has been set out to retrieve and analyse. As previously mentioned, all penetration attacks will be based on a virtual machine that is running Kali Linux.


The initial aim is to have a network that attacks can be carried out upon with devices that are connected to a router for internet use, so the author, due to restrictions has chosen to scan their own home network to apply the home environment situation. The following step by step technique will show how the author was able to scan any devices connected to their network and was able to identify the IP and Mac addresses of the devices located.

[bookmark: _Toc38883587]Implementation of ARP-Scan

The author begins to orchestrate the attack by installing the tool required for the depository that allows for the machine to be able to scan the network for devices.

[image: ]
[bookmark: _Toc38883472]Picture 15 - Installing ARP-Scan

The next step is to start running the tool to identify the network and to scan for devices. The command “sudo su” enables the terminal to run tools, this is then followed by the tool code which allows for the tool to run; “kali# arp-scan -h”.

[image: ]
[bookmark: _Toc38883473]Picture 16 - Running ARP-Scan with Code
The following command “-l” is used in order to provide details of network address and host names where possible along with details of devices.

[image: ]
[bookmark: _Toc38883474]Picture 17 - ARP-Scan Command

Finally, upon the command being executed, the tool is able to provide network address details on the devices that have been located to be connected to the router for internet use.

[image: ]
[bookmark: _Toc38883475]Picture 18 - Device Details

[bookmark: _Toc38883588]Implementation of Man-in-the-Middle Attack

The author will attempt to orchestrate a MITM attack on a given network host, the following screenshots will provide a guide on how to orchestrate the attack and the commands that will be used.

The use of MITM tool Ettercap will be used to execute the given attack.

Initially, Ettercap is started, and the GUI is open with immediate access to sniffing of the selected interface.
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[bookmark: _Toc38883476]Picture 19 - Ettercap GUI and Sniffing Process




The scan of the target network is then taken place.
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[bookmark: _Toc38883477]Picture 20 - Network Scan

This is then followed by the identification of the hosts that are available to place this attack on
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[bookmark: _Toc38883478]Picture 21 - Host List
















The selected hosts are added to the attack list and sniffing of these connections are started.
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[bookmark: _Toc38883479]Picture 22 - Sniffing Process Begins

Upon the completion of sniffing, the ARP Poisoning victims are confirmed by the author and penetration tool, which in turn displays images or packets that are being passed from the device to the internet. Due to the authors targets not being computer devices (they were smart tv boxes), screen capturing could not occur to display what had been sniffed.
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[bookmark: _Toc38883480]Picture 23 - Confirmation of ARP Poisoning Victims

The end result will entail the targets screen being hijacked and the MITM being able to view what the target is looking at.






[bookmark: _Toc38883589]Implementation of Vulnerable Port Scanning

A tool that is used to orchestrate the scanning of backdoors and open ports within a network is ZenMap. This tool is able to identify the open areas of a network that attackers can penetrate and gain access to. This attack will be orchestrated on the authors MacBook.
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[bookmark: _Toc38883481]Picture 24 - Network Address Port Scan

The scan is completed, as shown in detail, the “host seems down” is the message displayed as there are no open ports on the chosen IP address this is because a firewall is in place, selecting the traffic allowed into the network as well as the selection of the desirable use of ports as chosen by the author in installation of their firewall.

[bookmark: _Toc38883590]4.5 Conclusion

This chapter has reflected the problem that was identified at the start of this project with the aid of design solutions and physical implementations of the chosen designs to reflect the authors research. This chapter should show as to why the author attacked their formulated problem in the chosen way they did with complete justification and a set of viable, reproducible results that can be created in a similar way by the user of this report. The designs were created as strategic representations on how the experiments would work before being implemented using tools and hardware by the author. The implementation was an experiment led result locator, results are provided in the means of screenshots to show the attacks that were executed and documented.

[bookmark: _Toc38883591]Chapter 5 – Testing & Evaluation of Implementation

[bookmark: _Toc38883592]5.1 Introduction

This chapter will overview the implementation results and report as a whole to see the effectiveness of the data that was produced throughout the experiment phase, as well as being able to identify the correlation of results from related works.

The following of the aims stated by the author at the start of this report will be compared, however due to restrictions (that will be stated at a later chapter), many of the achievable factors were only completed within simulated environments.

[bookmark: _Toc38883593]5.2 Testing & Evaluation

The creation of a home network structure entails the reader of the typical devices, structure and layout of typical smart home network and how they all co-operate in conjunction to each other with minimal hiccups. In a real-life scenario there may be extensive connections of devices with strong security features that were not able to be replicated through simulation software, hence for the low security features when testing implementations. The author managed to use their own home network to provide relational attacks referring to the construction of a home network.

The ARP Scan provided results of scanning devices connected to the authors home network, however, due to small size of the network, only 3 hosts were found. In relation to a real-life organisational scenario, a business network would boast multiple network devices, creating a host list with multiple network addresses that would be able to be penetrated as soon as such information is discovered. The objective of displaying network security was met, however due to the limited number of hosts, this cannot be configured to an organisational network.

The replication of a cyberattack known as Man-In-The-Middle was replicated through the authors home network, where data that was being transferred from a network device to the internet was being sniffed by the Ettercap penetration tool. Upon the discovery of network hosts, the tool allowed for the author to select the device and attack their connection and allowing them to view what should’ve been uncompromisable data due to security. However, the main issue here is that due to the devices that were connected to the hosts network not being computer devices, the data that was sniffed was unable to be displayed due to the medium not being in a viewable state.

Finally, port scanning allowed for the user to display the mitigation of unknown security flaws within the network that are not usually displayed by the system when setting up. ZenMap was used to check for open ports and backdoor entry that could be used buy hackers to enter a network unnoticed. Due to the author already having a firewall in place on their system, the application displayed that were no entry point or vulnerable security areas, hence, the ability to display that major device security was taken into consideration when initially setting up the device.
[bookmark: _Toc38883594]Chapter 6 – Conclusion

[bookmark: _Toc38883595]6.1 Report Conclusion

To conclude this project report and its chapters, the main focus was to arise issues that are faced by network users in terms of cybersecurity and network security related issues that comprehend a user from having an effective, usable network for daily use. The objectives chosen to accommodate security issues and how to overcome them were in strict relation to the overall project aim, to be able to construct a secure network dependent on the chosen environment. 
The research that had been undertaken was to simplify computer networks and cybersecurity for the intended user of this report, by demonstrating sound knowledge and understanding of the topic of study by the author, giving the reasoning behind why this study is admirable to support the authors aim. Relevant information sources were used that abided by the authors objectives to give a strong overview of the security issues that have already been studied by other authors, displaying to the author the results required from their report. The focus became strengthened on cyberattacks, security and ways to overcome such problems by monitoring the network and creating a plan to ensure these problems do not occur. The overall reviews of cyberattacks as a whole was effective in giving the author the selection of attacks that they should look at in-depth for their experiment, ensuring the aim and the experiment that was projected to be undertaken would provide a match in terms of results and outcome.
The methodology followed by the author defined the way that they would answer their hypothesis in a viable solution. The use of a systematic approach allowed the author to follow a standard of research to propose a strong argument in reference to the techniques and methods of research that they were using.
Furthermore, upon the evaluation of research and methodology, the design and implementations of the proposed solutions by the author were deemed applicable and suitable for another user to use by the author as they provided reasoning to the methodology chosen by the author, to provide substantial execution when it came to experiment to display security vulnerabilities and issues related.

[bookmark: _Toc38883596]6.2 Recommendations

For further research within this area of study, different types of network related attacks such data mining and information gathering can be executed to gather data on a network users’ area and attack them to discover files and other documents. This will insight a look into personal hacking attacks on an individual not just a collective of network machines. Another cybersecurity topic that will provide viable results to this project would be application penetration testing, where the author would attempt to crack into system applications and exploit any vulnerabilities that would cause harm to the machine or network as a whole, this will insight a look into security issues within a system, rather than targeted hacking. And finally, to ensure the validity of this report or similar, cyberattacks that are new or trending can be looked at, this will allow for the creation of new researchable data that can be experimented on to create variable results that can be analysed and concluded upon the methodology used to undertake such attacks.

[bookmark: _Toc38883597]Chapter 7 – Reflection

This chapter assesses the authors potential and limitations when it came to undertake the project proposal initially and the result that they have created in conjunction to the aim, objectives and project hypothesis.
In general, the project had flown positively from initial planning to the development phase and the plan set out by the author at the start to execute this project was adhered to in a strict manner. The many problems that were encountered included the use of applications and systems that the author had never used prior to this project which required the author to adapt their skills to newly found knowledge from academic resources as well as tutorials on how to use Kali Linux and its tools with the aid of YouTube. In conjunction to Kali Linux, the tools that were used by the author raised another weakness of not knowing the command prompts required to execute attacks for the experiment, this led to the author researching commands in forums that provided step-by-step guides on how to complete the tool attacks.
In relation to real-life scenario testing, this area was deemed as dismissed by the author due to the pandemic surrounding COVID-19, the author was unable to use the hardware resources stated, deteriorating the outcome of this project by a vast majority, which in turn caused the author to select the solution from their back-up plan which was to simulate the environment and configure the attacks in the most adaptable manner.
In relation to individual assessment, time management within the tackling of key features of this project was understood to be a weakness by the author, in some given instances, too much time would be given to tasks, limiting other tasks at hand or too less time was given to tasks, distinguishing the ability to construct a quality piece of work. Also, the creation of an effective contingency plan is beneficial so the author would be able to continue working with a back-up plan with minimal hiccups affecting the quality of the work, hence the adapting to the back-up plan during this pandemic, causing the author to deter their work instantaneously, changing the project outlook.
Overall, this project has enabled the author to independently produce a project that is viable in attaining a bachelor’s degree within this subject area after using the knowledge and skills gained throughout the time of study. The use of academic resources has provided the author with different ways to tackle a problem when required in an independent manner further allowing the skills gained to produce ideas for a collaborative. This project should be able to display the study time that has gone into the Computer Networks & Cybersecurity subject, also displaying the enthusiasm the author had when creating such an issue to answer that is changing daily, worldwide.
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