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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 

[image: ]























Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B-2000
	172.16.2.0
	
255.255.248.0
	172.16.13.1
	172.16.13.254
	172.16.13.255

	D-500
	172.16.14.0
	
255.255.254.0
	172.16.14.1
	172.16.15.254
	172.16.15.255

	F-180
	172.16.16.0
	
255.255.255.255
	172.16.16.1
	172.16.16.179
	172.16.16.180

	E-60
	172.16.16.181
	
255.255.255.255
	172.16.16.182
	172.16.17.242
	172.16,17.243

	A-16
	172.16.17.244
	
255.255.255.16
	172.16.17.245
	172.16.18.6
	172.16.18.30

	C-6
	172.16.18.7
	
255.255.255.8
	172.16.18.9
	172.16.18.15
	172.16.18.16
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To understand IPv4 and IPv6 addressing, we first need to look at what defines each addressing format. To begin with we need to understand what an IP address is- An IP address serves to identify devices and their location. This effects all devices such as computers and mobile phones that have internet connectivity. When you think of the millions of devices around the world, you realize the scope of IP addressing. With this understanding we can know look further into understanding both IPv4 and IPv6 addressing. 
The Internet Society states that  “IPv6 is the next generation Internet Protocol (IP) standard intended to eventually replace IPv4, the protocol many Internet services still use today.” [1]. This give us an insight in to how to compare them against each other. Differences between the two are that IPv4 is 32 bits and has a total range of 4.3 billion possible addresses. In comparison IPv6 is 128 bits,  and has a total range of 340 undecillion possible addresses. Any device that connects to the internet will need a numerical IP address. This is so that the device can communicate with other devices. IPv4 was the original IP address scheme. Comparitech states that “IPv4 was created in 1983 before the internet ever went global, and yet it remains the primary means of routing internet traffic between devices today.”[2].  However IPv4 is running out of addresses which is why the need for Ipv6 has come into play.

It’s interesting to compare the security of IPv4 and IPv6 . Security was and is a key factor during the development of IPv4 and IPv6 networks. This is especially true when it comes to IPv6 which, moving forward will be likely used on a broader scale.  The Search Networking states that “IPv6 auto-configured addresses have three security implications: They allow attackers to reduce the search space when performing address scanning attacks, they allow correlation of node activities within a network and they can make host tracking easier.”[3]. These vulnerabilities highlight the complexity and scope when considering security at length. Although IPv6 could be seen as IPv4 with more space, there are a number of differences that set them apart from a security standpoint. Comparitech states that the following characteristics set the IPv6 apart. These differences are as followed “Multicasting allows a single packet to be transmitted to multiple destinations in a single send operation. Autoconfiguration allows devices to automatically configure their IP address and other parameters without the need for a server. Network-layer security adds IPSec encryption to all nodes, though it’s no longer a strict requirement. IPv6 will work better on mobile devices by eliminating triangular routing. The processing required by routers handling requests is much more efficient and simplified”. [1]. This list shows that whilst also having more room, there are also improvements made that will be beneficial when the transition over to IPv6 is compete. After researching both IPv4 and IPv6 with regards to security, there are both similarities and differences to consider. 

Another interesting area to discuss in the transition from IPv4 to IPv6. Comparitech states that “The transition process has been slow. The bottleneck primarily lies with internet service providers, but also with data center and end users.” [1].  This shows that there are a few factors as to why the transition period is gradually happening, instead of right away. Although the length of time taken could be viewed as a negative, it could also be viewed as a positive. When more time is taken, this can reflect that more care and preparation has been put in place. The primary factor that could be holding up the transition is the cost, or the notion that upgrading to IPV6 will be expensive. Any upgrades can be both costly and time consuming. This is especially true when it come to upgrading routers and servers because of the scale of the upgrade. This factor will influence why the transition is happening gradually and why the two coexist at the moment. Another factor is the buy in from companies. Some companies look ahead to have the latest upgrades, but this will not always be the case. A lot of companies are budget conscious, they won’t normally commit the time and money to upgrading unless they have to. This could mean delays in the transition as companies might be more reactive to upgrading rather than proactive. Some companies will only embrace the upgrade when the previous version will no longer be supported. The transition is also affected by the end user. By the end users being aware of both IP addresses and knowing why the transition is taking place, they are more likely to embrace the change that come with the move over to IPv6. 

In conclusion the IPv4 fundamentally does the same as  IPv6, however IPv6 has the availability for far more addresses and as we’ve discussed there are some areas which have seen developments and improvements. The move to IPv6 is an eventuality, as without it, our ever growing technological society will run into addressing issues . There is a strong possibility that eventually, we may find  IPv6 will also run out of addresses like IPv4. However, this is something that will be not be a concern for a considerable amount of time. By the time this starts to become a concern, there will likely be a new IP addressing scheme. Although both IPv4 and IPv6 currently coexist, IPv6 is like to be utilised a lot more in the near future.
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