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[bookmark: _Toc182306129]Introduction
The aim of this report is for me to gain a comprehensive and educated understanding of chapters 2, 3 and 4 within Cisco DevNet, then being able to create a reflective statement on these modules, learning about APIs, Sandboxes, Learning Labs, Software Design Patterns, and software development as a whole.
[bookmark: _Toc182306130]Chapter 2 Overview
During my time on chapter 2, I was introduced to DevNet’s fully integrated developer environment through my browser. DevNet allows developers to create API’s (Application Programming Interfaces) through the Developer environment and gives its working developers an array of resources, such as the Learning Labs, Sandboxes, coding exchanges and documentation.
I learned about the Cisco learning labs and the product suites it offers to developers to practice and learn. The labs use courses which can be used to practice modules a developer is learning. Contained are labs, modules, and tracks [1]. The learning labs can be completed quickly and can be part of a module or a learning track, the lab lessons are more specific problems that a developer can encounter. The modules can take longer to complete and contain consecutive learning labs in order to gain better understanding, finally the learning tracks contain both modules and labs for a comprehensive understanding.
The next portion I moved onto was the Sandboxes, which are used as a testing area for developers to apply their designs and technology without damaging important data. The sandboxes are comprised of three environments; Firepower management centre, used for security; Meriaki Enterprise, used for Networking; and the Network Assurance engine, used for Data centres.
I looked into was the community forums page, known as coding “exchanges” where developers can create posts to query, update, search or answer other user’s problems or solutions to their challenges they are facing on Cisco DevNet. The code exchange on DevNet uses the GitHub API along with active moderators in order to deliver a smooth experience to the community.
DevNet also contains a developer support section, where a person can take a ‘ticket’ and question a Cisco developer on a certain Cisco product that they might have a problem or trouble understanding with.



[bookmark: _Toc182306131]Chapter 3 Overview
I moved onto Chapter 3 which covers software development using software design patterns, version control systems that use GIT (Global Information Tracker), reviewing code and focusing on the software development life cycle. Along with covering the basics of coding and data formats. 
Learning about the software development life cycle is the process of developing software using the six phases, starting from an idea and ending with its delivery. Analysis, Design, Implementation, Testing, Deployment and Maintenance. There are several methods to execute the cycle, such as a the very linear and unchangeable waterfall method, the flexible agile scrum method, working in sprints and quick discussions, then there is lean method which stops waste and maximizes the work output. 
Alongside this, I found out about design patterns and their uses, though the most important of these being the Model-View-Controller, a three-component architectural design pattern that is mainly used for user interface and web development.
GIT is an open source and distributed Version Control System. It is easy to learn and is available for all operating systems. GIT files are stored within repositories, with modifiable copies stored within a working directory. GIT files are contained within three states, committed, modified, and staged.
by keeping code clean, it is easier for developers to read. There are also several methods and functions that are used to contain blocks of codes in order to avoid duplicate lines of code and easier reading. Reviewing code is also important, examples of reviewing can include “Over-the shoulder” reviews or “Formal Code” Reviews. Testing is almost a necessity since a developer must make sure their code works before it is produced, this is done through either ‘Unit’ testing or ‘Integration’ testing.
Finally, the chapter covers exchanging information to APIs through data formats such as XML a parent of HTML language, JavaScript’s JSON and YAML. 
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In chapter 4 I covered the use of APIs, REST APIs, the designing and architectural style of APIs, rate limits of APIs and working with webhooks and troubleshooting REST APIs.
An API is an Application Programming Interface, which are used for tasks such as automating tasks, integrating data and functionality, making life easier for a consumer of a webpage, a good example of an API would be Google Maps API for its map.
There are two types of API styles, Synchronous and Asynchronous APIs. Synchronous APIs respond to a user directly, using client-side processing, letting data be received immediately and waiting for a user to make an input. Asynchronous APIs provide responses that a request has been received but do not receive data immediately, it requires the API to get a server to process the data and then feed it back to the user afterwards. 
Although I learned about three types of API architecture styles, the most important was REST APIs. REST APIs have six constraints: Client Server, stateless, cache, Uniform Interface, Layered System and Code-On-Demand. REST APIs are usually web service APIs that communicate over HTTP, responding over a client’s HTTP request. REST APIs usually require authentication so that data cannot be harmed or created by rogue users.
APIs have rate limits; it allows for more control over requests made through them. With different algorithms and limit keys. The keys for rate limiting can limit the number of requests made, reset the number of requests, and show how many remaining requests remain. The limits can also stop requests when the rate limit of an API has been exceeded.

[bookmark: _Toc182306133]Conclusion
The first four chapters of the Cisco DevNet course cover a wide variety of topics, teaching a starting out developer the basics of APIs, clean coding, how to use the virtual environment within DevNet and the basics of software development such as its architecture and design patterns, as a whole.


[bookmark: _Toc182306134]Task 2 - 	In Class Activity
[bookmark: _Toc182306135]Activity 1 – DevNet overview and understanding of sandbox.
My viewpoint of Cisco DevNet is that it is a developer-focused platform aimed at helping software developers create, manage, and automate network applications and computer infrastructure. The environment provides resources, tools, and learning opportunities (through its learning labs) centred around Cisco’s technologies and APIs in networking and automation, along with allowing developers to learn on the job through its learning resources such as the learning labs which contain tracks, module and labs, for developers to tailor their learning to suit their needs. Alongside this, there are forums known as “exchanges” [1] [2] The exchanges are used as a community hub for the developers on DevNet to create workshops, hackathons, exchange code to help each other and overall, learn more through other developers.
There is also a support section on Cisco DevNet [3] in which developers can take a support ticket and send in a query to a certified cisco developer, who will respond to any questions about APIs, technical questions, or help partners who are selling cisco APIs.
My understanding of the DevNet sandbox is that it offers a versatile and safe environment for developers to assess their code within. The sandbox includes access to the cisco toolset which gives developers a wide array of ways to cover all their developing needs. [4] The sandbox consists of three virtual environments that cover data security, enterprise and networking. The platform itself can be run through a browser and can be used to experiment with switches, routers and full networks. All without requiring physical hardware, meaning it is extremely accessible and easy to use.
The Firepower Management centre [5] gives developers control over their network through REST APIs where they can monitor security threats, prevent intrusions to their networks and execute their code for cyber security purposes. Although this is a virtual environment through the sandbox, the centre provides real-time updates, allowing you to respond to simulated attacks and help improve your skill as a cyber security technician.
The Meriaki small business allows for developers to simplify their network management through a cloud-based application and dashboard API [6]. This section of the sandbox is targeted towards medium sized businesses looking to integrate their websites, networks and applications into cloud-based running for further efficiency within their business.
Finally, the network assurance engine is utilised in order to ensure that a network is “validated” and running smoothly, acting as a health monitor to a developer’s network, identifying any misconfigurations or policy violations within a network. It also helps to optimise the network a developer is working on, highlighting where hardware or software could be improved.
There are several alternatives to Cisco DevNet, the biggest of which being Microsoft learn. Microsoft Learn [7]focuses on developer toolsets and has spread their learning across multiple platforms such as Azure, Microsoft 365 and Dynamics along with smaller courses that can be completed within 1-2 hours such as “fundamentals of generative AI [8]”. DevNet and Learn share similarities through each other, having their own virtual sandboxes for developers, however, Microsoft Azure (from learn) focuses more on the cloud computing side of things as opposed to DevNet which targets a more select group of network engineers, developers and coders.
A second alternative is AWS or Amazon Web Service, which is created by amazon for developers to work on generative Ai, websites and other networking products. A key difference this shares to DevNet is that the products will not necessarily be by amazon, although a lot of the software is designed by them.
 During the class discussion [9], we discussed further insights into DevNet, looking into the community forums page also being hosted on GitHub, allowing for developers to "fork” a repository, allowing for a developer to edit or perhaps improve another developer’s old code. There is also 1 to 1 questioning within the forums so developers can get a direct answer from professionals within Cisco if a developer encounters. Another part that was discussed was Cisco only uses their own products, with its own metric search engine to find Cisco Products and courses, along with having an abundance of Cisco products present within DevNet. Convenience was also discussed, with DevNet being almost entirely browser based, not requiring any sort of virtual machines, software along with being accessible on windows, Linux, Apple Mac. 

[bookmark: _Toc182306136]Activity 2
Although there are several methodologies to software development, I firmly believe that the  best one (when working in a team) is Agile Scrum [10] due to its ability to accommodate changes to a plan, product or evolution. Agile Scrums also engages a team to work better together, meaning that by the end of the software development life cycle, a team can be working  efficiently, as opposed to the waterfall method which remains rigid and unable to accommodate changes or errors that could alter a plan and compared to the lean method which although able to accommodate changes, doesn’t really assist when working in a team due to cutting out any inefficiencies such as small meetings.
Compared to other development methodologies, Agile allows for more communication over the course of the whole project, adjusting for changes, errors, faults or any other issues that a team of developers might face, specifically agile scrum. The smaller meetings that take place within Agile Scrum break down the work into adjustable chunks for developers to focus on. Agile Scrum is also very customer-centric, communicating frequent updates to a customer in order for their input and voice to be heard within a software’s final product. 
Alongside all of this, Agile Scrum focuses on commitments to quality over quantity, making sure that when the final product is released, it is of the highest standard possible, without needing major maintenance afterwards. Scrum allows for developers to test and integrate.
With software products becoming larger and larger, companies are now tending to split the work amongst teams in departments, which means that certain parts of the software can be given to smaller groups. I believe Agile’s scrum [11] methods work better amongst smaller teams, which would benefit in today’s software development scenario. Compare this methodology to the lean programming, which looks to eliminate waste and focus on learning and improving, however it does not have structure to it, whereas Agile Scrum does. Agile scrum focuses more on the collaboration side of things too, which when working in a team, it is essential to know your fellow developers which eventually, can certainly improve the efficiency and overall output of a software product. Change is also not incorporated in Lean, whereas it is embraced in Agile Scrum, which means that changes in Lean are systemic and have to be identified as an inefficiency first before change, which in a big team, can be tedious.

Another reason Agile Scrum works so well in teams is that it also includes the customer within the team, resulting in a product that both fits the criteria the development team has and what the customer envisioned to start with. Frequent meetings with a customer through the retrospectives, short daily meetings and larger meetings towards the end help to deliver perfect software.
Although Git is the most widely accessible and used VCS, specifically a distributed VCS, there are several alternatives to Git. One alternative is Mercurial [11] which is described on its page as having an easy-to-use interface. Comparing [12] Mercurial to Git, both are nearly identical other than their navigation pages, both can support branching repositories and can support huge quantities and sizes of data. However, Mercurial differs from Git in that it uses much more simpler commands rather than the learning curve that Git requires with that being said, Mercurial is slower than Git along with not having the same integration ecosystem that Git has.
A centralised system that is similar to Git is subversion, which relies on its central server to store every repository of code while also allowing developers to connect. Comparing Git to Subversion, Git outclasses SVN in the size of it is files, Git is very much optimised for holding even massive projects in relatively small file space, whereas SVN relies on its server to store the larger files. SVN however, is remarkably simple to learn, along with being extremely quick should a developer be centralised. If a developer is de-centralised however, SVN becomes almost completely obsolete. [14] 
RCS is local version control system, which is only designed for single file control, making it already much easier to use than Git due to only having a few commands you need to learn in order to use it [15]. However, RCS is an extremely old Version Control System, one of the oldest there is, meaning that it is not as frequently used as GIT and is now considered obsolete due to Git’s distribution and open source. 
 Git holds an incredible hold over the VCS field due to it being open source and being widely distributed among developers. Other VCS, albeit useful and accessibility, do not have the versatility or distribution that Git has.
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