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1. Introduction
Reconnaissance and vulnerability analysis are important stages of security assessment because they allow an assessor to identify reachable systems, exposed services and potential security weaknesses before testing occurs. Recent developments in Large Language Models (LLMs) have made it possible to use generative AI to support these activities by interpreting security-tool output, suggesting further investigation, and assisting vulnerability analysis. Research has already demonstrated that LLM-based systems can perform meaningful cybersecurity testing tasks, although their performance can be inconsistent and may include incorrect commands, missed information, and unsupported conclusions [1].
This project will evaluate whether AI assistance improves reconnaissance and vulnerability analysis compared with a conventional non-AI workflow in a controlled network. A conventional assessment workflow will be compared with an equivalent AI-assisted workflow in an isolated virtual environment, with both approaches repeated after controlled defensive hardening. The study will assess whether AI assistance affects the effectiveness, efficiency and reliability of the assessment process, and whether any difference between the two workflows changes after the security state of the target network has been modified.



2. Background to the Research
While research on LLM-assisted cybersecurity testing consistently indicates technical capability, it also reveals significant evaluation and dependability issues. Happe and Cito [1] reported command problems, missing information, and inconsistent decision-making while demonstrating autonomous LLM-driven testing in an Active Directory lab. The importance of separating reconnaissance from later offensive tasks was further demonstrated by Yu et al. [2]: performance significantly improved when accurate vulnerability context was provided, suggesting that effective later-stage activity does not always represent accurate independent findings. 
As a result, reliability is now a crucial factor. Retrieval-Augmented Generation (RAG) and verification techniques aimed at lowering inaccurate security suggestions were examined by Alshalabi et al. [3]. Their comparison, however, did not show a matching human conventional versus human AI-assisted evaluation. A more direct comparison is given by Bekbauov et al. [4], who reported shorter times for vulnerability analysis and LLM-assisted reconnaissance interpretation. However, the conclusions that can be made are limited by the lack of information regarding repeated trials, ground truth, false positives, and the precise manual baseline. As a result, it would be inaccurate to claim AI and traditional processes have never been compared; instead, the level of detail and quality of the comparisons that have already been made varies.
Due to naturally occurring errors in traditional vulnerability assessment tools, a fair conventional baseline is also crucial. When Bashir et al. [5] evaluated several traditional scanners, they found that their true-positive, false-positive, and recall performance varied. Amankwah et al. [6] similarly reported substantial differences between commercial and open-source scanners, although their construction of vulnerability ground truth creates limitations when interpreting reported recall. According to these investigations, raw scanner alerts cannot be immediately recognised as vulnerabilities that have been confirmed.
Defensive improvement also requires careful measurement. Manadhata and Wing [7] distinguish attack surface from vulnerability counts, demonstrating that system exposure must be considered in relation to reachable resources. Goswami et al. [8] evaluated a system before and after security redesign and reported a reduction in a constructed attack-surface indicator; however, this should not be interpreted as an equivalent reduction in successful attacks. More recently, Hsieh et al. [9] combined OpenVAS with RAG-supported LLM remediation and included post-change rescanning and rollback controls, demonstrating the importance of verifying defensive changes rather than assuming that a recommendation has succeeded. Attack-path prioritisation [10] and real-world vulnerability-remediation selection [11] similarly show that vulnerability discovery, prioritisation, remediation and verification are separate activities.
Taken together, the examined literature shows that AI can help with cybersecurity evaluation, but it also highlights limits in AI reliability, traditional vulnerability scanners, and defensive improvement measurement. However, the reviewed studies provide limited evidence of a controlled comparison that includes matched conventional and AI-assisted reconnaissance and vulnerability-analysis workflows, independently verified ground truth, repeated testing, and reassessment of both workflows following the same verified defensive hardening.
3. Research Problem Statement
The specific challenge is that advancements in AI-assisted cybersecurity assessment cannot be measured solely on the basis of speed or the quantity of findings. AI may detect legitimate flaws, but it can also generate false positives, overlook vulnerabilities, or misinterpret security-tool output. Conventional tools may also generate incomplete results. A controlled comparison is therefore required, in which both workflows execute under identical conditions and are evaluated against independently verified target states.
Alternative options, such as autonomous AI penetration testing or AI-generated remediation, would significantly increase the project's scope. Focusing on traditional and AI-assisted reconnaissance and vulnerability assessments gives a more controlled and attainable method for assessing the impact of AI assistance.
Research Question:
To what extent does AI assistance affect the effectiveness, efficiency, and reliability of reconnaissance and vulnerability analysis compared with a conventional workflow in a controlled network, and how does this difference change after defensive hardening?




4. Aim and Objectives
Aim:
To evaluate the effectiveness, efficiency, and reliability of human-led AI-assisted reconnaissance and vulnerability analysis compared with a conventional workflow in a controlled network before and after defensive hardening.
Objectives:
1. Design and implement a controlled virtual network containing a documented set of hosts, services, and verified vulnerability instances suitable for repeatable security assessment.
2. Define and conduct matched conventional and human-led AI-assisted reconnaissance and vulnerability-analysis workflows under equivalent scope, tools, access and time conditions.
3. Measure and compare both workflows using reconnaissance coverage, true positives, false positives, false negatives, precision, recall, F1 score, whole-task time, and repeatability.
4. Apply and independently verify a defined set of defensive hardening changes, repeat both workflows, and evaluate how the difference between them changes following hardening.
The expected outcomes include a controlled virtual testbed, validated baseline and hardened-state inventories, documented conventional and AI-assisted workflows, experimental logs and datasets, a record of defensive hardening changes, and a comparative evaluation of both methodologies.






5. Research Methodology
5.1 Research Design
The study will employ a controlled experimental evaluation in an isolated virtual laboratory. The environment will have one assessment machine and three virtual target systems, with six to ten validated vulnerability instances and non-vulnerable services or settings to allow for false-positive detection.
Two assessment conditions will be evaluated. Conventional security tools and documentation will be employed in the absence of generative AI. In the AI-assisted scenario, the same analyst, target environment, tools, and scope will be employed, with a fixed LLM assisting with output interpretation, vulnerability hypothesis generation, and non-destructive verification step suggestions. All directives and final decisions will be kept under human control.
Nmap will be used for network and service reconnaissance, with Greenbone/OpenVAS being used for vulnerability scanning where technically possible. NIST SP 800-115 establishes guidelines for planning, conducting, and analyzing technical security assessments [13]. Scanner output will not be used as ground truth. Instead, vulnerabilities will be independently validated using established laboratory conditions, installed software versions, configuration inspection, and authoritative vulnerability data.
Each workflow will be repeated at least three times against the baseline and hardened states, for a total of twelve experimental runs. Virtual-machine snapshots and pre-run checks will be employed to reestablish similar beginning conditions. To reduce learning effects, the run order will be counterbalanced where possible, and commands, timestamps, discoveries, validation decisions, and AI interactions will all be recorded. The reproducibility criteria established by Happe and Cito [12] support consistent environment resets and systematic experimental logging.
Effectiveness will be evaluated using true positives (TP), false positives (FP), and false negatives (FN). Precision will be calculated as TP/(TP+FP), recall as TP/(TP+FN), and F1 will combine precision and recall. Reconnaissance outcomes, total task time, and consistency across repeated runs will also be recorded. Descriptive statistics will be used to compare the workflows, with paired statistical testing considered where the final dataset and its assumptions support this.
Following baseline testing, approximately three to five controlled security changes will be implemented. These may include patching vulnerable software, disabling unnecessary services, correcting insecure configurations, or restricting network access.
Each change will be independently verified before post-hardening assessment. This follows the broader patch-management principle that security changes should be verified rather than assumed to have been successfully applied [14].
Primary limitations include learning effects from using a single analyst, the small laboratory environment, scanner variability and potential LLM variability. These will be reduced through virtual-machine snapshots, counterbalanced testing, fixed tool and model configurations where possible, and clear documentation.
Ethical and legal risks will be controlled by using intentionally vulnerable virtual machines within an isolated and authorised environment. No public systems will be scanned, no real organisational credentials or sensitive data will be used, and the AI will not autonomously exploit targets or establish persistence.

5.2 Resources / Materials
Required resources include a computer capable of hosting multiple virtual machines, VirtualBox or VMware, Kali Linux, Nmap, Greenbone/OpenVAS, standard command-line verification utilities, one fixed LLM service/model, spreadsheet/CSV or JSON logging, and Python if required for statistical analysis. Academic literature will be accessed through university resources and authoritative security publications.









6. Project Planning
	Period
	Main Activity
	Milestone / Resource Use

	Oct–Nov 2026
	Finalise methodology, ethics and laboratory design; build target VMs
	Research protocol and initial testbed completed

	Nov–Dec 2026
	Verify vulnerabilities, establish ground truth and snapshots; pilot workflows
	Validated baseline environment and pilot completed

	Jan 2027
	Refine design following interim review; conduct baseline assessments
	Baseline experimental dataset completed

	Feb 2027
	Implement and independently verify defensive hardening
	Hardened environment verified

	Feb–Mar 2027
	Conduct post-hardening conventional and AI-assisted assessments
	Full experimental dataset completed

	Mar–Apr 2027
	Analyse results, evaluate reliability/validity and relate findings to literature
	Quantitative comparison and discussion completed

	Apr 2027
	Final report completion and viva preparation
	Final project submitted



Backups, VM snapshots and versioned experimental logs will be maintained throughout to reduce the risk of data or configuration loss. The project scope will remain limited to reconnaissance, vulnerability analysis and defensive reassessment to reduce the risk of implementation becoming unmanageable.
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