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[bookmark: _Toc227848454]Task 1:Zero Trust Architecture   
I. Introduction  
Zero Trust Architecture (ZTA) is a modern security model built on the principle “Never Trust, Always Verify,” [1] introduced by John Kindervag at Forrester Research around 2009–2010. It replaces traditional perimeter-based security by assuming that threats can exist both inside and outside a network. In this model, no user, device, or application is trusted by default. Instead, every access request is continuously verified using strict authentication and security controls. Trust is never assumed or permanent; it must be repeatedly validated to ensure strong protection against evolving cyber threats.
Since the rise of the information age, information security has increasingly become a difficult challenge alongside the rapid advancement and application of information technology. In 2010, the Stuxnet worm targeted supervisory control and data acquisition (SCADA) systems to 








disrupt Iran’s nuclear fuel enrichment operations, successfully damaging 
equipment at multiple sites. This event marked a turning point, as it showed for 
the first time that cyberattacks could inflict physical damage on industrial infrastructure, signalling a new era of cyber warfare.
In 2015, another major incident occurred when a cyberattack on Ukraine’s power grid caused a large-scale blackout in the western region of the country, temporarily
leaving around one fifth of the capital without electricity. This became the first documented cyberattack to seriously endanger a nation’s critical infrastructure.   
Overall, these incidents demonstrate how cyber threats have grown into significant risks for industrial control systems and essential infrastructure. 
[bookmark: _Int_bc3N2u46]A perimeter based security architecture divides a network into internal and external zones using firewalls, IDS, or IPS as boundaries. In this model, internal users are automatically trusted based on location, while external users must be authenticated before access is granted. However, once authenticated users are often trusted for long periods, which creates a security risk if a malicious actor gains access and remains undetected inside the network. With the rise of cloud computing, IoT, and remote work especially after COVID 19 relying on network location for trust is no longer effective. To address this issue, NIST introduced the Zero Trust Architecture (ZTA).[1][2]
The widespread adoption of hybrid work, cloud services, and Internet of Things (IoT) technologies has challenged the effectiveness of traditional perimeter-based security models, which depend on clearly defined network boundaries to establish trust. In today’s dynamic environments, users and devices often operate beyond the corporate network, making location-based trust unreliable. Consequently, these conventional approaches are no longer adequate to safeguard organisational systems and data against evolving cyber threats. In response to this issue, the National Institute of Standards and Technology introduced the Zero Trust Architecture (ZTA), a security model that eliminates implicit trust and requires continuous verification of all entities. 
This paper aims to critically assess the effectiveness of ZTA in modern organisations, examining its core principles, implementation challenges, and its advantages over traditional security approaches.
 Zero Trust Architecture is cybersecurity framework based on the principle of “never trust always verify “it threats every user, device and network request as potential threat.[3]

II. Traditionally security Vs zero trust 
Zero Trust Security redefines how organisations approach cybersecurity by eliminating the assumption of inherent trust. Rather than granting automatic access, every user and device must be continuously verified, with strict controls in place to reduce potential risks. In contrast to traditional perimeter-focused models that aim to block threats at the boundary, Zero Trust operates on the assumption that breaches can occur and focuses on limiting their impact. By prioritising continuous monitoring, adaptability, and proactive defence, it provides a more robust and flexible security framework for today’s evolving digital landscape.
[image: ] [1]

III. Principles of Zero Trust Architecture
1.Identity Centric Security: - is a modern approach to cybersecurity that prioritizes digital identity as the foundation of all security decisions. Instead of relying mainly on network perimeters such as firewalls or internal corporate networks this approach ensures that every access request is evaluated based on the user’s identity, surrounding context, and level of risk, regardless of where the request originates. This approach extends beyond just verifying human users. It also includes:
· Devices (such as laptops, smartphones, and servers) 
· Applications 
· APIs and automated systems
1.1. Multi-factor authentication (MFA): - is an essential security approach designed to protect cloud systems and data from unauthorized access. As cloud computing becomes more widely used for data storage, concerns about security and privacy have increased due to the rise in cyberattacks. Cloud platforms on their own cannot always ensure key security requirements such as confidentiality, integrity, and availability. Therefore, stronger methods of user authentication are needed to improve overall protection. MFA meets this need by requiring users to confirm their identity through multiple verification factors, which significantly reduces the likelihood of security breaches.
MFA generally combines three types of authentication factors: knowledge, possession and inherence such as passwords or PINs, smartphones or security tokens and biometric features like fingerprints or facial recognition. In some cases, additional elements like location or time of access are also considered to strengthen security. One widely used technique within MFA is the One-Time Password (OTP), which generates a temporary code for each login attempt, making it more resistant to attacks.
However, it also has several limitations that need to be considered. A key concern is user inconvenience, as extra authentication steps can delay access and negatively affect usability. Additionally, MFA can still be targeted by phishing and social engineering attacks, where users may unintentionally disclose one-time passcodes or approve illegitimate login attempts. Certain methods, particularly SMS-based authentication, are more vulnerable due to risks such as SIM swapping or device compromise.
Organizations using Multi-Factor Authentication (MFA) experience stronger protection against cyber threats compared to password-only systems. Microsoft reports MFA blocks most automated attacks, while Google uses methods like two-step verification and security keys to secure accounts. Overall, MFA reduces breaches and protects data, despite minor usability and setup challenges.

1.2. Least privilege access 
Is a fundamental concept in information security that requires users, systems, and applications to be assigned only the minimum access necessary to complete their tasks. Any unnecessary permissions are avoided to reduce the potential for misuse or accidental exposure of sensitive data. This principle emerged as a key response to the widespread issue of over-privileged accounts, which have been linked to insider threats, configuration errors, and data breaches.
Studies in access control research have consistently shown that organizations often grant more permissions than required, increasing operational and security risks while also making monitoring and auditing more complex Implementing least privilege helps mitigate these risks by restricting what each account can do within a system.
In practical cybersecurity environments, least privilege access,
· limits the damage that can occur during a breach by preventing attackers from moving freely across systems. It also
·  strengthens identity and access management by enforcing regular reviews of permissions and removing outdated or excessive rights. Additionally, 
· it works alongside tools such as multi-factor authentication and privileged access management to enhance overall system protection.
Within modern zero trust architectures, it ensures that every access request is continuously verified and strictly limited. As a result, least privilege access remains essential for secure, scalable, and compliant cybersecurity design.[4]
[5]
2.Device and Network verification 
2.1. Micro-segmentation
Micro-segmentation is a cybersecurity approach used to divide a network into smaller, secure, and logically separated sections. It works by applying security policies that control how data and applications are accessed, managed, and communicated within the network.
By breaking the network into smaller segments and restricting traffic between them, organisations can significantly improve security and reduce risk. This approach helps prevent lateral movement, meaning that if one part of the network is compromised, attackers are unable to easily move to other systems. Micro-segmentation can be implemented in cloud environments, data centres, and on-premises infrastructures, making it a flexible and widely applicable security solution.
It also allows security teams to define precise rules for application communication, including how data is shared between systems and whether additional authentication or security checks are required before access is granted. This ensures tighter control over internal network activity.
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3.Continuous verification
Continuous verification is a fundamental principle of Zero Trust Architecture, designed to strengthen security by continuously validating users and devices rather than relying on a one-time authentication process. In traditional security models, trust is granted once at login and remains unchanged throughout the session. This creates a security weakness, as attackers can exploit stolen credentials or compromised sessions after initial access has been granted.
To overcome this limitation, continuous verification ensures that trust is constantly reassessed. Access to systems is no longer permanent but depends on ongoing validation against defined security requirements.
This approach uses advanced technologies such as behavioural biometrics, machine learning, and contextual analysis. Behavioural biometrics examine unique user behaviours, including typing patterns, mouse movements, and touchscreen interactions, which are difficult for attackers to replicate. Machine learning techniques establish a baseline of normal activity for each user or device and detect any deviations that may indicate suspicious behaviour. In addition, contextual factors such as geographic location, IP address reputation, device compliance, and time of access are analysed to further assess risk.
For example, in cloud based environments where users access sensitive resources from different locations and devices, continuous verification plays a critical role. If a user logs in from an unfamiliar location and attempts to access critical data, the system may request additional authentication such as multifactor authentication or biometric verification. If further anomalies are detected such as an unrecognized device configuration or non compliant operating system the system may restrict access or temporarily suspend the session for security review.
However, Continuous verification can affect system performance by causing delays due to constant processing. It may inconvenience users with frequent authentication prompts and is costly and complex to implement. It can also produce false positives, rely on accurate data, and raise privacy concerns, making security and usability balance difficult.
3.1. Context aware access control 
“Context is any information that can be used to characterize the situation of an entity. An entity is a person, place, or object that is considered relevant to the interaction between a user and an application, including the user and applications themselves.” [3]
Now a days, computers are not fully capable of making effective use of the context present in human computer interactions. Improving a system’s ability to access and understand contextual information would enhance the quality of communication between users and machines. This would allow interactions to become more natural, meaningful, and efficient. In addition, better use of context would enable the development of more advanced and useful computing services, ultimately improving overall system functionality and user satisfaction.
To use context effectively, it is important to understand what context is and how it can be applied in system design. This helps application designers identify relevant information and create context-aware features. Instead of requiring users to manually provide all data, which is inconvenient and often impractical, context-aware systems aim to reduce user effort. Users may also not know which information is important in each situation.
However, Context-aware authentication has limitations because users access services via different devices, many of which lack necessary sensors. Alternative methods use location and mobile activity data to generate security questions, but these can be guessed by close contacts. While more secure variations exist, usability issues and question selection remain challenges.[6]
4.Policy Enforcement
Effective policy enforcement in a Zero Trust Architecture requires a well structured governance framework that brings together multiple security technologies.
· These typically include Identity and Access Management (IAM),
· Endpoint Detection and Response (EDR),
·  Security Information and Event Management (SIEM),
· Cloud Access Security Brokers (CASB). 
All these systems continuously supply real time information to the Policy Decision Point (PDP), which evaluates the data and makes quick, accurate, and automated access control decisions.
Implementation Challenges of Zero Trust Architecture (ZTA)
· One of the main difficulties is the complexity of transitioning from traditional perimeter-based security to a Zero Trust model. Unlike older systems that trusted everything inside the network, ZTA requires continuous verification of every user, device, and application. This requires major changes to existing policies, workflows, and technologies, along with significant investment in time, resources, and expertise.
· Another key challenge is ensuring minimal disruption to business operations. A sudden full-scale implementation can negatively affect system performance and user experience, so organizations must adopt a phased rollout approach. Pilot testing, gradual expansion, and user training are essential to ensure a smooth transition.
· A further challenge is gaining complete visibility of all organizational assets, including devices, applications, and data flows. Many organizations also struggle with “shadow IT” and unmanaged devices, making policy definition and enforcement more increased latency and processing load.
· Finally, the lack of standardized frameworks and the perception that ZTA is costly or complex can slow adoption. Overall, successful implementation requires careful planning, phased execution, and continuous optimization.[7]
Is ZTE truly effective in Reducing lateral movement of attackers inside networks, enforcing least-privilege access, limiting use permissions, improving protection for cloud environments and remote workforces, enabling continuous monitoring and real-time threat detection, strengthening identity-based security using MFA and contextual checks. However, it struggles with High implementation complexity and cost, Difficulty integrating with legacy systems, Performance overhead due to continuous verification, Lack of standardized frameworks Operational disruption during migration Limited visibility of unmanaged devices. 
Conclusion 
Zero Trust Architecture represents a fundamental change in cybersecurity by eliminating implicit trust and enforcing continuous verification. It is effective in mitigating modern cyber threats, strengthening access control, and enhancing organisational resilience. However, its adoption can be complex, expensive, and requires substantial modifications to existing systems and processes.
In comparison to traditional security models, ZTA provides stronger defence against sophisticated attacks but requires more advanced capabilities in identity management, monitoring, and governance. As a result, organisations should implement it gradually through a well structured and phased approach. Overall, ZTA is not a complete replacement for existing models but a significant advancement in securing modern digital environments. Security risks are also a concern, particularly the potential compromise of the control plane, which could allow attackers to access or disrupt critical systems. Additionally, ZTA may introduce performance overhead due to continuous authentication, encryption. 
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[bookmark: _Toc227848455]Task 2: Zero Trust Security Programme for MediTrust Ltd  
[bookmark: _Toc227848457]Abstract 
MediTrust Analytics Ltd is a HealthTech company that develops AI powered clinical decision support systems and cloud based healthcare platforms used by hospitals and private providers. As it expands into the EU market, the organisation must meet strict regulatory requirements such as GDPR, DORA, and NIS2 while protecting highly sensitive patient records.
This assessment presents a Zero Trust security programme designed to support secure expansion and regulatory compliance. The proposed model introduces a structured security organisation with key roles including a Cloud Security Architect and DevSecOps Lead to strengthen cloud and development security. It also defines essential policies for AI usage, secure SaaS configuration, and BYOD within a hybrid workforce environment.
It addresses DORA operational resilience and NIS2 reporting obligations, while identifying key risks such as supply chain attacks, vulnerable dependencies, and cloud misconfigurations. Recommended controls include CSPM, SIEM, EDR with automation, and phishing resistant MFA, alongside a ransomware focused disaster recovery plan to protect critical AI systems and source code repositories.

[bookmark: _Toc227848458]1.Strategic Security Design 

Strategic Security Design is important as MediTrust is a developing HealthTech company focused on delivering AI based clinical decision support solutions and cloud enabled healthcare platforms. These technologies are extensively utilised by hospitals and private healthcare providers to handle highly sensitive data, including patient health records, diagnostic images, and real time information generated from IoT monitoring devices. Due to the critical nature of this information, establishing a strong information security framework is essential to protect patient confidentiality, 
As MediTrust expands its operations into the European Union, it is required to comply with strict regulatory frameworks such as the General Data Protection Regulation, the Digital Operational Resilience Act, and the NIS2 Directive. These regulations impose tough obligations related to data protection, cybersecurity resilience, and incident reporting. Failure to comply with these requirements may lead to substantial financial penalties as well as reputational damage.

[bookmark: _Toc227848459]2.Organizational structure
A well structured organisational framework is essential to ensure the effective implementation of security controls and clear accountability across MediTrust. The proposed structure integrates security responsibilities throughout all operational layers while maintaining strong governance and oversight.[8]




Proposed Roles and Responsibilities
· Chief Information Security Officer (CISO)

The CISO provides overall strategic direction for cybersecurity, ensuring that security initiatives are aligned with organisational objectives, regulatory obligations, and risk management priorities.
· Cloud Security Architect

This role focuses on designing and managing secure cloud environments. It ensures consistent security standards across MediTrust’s multi-cloud infrastructure while addressing risks such as misconfigurations and unauthorised access.
· DevSecOps Lead

The DevSecOps Lead is responsible for embedding security within the software development lifecycle. This includes ensuring that applications and AI systems are built with integrated security controls, managing secure CI/CD pipelines, and mitigating risks within the software supply chain.
· Security Operations (SecOps)Team

The SecOps team is tasked with continuous system monitoring, threat detection, and incident response. Their role is to identify and address security events promptly to minimise operational disruption.
· Governance, Risk and Compliance (GRC)Team

This team oversees the development and enforcement of security policies, ensures compliance with regulatory requirements, and manages organisational risk in line with legal and industry standards.
· Threat Intelligence and Red Team

This function focuses on proactively identifying and analysing potential threats through intelligence gathering, penetration testing, and simulated attack scenarios to uncover vulnerabilities before they can be exploited.
[bookmark: _Toc227848460]3.Policies and Procedures

To strengthen information security within MediTrust Analytics Ltd, a comprehensive set of policies and procedures must be established. These policies are designed to support secure operations, ensure regulatory compliance, and minimise risks, particularly within a multi cloud and AI driven environment.
1. AI Usage Policy
The AI Usage Policy outlines the secure and responsible use of artificial intelligence technologies across the organisation. Due to the sensitive nature of healthcare data and the potential risks associated with AI systems, strict governance measures are essential.
Training data must be protected through encryption and anonymisation to safeguard patient information.
All datasets should be verified and continuously monitored to prevent data poisoning and ensure integrity.
AI systems must be designed to support explainability and auditability, enabling transparency and accountability.
The use of external or public AI platforms is prohibited when handling sensitive or confidential data to prevent unauthorised exposure.
This approach is consistent with guidance from National Institute of Standards and Technology (NIST) on managing AI related risks.

2. Secure SaaS Configuration Policy
The Secure SaaS Configuration Policy ensures that all cloud based services are deployed and maintained with strong security controls. Software as a Service (SaaS) is a cloud computing model in which applications are accessed online rather than installed and run on local devices or servers.
Access permissions must follow the principle of least privilege, implemented through Role Based Access Control (RBAC).
Security configurations should adhere to established baselines, such as those provided by the Centre for Internet Security.
Continuous logging and monitoring must be enabled to track system activity, alongside robust API security mechanisms.
All SaaS platforms must integrate with central identity management systems, enforcing Single Sign On (SSO) and Multi Factor Authentication (MFA).
These practices align with recommendations from the Cloud Security Alliance for securing cloud environments.

3. BYOD Policy /Hybrid Workforce/
The Bring Your Own Device (BYOD) Policy addresses the security challenges associated with employees using personal devices in a hybrid working model.
Devices must meet predefined security compliance standards before accessing organisational resources.
Mobile Device Management (MDM) solutions must be implemented to enforce security controls and monitor device activity.
All devices are required to use encryption, updated antivirus software, and regular patching to reduce vulnerabilities.
Access to sensitive systems is restricted on devices that are unmanaged or fail to meet security requirements.
This policy supports secure remote access and aligns with international standards such as International Organization for Standardization ISO/IEC 27001.[9]

[bookmark: _Toc227848461]4.Compliance

To ensure regulatory compliance and strengthen organisational resilience, MediTrust Analytics Ltd must align its security practices with the requirements of the Digital Operational Resilience Act (DORA) and the NIS2 Directive.
These reports establish essential standards for managing cybersecurity risks, responding to incidents, and maintaining operational continuity.
Under the Digital Operational Resilience Act (DORA), introduced by the European Union, the organisation must implement a comprehensive Information and Communication Technology (ICT) risk management framework to identify, assess, and mitigate potential threats. Regular resilience testing, including penetration testing and scenario based exercises, is required to evaluate the effectiveness of security controls. In addition, strong third-party risk management practices must be in place to address risks associated with cloud service providers and external vendors. MediTrust must also establish robust incident response and recovery capabilities to ensure business continuity in the event of cyber incidents.
Similarly, the NIS2 Directive, developed by the European Union, requires organisations to implement appropriate risk management measures to protect network and information systems. This includes the timely reporting of significant cybersecurity incidents, with an initial notification (early warning) expected within 24 hours of detection. Organisations must maintain detailed records of incidents and conduct post incident reviews to improve future response strategies. Furthermore, NIS2 emphasises the importance of senior management involvement, requiring board level accountability for cybersecurity governance and decision making.
By confirming to DORA and NIS2 requirements, MediTrust can enhance its security posture, ensure regulatory compliance, and build greater trust with stakeholders and healthcare partners.[10][11]
[bookmark: _Toc227848462]5.Governance & Strategy 

The governance and strategy framework for MediTrust Analytics Ltd is based on the National Institute of Standards and Technology (NIST) Cybersecurity Framework (CSF) 2.0. This framework is organised around core cybersecurity functions that enable effective risk management and strengthen organisational resilience.
· Govern
A defined governance structure is in place to establish security policies, determine risk appetite, and provide oversight. This ensures cybersecurity is embedded within strategic decision-making and aligned with the organisation’s business objectives.
· Identify
Key assets, including AI datasets, cloud infrastructure, and IoT devices, are identified and managed. Ongoing risk assessments are conducted to evaluate vulnerabilities and their potential impact on business operations.
· Protect
Appropriate safeguards are implemented to secure systems and sensitive healthcare data. These include Zero Trust access controls, encryption mechanisms, and secure software development practices.
· Detect
Continuous monitoring is supported through Security Information and Event Management (SIEM) systems, along with AI based anomaly detection tools, to enable real time identification of suspicious or unusual activity.
· Respond
Formal incident response procedures are established to ensure efficient handling of cybersecurity incidents. These procedures are aligned with regulatory requirements such as DORA and the NIS2 Directive to support compliance and timely mitigation.
· Recover
Disaster recovery and business continuity plans are maintained to ensure rapid restoration of systems and continuation of essential services following a cyber incident or system disruption.[12]
[bookmark: _Toc227848463]6.Risk Management

MediTrust Analytics Ltd implements a proactive and systematic risk management approach, aligned with recognised industry standards such as the National Institute of Standards and Technology Cybersecurity Framework (CSF) 2.0. The organisation performs ongoing risk assessments to identify, analyse, and mitigate cybersecurity threats affecting its digital environment.[13]
[bookmark: _Toc227848464]Software supply chain
The organisation relies on third-party and open-source components, which introduces several risks:
· Use of vulnerable or outdated open-source dependencies
· Risk of malicious code injection into software components
· Potential compromise of Continuous Integration/Continuous Deployment (CI/CD) pipelines
[bookmark: _Toc227848465]AI specific risks
Given the use of artificial intelligence in healthcare analytics, the following risks are significant:
· Poisoning of training datasets, leading to inaccurate or biased outputs
· Model theft or inversion attacks, potentially exposing sensitive data or intellectual property
[bookmark: _Toc227848466]cloud risk
            As cloud infrastructure underpins operations, key risks include:
· Misconfigured storage resources (e.g., publicly exposed databases or buckets)
· Weak identity and access management (IAM), increasing the risk of unauthorised access
[bookmark: _Toc227848467]7.Mitigation strategy
· Software Composition Analysis (SCA) tools are used to identify and manage vulnerabilities in third-party and open-source dependencies, helping ensure that outdated or insecure components are detected early in the development lifecycle.
· Signed code and dependency verification are implemented to maintain software integrity by confirming that all components are authentic and have not been tampered with or altered maliciously.
· Secure CI/CD pipelines are enforced by integrating automated security testing techniques such as Static Application Security Testing (SAST), Dynamic Application Security Testing (DAST), and dependency scanning to detect vulnerabilities during development and deployment.
· Cloud Security Posture Management (CSPM) tools are deployed to continuously monitor cloud infrastructure, detect configuration errors such as exposed storage or weak settings, and support automated remediation to reduce security risks.[14]

[bookmark: _Toc227848468]8.Contingency plan

In a ransomware attack situation that encrypts AI training data and source code repositories, causing significant disruption to operations and threatening the availability and integrity of critical systems.

Disaster Recovery Plan
· Maintain secure, immutable offline backups of essential data to ensure clean recovery without ransomware infection.
· Implement version-controlled repositories with encrypted and geographically distributed backups to improve resilience and data availability.
· Immediately isolate affected systems using network segmentation and disable compromised user accounts to prevent further spread of the attack.
· Activate the incident response team to manage containment and recovery efforts, and ensure regulatory reporting is completed in accordance with NIS2 Directive requirements.
· Restore systems gradually using verified clean backups, prioritising critical services to ensure controlled recovery and stability.
· Conduct thorough forensic investigations to determine the attack source, assess impact, and eliminate vulnerabilities before returning systems to full operation.

Recovery Objectives
· RTO (Recovery Time Objective): Critical services should be restored as quickly as possible to reduce operational downtime.
· RPO (Recovery Point Objective): Data loss should be kept to a minimum by ensuring frequent and reliable backups.[15]

[bookmark: _Toc227848469]9.Protection mechanism

· Cloud Security Posture Management (CSPM) tools continuously monitor cloud environments to identify and correct configuration weaknesses.
· Security Information and Event Management (SIEM) systems collect and analyse logs from across the organisation to enable centralised monitoring and early threat detection.
· Endpoint Detection and Response (EDR) solutions, supported by automation, allow fast identification, investigation, and containment of security threats on devices.
· Phishing resistant Multi Factor Authentication (MFA), including hardware based tokens or biometric verification, improves protection against credential based attack
· Zero Trust Network Access (ZTNA) restricts access by enforcing strict verification and providing users with only the minimum required application access.
· Data encryption is implemented for data both in storage and during transmission to ensure the confidentiality and integrity of sensitive healthcare information.[16]













[bookmark: _Toc227848470]Conclusion
The proposed model introduces a structured security organisation with key roles including a Cloud Security Architect and DevSecOps Lead to strengthen cloud and development security. It also defines essential policies for AI usage, secure SaaS configuration, and BYOD within a hybrid workforce environment. This Zero Trust based security programme delivers MediTrust a scalable, and compliance ready framework. Through the combination of strong governance structures, advanced technical safeguards, and proactive risk management practices, the organisation is well positioned to expand securely into the EU market while ensuring the protection of sensitive healthcare data and adherence to regulatory requirements such as DORA and NIS2. In addition, the approach enhances operational resilience, enables secure adoption of AI driven healthcare innovations, and fosters long term stakeholder confidence. It also supports continuous security monitoring, improved incident response capabilities, and sustained regulatory assurance across evolving digital healthcare environments and cross border operations.
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