Vulnerability Assessment— ACCB6000

Protocol Numbers
What is a Protocol Number?

+ Remember during our earlier lectures, we were talking about IP Headers.
These |IP Headers use an identifier called Protocol Number to specify which
transport protocol is being used.

+ These numbers are assigned by the Internet Assigned Numbers Authority
(IANA).
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» Frame 2749: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interfa
No. Time » Ethernet II, Src: Intel 5a:c7:92 (bc:03:58:5a:c7:92), Dst: Dell 46:bf:02 (34:17:

PYECPIIELY v Internet Protocol Version 4, Src: 10.200.0.43, Dst: 45.135.106.143
2737 2.405476 0100 .... = Version: 4
2738 2.405476 .... 0101 = Header Length: 20 bytes (5)

2739 2.405476 » Differentiated Services Field: ©x00 (DSCP: CS@, ECN: Not-ECT)
2740 2.405476 Total Length: 40

2741 2.405476 Identification: @xbalb (47643)

2742 2.405476 010. .... = Flags: Ox2, Don't fragment

2743 2.405476 ...0 0000 00O PPV = Fragment Offset: ©
2744 2.405476 Time to Live: 128

2745 2.405476 Protocol: TCP (6)

2746 2.405476 Header Checksum: ©x9dab [validation disabled]

2747 2.405476 [Header checksum status: Unverified]
2748 2.405476 Source Address: 10.200.0.43

A Ihe 890979 0000 34 17 eb 46 bf 02 bc 83 58 5a c7 92 08 @0 45 00
00 28 ba 1b 40 00 80 06 9d ab ©a c8 00 2b 2d 87
6a 8f d4 45 03 69 of f6 5f 3b 4a 53 da 42 50 10
10 12 91 43 00 09

Frame 2749: 54
Ethernet II, Sr
Internet Protoc
Transmission Cc

+ Like TCP with 6, ICMP uses 1, UDP uses 17 etc.

« Research and find out what are the Protocol Numbers for the Protocols?
«  What is the difference between Port Numbers and Protocol Numbers?
+ Whereas, Port numbers are used at the transport layer (TCP/UDP) to identify
specific processes or services on a host.
+ They allow multiple services to run simultaneously on a single device like HTTP
uses Port 80 (TCP), HTTPS uses Port 443 (TCP), DNS uses Port 53 (UDP) etc

+ Ports are associated with specific applications or services on a host system.
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No. Time Source Destination Protocol  Length Info
12403 8.947261 10.200.0.43 104.115.33.96 HTTP 320 GET / HTTP/1.1
12409 8.961610 104.115.33.96 10.200.0.43 432 HTTP/1.1 200 OK
12438 8.983316 10.200.0.43 104.115.33.96 HTTP 320 GET / HTTP/1.1
12441 8.997799 104.115.33.96 10.200.0.43 333 HTTP/1.1 200 OK

(application/pkix-cert

(application/pkix-cert

» Source: Intel 5a:c7:92 (bc:03:58:5a:c7:92)
Type: IPv4 (0x0800)
v Internet Protocol Version 4, Src: 10.200.0.43, Dst: 104.115.33.96
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x@0 (DSCP: CS@, ECN: Not-ECT)
Total Length: 306
Identification: @x22d8 (8920)
010. .... = Flags: ox2, Don't fragment
...0 0000 0000 0000 = Fragment Offset: ©
Time to Live: 128
Protocol: TCP (6)
Header Checksum: 0x4228 [validation disabled]
[Header checksum status: Unverified]
Source Address: 10.200.0.43
Destination Address: 104.115.33.96
v Transmission Control Protocol, Src Port: 54608, Dst Port: 80, Seq: 1, Ack: 1, Len: 2
Source Port: 54608
Destination Port: 80
[Stream index: 74]
» [Conversation completeness: Incomplete, DATA (15)]
[TCP Segment Len: 266]

+ Like in the above screenshot, a http uses Port 80.
+ Overall, protocol numbers describe the type of data ("how"), while port numbers

specify where the data should go ("who").
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