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1.0 [bookmark: _Toc228529728] Task I
[bookmark: _Toc228529729]1.1 Introduction & Initial Research
Research has been conducted into each of the required software recommended hardware. This includes SolidWorks Electrical [1] shown in Figure 1,  OrCAD X [2] shown in Figure 2 and LabView Software. LabVIEW [3] does not provide specific system requirements for component-level selection.
[image: ][bookmark: _Ref225781144][bookmark: _Toc223546201][bookmark: _Toc228529750]Figure 1: SolidWorks electrical suite system requirements [1]
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[bookmark: _Ref225781179][bookmark: _Toc223546202][bookmark: _Toc228529751]Figure 2: OrCAD X with built in Pspice software systems requirements [2]

[bookmark: _Toc228529730]1.2 PC Component Selection
[bookmark: _Toc228529752]Table 1: Components, specifications and cost of each part
	Component
	Specification
	Image
	Cost

	AMD Ryzen 7 9800X3D
	· 4.7GHz base clock [4]
· 5.2GHz Boost clock [4]
· 8-Cores [4]
· 120W TDP [4]
· Integrated Radeon Graphics [4]
	[image: ]
	£382.99[4]

	ARCTIC Liquid Freeze III pro 360 77 CFM Liquid CPU Cooler
	· 360mm Radiator [4]
· 600-3000RPM [4]
· AM5 compatible [4]
	[image: ]
	£69.98[4]

	MSI MAG B850 Tomohawk MAX WIFI
ATX, AM5 Motherboard
	· AM5 CPU socket [4]
· AMD B850 chipset [4]
· 256 GB DDR5 max memory [4]
· Wifi 7 [4]
· 1x USB 3.2 Gen 2x2 Headers [4] 
· 2 x USB 3.2 Gen 1 headers [4]
· 2 x USB 2.0 Headers [4]
· 1 x 5 G/S ethernet port [4]
· 3 x PCIe x16 Slots [4]
· 4 x SATA 6.0 Gb/s ports [4]
	[image: ]
	£228.99[4]

	Crucial Pro Overclocking 32GB
	· CL36 [4]
· DDR5 6000 [4]
· 2 x 16GB [4]
	[image: Product Image]
	£360.00[4]

	Kingston NV3
	· 1TB [4]
· M.2 PCIe 4.0 X4 [4]
· NVME SSD [4]
	[image: Product Image]
	£127.99[4]

	Gigabyte Gaming OC Radeon RX 9060 XT 16GB Video Card
	· 160 W [4]
· PCIe 8-pin [4]
· Base clock: 2220 MHz [4]
· Boost clock 3320 MHz [4]
· 16GB [4]
· 1 x HDMI 2.1b port [4]
· 2 x DisplayPort 2.1a ports [4]
	[image: Product Image]
	£414.99[4]

	NZXT H5 Flow 2024 ATX Mid Tower Case
	· Maximum video card length 410mm [4]
· Supports 360mm radiator [4]
	[image: ]
	£65.94[4]

	Thermaltake Tough power PF1 – TT premium edition
	· 650W [10]
· 80+ Platinum Efficiency [10]
· Fully modular  [10]
	[image: ]
	£156.56 [10]

	2 x MSI MAG 275QF
	· 27” [5]
· 180HZ refresh rate [5]
· 2560 x 1440 [5]
	[image: ]
	£159.00 [5]


	Razer Ornata V3
	· RGB Backlighting [5]
	[image: Product Image]
	£29.99[5]

	Logitech G502 Hero Wired optical mouse
	· Optical mouse [5]
· Adjustable DPI [5]
· Programable buttons [5]
	[image: ]
	£34.99[5]


	Logitech G435
	· Lightspeed [6]
· Bluetooth [6]
· 18hours battery life [6]
· Built in microphones [6]

	[image: ]
	£49.99[6]

	UGREEN 65381 Webcam
	· 4K or 1080P resolution [5]
· Auto Focus [5]
· USB 2.0 Type-A [5]
· 8MP sensor  [5]
	[image: ]
	£29.96[5]

	TOTAL
	
	
	£2296.19


[bookmark: _Toc228529731]1.3 Component Justification 
The engineer requires a high power and efficient desktop for working from home thus, the AMD Ryzen 7 9800X3D CPU was selected because it meets the requirements for OrCAD X and SolidWorks with a base clock of 4.7GHz it has 0.4GHz more than needed for the required software. This CPU has 8 cores[16]; the software requires a minimum of 4, this will allow the engineer to multitask which is often required. AMD have promised to support the Land-grid array CPU socket “AM5” until at least 2027 [7], this allows for good upgradeability in the future. This CPU has been selected over an intel offering due to its higher power efficiency at max power, with the intel 14700 having a maximum turbo power draw of 219W [15] compared to that of 120W [16] for this AMD CPU. Along with a long support period from manufacturer, it makes this CPU the best choice.
The CPU been paired with the ARCTIC Liquid Freeze III pro 360 77 CFM Liquid CPU Cooler to allow to the CPU perform optimally and as recommended by manufacturer [16]. This cooler allows for the engineer to run multiple programs at once on his workstation, making his work more efficient. 
The Gigabyte Gaming OC Radeon RX 9060 XT 16GB Video Card has been selected for its high video memory of 16GB compared to that of competition such as the NVIDIA 5060 TI which offers around 12GB for similar pricing.  This enables quick rendering of 3d models and swift simultaneous computation loads such as electrical simulations. This graphics card supports a variety of connectivity including 1 HDMI and 2 Display ports; this will allow multiple Screens to be connected, enhancing the engineer’s productivity as it increases his multi-tasking capability. 
The MSI MAG B850 Tomohawk MAX WIFI, ATX, AM5 Motherboard was selected because it meets the requirements, with a good option of upgradeability at an affordable price point. It has a capacity of up to 256GB of RAM [4], only 32GB of which will currently be utilised. This motherboard also includes a range of connectivity options, including USB 3.2 (gen 2x2 and gen 1) and 2.0, Ethernet and PCIe, SATA and wifi connections [4]. 
The “Thermaltake Tough power PF1 – TT premium edition” power supply has 80+ platinum efficiency which runs at 89% efficiency at 100% load and 92% efficiency at 50% load [18]. This power supply allows the engineers PC to run cheaply. With an estimated system wattage of 409W [4] it builds in a 58.9% buffer for future upgrading on the desktop. The power supply has been selected over its counterparts because of its efficiency and its power buffer.
The Crucial Pro Overclocking 32GB RAM has been selected due to it meeting the requirements of 16GB from the required software, with the extra memory enabling multi-tasking and for the programs to be run without having memory loss errors which could happen if the system only had 16GB.
The Kingston NV3 1TB SSD has been selected due to its suitable capacity of 1TB and slightly quicker sequential read/write speeds of 6,000/4,000 MB/s [11] compared to Samsung’s 990 Evo which has a sequential read write of 5000/4200 MB/s [12]. This allows the engineer to open and swap between concurrent projects easily. 
The 2 MSI MAG 275QF monitors have been selected due to their high resolution 1440p and 27” screen size. This is the ideal balance between performance and cost for the engineers workstation. The high resolution will make small text clear so that the engineer will have minimal eye strain after a days work.  The 2-monitor setup will allow the engineer to easily multitask, such as writing a report while pulling off technical data from a 3D model or simulation as one task can be open on each screen. 
The PC has been paired with the Razer Ornata V3, Logitech G502 Hero Wired optical mouse and Logitech G435 as all 3 allow for seamless and productive use of the computer by the engineer, with the mouse offering programable buttons so the engineer can get them to do various set functions. The headset features built in microphones, so no extra microphone is needed for online meetings, paired with UGREEN 65381 Webcam allows for seamless switch from meetings to work. 
The PC can be connected via a wired or wireless connection. For this use case a wired connection is opted for because it provides a constant, stable and faster speed because it provides a one-to-one connection [8].
[bookmark: _Toc228529732]2.0 Task II
[bookmark: _Toc228529733]2.1 Identification, Evaluation and Prioritisation of the cyber security threats
	
	Insignificant 
	Minor
	Moderate
	Major
	Severe 

	Very likely
	5
	10
	15
	20
	25

	Likely 
	4
	8
	12
	16
	20

	Possible
	3
	6
	9
	12
	15

	Unlikely
	2
	4
	6
	8
	10

	Very Unlikely 
	1
	2
	3
	4
	5


[bookmark: _Toc228529753]Table 2: Cyber Security Risk matrix [17]
A risk matrix has been selected to help determine the ranking of each of the threats. 
[bookmark: _Ref226817967][bookmark: _Toc228529734]2.1.1 Outdated firewall and no network segmentation
A non-segmented system with old firewall protocols which becomes compromised allows hackers to move laterally from corporate IT into the industrial control systems. Making this a single point of failure in the network. If hackers gain access to the system, they could then shutdown production or even damage equipment.  Taking account of these factors, this has been ranked the most critical issue to solve. Ranking 25 points from the risk matrix.
2.1.2 [bookmark: _Ref226817954][bookmark: _Ref226818094][bookmark: _Toc228529735]Embedded devices with outdated firmware, default passwords 
Default passwords are very easy for a hacker to exploit. As the embedded systems are likely a part of the control systems on the production line or in field devices a compromised system could impact manufacturing lines and power distribution. The likelihood and risk of these issues have ranked this the second most important issue to resolve. Ranking 20 points from the risk matrix.
2.1.3 [bookmark: _Toc228529736]Workstations run on outdated operating systems and no longer receive security patches 
Outdated operating systems are directly exploitable using known vulnerabilities. The most likely attacks are remote code execution, ransomware and as engineering workstations are high value assets with designs and control system plans on, hackers would charge a high price for unlocking. However, within the considerations of the issues in 2.1.1 Outdated firewall and no network segmentation and 2.1.2 Embedded devices with outdated firmware, default passwords, the workstations pose more of a gateway risk rather than an end target risk. Hence, its ranking of third. Ranking 16 points from the risk matrix.
[bookmark: _Toc228529737]2.1.4 International suppliers some of which don’t follow secure development or validation 
This poses a significant downstream risk to consumers. This would allow for stealthy backdoors to be created on the devices via which hackers can have remote control of the power distribution devices.  However, in the short term this threat is less likely as this risk is hard to exploit compared to the other insecurities in the company. Consequently, it has a lower priority ranking.  Ranning 15 points from the risk matrix.
[bookmark: _Toc228529738]2.1.5 Inadequate cyber security training 
Despite this being the companies lowest ranked vulnerability, it still poses a Medium to High risk. Phishing is one of the most common ways hackers gain access into a network so starting employee training is vital to the long-term success of the companies improved cyber security. 
Ranking 15 points from the cyber security risk matrix.
2.2 [bookmark: _Toc228529739]Holistic cyber security strategy to combat the threats identified 
To combat the network segmentation and outdated firewall rules vulnerabilities, these controls should be implemented. An operational technology network segmentation architecture, updated firewall protocols including strict firewall protocols should all be implemented to prevent attackers from being able to move from the corporate network to the controls network and vice versa.  
To combat the outdated operating systems and the embedded devices with outdated firmware and default passwords, a centralised patch management system should be implemented. This will enforce firmware updates. A replacement policy for end-of-life systems should also be implemented. These controls reduce the attack surface by eliminating known vulnerabilities, thereby significantly lowering the likelihood of exploitation. 
Inadequate employee cyber security training can be combatted by implementing a least privilege network access process in conjunction with multi-factor authentication will reduce the risk of stolen credentials and protect sensitive engineering and operational systems. A cyber security awareness training program should be run and made mandatory for all employees to attend. 
To reduce the risk from unsecure international suppliers a supplier security assessment and auditing policy should be implemented. This should mandate that certain standard such as the IEC 62443 [9] are met by all suppliers. Reducing the risk of malware being updated at the point of supply.
To improve general cyber security the business should implement an intrusion detection system along with continuous network and endpoint monitoring. This will enable early detection of attacks which ensures rapid containment and minimise downtime and operational disruption.  

[bookmark: _Toc228529740]2.3 Incident response plan
The Incident response plan proposed has 6 sections:
[bookmark: _Toc228529741]2.3.1 Preparation
A team should be established which has defined roles and responsibilities regarding the IT system maintenance and functionality. A maintained asset inventory for both the operational technology and corporate systems should be created. Communication protocols and monitoring tools should be deployed. They should also conduct regular incident simulation response training. 
[bookmark: _Toc228529742]2.3.2 Identification
Continuous monitoring of logs from the intrusion detection system, as well as identifying risk indicators such as unusual login activity, unexpected device behaviour and malware alerts. This will keep the company aware of weak segmentation and compromised devices. 
[bookmark: _Toc228529743]2.3.3 Containment 
Reacting to the identification of a threat. The threat is to be contained via isolating affected systems, compromised accounts should be disabled, and malicious IPs blocked via the firewall. This prevents attackers from moving into the industrial control systems and limits the damage from comprised credentials. 
[bookmark: _Toc228529744]2.3.4 Eradication
The aim of this step: removing the root cause of the incident. This is done by removing malware, unauthorised access, patching vulnerabilities and replacing the compromised components. 
[bookmark: _Toc228529745]2.3.5 Recovery 
Restoring systems from secure backups and gradually reconnect the systems to the network and then monitor signs for reinfection. At each stage validate the integrity of operational technology systems before resuming productions.  
[bookmark: _Toc228529746]2.3.6 Post-Incident Review 
The team must now conduct a post-incident review, update security controls and policies. This should refine incident response procedures and prevent reoccurrence of infection. 
[bookmark: _Toc228529747]2.4 relevant cybersecurity standards
The evaluation, prioritisation and the response plan are based upon the ISO 27001 standard [13] which helps organisations secure assets and comply with legal requirements. The 2022 revision of the standard covers 93 security control across organisational, people, physical and technological areas support the strong defence approach adopted in this report. 
The ISA/IEC 62443 [9] standard are the leading international standards for cybersecurity in industrial automation, control systems and operational technology. This is particularly relevant for the operational technology side of the company. Key features such as the network segmentation, secure device configuration and continuous monitoring have been reflected in this report. 
The NIST cybersecurity framework [14] also was used to structure the approach. The framework provides the core functions of – identify, protect, detect, respond and recover in its strategy, this has been followed in this outline. 

[bookmark: _Toc228529748]Conclusion
In conclusion, this report clearly outlines a suitable workstation for an engineer transitioning to a work from home setup and a comprehensive cyber security strategy for a company which works in both the design and manufacturing of critical infrastructure. 
The Workstation hardware ensures a reliable workstation for all engineering applications, including, simulation, modelling and report writing. The system is also capable of multi-tasking allowing for work on concurrent projects.
The Cybersecurity risk assessment identified the key risk, the most critical being the outdated firewall protocols and lack of segmentation. All the risks were then addressed in a defence biased strategy which emphasises putting in place solutions which stopped lateral movement across the systems and intrusion prevention. The response plan was then developed to enable rapid detection, containment and recovery from cyber incidents. These were all aligned with the ISA/IEC 62443, ISO 27001 and NIST standards for a robust and resilient security approach. 
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SOLIDWORKS 2024 SOLIDWORKS 2025 SOLIDWORKS 2026
Hardware
Processor x86_64 (Intel 64 or AMD64)
RAM 16 GB (32 GB recommended)

PDM Contributor/Viewer or Electrical Schematic: 8 GB (16 GB recommended)
Graphics / GPU Certified cards and drivers

Drives SSD drives recommended for optimal performance
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- Intel® Core™ i7 4.30 GHz or AMD Ryzen™ 7 4.30 GHz with at least 4 cores
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Memory (RAM) | - 16 GB RAM is recommended
- 50 GB of free disk space required
Storage ,
- SSD drive is recommended for faster data access
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