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Operational Police Practice 2 (BMPP5002D)
Assignment 2.
Within the UK, there are the threat of terrorism remains as prevalent today with the Mi5 considering the current national threat in the UK as ‘substantial’.  

Essay One: Why might terrorist organisations be involved in acquisitive crime? Highlight the links between terrorism and other forms of criminality.

The term terrorism is thought to have been first coined in the 1790’s and referred to the acts of terror used during the French Revolution (Jenkins. 2023). Jenkins defines terrorism as the “calculated use of violence to create a general climate of fear in a population and thereby to bring about a particular political objective”. The Terrorism Act 2000 defines terrorism as the ‘use of threat of one or more of the actions listed within the Act and where they are designed to influence the government or to intimidate the public’ (CPS. 2019).  
For terrorist organisations to survive and grow, they need funding to carry out their activities and recruit members.  According to an article in Encylopedia.com, ‘First Generation of Modern Terrorists’, the left-wing Irish Republican Army and the Palestine Liberation Organisation are said to have been the benchmark for how terrorism is funded today. The article continues to say that in the 1990’s, the Irish Republican Army is said to have accumulated £9.3m per year whilst in the 1970’s the Palestine Liberation Organisation secured an annual income of £9.75m through state sponsorship, contributions, and criminal activities. 
Many terrorist organisations today, such as Hamas, still use the easy method of utilising state sponsorship to fund their terrorist activities.  It is reported that Hamas has been ‘funded, armed and trained’ by the Islamic Revolutionary Guard Corps in Iran, since the early 1990’s (AJC. Nov 23).  
However, state sponsorship is not reliable. Following the 9/11 terrorist attack in 2001, the American President at that time, George Bush prepared his country and its allies for a “war on terrorism”. This war would be fought on many fronts, diplomatic, intelligence, covert action, economic sanctions, law enforcement as well as military action. (Hufbauer, Schott, Oegg. 2018). Furthermore, the attacks ‘altered the western world’s perception of terrorism and many benefactors had to rethink their support’ (Sloat. 2020). With those countries who were funding terrorism fearing military action against them and economic sanctions whilst witnessing neighbouring allied countries prospering through loans and the lifting of previous sanctions as a reward, state sponsorship dwindled. By President Bush reducing state funding for these terrorists’ organisations, they have had to utilise other methods and means of achieving their aims. 
As such, modern day terrorist organisations are unable to rely on state sponsorship and alternative methods of funding were needed to be sought. For example, propaganda from terrorist organisation Islamic State informed its followers that joining them or aiding in their cause would cleanse them of their sins. The terrorist group encouraged people to undertake criminal activities to fund their objectives by raising money for Jihad when operating in the Dar al-Harb (Lands of War). (Malik. N 2019). 
An alternative method used by terrorist organisations, is the use of acquisitive crime. Acquisitive crime is defined as “a wide-ranging category in which the offender derives material gain by illegal means, usually from another person, but sometimes from organisations. The category includes shoplifting, burglary, robbery, larceny, piracy, and fraud” (Gavin, H. 2021).
With fraud in the UK not only funding serious organised crime but also a lucrative option for terrorists. Gordon Corera in his BBC News article in 2021, stated that fraud levels had reached epidemic levels in the UK. The scale of credit-card, identity and cyber fraud was costing up to £190 billion a year.  In one case, eight supporters of the Islamic State group were convicted of defrauding pensioners out of £1 million.
Another example is the case of Yahya Rashid who was convicted of fraud for using his student loan and grants on travelling to join the Islamic state. It has also been noted that the suicide bomber Salman Abedi used taxpayer student loan to fund the Manchester Area attack (Raconter. 2023).  In May 2022, the Financial Times reported that thousands of pounds had been siphoned off from the UK’s Covid loan scheme to fund terrorism. Tarek Namouz was said to have used the loans and sent the proceeds to the Islamist group (Thomas. D. 2022). 
The Institute of chartered accountants released a statement in June 2022 containing the results of research by the Police Foundation which highlighted that in 2018 the police response to victims of fraud was inadequate. It concluded that fraud was not prioritised by the police with just 0.8% of police working in specialist economic teams.  This meaning that that there is a lack of resource when dealing with fraud (ICAEW Insights. 2022).  Given the statistics, the fraud market would seem to be a lucrative option for terrorist organisations as the lack of priority from the police would mean they are unlikely to be caught. 
It would also appear that terrorism groups will target almost any criminal act to either spread their propaganda or fund their organisations.  In 2017 Pakistan-born ISIS supporter Kamran Hussain, an Iman in a West-Midland charity run mosque was found guilty after an undercover officer filmed his sermons that included him telling children that martyrdom was the supreme success and was greater than any other success such as school or college.  He was sentenced to just six and a half years (The Guardian. 2017).
The illegal counterfeiting industry is a $2.3 trillion economy, from fake designer handbags to car parts. Whilst many consumers believe that purchasing these items is a victimless crime and harmless, what they are doing is funding terrorism.  In 2014, two terrorists counterfeited trainers to raise money for an assault on Charlie Hebdo magazine for publishing a cartoon that they did not like. 12 innocent people would lose their lives that day. 
Alternatively, Pirate music CD sales were used to fund the 2004 Madrid commuter train bombing in which 191 people would lose their lives, tactics used by terrorist straight out of an Al-Qaeda training manual found in 2002 (ICAEW. 2022). 
Terrorist organisations also use drugs as an option. Speaking at a conference organised by Turkey, Colombia and the United States of America, the United Nations Office on Drugs and Crime senior Terrorism Prevention Officer, Irka Kuleshnyk stated that "hile it is difficult to establish how widely terrorist groups are involved in the illicit drug trade, or the breadth and nature of cooperation between these two criminal groups, the magnitude of the numbers involved make the relationship worrisome”.
He valued that the opium harvest of Afghanistan in 2006 was valued at $3.1 billion and that indeed drug trafficking has provided much funding for insurgency and those who use terrorist violence in various regions throughout the world (UNODC). An EU drug report released in 2023 states that there have never been so many drugs smuggled or produced in Europe as there is being today (Pitchers. 2023). The link is evident between drugs and terrorism, it is growing and by people buying drugs within the UK, they are simply funding terrorist events and organisations. 
Funding for terrorist activities is not always commissioned through a crime, it could be provided by those sympathetic to the cause (BaMaung et al. 2018). In 2016 two charities were found to be supporting ISIS and Al-Qaeda. Whilst innocent people thought they were donating to good causes, Adeel Ul-Haq was sending their money to an Islamic State fighter in Syria. Whilst an Al-Qaeda mouthpiece, Najmuddin Faraj Ahmad took advantage of another charity based in Birmingham to promote articles from Mullah Krekar (Watkinson, W. 2016). 
Within the UK, there are 11 regional counter terrorism units who collaborate daily to confront the threat of terrorism and at the centre is the Counter Terrorism Policing Headquarters (CTRPHQ) who devise policies and strategies and liaise with intelligence agencies, the government etc. Despite these organisations, the threat of terrorism remains as prevalent today with the Mi5 considering the current national threat in the UK as ‘substantial’.  
It is not only outside threats that concern the UK and the police, those involved in terrorist activities can also work among us and insider threats and attacks have become more frequent (Cybersecurity Insiders. 2020).  Brackney & Anderson in 2004 refer to an insider threat as consisting of ‘malevolent actions carried out by an employee who is already trusted by the organisation, and who has access to sensitive information and information systems. The information and procedures held within any organisation, from private companies to the Police and Government agencies is extremely sensitive and could be vital to any terrorist organisation. Whilst BaMaung et al in 2018 consider there to be a ‘distinct lack of literature connecting terrorism and insider threat’, there are case studies which would support the existence. In 2009 there was a mass shooting at a US Army Soldier Centre which was perpetrated by a serving Army Major Nidal Malik Hasan. He jumped on the desk and shouted “Allahu Akbar” before firing (Webster et al. 2012). 
More recently and closer to policing, in 2021 Metropolitan police offer Benjamin Hannam was found guilty of being involved with the banned right-wing extremist group NA. He was convicted of a terrorism offence and also fraud for lying about his past on his police application form. It is therefore extremely ‘critical’ (BaMaung et al. 2018) for the police to have policies and procedures in place to safeguard individuals and the organisation. 
The National Counter Terrorism Security Office (PROTECT UK) provides counter terrorism support to the public and businesses and sets out a system of policies and procedures to manage and minimise the risk of people exploiting legitimate access. These procedures start from the recruitment stage. During the recruitment process within the police, stringent pre-employment checks are completed on the recruit and their family, references taken from previous employment, counter terrorism vetting and criminal record checks and overseas and social media checks. It is thought that by introducing the awareness that full security screening would be required for a role on job advertisements that it could serve as a deterrent (BeMaung et al. 2018) to those who are applying for the wrong reasons. 
BeMaung et all, also noted that ‘an insider threat can come from a number of stages in an employee working life cycle’, from a new recruit to a disgruntled long server. It is therefore critical for the police to continuously monitor their procedures, provide an avenue for colleagues to voice their concerns and ensure employees are adequately trained as per the PROTECT UK guidelines.  Returning to the example of Army Major Hasan, his colleagues referred to him as a ‘ticking time bomb’ due to his radical views however management interpreted this incorrectly and he was promoted (McCaul. 2012). 
Section 26 (1) of the Counter-Terrorism and Security Act 2015 places a general duty on ‘specified authorities to have due regard to prevent people from being drawn into terrorism’. Should any concerning behaviours be presented by an individual then relevant measures must be in place within the force. There are a few ways that the Police can ensure threats from insider activities are lessened which were suggested by the Centre for the Protection of National Infrastructure in 2015 which include ensuring all personnel carry warrant cards, password protect all computers and ensure continuous training is provided not just at the recruitment stage. The College of Policing has recently added a module on vulnerability to radicalisation in its national safeguarding training. 
It is clear from this essay that terrorism remains a substantial threat in the UK and how easy it can be for terrorist organisations to recruit members and fund their atrocities by any means possible. The means of achieving funding is constantly changing which is why terrorists use acquisitive crime whether this involves drug trafficking, selling counterfeit goods, or fraud. 
The case studies that have been discussed highlight that there is a threat of terrorism from individuals inside organisations such as the police and it has been discussed how effective measures should be implemented to prevent these threats.  Part of the Governments strategy for countering terrorism is PREVENT. In March 2023, His Majesty’s Inspectorate of Constabulary and Fire and Rescue published their findings following an examination of how effective the police were in contributing to PREVENT and how well forces were communicating.  Whilst the report was largely positive, not all officers could recognise signs of radicalisation and there were inconsistencies with training and communication and recommendations made. The report is encouraging in that recommendations are being put into place, such as the training module. 
Police staff are held in a position of trust and expectations from the public are high, so it is imperative the police are ‘managing reputational risk’ (NPSA. 2023), forces are communicating effectively and having effective and ‘critical’ (Bamaung et al. 2018) internal procedures to combat the threat of terrorism inside the organisation.
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Essay Two: What impact can the challenges of operational policing have on individual and group wellbeing, and why is mental wellbeing important in policing?

It is widely considered that policing is ‘one of the most stressful professions in society’ (Jackman et al. 2020). The term, operational policing, covers a wide and expanding range of work practices and procedures carried out by the police during their day-to-day duties. During these day-to-day duties, officers are ‘routinely exposed to dangerous and potentially traumatic events’ (Cartwright & Roach. 2020). This constant exposure can ‘increase the risk of police employees developing emotional and psychological complaints that can have serious effects on their wellbeing’ (Cartwright & Roach. 2020). 
In January 2023, the police wellbeing lead Belinda Goodwin spoke frankly about the dire situation that operational officers find themselves in. Each police officer may find themselves exposed to between 400 and 500 incidents of trauma throughout their policing careers. Goodwin states that police officers are often the first ports of call to risk of life, whether that may be dealing with violent members of the public or to running into burning buildings to save lives (Goodwin. 2023). 
Due to the diverse variety of the incidents that officers attend, they are expected to express a range of emotions and not only manage their own, but those of the parties involved (McDaniel, Moss & Pease. 2020) which can be difficult. Whilst this can have a positive effect in situations where empathy can be shown it can also have a ‘negative effect when having to supress negative emotions’ (McDaniel, Moss & Pease. 2020).  This increased exposure to distressing experiences and constant management of emotions can affect the officers mental and emotional wellbeing and the officer is more likely to experience symptoms of Post Traumatic Stress Disorder (Newall et al. 2021). 
It is considered that an officer’s poor mental wellbeing ‘is harmful to an individual, can affect professionalism, organisational effectiveness and public safety’ (Purba & Demou. 2019). Mental health problems ‘can shape police officer behaviour on the job and result in a withdrawal from family life and other consequences’ (McDaniel, Moss & Pease. 2020). These other consequences can also involve absence from the role. Cartwright & Roach in 2020, analysed sickness absence data for 20 UK police forces over a previous 10 year period. Their findings suggested that police absence due to psychological ill health had doubled to 8.82%.  Belinda Goodwin (2023) raised this same issue stating that in the past year, police officers were off work with mental health conditions for 571,000 days. Prolonged periods off work can have a negative impact on the wellbeing of the remaining force by placing an additional strain on their workloads and creating shortages in police staffing levels. It is concerning that even today, 88% of police officers did not have the confidence that there were enough officers to deal with the current operational demands (Goodwin. 2023). 
These shortages follow a period of austerity within the UK and reductions in funding to police forces from 2011-2015 (McDaniel, Moss & Pease. 2020). Whilst the Government has tried to address the issue of staff shortages and thus relieve this pressure with the recruitment of 20,000 new officers, these new officers are facing the diverse effects on their mental well-being and are leaving just as quickly as they have joined (Wakefield, Z. 2022). 
The operational demands due to a shortage of officers can lead to single crews. The Police Federations’ Demand, Capacity and Welfare Survey in 2019 stated that 76% of frontline officers say they are often or always single crewed.  The study continues to say that officers who are single crewed were significantly more likely to be the subject to verbal and physical attacks. Being single crewed increased the odds of all four types of violent victimisations, verbal insults, verbal threats, physical attacks, and physical attacks with weapons. (Police professional. 2018). Attacks of this nature will inevitably have a negative impact on the psychological wellbeing of the officer involved. Being single crewed also means little social engagement with colleagues and the challenges of shift work could lead to ‘depression and burnout caused by a depletion of personal physical and emotional resources and ability to cope’ (Hesketh & Tehrani. 2018). Furthermore, an officer’s safety requires them to be ‘constantly alert and attentive to the smallest indication of a hazardous situation’ and the pressure to remain constantly vigilant ‘can lead to psychological exhaustion and burnout’ (Hesketh & Tehrani. 2018). 
It is not only day to day operational duties that can have an impact on the wellbeing of officers; there are also additional psychological risks that are present following a major disaster. In large disasters, there can be several hundred officers dealing with the immediate incident and the aftermath (National College of Policing. 2019). The primary role of the officer is to take part in the emergency and not provide psychological support to colleagues (Hesketh & Tehrani. 2018). The National College of Policing states that ‘ambulance and fire services do not yet have the same critical incident methodology as the police service’ (NCP. 2020). This means that the police play a crucial role in the management of major incidents, and it also means that confusion can arise when emergency services are working alongside each other.  
This confusion is evident following the 7/7 terrorist attacks in London in 2005 and the Manchester Arena bombing in May 2017. The Joint Emergency Services Interoperability Principles (JESIP) were introduced in 2015 following the failures by the emergency services to work together in response to major events. In May 2011, Lady Justice Hallet released a report following the 7/7 terrorist attack which raised the issues of lack of communication and information sharing and a basic misunderstanding of the emergency services roles. Despite the introduction of The Joint Doctrine: The Interoperability Framework which provided guidance on joint working (Saunders. 2022) these same failings were evident following inquiries into the Manchester Arena bombing. The Kerslake report (2018), recognised the fire services lack of response and awareness to the incident because of poor procedures and communications. There was also a lack of shared communication across agencies. It was clear from the inquiry by Sir John Saunders in 2022, that JESIP had not been sufficiently embedded before the attack. It is imperative that in large disasters, emergency services work together and as noted in the Manchester Arena Inquiry that ‘a fully co-ordinated response is likely to produce the best outcome’ (Saunders. 2022). 
The very nature of large disasters can be traumatic for all involved and will place a strain on an officer’s psychological wellbeing. The Kerslake report in 2018 following the Manchester Arena bombings noted that the events were something ‘none of those involved had ever encountered before’. The Kerslake report did also acknowledge that key emergency personnel were ‘exercising sound judgment in an extremely stressful, chaotic and dangerous environment’.  The psychological effects of such events, to all involved, cannot therefore be underestimated. The National College of Policing sets out in their 2018 guidelines post-disaster trauma interventions and the importance of early interventions, how symptoms can be handled and how to access the support needed. 
Whether an officer’s wellbeing is impacted by a large disaster or from their day-to-day role, the overwhelming concern is that officers are less likely to raise their mental health as an issue, so we are unlikely to understand the full magnitude of the situation. Officers are expected to behave ‘as an institution rather than a man’ (Miller. 1977). It is also believed that seeking help ‘to be a sign of cowardice amongst police officers and an admission of incompetence’ (Miller. 1995). This stigma is supported by Captuo & Rouner (2011) stating that ‘it is plausible that officers may resist seeking care due to concerns about others viewing them negatively’.  More recently in 2015, MIND, the mental health charity found that emergency services employees were more likely to suffer with mental health problems but were less likely to report these (MIND. 2015). In a study completed by Louise Watson and Leanne Andrews in 2017 on the barriers to seeking help, it was indicated that the greatest barrier was a fear that in doing so would ‘harm their career’ and their colleagues having ‘less confidence in them’. 
Whilst research studies have been undertaken to understand operational stressors within the police, ‘little has been published that explores how many employees experience stress, psychological ill health or other negative effects on their wellbeing as a result of ‘doing the job’ (Cartwright & Roach.2020). Most studies that have been completed, usually involve a small number of participants (Jackson et al. 2020), or those from a similar cohort. Newall et al in 2021, accepted that their study which sought to understand the barriers to seeking treatment within the police services was ‘with limitations’ as those who participated in the survey knew the focus was on mental health and therefore more willing to discuss the same. The ongoing issue that we still face today is that unless officers are prepared to acknowledge and encouraged to discuss their mental health problems, our understanding of the seriousness of the situation will remain unknown. 
Supporting the wellbeing of the police is crucial and it is positive that developments have been made in this regard. In 2019, the National Police wellbeing service was launched following the backing of a £7.5m investment from the Home Office (College of Policing. 2019). The National College of Policing in 2018 produced a practical guide entitled ‘Responding to trauma in policing’ which laid out guidelines for a framework for action.  It was acknowledged that ‘stress and trauma in policing is a complex area’ and highlighted that team leaders are critical to the wellbeing of their teams. Teams that are ‘well led and functioning have been shown to be more resilient’ (Hesketh & Tehrani. 2018). It is equally as important that response officers are familiar with the symptoms of trauma and that if symptoms continue, further support may be required (Hesketh & Tehrani. 2018).
To address the stigma associated with seeking help, some UK forces have started to use the Trauma Risk Management Program (TRIM). TRIM is a peer-to-peer support system which is hoped will encourage the cultural acceptance of mental health difficulties and provide early indication and intervention (Watson & Andrews. 2017). MIND in 2015 also developed their Blue Light Programme which offers a wealth of wellbeing support for police employees (MIND. 2020).
Given the evolving nature of the police role, the challenges faced in day-to-day policing and the threat of major incidents, the mental wellbeing of the police is vitally important. Whilst this is being recognised by the implementation of various resources, TRIM, National College of Policing Guidelines and the Blue Light Programme, there remains a prevalent issue as recognised by Belinda Goodwin. In a study in 2017 by Watson & Andrews on the use of TRIM, out of 693 participants, positively, 603 were aware of TRIM and 441 had been offered support. However only 204 had been a recipient of TRIM with the participants raising stigma as an issue. There needs to be more focus and encouragement by all to utilise these services and remove the stigma involved in doing so. ‘Police forces should strive to be proactive and aim to promote a culture of wellness and help-seeking to improve psychological health in policing’ (Cohen et al. 2019). 
Chief Constable Andy Rhodes NPCC National Wellbeing Lead said that it remains a cultural challenge to know it is ok to say, ‘I’m not ok’ and that ‘when the public are at their lowest point, they rely on our people to turn up and be compassionate and professional in their hour of need. We can only do this if our own organisations treat us with compassion’ (Rhodes. 2018). 
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