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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	Subnet A
	172.16.13.64/27
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	Subnet B
	172.16.2.0/21
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	Subnet C
	172.16.13.96/29
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	Subnet D
	172.16.10.0/23
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	Subnet E
	172.16.13.0/26
	255.255.255.192
	172.16.16.1
	172.16.13.62
	172.16.13.63

	Subnet F & 2 Serial Links between Routers
	172.16.12.0/24
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  

Features of IPv6

Introduction
The intention of this brief report is to explain what is meant by IPv6 and to help understand the structure, address type, advanced functionalities and security contained within the IPv6.

What is IPv6

IPv6 stands for Internet Protocol version six, it is the latest version of internet protocol to be announced with regards to the communication between computers. Internet Protocol (IP) is the core principals determining the format of data that is sent over the internet/intranet. Each device connected to the internet there should be at least one IP address that uniquely identifies it over other devices, and it is no different to having a street address with a postcode.

IPv6 is the replacement of IPv4, which has been in use since 1983. IPv4 uses 32 bits for addressing and can support up to 4.3 billion devices (232) [1], which in 1983 was considered to be enough addresses. However, the growth in the internet, devices, smartphones and the internet of things (IoT) and therefore the need for more addresses has significantly increased and so the Internet Engineering Task Force (IETF) needed to formally standardise the use of IPv6 in 2017 [2]. 

In 1998 [3] the IEFT were looking at new addressing standards a little over 20 years ago and had started working on IPv6, which is an addressing system that uses 128 bits, creating approximately 340 trillion trillion devices (2128) [1].

Address Type of IPv6

IPv6 uses eight groups of four hexadecimal digits, separated by colons, whereas IPv4 uses four sets of binary digits separated by a space.

Examples:
[1]
	IPv6:   	2001:0db8:0000:0000:0000:8a2e:0370:7334 

	IPv4:	11100000 11001100 00110011 00001111

The full representation of IPv6 address if there were a couple of sections of 0000:0000:0000 could also be written as “::”, but never if there is only one group of :0000: [1], the example shown above would become:

		2021:0db8::8a2e:0370:7334
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Fig 1 - [4]


Benefits of IPv6

More addresses
Because IPv6 uses 128-bit addresses it allows for exponential increase in the number of IP addresses available. Network experts had been aware that there would be limitations with regards to IP address for some time [5].

Backward Compatibility
Due to the nature of IPv6 being backward compatible it means that manufacturers can upgrade at their own pace without disrupting the flow of data that is going through the internet. Given the worlds reliance on instant news, social media, e-mails, online ordering, safety notifications as well as National Security, backward compatibility is a very important feature of IPv6 [5].

Better Performance
There have been changes to the way IP packets and headers are formed, this in turn changes the way that routers process packets allowing an improved performance, resulting in fewer missed or dropped packets. As well as a more reliable and efficient connection. These connections and performance reliability are crucial in a world that is seeing an increase in video streaming and voice over IP are on the rise [5].

Hierarchical Address Structure
Multiple levels in the addressing hierarchy provide better aggregation of routes, an easier process for allocating address to downstreams (data sent from a network service provider to a customer) and scalability of global routing [6].  A simplified address architecture enables easier addressing plans which result in lower operational costs [6].

Privacy Addresses
There are specific bits that provide privacy for the end user where the IP address cannot be used for tracking traffic usage [6].

Multicasting
Improved group communication with the use of IPv6.

Security Features of IPv6

Ipv6 was designed with authentication and encryption in mind apparently. IPsec was an optional security component of IPv4, but in IPv6 it is mandatory. Each individual packet is authenticated and encrypted making many malicious attacks, seen currently, very difficult [5].

Other Considerations for IPv6

Other considerations with regards to IPv6 and security include [7] :
· Expertise of the technical personnel with respect to the IPv6 protocol suite
· Availability of skilled human resources
· Maturity level of IPv6 implementations
· IPv6 support in security products
· Complexity of the resulting networks (and of the Internet in general)
Conclusion

IPv6 was designed to replace IPv4, of that there is no doubt and it is required, as more homes and offices bring in more devices under the umbrella of Internet of things (IoT). More people are buying into the idea that they need smart devices to look after their homes, their health, their business and with the purchase of more smart devices the need to be connected to the internet increases. Whether or not IPv6 will be as secure as it claims remains to be identified as there still seems to be a little of cloud of confusion around it – conflicting information does not help the uninformed. There is still a lot of IPv4 addresses, but IPv6 is slowly becoming notifiable on the world stage (Appendix 1)

Appendices
Appendix 1
https://www.internetsociety.org/wp-content/uploads/2018/06/IPv6-infographic.pdf
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Table 1
IPv4 and IPv6, basic facts.
Source: ARIN, in Cannon (2010, 9).

IP version Pva Pv6
Deployed 1981 1999
Address size 32-bit number 128-bit number
Address format Dotted decimal notation: 192.0.2.76 Hexadecimal notation: 2001:0DB8:0234:AB00: 0123:4567:8901:ABCD
Number of addresses 2%2=4,294,967,296 2'282340,282,366,920,938,463, 463,374,607,431,768,211,456
Examples of prefix notation 192.0.2.0/24 2001:0DB8:0234::/48

10/8 2600:0000::/12

(a /8" block=1/256th of total IPv4 address
space=2%4=16,777,216 addresses)





