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1. Background

During Introduction lab exercise titled “Introduction to Digital Forensics”, you learnt how digital
forensics is used to retrieve and chronicle evidence located on a computer's hard drives and
other sources of Electronically Stored Information (ESI) such as floppies, CDs and DVDs, external
drives, thumb drives and voice mail servers, so that it can be presented as evidence in a court of
law.

In this exercise, you will learn how to use the Win-UFO v6 tool that is stacked in the CAINE DVD,
to conduct a real life digital forensics investigation on your PC in the computer lab. This real life
forensics investigation can also be conducted on your personal computer or any other computer
that has been exposed to abuse on the Internet.

2. The scenario

The scenario of this digital forensics investigation is that a group of unscrupulous students in the
university have been using the PCs in the computer lab to download and share inappropriate
images and videos from the Internet. The students also save some of these images and videos
on their USB devices to take home.

Downloading pornography on university computers is a disciplinary matter. It is disruptive to
learning and also exposes the university computers and network to outside hackers.

As a digital forensics student, you have been commissioned by your module leader to investigate
this abuse of university facility and report your findings. To accomplish this task, you have been
given the CAINE DVD. You have also been given tips on how to conduct your investigation as
follows:

a. Use image recovery tool called “Recuva” to recover downloaded and deleted images and
emails on the computer.

b. Use browser history applications like “BrowsingHistoryView”, “Favourites View”, and
“Historian” to establish the offensive websites visited, the number of times visited, and
the users who visited the offensive websites.

c. Use Log Viewers like “LastActivityView”, “RecentFilesView”, “USBDeview” and
“VideoCacheView” to corroborate your findings in (a) and (b) above.

d. Use Reporting applications like “OutlookAddressView”, “OutlookAttacheView”,
“OutlookStatView” and “UserProfilesView” to establish the names and email addresses
of users and the inappropriate files and videos they shared as suggested by your findings
in (a), (b) and (c).
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3. The Lab Exercise

Switch on your PCin the lab to boot from Windows 7 without the CAINE DVD in the drive. After
a successful boot-up, insert the DVD and run it as described in the “Introduction to Digital
Forensics” document. This time use a USB drive for your report folder.

3.1 Running the Recuva Tool to recover images and emails

From the Win-UFO v6 main window, click on the “Recovery” button and select “Recuva” as
shown below in figure 1 below.

[ Win-UF0 v60 (=] [ |
ULTIMATE EORENSICS OQUTELOW

BROWSERHISTORY |  IPHONE | 7 | mawware |  neTwoRk TOOLS
OTHER |  PASSWORD RECOVERY REPORTS |  VIEWERS

A
[ Cg Donate Win-UFO.org E/

Figure 1: Running the Recuva tool.

The Recuva tool is one of the best free to download file recovery tools available for both
Windows and Linux operating system platforms. The application has the capacity to recover
deleted files and files kept in hidden folders.

For the purpose of this digital forensics exercise, we are only concerned with emails, and images
and video, which are inappropriately downloaded on university computers. You will conduct
forensics analysis involving other file types of files in subsequent exercises.

Once the “Recuva Wizard” application is loaded as in figure 2 below, select “Pictures” radio
button and then click on the “Next” button.
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Recuva Wizard &J

File type fen .
What sort of files are you trying to recover? 1‘2-\_

1 Al Files
Show all files.

=
() Music
Show anly files of comman audio formats, like MP3 player files.

(") Documents

Show only files of common office document formats, such as Word and Excel files.
) Video

Show anly video files, like digital camera recordings.

nly files of comman image formats, such as digital camera photos.

) Compressed
Show anly compressed files.

(") Emails
Show anly emails from Thunderbird, Outlook Express, Windows Mail and Microsoft
Outlook.

[ < Back ][ Mext = ][ Cancel

Figure 2: Selecting “Pictures” from Recuva Wizard.

At the file location window as shown in figure 3 below, select the default drive for the Windows
7 operating system, which is usually drive “C”. If you are not sure, use the “Browse” button to
browse your computer and select the drive where Windows 7 is installed.

Note that we are selecting drive “C” not because it is where all the images and video are
necessarily saved. We are selecting the drive because that is where browsing history, USB usage
history, and user profiles etc are saved. The Recuva tool can recover files from any drives with
or without operating system installed in it, including DVDs and USB sticks.

After selecting the drive location, click on the “Next” button. The “Thank You” window appears

as shown in figure 4 below.

If you have more than two hours time allowance in the lab, you may click on the “Enable Deep
Scan” check button, otherwise leave it blank. By clicking this button, you are telling the Recuva
tool to conduct indepth forensics analysis of the target drive. This may take more than one hour
to accomplish, depending on the size of the HDD, the processing power of your computer and

of course available memory.

Now, click on the “Start” button to start forensics scan of your HDD for images.
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r |
Recuva Wizard ﬁ

File location B ;Q' '
Where were the files? )

) I'm not sure
Search everywhere on this computer.

) On my media card or iPod
Search any removable drives (except CDs and floppies) for deleted files.

(") In My Documents
Search user documents folders.

(") In the Recycle Bin
Search for files deleted from the Recydle Bin.

@ In a specific location

C:) Browse...

") OnacCD [ DVD

&, shiive (D2)

[ < Back ][ Mext = ][ Cancel

Figure 3: Selecting file location in Recuva Wizard.

.
[Recuva Wizard - - M
i

Thank you, Recuva is now ready to
search for your files

After the search is complete you will see a list of the files
Recuva has found. Simply check the files you would like to
recover and dick the Recover button,

Check this box if previous scans have failed to find your
files. Note that this may take over an hour on a large drive.

2

Click Start to beain the search.

l < Back ][ Start ]’ Cancel

T e — —— e e —

Figure 4: Thank You Window.

The forensics scan is a three stage process as shown in figure 5 below.
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&b Scan . re —

Stage 1 of 3: Scanning drive for deleted files
Current progress: 27%, 130445 file(s) found

Estimated time left: 20 seconds

Figure 5: HDD scan.

The scan process (without deep scan) is usually fast. Upon completing a scan, Recuva shows a
window complete with a grid of image files. Click on the “Switch To Advanced Mode”. Browse
through the files shown in the main window as in figure 6 below. Note that the file names are
colour coded in orange, red and green. Orange means the file quality is poor. The chances of
recovery are low. Red means the file is simply irrecoverable. Green means the file is in excellent
condition and is fully recoverable.

~
1 Piriform Recuva i ]
L A

& Recuva.com

N g

[ Local Disk () -] [ s |+] S *pal*.pnal*.raw|*.gfd ~
[T Filename Path Last Modified Size State Corl 4| | Preview [mnfo [ Header

[C] @IMG_6969.JPG C\SRecycleBin\S-1-5-21-2421820725-4142328791 -31...  31/10/2012 04:24 3347KB Excellent Mo 7

[ @IMG_6870.PG Ci\SRecycleBin\S-1-5-21-2421820725-4142328791-31...  31/10/2012 04:24 3854 KB Excellent No

[ @IMG_6STLIPG CASRecycleBin\S-1-5-21-2421820725-4142328781-31...  31/10/2012 04:24 3763KB Excellent No

[ @IMG_6872JPG C\SRecycleBin\S-1-5-21-2421820725-4142328791-31...  31/10/2012 04:24 2704 KB Excellent No

[ @IMG_6973.PG Ci\SRecycle BintS-1-5-21-2421820725-4142328791-31...  31/10/2012 04:24 3610KB Excellent No

[ @IMG_6974.JPG Ci\SRecycle BintS-1-5-21-2421820725-4142328791-31...  31/10/2012 04:24 2853KB  Excellent Mo

7] @IMG_6975.PG Ci\SRecycleBinS-1-5-21-2421820725-4142328791-31...  31/10/2012 04:24 3648 KB Excellent Mo

@ 1MG_6976.0PG Ci\SRecycle Bin\S-1-5-21-2421820725-4142328791 31...  31/10/2012 04:25 3,086 KB Excellent Mo

7] @IMG_6977.JPG C\SRecycleBin\S-1-5-21-2421820725-4142328791 -31...  31/10/2012 04225 3350 KB Excellent Ne

[C] @IMG_6978.0PG CASRecycleBin\S-1-5-21-2421820725-4142328791 -31...  31/10/2012 04225 3858 KB Excellent Mo

[ @IMG_6579.0PG CASRecycleBin\S-1-5-21-2421820725-4142328791-31...  31/10/2012 0425 2749KB Excellent No

[ @IMG_6%80.JPG C\SRecycleBin\S-1-5-21-2421820725-4142328781-31...  31/10/2012 04:25 2756 KB Excellent No

7] @MG GOR1IPG CASRervele RintS-1-5-21-2471R20725-4147928701 -31..._ 111079012 04:75 271IKR  Freellent Na [ -

« | m | + A AN

[C:] NTFS, 466 GE. Cluster size: 4096, File record size: 1024, Found 38,111 fle(s) (472,314 ignored) in 4minutes 46 seconds.
Online Help Check for updates...

Figure 6: Recuva in Advanced Mode.

Note that by selecting a file name with green colour tag, the file can be viewed in the “Preview”
pane. Useful information such as the creation date and time, last modified date and time, and
last accessed date and time can all be easily retrieved from the “Info” pane.

Take your time to browse the list of all the files that are green coded. You are almost certainly
likely to discover some images that are useful for further investigation. Take note of the
information available for each image of interest. Click on the “Recover” button to recover the
selected file and save it in your digital forensics report folder, preferably in a different drive such
as a USB drive.

Repeat this scanning process for emails by selecting “Emails” as shown in figure 2 above.
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After a successful scan, all emails such as outlook, thunderbird and webmail which are saved or

hidden on the “C” drive are recovered as shown in figure 7 below.

k,:: Piriform Recuva E@g

Recuva.com 1.

Microsoft ro 2-hit 5P1
Intel Pentium 4 CPU B RAM, Intel 82945G Express Chipset Family

Select the files you want to Recover by ticking the baxes and then pressing Recover.
For the best resuits, restore the files to a different drive. Sl pis
[] Filename Path Last Modified Size State Comment
& Outlook.pst C\SRecycle.Bin\5-1-5-21-2421...  28/06/2008 05:42 265 KB Excellent No overwritten clusters detected.
7] @ Thunderbird emails.zip Ch\ Unknown SKB Excellent Mo overwritten clusters detected.

< 1 b

[C:] NTFS, 466 GB. Cluster size: 4096. File record size: 1024, Found 2 file(s) in 1 minute 10 seconds.

Online Help Check for updates...

Figure 7: Recovered emails.

Click on the “Recover” button and save your recovered emails in your forensics report folder in
a USB drive.

3.2 Running Browser History

The browsing history of a computer user is powerful digital forensics evidence. Many cyber
criminals are not aware of this fact. From the Win-UFO main menu, click on “Browser History”
and select “BrowsingHistoryView”. A window like figure 8 below appears.

At the “Filter by visit date/time” drop down menu, select “Load history items from any time”. At
“Web browsers” click on all available browsers shown on the list. At “Load history from” drop
down menu, select “Load history from current running system (all users).” Then click on the “OK”
button.

After scanning the HDD for browsing history, the Recuva application shows a window similar to
figure 8 below.

Figure 8 shows the URL, the time and date visited, the number of times visited, what browser
was used, the name of the user, and the URL length.

Using the date and time associated with any images that you have found in section 3.1 of this
exercise, try to browse through the browser history and see if you can link an image with a
browsing history. Select URLs of interest and save them in your digital forensics report folder.
Note that you can visit a site by simply double clicking on the URL.
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B " Advanced Qptions

Filter by visit date ftime: [i.oad history items from any time iw| (10

Web Browsers

Internet Explorer Chrome Firefox

Internet Explorer 10/11 + Edge Chrome Canary SeaMonkey

Safari COpera

Load history from..

From: 01/10/2012 174402 = To: 28(11/2016 17:44:02

Load history from the current running system (All users) -

History:

App Data:

Local App Data:

Load Internet Explorer history by using APT.

[ skip duplicate URLs that their time difference is less than... 5

seconds

[ OK ] ’ Cancel

)
Figure 8: Selecting browser options.
) _
i (= [E e

€3 BrowsingHistoryView B o S =REC]
File Edit View Options Help

(EH@OFaA
URL Title Visit Time Visit Count  Visited From Web Browser User Profile Browser P *
féﬁ\a:///(:/bsars/ hmed/Desktop/stoke k%20app/... 14/09/2016 18:04:15 1 Internet Explorer 10 Rizwana Ahmed [l
féﬁ\e:/ﬂ(:/bsers/ hmed/Desktop/stoke k%20app/... 14/09/2016 18:03:26 1 Internet Explorer 10 Rizwana Ahmed
Efile///C:/Users/] hmed/Desktop/stoke% k%20app/... 14/09/2016 18:07:58 1 Internet Explorer 10 Rizwana Ahmed
\2ﬁ\a///[‘/UsarsﬁammEx%lﬂﬁtaff/DEsktup/had\zas%lﬂppts/iamp\e-... 18/09/2016 17:23:52 1 Chrome Tecomex Staff Default
Eﬁ\E:///[:/UsarsﬁammEx%ZﬂStafﬁ’DEsktup/had\zas%lﬂpptsﬂearr 18/09/2016 17:28:21 1 Chrome Tecomex Staff Default
\!ﬁ\E:///[:/Usarsﬁa(umEx%ZUStafﬂ’DEsktup/;lnke%lﬂpark%mapp/thm 25/09/2016 12:42:38 1 Chrome Tecomex Staff Default
@ﬁ\E‘///C‘/UsarsﬁacumEx%ZUStafﬁ’DEsktupﬁa(uma%ZUMattEnfEm... 22/02/2016 05:58:52 1 Internet Explorer 10 Idris Ahmed
@F\\a‘/ﬂ[‘m;arsﬁammEx%lUStafﬂ’Desktnp/Tamma:%ZUMattali/Em... 22/02/2016 05:59:08 1 Internet Explorer 10 Idris Ahmed
féﬁ\a:///C:/Usars/Ta:omex%ZOStaff/Desktop/Tacomac%ZOMattavstatt”. 22/02/2016 05:59:41 1 Internet Explorer 10 Idris Ahmed
féﬁ\e:///C:/Users/Te:omex%ZOStaff/Desktopﬁecoma%ZOMattevsfPra... 25/02/2016 02:23:01 1 Internet Explorer 10 Idris Ahmed
eﬁ\E‘///C‘/USErs/TE:UmEx%ZOStaff/DESktup/TE(uma{%ZOMEttElsfPrD... 25/02/2016 02:22:57 2 Internet Explorer 10 Idris Ahmed
\2ﬁ\a///[‘/UsarsﬁammEx%ZﬂStaff/Duwn\uad;lllv%ZﬂEnghsh%Zﬂ[n... 18/09/2016 18:32:22 1 Chrome Tecomex Staff Default
Eﬁ\E:///[:/Usarsﬁa(umEx%ZﬂStaff/Duwn\uadsz’ll+%ZﬂMaths.pdf 18/09/2016 18:31:30 1 Chrome Tecomex Staff Default
\!ﬁ‘El///[I/USEfs/TE(UmEX%ZUStEfHDUWH‘DEdy’(AFﬁP[Wﬁ[H\MVEI’LL.. 01/10/2016 1 25 1 Chrome Tecomex Staff Default

k! file:/f/C:/Users/Tecomex3:205taff/Downloads/CAF_PCW _Parents_lea... 27/09/2016 14:56:35 1 Chrome Tecomex Staff Default
eF\\a‘///[‘/usarsﬁammEx%lUStafﬂ’ann\nadiﬂ’lnb%}ﬂﬂesmptmn%z 20/10/2016 13:52:23 1 Chrome Tecomex Staff Default
Q!ﬁ\a:///C:/Usarsﬁacomax%ZOStaff/Down\aads/Numeracy%ZOg\ossar‘.. 24/10/2016 0f 2 Chrome Tecomex Staff Default

® file:///C:/Users/Tecomex%205taff/Downl y#%20g| 24/10/2016 0 2 Chrome Tecomex Staff Default
eF\\E‘///C‘/Users/'rewmEx%ZOStafﬁ’Duwn\uads/ra\at\unsh\ps_at_wurkw 20/10/2016 11:49:01 1 Chrome Tecomex Staff Default
eﬁ‘E‘///[‘/USEVS/TE(UmEX%ZUStEfﬂ'DUWn‘DEdSJ’WDIk_UfE_hE‘EH(E.pdf 20/10/2016 11:30:15 1 Chrome Tecomex Staff Default
Eﬁ‘El///EI/TE(UmEx%zﬂMaﬂEfstFU(hurE/TE(UmEX%ZﬂS‘LpLIb 18/02/2016 13:32:27 3 Internet Explorer 10 Idris Ahmed
@ﬁ\E‘///E‘/TE(umEx%lﬂMatlErs/EruzhurE/TEzumEx%lUE pub 18/02/2016 12:51:13 1 Internet Explorer 10 Idris Ahmed
_Féﬁ\a‘///E‘ﬁammax%lUMattars/StafF/Damel—Em docx 18/02/2016 13:32:41 2 Internet Explorer 10 Idris Ahmed
(Efile:///F:/job%20app/Application_Form_support_Part_1_S5P.dac 19/10/2016 16:43:34 1 Internet Explorer 10 Rizwana Ahmed
féﬁ\e:///F:/Lettarhead/LetterheadMOT.pdf 22/02/2016 06:02:35 1 Internet Explorer 10 Idris Ahmed
@F\\E‘///F‘/LetterhEad/LetterhEad%207_UK_On\y.pub 22/02/2016 06:02:17 1 Internet Explorer 10 Idris Ahmed I8
YT R Y. S [E— ':yimw/wrn(nrnw cc 4 RS S T .Y | PR R

3851 item(s), 1 Selected NirSoft Freeware. http:/iwww.nirsoft.net

Figure 9: Browser history.
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3.3 Running Log Viewers

At the main Recuva menu, click on it and then click on the “Log Viewers”. Then select the
“LatestActivityView”. This is another useful application in the Win-UFO tool. It gives a list of file
names that are recently viewed on the computer. It also gives the date and time the files were
created, the last time they were modified and the last time they were viewed. Refer to figure 10
below.

Browse through your list of recently viewed files and see if you can associate any file in the list
with your saved browsing history. Save any files of interest in your report folder.

r 3% RecentFilesView . l = | B él
Eile Edit View Options Help
| B % & A
Filename Modified Time Created Time Execute Time Missing ..  Stored In Extension .
[i= C:\backup\2015\apa\desktop\DSC_0208.JPG 14/06/2015 00:45:30  11/09/201519:33:10  28/05/2016 08:26:37  Ves Recent Folder PG
(] C\Backup_17-09-2014.pst N/A N/A N/A Yes Registry pst
(3] C:\Backup_17-00-2014.pst N/A N/A 10/05/2016 11:57:53  Ves Registry pst
_| C:\PregramData\Spyrix Personal Menitoriexport 25/09/201610:33:31  25/09/2016 10:17:05  25/09/2016 10:32:38 Mo Recent Felder
QC:\ngramData\Spyrix Personal Monitor\export\25_09_2016... 25/09/201610:33:31  25/09/201610:33:31  25/09/2016 10:33:54  VYec Recent Folder zip -
| C:\Shared 25/09/201611:11:29  25/09/2016 10:31:19  25/09/2016 11:12:12 Mo Recent Felder
§25) C:\Shared\NET Test delivery 25_09_201612_11_28.csv 25/09/2016 11:11:28 /201611:11:29  25/08/201611:12:11  No Recent Folder csv
F‘i"C:\U sershAdministrator. Couger2\Desktop\Mew Microsoft Of... 15/05/201610:23:07 1 /201610:23:06  15/05/2016 10:22:26 Mo Recent Felder xlsx
h:i]C:\U sers\Administrator.Couger2\Desktop\New Microsoft Of... 15/05/201612:3%:12 1. /201617:21:38  19/05/201612:20:03  No Recent Folder ppbx
Fi"C:\U sers\Administrator.Couger2\Desktop\Mew Microsoft Of... 15/05/201612:39:12 /201617:21:38  05/10/2016 03:11:54 Mo Registry ppkx
(=] C\Users\Administrator.Couger2\Desktop\New Microsoft Of... 15/05/201612:39:12  14/05/201617:21:38  05/10/2016 09:11:54  No Registry pptx L
2] CA\Users\Administrator.Couger2\Desktop\Re airplane temp.... 14/05/2016 18:06:16  14/05/2016 18:04:37  15/05/2016 103339 Yes Recent Folder pptx 1
(] CAUsers\Administrator.Couger2\Desktop\Re airplane temp.... N /A N/A N/A Yes Registry ppbe
2] C:A\Users\Administrator. Couger2\Desktop\Re airplane temp... M /A N/A N/A Yes Registry PPt
|| Ch\Users\Administrator.Couger2\DocumentsiJavascript 23/05/2016 09:06:41  23/05/2016 09:03:22  23/05/2016 09:06:34  No Recent Folder Couger\Docu...
fAC:\Users\Admmistratur‘CuugerE\DucumEnts\Javascr\pt\Jav.u 23/05/2016 09:05:56 /2016 09:05:56  23/05/2016 03:06:53 Mo Recent Felder sln
| Ch\Users\Idris Ahmed\Downloads 27/02/2016 16:09:02 f07/2014 15:24:37  29/03/2016 17:56:01  No Recent Folder
| C:\Users\Idris Ahmed\Downloads\IMG_3421533609912 jpeg ~ 06/10/2014 17:13:03  22/10/2014 15:09:45  29/03/2016 17:56:01 Mo Recent Felder jpeg =
25 files, 1 Selected NirSoft Freeware. http:/hwww.nirsoft.net

Figure 10: Recent File View.

From the scenario description in section 2.0 above, we are informed that images are shared
through email and also saved on USB drives and taken home. From the “Log Viewers” window,
click on “USBDeview”. This will load the USB usage window as shown in figure 11 below. The
information provided is quite revealing. Try to compare the “Created Date”, “Last
Plugin/Unplugig Date” with any dates of interest that you have identified in the previous
sections.

& USBDeview - v ) i |

File Edit View Options Help

[ % e o @

Device Name Description Device Type Connected  Safe To Unpl... Disabled USBHub  Driveletter  Created Date Last Plug/Unplug .. VendodD

B e e e o e e e e o umesen s oo o B |
SAMSUNG Mobile USB Modem  Communication com3 016145841 24/10/2016 14:21:42  04ed

o SAMSUNG Mobile USB Modem  Communication No Yes No No comt 016141726 03/04/2016 14:2241  04ed

] GT-B200N Unknown No No No No 26/03/2016 14:58:41  05/10/2016 1248:17  04e8

] SM-T230 Unknown No Yes No Ha 03/04/2016 141726 03/04/2016 1417:37  Dded

© 0000.001d.0000.001.00... USB Input Device HID (Human Interface D... No Yes No Mo 24/04/2015 075732 2 0628

 0000.001d.0000.001.00... USB Input Device HID (Human Interface D...  No Yes No No 24/04/201507:57:32  25/04/2016 10:47:08 062

 0000.001d.0000.001.00... USE Input Device HID (Human Interface D No Ves No No 19/10/2016 16:36:07  22/10/2016 11:30407 a2

© 0000.001d.0000.001.00... USB Input Device HID (Humen Interface D... No Yes No Mo 19/10/2016 16:36:07  22/10/2016 11:30:07  Le2c

 0000.001d.0000002.00... USB Input Device HID (Human Interface D... No Yes No No 30/09/2015 064035 01/10/201506:2300 062

 0000.001d.0000.002.00... USE Input Device HID (Human Interface D...  No Yes No No 30/09/2015 064035 01/10/201506:23:00 0622

@ 0000.001d.0000.002.00... USE Input Device HID (Human Interface D... No Yes No ho 04/00/2016 151033 22/10/2016 21:43:04 a2 i

P i - T . . . el LU ,

119 item(s), 1 Selected HirSoft Freeware. httpifivww.nirsoftnet  ushiids is not loaded

Figure 11: USB Usage View.

3.4 Running Reports
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From the Win-UFO main menu, click on “Reports” and then run “OutlookAddressBookView”,

“OutlookAttachView”, and “OutlookStatView”.

£ Win-UFO v6.0 =

ULTIMATE EORENSICS QUTELOW

AppCrashView

— ——t~ -
- BlueScreenView .

:{n' ) DriveletterView

~

BROWSERHISTORY | IPHONE | LOGVIEWERS | MALWARE |  NETWORKTOOLS |
| OTHER |  PASSWORDRECOVERY |  RECOVERY |  REPORTS |  VIEWERS

Figure 12: Running Reports.

Save your findings in your report folder. Compare user profiles, files, dates, and emails of
interest. You will discover with almost certainty that you have identified at least one computer
user who accessed the Internet at a particular date, downloaded an image disapproved by the

university IT policy and very likely emailed it or saved it in a USB device.

Conclusion

Digital forensics is a very interesting area of cyber security. Equipped with the right tools and
methodical approach, it is possible to recover most evidence of criminality committed by
hackers. In this exercise, you have learnt that the computer has a way of recording almost every
event that took place while it is switched on. It is just a matter for the digital forensics expert like
you to uncover the evidence. Doing forensics exercise of any description requires concentration

and patience. The outcome is however almost always rewarding.
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