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1. Executive Summary

This report investigates the effectiveness of risk assessment tools in project management and evaluates the need
for a customisable framework to enhance risk mitigation and improve project outcomes. The study is grounded in
the recognition that large-scale industrial projects, spanning construction, energy, and manufacturing sectors, face

increasingly complex risks that, if mismanaged, can compromise timelines, budgets, and stakeholder confidence.

The literature highlights a broad range of risks, financial, technical, operational, environmental, and regulatory, and
assesses established tools such as Failure Modes and Effects Analysis (FMEA), Monte Carlo simulation, SWOT
analysis, and risk matrices. While these tools are theoretically robust and endorsed by international frameworks like
ISO 31000 and PMBOK, their practical application is inconsistent. Barriers include organisational resistance, lack of
training, tool complexity, and overreliance on intuition over structured methods. The review further underscores

that no single “universal fit” tool exists, and that adaptive, context-sensitive approaches are critical.

The methodology adopted was a descriptive survey targeting professionals across multiple sectors, capturing both
guantitative and qualitative insights. Data analysis revealed that although most practitioners acknowledged the value
of risk tools, their routine application was often fragmented. Respondents cited challenges such as insufficient
integration with project workflows, limited flexibility, and lack of stakeholder engagement. Importantly, many
participants affirmed the need for a more adaptable and user-friendly framework tailored to industry-specific
requirements, with features such as Al-based prediction, real-time collaboration, and integration with project

management software.

Findings indicate that while risk assessment tools contribute positively to project outcomes when applied
systematically, misapplication and knowledge gaps remain significant limitations. The study concludes that current
practices alone are insufficient to ensure resilience in increasingly uncertain environments. It therefore advocates
for the development of a customisable risk management framework that balances standardisation with flexibility,

integrates advanced analytics, and fosters organisational learning.

This research contributes to academic and professional discourse by exposing the gap between theory and practice
in risk management. It provides evidence that embedding a culture of proactive, adaptable risk management,
supported by tailored tools, can improve not only project performance against cost, time, and scope, but also
resilience, adaptability, and long-term sustainability. Recommendations for further work include piloting the
proposed framework in industry settings and exploring Al-driven predictive tools to strengthen real-time risk

governance.
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4. Title

Are risk assessment tools effectively used in project management, and is there a need for a customisable framework

to enhance risk management to ultimately improve project outcomes?
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5. Introduction

Risk management is not merely a procedural component but a strategic imperative in the successful execution of
large-scale industrial projects. As articulated by (Jacqueline Jepson, 2018), these ventures, ranging across
construction, manufacturing, and energy sectors, operate within environments that are inherently volatile and
complex. They are routinely exposed to multifaceted risks including regulatory delays, supply chain disruptions,
geopolitical instability, technological failure, and workforce-related issues (Hetemi, 2021). The consequences of such
risks can be severe, not only compromising timelines and budgets but also eroding stakeholder confidence and

regulatory compliance.

Within this context, the systematic use of risk assessment tools becomes indispensable (Bannerman, 2008). Tools
such as Failure Modes and Effects Analysis (FMEA), Monte Carlo simulation, SWOT analysis, and Risk Breakdown
Structures (RBS) are designed to proactively identify, evaluate, and mitigate potential threats. These instruments
provide a structured pathway to transform uncertainty into quantifiable and manageable parameters, thereby

enhancing decision-making and contingency planning (Bannerman, 2008).

The theoretical endorsement of these tools stands in stark contrast to their inconsistent real-world application, as
noted by (Chapman & Ward, 1997). Despite the widespread development of risk management frameworks, such as
ISO 31000, the PMBOK, (Project Management Body of Knowledge) risk management process, and PRAM (Project
Risk Analysis and Management) (Pattberg, 2005), empirical evidence suggests that their adoption remains
fragmented and sporadic, particularly in fast-paced or resource-constrained environments. Organisational culture,
project complexity, lack of training, and managerial resistance are frequently cited as barriers to the routine

institutionalisation of these practices (Aerts, 2017).

This discrepancy raises critical questions:
e Are these tools perceived as too complex or time-consuming for practical application?
e Do project teams undervalue formal risk processes in favour of experience-based intuition?
e Are organisations failing to cultivate a risk-aware culture that prioritises proactive rather than reactive

measures?
The proposed research thus gains relevance in seeking to interrogate the gap between theoretical risk management

paradigms and their actual utilisation in project environments (Khan, 2024). By evaluating whether risk assessment

tools are routinely employed and examining their tangible contributions to project outcomes, the study aims to
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bridge this theory-practice divide. Importantly, the findings may inform best practices and policy recommendations

for embedding risk management more deeply into organisational project governance frameworks.
This line of inquiry aligns with the growing scholarly consensus that project success is no longer defined solely by the
'iron triangle' of cost, time, and scope (Hetemi, 2021) but also by the project's resilience in the face of uncertainty.

Thus, understanding and improving the institutionalisation of risk assessment tools is not just about preventing

failure, but about enabling adaptive and sustainable project execution in an increasingly uncertain global landscape.

411
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5.1. Background and Context.

Industrial project management has undergone significant maturation over the past few decades, transitioning from
a focus on cost and schedule control to a more holistic, risk-informed paradigm (Enrico Zio, 2012). At the heart of
this evolution are structured frameworks, risk management process and various risk matrix models, which have been
instrumental in formalising the identification, analysis, and prioritisation of risks (Gusmao, 2003). These tools offer a
standardised vocabulary and methodology, empowering project teams to convert uncertainties into structured

insights that inform tactical and strategic decisions (Dragan Komljenovic, 2020).

Theoretical contributions from systems thinking, complexity theory, and contingency planning have further
reinforced the scientific rigor of risk management. Empirical studies have consistently shown that structured
approaches, such as those embedded in PMBOK, PRINCE2, and ISO 31000, can significantly reduce project failure
rates when appropriately applied (Merkourios Papanikolaou, 2020). For instance, Monte Carlo simulations allow for
probabilistic forecasting, while risk registers enable real-time tracking of risk evolution. These tools enhance

transparency, foster accountability, and enable dynamic responses to emerging threats.

However, as (Behrad Barghi, 2020) rightly emphasises, the rapidly evolving and inherently complex nature of
industrial projects, especially those involving interdisciplinary coordination, technological integration, and global
supply chains, continues to outpace many traditional risk frameworks. Risks in such environments are not always
predictable or linear; they are often emergent, shaped by a confluence of technical, organisational, and external
factors. Thus, the static application of conventional tools may prove insufficient unless complemented by adaptive

and learning-oriented strategies.

Historical evidence corroborates this critique. Iconic project failures, such as the Boston Big Dig, the Berlin
Brandenburg Airport, and several large-scale oil and gas ventures, have demonstrated that overlooked or
underestimated risks can lead to budget overruns in the billions and delays spanning decades (Whyte, 2021). These
failures often stem not from a lack of risk tools, but from failure to embed risk thinking into the organisational culture
and decision-making hierarchy. Risk was either assessed too late, ignored due to political or economic pressures, or

addressed without sufficient stakeholder involvement.

Contemporary case studies in the energy sector, particularly in offshore wind, nuclear, and liquified natural gas
infrastructure, highlight similar patterns. As (Dr Mohammad Taghipour, 2015) notes, inadequate scenario planning,
flawed risk quantification, and fragmented inter-organisational communication continue to hinder effective

mitigation (Ashish Kumar Loomba, 2021). These shortcomings highlight the critical importance of integrating
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systematic and continuous risk assessment into all phases of the project lifecycle, from feasibility and procurement

to execution and closure.

The increasing prevalence of digital transformation, cyber-physical systems, and sustainability pressures introduces
new dimensions of risk, which demand more agile, real-time, and predictive risk management. Emerging tools
powered by Al, machine learning, and data analytics are beginning to fill this gap by offering predictive capabilities
and scenario modelling (Roy, 2024). However, their efficacy remains contingent on organisational readiness, data

quality, and managerial openness to change.

While the formalisation of risk management through frameworks represent a substantial advance in industrial
project governance, its success in practice hinges on continuous adaptation, leadership commitment, and cultural
alignment. There is a pressing need to move from compliance-based application of risk tools to a more strategic and
embedded model of risk governance, one that treats risk not merely as a constraint, but as a source of insight and

opportunity (Smith, 2020).

515 (926)
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5.2. Aims and Objectives.

The primary aim of this research is to critically evaluate the effectiveness of established risk assessment tools within
industrial project management and determine their appropriateness for enhancing project performance, outcomes
and resilience. In an era marked by increasing complexity, globalisation, and technological acceleration, traditional
risk tools are under growing scrutiny for their adaptability, predictive capacity, and real-world impact. This study
does not merely investigate tool usage in isolation but rather situates it within the broader systemic and

organisational context that governs how risk is perceived, assessed, and managed.

To achieve this aim, the research is structured around four interrelated objectives that address both diagnostic and

prescriptive aspects of risk management:

1. lIdentify and classify critical risks in industrial projects, including financial, technical, operational,
environmental, and regulatory risks.

2. Analyse the extent to which current risk assessment frameworks and tools are utilised in industrial project
management.

3. Assess the impact in mitigating project risks.

4. Assess the need to develop a flexible and scalable risk management framework to bridge gaps and enhance

risk preparedness.

173 (1093)
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5.3. Significance of the Research.

This study is particularly relevant to industries where project complexity and uncertainty converge, such as energy,
construction, and infrastructure development. These sectors routinely face interdependent risks, technical, financial,
regulatory, yet evidence suggests that risk assessment tools are often inconsistently applied or poorly integrated
into project workflows (Bannerman, 2008). Investigating the routine use of these tools provides valuable insights for

project manager, policymakers, and researchers, into both organisational behaviour and systemic inefficiencies.

By bridging the divide between theoretical principles and real-world practice, the research challenges the
assumption that risk frameworks alone ensure project resilience. As (Behrad Barghi, 2020) notes, effectiveness
depends not on the availability of tools, but on context-aware, adaptive application. The study aims to expose how
embedded practices, tool fatigue, or managerial inertia can undermine risk mitigation, while also identifying high-
impact interventions. The findings aim to improve methodologies, optimise risk mitigation strategies, and ultimately

increase likelihood of project success

Furthermore, the rise of Al, machine learning, and predictive analytics promises to redefine risk management
through real-time forecasting and pattern recognition, revolutionising risk management practices. However, these
advancements are not without risks—namely, data bias, automation overconfidence, and loss of interpretability

(Roy, 2024). Without critical oversight, such tools could obscure rather than clarify risk exposure.

Ultimately, this research contributes to both academic discourse and professional practice by evaluating not just

whether risk tools work, but under what conditions they are effective, scalable, and ethically deployed.

228 (1321)
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6. Literature Review

Effective risk management is widely recognised as a cornerstone of successful project execution. However, despite
the availability of numerous established risk assessment tools, many projects continue to encounter cost overruns,
schedule delays, and compromised quality due to unforeseen risks (T. Raz, 2001). This persistent challenge raises a
critical question, are current risk assessment tools being effectively utilised in practice, or is there a pressing need
for a more customisable framework to enhance risk mitigation and improve project outcomes? As (Irem Dikmen,
2004) suggests, the limitations in existing approaches may stem not from a lack of tools but from their inadequate

contextual application in complex project environments.

This literature review aims to critically evaluate the effectiveness of current risk assessment tools in project
management, with a particular focus on their practical implementation, strengths, and limitations. The study is
structured around four key areas:

e |dentifying common risks in project management.

e Assessing the variety of risk management tools available.

e Examining cases where appropriate risk management tools have demonstrably improved project outcomes.

e Exploring the argument that no single risk assessment tool is universally effective.

The research builds upon the premise that while risk management frameworks offer structured methodologies, the
inherently dynamic, complex, and multifaceted nature of industrial and infrastructure projects often renders these
frameworks insufficient. Projects typically demand risk strategies that are adaptable, capable of being tailored to
specific industry requirements, regulatory contexts, and varying project scales. Therefore, the review synthesises
insights from academic literature, industry analyses, and practical case studies to evaluate whether a flexible and
customisable risk assessment framework could address these deficiencies. Ultimately, the study aims to contribute
meaningfully to ongoing discourse on improving project outcomes through enhanced risk management, offering

insights that could support the development of more responsive, data-driven risk assessment methodologies.

287 (1608)
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6.1. Risks in Project Management.

Risk management is undeniably vital for project success, yet its theory and practice face significant challenges
(Bannerman, 2008) (Roger Atkinson, 2006). While the literature emphasise the importance of managing risks, they
also reveal gaps and limitations in how risk management is approached in research and practice (Bannerman, 2008)
(Roger Atkinson, 2006). One major issue is the definition and conceptualisation of risk. The traditional view of risk as
a probability-weighted impact, (R = P x I) is prevalent, but this approach has limitations (Roger Millera, 2001). Many
critical risk factors cannot be easily quantified probabilistically, leading to qualitative assessments that may lack
precision (Bannerman, 2008). Furthermore, a narrow focus on foreseeable impacts neglects unforeseen threats,

potentially undermining the comprehensiveness of risk management efforts (Bannerman, 2008).

The sources highlight several common risk factors that frequently contribute to project failures. Effective risk
management in industrial projects necessitates a comprehensive, multi-layered strategy that integrates several risk
categories. (Karel de Bakker, 2010) (Lore Criss power, 2009). However, beyond financial and technical concerns,
organisational factors often play a more critical role in project failures (Karel de Bakker, 2010). Issues such as
insufficient top management commitment, lack of user engagement, and poorly defined or evolving project
requirements frequently undermine success (Lore Criss power, 2009). Various risk categories are discussed, each

with its potential impact and mitigation strategy (Karel de Bakker, 2010) (Lore Criss power, 2009).

Risk Specific Risk
Category

Potential Impact

Mitigation Strategies

Cost Overruns

Increased project costs, budget
deficits, need for additional
funding.

Detailed cost estimation, contingency
reserves, regular budget reviews.

Funding Shortfalls

Project delays, inability to complete
phases, investor withdrawals.

Diversified funding sources, early
stakeholder engagement, financial
stress testing.

Currency
Fluctuations

Increased import costs,
unpredictable financial planning.

Hedging strategies, local sourcing of
materials, flexible contracts.

Market Volatility

Financial Risks

Higher raw material costs, inflation
reducing purchasing power.

Long-term supplier agreements,
commodity price monitoring, financial
forecasting.

Contractual
Payment Risks

Cash flow problems, disputes with
suppliers, legal actions.

Clear contract terms, escrow payment
mechanisms, milestone-based
payments.
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Design Flaws

Rework, structural failures, delays,
increased costs.

Rigorous design reviews, simulation
testing, peer evaluations.

(ESG) Compliance

Unproven Performance failures, increased Technology readiness assessments,
Technology maintenance, reputational phased implementation, pilot projects.
_%‘2 damage.
QT: Integration Issues Operational inefficiencies, system Standardised systems, cross-functional
E incompatibility, software failures. coordination, interoperability testing.
E Equipment Failure Downtime, production losses, Preventive maintenance, real-time
higher maintenance costs. monitoring, redundancy planning.
Lack of Compliance issues, need for costly | Adoption of international standards,
Standardisation redesigns, global market early regulatory consultations,
limitations. compliance audits.
Supply Chain Material shortages, increased Multi-supplier strategies, real-time
Disruptions costs, timeline extensions. inventory tracking, local sourcing.
Workforce Issues Productivity losses, training costs, Competitive wages, continuous training
(strikes, skill project slowdowns. programs, labour relations
" shortages) management.
iﬁ Project Delays Increased financing costs, Agile project management, risk-
= contractual penalties, reduced adjusted scheduling, early issue
'% investor confidence. identification.
g Cybersecurity Data breaches, operational Cybersecurity training, encryption,
o Threats disruptions, intellectual property intrusion detection systems.
theft.
Process Waste of resources, increased Lean management practices, process
Inefficiencies operational costs, reduced output. | automation, continuous improvement
initiatives.
Pollution & Waste Regulatory fines, legal battles, Sustainable waste disposal, strict
Management Issues | negative public perception. compliance with regulations, green
technologies.
Climate Change Weather-related delays, Climate-resilient infrastructure,
Impact infrastructure damage, higher weather impact forecasting, risk-
P insurance costs. adjusted planning.
Z Natural Disasters Physical destruction, financial Disaster response plans, resilient
© (earthquakes, losses, safety risks. construction materials, insurance
é floods) coverage.
§ Environmental, Loss of investors, brand reputation | Transparent ESG reporting,
E Social, Governance damage, project cancellations. sustainability initiatives, stakeholder

engagement.

Biodiversity & Land
Use Conflicts

Legal disputes, restrictions on
project development.

Early environmental assessments,
engagement with local communities,
conservation efforts.
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Policy & Trade Law Tariffs, trade restrictions, increased | Proactive policy monitoring, trade

Changes compliance costs. diversification, regulatory advocacy.
Permitting & Project postponements, legal Early engagement with regulators,
%’, Licensing Delays penalties, operational stoppages. compliance audits, efficient
o« documentation.
g" Intellectual Property | Patent violations, lawsuits, Strong IP protections, legal
o Risks technology loss. agreements, patent monitoring.
g Corporate Social Public protests, legal challenges, Community engagement, ethical labour
é Responsibility (CSR) | investor withdrawals. practices, transparent reporting.
2 Compliance
Liability & Litigation | Legal disputes, compensation Legal risk assessments, liability
claims, insurance premium hikes. insurance, contract dispute resolution
mechanisms.

Table 1 - Various Critical Risks in Industrial Projects

(Bannerman, 2008) (Schieg, 2010) (Karel de Bakker, 2010) (Lore Criss power, 2009) (Roger Atkinson, 2006)

(Pollyana Notargiacomo Mustaro, 2013)

A key challenge lies in integrating risk management with broader project management practices and governance
(Karel de Bakker, 2010). Risk management is often treated as a separate process rather than an embedded
component of project management (Bannerman, 2008) (Roger Atkinson, 2006). This disconnect can lead to a lack of
sustained risk monitoring and control throughout the project lifecycle (Karel de Bakker, 2010). Organisational factors
such as insufficient top management commitment, lack of user engagement, and evolving project requirements
frequently undermine project success (Lore Criss power, 2009). Trust and communication play a vital role in
managing risks and uncertainty. Open communication channels, collaboration among stakeholders, and a culture of
trust can facilitate early risk identification and effective response strategies (Schieg, 2010). However, balancing trust
with necessary controls and governance mechanisms remains a challenge, particularly in complex projects (Roger
Atkinson, 2006) (Cervone, 2006). While structured methodologies provide a strong foundation, their effectiveness
depends on how well risk considerations are embedded in strategic decision-making, institutional learning, and

stakeholder collaboration (Schieg, 2010).

Empirical evidence supporting the effectiveness of risk management is limited (Karel de Bakker, 2010). Some studies
suggest that risk management practices often deviate from prescribed guidelines, and that knowledge of risks does
not automatically translate into effective risk mitigation. The ‘evaluation approach’ to risk management, which
focuses on identifying risk factors, may not directly contribute to project success unless it is integrated with active
risk management practices (Bannerman, 2008) (Pollyana Notargiacomo Mustaro, 2013). However, structured
mitigation strategies remain underutilised. That said, even where benefits from well-defined risk portfolios

incorporating systematic assessment and response planning are evident, such as in industrial construction projects
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(Schieg, 2010), the ongoing debate between formal and informal risk management illustrates that while this offers

a robust foundation, flexible and adaptive approaches remain critical in high-uncertainty environments.

While risk management is essential for project success, its effectiveness hinges on a comprehensive understanding
of risk, the use of appropriate management approaches, integration with project practices, and a culture of trust
and open communication. Further research is needed to explore the nuances of risk management in different project
contexts and to develop more robust and practical approaches for managing both known and unforeseen threats

(Bannerman, 2008).

514 (2122)
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6.2. Different Tools Available for Project Management Risks.

It is suggested, to maximise the effectiveness of project risk management (PRM) tools, a nuanced strategy is required
that acknowledges their inherent constraints and capitalises on their potential strengths. Emphasis on tailoring for
specific contexts, ensuring data reliability, fostering seamless integration, facilitating experience transfer, and
standardising terminology transcends theoretical frameworks and realises concrete enhancements in project results

(Irem Dikmen, 2004) (T. Raz, 2001)

The adaptability of risk management tools is paramount, demanding a shift from generic applications to bespoke
solutions, finely tuned to the complexities of each project's unique landscape (Jacqueline Jepson, 2018). The one-
size-fits-all approach, often promoted by standardised methodologies, neglects the variability inherent in project
types, industrial sectors, and scales, leading to the underutilisation of tools ill-suited for specific scenarios. The

distinction between "hard" and "soft" projects further complicates the application of risk management strategies.

Hard projects, often benefit from structured risk frameworks, where predefined methodologies enhance
predictability and control. These industries derive significant economic benefits from rigorous risk analysis, portfolio
management, and structured decision-making processes (Schieg, 2010). In contrast, soft projects, operate in
environments with higher uncertainty, requiring greater adaptability, stakeholder trust, and responsiveness to
ambiguity (Cervone, 2006). In such contexts, targeted risk resolution focusing on critical threats can improve project
outcomes (Pollyana Notargiacomo Mustaro, 2013). However, formal risk management methodologies often face
resistance in academic and research-based projects due to unclear accountability structures and insufficient
institutional support (Lore Criss power, 2009). Construction projects, for instance, characterised by their singular
nature and susceptibility to external factors, necessitate tools capable of accommodating fluid objective functions
and a myriad of potential risk scenarios (Jacqueline Jepson, 2018) (Irem Dikmen, 2004). Project managers must,
therefore, adopt a discerning approach, leveraging their expertise to adapt and customise checklists and
methodologies from previous endeavours, ensuring their relevance to the prevailing project's distinct risks and

objectives (T. Raz, 2001).

The seamless integration of risk management activities into the broader project management ecosystem represents
a critical imperative, demanding a departure from siloed approaches towards holistic, interconnected frameworks
(Robert Pellerin, 2018) (Irem Dikmen, 2004). A fragmented landscape of disparate tools and methodologies, lacking
interoperability and coherence, impedes the flow of information, engenders inefficiencies, and increases the
likelihood of overlooked risks (Irem Dikmen, 2004). Achieving true integration necessitates tools capable of bridging

the divides between hard systems and human factors, structured data and unstructured insights, short-term
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objectives and long-term strategic goals, thereby embedding risk management as an intrinsic element of the project

lifecycle (Robert Pellerin, 2018) (Antonio G. Sanjuana, 2013).

Tools/Technique

Strengths

Weaknesses

Look-up Methods
(Checklists, Prompt Lists,
Industry Knowledge
Bases)

Easy to implement and understand.
Used consistently by project managers.
Help ensure procedures and processes
are appropriately covered.

Facilitate gathering information on
potential risks from similar projects or
professional networks.

Can be too generic if not tailored to
the specific project.

Reliance on existing knowledge may
overlook novel risks.

Effectiveness depends on the quality
and relevance of the information in
the knowledge base.

Supporting Methods
(Brainstorming,
Document Review,
Lessons Learned)

Brainstorming: Rapidly implemented,
encourages open discussion, and can be
used with other techniques.

Document Review: Helps identify risks
embedded in project documentation.
Lessons Learned: Leverages past
experiences to avoid repeating mistakes.

Brainstorming: Can be unproductive
without structure or focus.
Document Review: Time-consuming,
requires thoroughness.

Lessons Learned: Requires good
systems for capturing and accessing
data; may be poorly implemented in
some organisations.

Scenario Methods (Cause
& Consequence Analysis,
What-If Analysis)

Help anticipate sequences of events and
potential impacts.

Facilitate the development of mitigation
strategies10. - "What-if" analysis is
commonly used in discussions.

Underutilised despite familiarity with
the concept.

May be confused with other
techniques (e.g., Cause & Effect
Analysis).

Effectiveness depends on the ability
to envision a range of plausible
scenarios.

Functional Analysis
(HASOP)

Structured and systematic examination of
potential hazards.

Identifies risks to people, equipment, and
organisational objectives.

Not widely understood or applied.
May be confused with hazard
investigation processes.

May be primarily related to
Occupational Health & Safety rather
than general risk management.

Control Assessments
(Bow Tie Analysis,
Contingency Planning)

Bow Tie Analysis: Diagrammatic method
for understanding causes and
consequences, shows preventative and
mitigation controls.

Contingency reserves allow flexibility.

Not widely known or used.

Bow Tie Analysis: May only be used on
very high-impact risks.

PERT may be misunderstood.
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Evaluation Methods Consequence/Probability Matrix: Preference for qualitative methods

(Consequence/Probability | Combines ratings of consequence and due to lack of time and data for
Matrix, Cost-Benefit probability to produce a risk level. guantitative analysis.
Analysis) Cost-Benefit Analysis: Helps determine Informal application of Cost-Benefit

whether a risk treatment is worth its cost. | Analysis.
Experienced PMs use evaluation
methods less.

Multi-Criteria Analysis A structured multi-attribute decision Reasonable understanding but little
(AHP, etc.) method for risky situations. actual application.

Statistical Methods Provides quantitative risk analysis. Requires high-quality data, which is
(Monte Carlo Simulation) often lacking.

Can be time-consuming and costly.
Oversimplification of risk
interdependencies may lead to
misleading results.

Table 2 - Comparison of Project Management Risk Analysis Tools

(Jacqueline Jepson, 2018) (Robert Pellerin, 2018) (Irem Dikmen, 2004) (Diana White, 2002) (Antonio G. Sanjuana,
2013) (T. Raz, 2001)

The inconsistent and often ambiguous terminology pervading the realm of risk management presents a persistent
impediment to clear communication and shared understanding (Jacqueline Jepson, 2018). The proliferation of
disparate definitions and overlapping concepts breeds confusion among practitioners, hindering their ability to
effectively apply risk management principles and impeding the development of standardised methodologies (Robert
Pellerin, 2018). A concerted effort towards terminological harmonisation, coupled with the establishment of
universally accepted definitions for key risk management constructs, is essential for fostering a common language

and facilitating seamless collaboration across project teams and organisations (Jacqueline Jepson, 2018).

The journey towards realising the full potential of project risk management tools demands a holistic and adaptive
approach, one that transcends the limitations of theoretical models and embraces the complexities of real-world
project environments (Jacqueline Jepson, 2018). However, a review of Project Risk Management (PRM) tools and
methodologies highlights a persistent misalighment between theoretical frameworks and their practical application.
This gap is largely driven by industry-specific constraints, methodological limitations, and the underutilisation of
advanced quantitative techniques. While existing studies collectively underscore the importance of structured risk
assessment and project control, they reveal significant variations in implementation challenges and effectiveness

across different sectors (Robert Pellerin, 2018).
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(T. Raz, 2001) stress the necessity of organisation-wide investment in PRM processes, advocating for a standardised,
systematic approach to risk assessment that aligns with the decision-support methodologies proposed by (Vanessa
Manotas Nifio, 2014). However, despite the emphasis on methodological standardisation, critical gaps remain in tool
integration. (Irem Dikmen, 2004) critique existing PRM tools for their lack of interoperability, which limits their
adaptability in dynamic project environments. Similarly, (Jacqueline Jepson, 2018), observe that construction project
managers often bypass statistical risk assessment methods due to the uniqueness of each project and time

constraints, resulting in a reliance on intuitive, experience-based risk management strategies.

A sector-specific perspective is provided by (Antonio G. Sanjuana, 2013), who develop a project management (PM)
assessment tool tailored for construction projects, integrating established standards to measure project success.
This contrasts with the broader perspective of (Robert Pellerin, 2018), who advocate for adaptive decision-making
and stochastic modelling to address uncertainties in complex projects. Their research suggests that Al-enhanced
tools and probabilistic risk assessment methods could significantly improve risk prediction accuracy, thereby bridging

the gap between theoretical methodologies and real-world applications.

The literature underscores that while risk management methodologies provide essential structure and guidance,
their practical application is often constrained by organisational behaviour, stakeholder biases, and industry-specific
challenges. Effective risk management requires more than just identifying risks, it demands integration into a
dynamic, iterative process that fosters proactive engagement, empirical validation, and collaboration. Only through
such an adaptive and context-sensitive approach can risk management meaningfully contribute to project success.
There is a critical need for PRM frameworks that not only standardise risk assessment methodologies but also
accommodate industry-specific challenges, foster knowledge-sharing mechanisms, and incorporate feedback loops
for continuous improvement. The integration of Al-driven risk management tools, as suggested by (Robert Pellerin,
2018), offers a promising solution by enhancing predictive accuracy and decision-making efficiency. However,
achieving widespread adoption will require overcoming key barriers, including organisational resistance, the need
for specialised training, and the challenge of balancing standardisation with the flexibility required for diverse project

environments. These more complex needs are explored further below.

872 (2994)
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6.3. Perception of Risk and Risk Management Tools.

Understanding risk and risk assessments is a fundamental component of effective decision-making in complex and
uncertain environments (Kolios, 2018)v (Gul M, 2018). The literature provides a broad and critical overview of the
diverse methods used to identify, analyse, document, and control risks across multiple industries (Imene
Mohammedi, 2024). These methods, while varying in complexity and applicability, are unified under international
standards such as ISO 31000 and ISO/IEC 31010 (Muhammet Gul, 2018) (Whiting, n.d.). A clearer understanding
emerges when these tools are classified into five functional categories: Risk Identification Methods, Risk Analysis
Tools (Qualitative & Quantitative), Functional & Failure Analysis Techniques, Risk Documentation & Monitoring
Tools, and Risk Control & Visualisation Methods (Whiting, n.d.) (Kolios, 2018). This categorisation not only highlights

methodological diversity but also underscores sector-specific adaptations and common challenges in data

availability, subjectivity, and communication (Muhammet Gul, 2018).

risks.

Category Method Description Best Applied To
A collaborative approach that
35 _ _ ] gathers insights from Early-stage projects where diverse
L Brainstorming (Supporting . _ )
2 Methods) stakeholders to identify a broad | perspectives help uncover
E range of risks. unforeseen or complex risks
S
8
E Use of pre-defined lists based on ) ] )
c , o , Routine operations or compliance-
g Checklists (Look-up historical data and best practices ,
= } i based environments where
- Methods) to identify common or known . ]
& recurring risks are likely

Risk Analysis Tools (Qualitative & Quantitative)

Qualitative Risk Matrices

Categorises risks based on
likelihood and impact using a
color-coded matrix (e.g.,
low/medium/high).

Prioritising risks when quantitative
data is limited or subjective
judgment is sufficient.

Monte Carlo Simulations

A quantitative method that uses
repeated random sampling to
predict risk impact based on
probability distributions.

Financial modelling, project
timelines, or other scenarios with
variable outcomes.

Cost-Benefit Analysis
(CBA)

Compares the cost of
implementing risk controls with
the expected benefits.

Justifying investment in mitigation
strategies where financial data is
available.
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FMEA (Failure Mode and
Effects Analysis)

Identifies potential failure
modes, their causes, and
consequences, assigning
severity, occurrence, and
detection scores.

Manufacturing, engineering, or
system design to proactively
address process or component
failures

HAZOP (Hazard and
Operability Study)

Systematic review of processes
to identify deviations from
normal operation and their
hazards.

Chemical, industrial, or high-risk
operational systems.

Ishikawa (Fishbone)
Diagrams

Functional & Failure Analysis Techniques

Visual tool for root cause
analysis, categorising causes
under factors like manpower,
methods, materials, etc.

Complex problems with multiple
potential causes, especially in
guality control or process
improvement.

A structured log of identified

3 All projects requiring ongoing risk

5§ _ _ risks, their assessments, g : J q . ® , some

S 8 Risk Registers o tracking, communication, and

8= mitigation measures, and status o

C op auditability.

g £ updates.

3 9 L . . . . . .

8 E Repositories of past project Projects or industries with recurring

A o Lessons Learned ) : . .

~S experiences to inform future risk | risk patterns or lessons from

2] Databases . i

o planning. failures.
" Visual tool that maps the High-impact or safety-critical risks,
©

- 8 Bow Tie Analysis (Control pathway from risk causes to where control measures must be
)

° § Assessments) conseqguences, showing clearly understood and

g 5 preventive and reactive controls. | communicated.

OB

< 3 Interactive sessions to co-create | Complex projects requiring cross-

e g Workshops risk responses, plans, and functional input or stakeholder buy-
> controls. in.

Table 3 - Risk Management Tool Application

(Kolios, 2018) (Peeters, 2015) (Whiting, n.d.) (Gul M, 2018) (Muhammet Gul, 2018) (Imene Mohammedi, 2024)

(Peeters W, 2015) (Temitope, 2024) (Ferro, 2020)

As described in section 6.2, risk identification forms the foundational step of any comprehensive risk management
framework, particularly crucial during the conceptual and planning stages of a project, when uncertainties are high
and data availability is limited (Peeters, 2015). Use of techniques such as Hazard Identification, Delphi and Fishbone
offer a defined approach to risk identification, meaning that potential risks are systematically addressed (Imene
Mohammedi, 2024). However, despite their wide adoption, these techniques are constrained by their reliance on
existing knowledge and expert judgment, which may lead to blind spots or the exclusion of novel risks beyond

conventional experience (Kolios, 2018) (Peeters, 2015).
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Following the identification phase, risk analysis involves the systematic evaluation of both the likelihood and
potential impact of identified risks. Analytical frameworks used for this purpose are typically classified as qualitative,
guantitative, or hybrid models, each offering distinct advantages and limitations depending on the context of

application (Peeters, 2015).

A recurring theme is dominance of qualitative over quantitative methods due to data scarcity, project uniqueness,
time and budget constraints (Muhammet Gul, 2018). Data integrity and accessibility of data form the core of
effective risk analysis, yet these are frequently undermined by the lack of reliable information and the prohibitive
costs associated with its collection and scrutiny (Jacqueline Jepson, 2018). Quantitative risk analysis, predicated on
robust historical data, often falters in the face of incomplete or irrelevant datasets. Such risk methodologies are
often structured, providing comprehensive guidelines for risk identification, assessment, and mitigation, empirical
studies indicate that organisations often favour qualitative risk assessments driven by intuition and subjective
judgment (Robert Pellerin, 2018). This reliance on qualitative methods, while expedient, can lead to inconsistencies
and introduces the potential for cognitive biases and the oversight of critical quantitative insights, thereby
compromising the accuracy and objectivity of risk evaluations (Jacqueline Jepson, 2018) (Vanessa Manotas Nifio,
2014). This of particular risk in industries where structured risk management is not deeply embedded in
organisational culture (Bannerman, 2008) (Roger Atkinson, 2006). Moreover, the traditional risk model (R = P x |)
often falls short in capturing unforeseen risks, underscoring the need for more adaptable strategies (Roger Millera,
2001). Although structured frameworks such as PMBoK and ISO 9000 provide standardised approaches, their
adoption remains inconsistent across industries. Studies also reveal commonly used tools, such as requirements
management and subcontractor management, are highly effective, whereas risk control mechanisms tend to be

underutilised, perceived as inefficient or overly complex.

Among qualitative methods, the Risk Matrix remains a widely adopted tool across various industries due to its
simplicity and ease of communication (Peeters, 2015). It facilitates risk ranking based on predefined scales of
likelihood and consequence. However, this approach is often undermined by its inherent subjectivity, lack of
standardised terminology (e.g., varying interpretations of "likelihood" versus "probability"), and arbitrary
categorisation of risk levels. These weaknesses can impair consistency and comparability across projects or

organisations (Temitope, 2024).

Quantitative methods offer a more robust framewaork for risk assessment through numerical modelling. Monte Carlo
Simulation (MCS), for example, enables the generation of probabilistic risk profiles by simulating thousands of
potential scenarios, thereby capturing the variability and uncertainty in complex systems (Ferro, 2020) (Temitope,

2024). This approach is particularly valuable in engineering, finance, and infrastructure projects where precise
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modelling is feasible. Cost-Benefit Analysis (CBA) serves as a complementary technique, especially in public-sector
decision-making, by weighing the economic efficiency of risk mitigation strategies against their expected benefits.
While more data-intensive, CBA helps to rationalise resource allocation by linking risk reduction efforts directly to

economic outcomes (Peeters, 2015) (Kolios, 2018).

Risk Scoring Models and Multi-Criteria Decision Analysis (MCDA) represent hybrid approaches that integrate both
qualitative and quantitative dimensions. These methods assign weighted scores to risks based on multiple evaluation
criteria, such as severity, frequency, and detectability, and are useful for prioritising interventions when resources
are constrained (Muhammet Gul, 2018). When extended with fuzzy logic, MCDA becomes particularly effective in
scenarios characterised by incomplete or imprecise data, allowing for the structured incorporation of expert
judgment. Nevertheless, the application of these techniques often demands specialised analytical expertise and

reliable datasets, which may pose barriers for under-resourced organisations (Peeters, 2015) (Kolios, 2018).

Functional and failure analysis methodologies provide essential insights into how systems may malfunction, as well
as the potential consequences of such failures. Among the most established techniques are Failure Mode and Effects
Analysis (FMEA) and its more comprehensive extension, Failure Mode, Effects, and Criticality Analysis (FMECA).
(Imene Mohammedi, 2024) These bottom-up approaches systematically assess failure modes at the component
level, tracing their impact on higher-level system functions. (Imene Mohammedi, 2024) Despite their widespread
application in safety-critical industries, traditional FMEA has been subject to criticism due to its use of subjective
scoring systems, particularly the Risk Priority Number (RPN), which often lacks sensitivity and discriminative power

(Kolios, 2018) (Whiting, n.d.).

In response, researchers have introduced enhancements such as the Cost Priority Number (CPN), which incorporates
the financial consequences of failure, and Correlation-FMEA, which considers the interdependence of failure modes,

addressing the limitations of conventional models in capturing systemic risk behaviour (Kolios, 2018) (Whiting, n.d.).

Another pivotal methodology, the Hazard and Operability Study (HAZOP), utilises a structured, guide-word-based
framework to identify process deviations and their underlying causes (Imene Mohammedi, 2024). This technique is
especially valuable in high-risk process industries for uncovering hidden hazards during system design or
modification (Temitope, 2024). Complementing these approaches are root cause analysis tools like the Cause-and-
Effect Diagram (Fishbone or Ishikawa diagram), which map the causal pathways leading to failure events. These visual

tools support teams in identifying not just immediate triggers but also systemic weaknesses.
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While these methods are foundational to reliability, their effectiveness is strongly influenced by the expertise,
collaboration, and interpretative consistency of the analysis team. Misapplication or inadequate domain
understanding can result in overlooked failure modes or underestimated consequences, emphasising the need for

skilled facilitation and rigorous application.

Systematic documentation and continuous monitoring of risks are essential for ensuring that threats are not only
identified but also actively tracked, reassessed, and managed throughout the project life cycle. These practices
underpin transparency, accountability, and adaptive decision-making in environments characterised by uncertainty
and change (Ferro, 2020) (Temitope, 2024). At the core of formal risk governance are risk registers and risk logs,
which serve as centralised repositories for cataloguing identified risks, their qualitative and quantitative assessments,
mitigation strategies, ownership assignments, and review dates (Imene Mohammedi, 2024). When effectively
maintained, these tools enable traceability and prioritisation of risk responses. However, in contexts lacking historical
precedent, practitioners may turn to analogous data sets or surrogate risk profiles derived from similar projects
(Temitope, 2024). While useful, this approach carries limitations due to context sensitivity and potential

misalignment in relevance.

To support learning and institutional memory, lessons learned databases are increasingly employed. These
repositories capture post-project insights on risk occurrences, control effectiveness, and response adequacy (Ferro,
2020). When integrated with risk registers, they help prevent recurrence of avoidable risks and support knowledge
transfer across project teams and organisational units, meaning risk management processes become more scientific

and less influenced by perception (Temitope, 2024).

Advanced analytical methods such as Bayesian updating facilitate model refinement by incorporating newly
observed data to update probability distributions, ensuring that risk assessments evolve with emerging evidence.
Sensitivity analysis complements this by identifying key risk drivers and revealing how variations in input assumptions
affect overall outcomes (Temitope, 2024). Despite their value, these tools often suffer from inconsistent
implementation and low stakeholder engagement, especially outside of technical disciplines, resulting in potential
for bias in risk interpretation. Addressing this gap requires improved risk culture, cross-functional training, and

institutional support for disciplined risk monitoring practices (Kolios, 2018).

Tools such Bow-Tie Analysis (BTA), and Fault or Event Tree Analysis for controlling, communicating, and visualising
risks, play a pivotal role in translating complex risk information into actionable insights for decision-makers, offering
a clear, structured format supports both diagnostic and predictive thinking (Imene Mohammedi, 2024). These tools

not only enhance strategic clarity but also improve operational responsiveness by aligning risk awareness across
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technical and non-technical stakeholders. Recent enhancements, such as the incorporation of Bayesian inference
and fuzzy logic (Kolios, 2018) (Whiting, n.d.), have expanded BTA's utility, allowing it to support probabilistic risk
assessment and handle uncertainty in a more rigorous, data-informed manner, minimising introduction of

perception bias .

Complementary tools have emerged to support evaluation and communication. The Goal Tree framework, linking
high-level objectives to critical success factors and performance criteria, offers a structured lens for assessing the
adequacy and completeness of risk assessments. Similarly, The Risk Canvas offers a structured space for conducting,
documenting and communicating risk assessments. These tools are especially valuable for fostering consistency in

risk management practices, particularly in multidisciplinary teams (Whiting, n.d.).

Efforts to standardise visual risk tools, particularly risk matrices used in multinational or cross-sectoral projects,
underscore the importance of consistent frameworks for risk communication. Such standardisation helps facilitate
comparability and collaboration across organisational and cultural boundaries (Vanessa Manotas Nifio, 2014).
However, the effectiveness of these visualisation tools is frequently hampered by ambiguous terminology,
inconsistent formatting, and poor visual design, which can obscure key insights or mislead stakeholders. Addressing
these limitations requires greater emphasis on design clarity, terminological precision, and user-centred
communication strategies. By prioritising customisation, data quality, integration, experience transfer, and
standardised terminology, organisations can empower project managers to navigate uncertainty with greater
confidence and consistency, which should translate into achieving consistently superior outcomes (Vanessa Manotas

Nifio, 2014) (T. Raz, 2001)

In addition, the role of human factors, such as project managers' personality traits and risk propensity, significantly
influences risk perception and decision-making (Chun Mei Wang, 2016). Studies have shown that personality traits
like extraversion, agreeableness, and conscientiousness can affect risk propensity, which, in turn, influences risk
perception. This highlights the importance of considering individual characteristics in risk assessment and tailoring

risk management strategies accordingly (Chun Mei Wang, 2016).

The implied knowledge and accumulated insight residing within experienced project managers constitute an
invaluable asset, yet their effective dissemination and utilisation often remain elusive (Jacqueline Jepson, 2018).
While seasoned practitioners rely on their past experiences and professional networks to navigate complex risk
landscapes, this dependence on individual expertise can inadvertently perpetuate blind spots and stifle innovation
(Jacqueline Jepson, 2018) (Vanessa Manotas Nifio, 2014). Establishing robust mechanisms for knowledge transfer

and experience sharing, such as comprehensive corporate risk/response repositories, empowers project teams to
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harness collective intelligence, mitigate recurring risks, and cultivate a culture of continuous learning and

improvement (Jacqueline Jepson, 2018).

Bridging theory and practice is a central theme in the literature. The integration of industry professionals into
academic project management programs offers a solution to this gap, a study by (Robin S. Poston, 2011) on academic
project management programs underscoring the importance of industry collaboration in education. By involving
practitioners in curriculum development and classroom activities, academia can ensure that their programs align
with industry demands and provide students with real-world experiences (Vasilis Gkogkidis, 2020). This collaboration
is essential for developing project managers capable of navigating evolving industry challenges with a consistent,
evidence-based approach. Mentorship programs, case studies, and post-mortem analyses of actual projects further
enrich the learning experience and enable students to develop critical thinking and problem-solving skills (Robin S.

Poston, 2011), all of which can support better understanding of risk management tools and less perception bias.

1841 (4835)
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6.4. Risk Management and its Impact on Project Outcomes.

Assessing project management effectiveness involves a multifaceted approach, as highlighted across numerous
sources, necessitating a move beyond simplistic metrics to incorporate both tangible and intangible factors
influencing project outcomes (Abdurrahman Abubaker Gasemagha, 2021) (Majid Al-Nabae, 2021). The traditional
"iron triangle" of time, cost, and quality remains a foundational element in evaluating project success, but a
comprehensive understanding requires considering additional dimensions such as client satisfaction, team dynamics,

risk management, and the broader organisational context (Majid Al-Nabae, 2021).

System dynamics offers a powerful methodology for understanding the complex, dynamic interactions that influence
project performance (Robin S. Poston, 2011). By modelling feedback loops, nonlinear relationships, and the
accumulation of project progress and resources, system dynamics can reveal the underlying drivers of cost and
schedule overruns. This approach facilitates post-mortem assessments, risk assessments, and the development of

effective change management strategies (James M. Lyneis, 2007).

Risk management is a critical aspect of project success, requiring a proactive approach to identifying, assessing, and
mitigating potential threats (James M. Lyneis, 2007). System dynamics models can be used to simulate the impact
of various risks on project performance and to evaluate the effectiveness of different risk management strategies.
Additionally, fostering managerial flexibility and incorporating real options theory can enhance project robustness

and resilience in the face of uncertainty (James M. Lyneis, 2007).

Human factors play a pivotal role in project outcomes, underscoring the importance of leadership, communication,
and team collaboration (Robin S. Poston, 2011) (Vasilis Gkogkidis, 2020). The evolving role of the project manager
extends beyond traditional responsibilities of managing time, budget, and quality to include navigating complexity,
leading adaptive teams, and implementing feedback-driven decision-making. Effective project managers must
possess a blend of technical expertise and soft skills to motivate team members, manage conflicts, foster a
collaborative environment, and respond to uncertainty (Abdurrahman Abubaker Gasemagha, 2021) (Robin S.
Poston, 2011). (James M. Lyneis, 2007) further reinforce this perspective, asserting that system dynamics offers
deeper insights into the interconnected factors influencing project outcomes, making it an invaluable tool for
enhancing decision-making and risk management in complex environments. Furthermore, recognising and
addressing cultural and political factors within the project team and the broader organisation can significantly impact

project performance (Majid Al-Nabae, 2021) (Abdurrahman Abubaker Gasemagha, 2021).

Performance measurement should extend beyond traditional financial indicators to encompass non-financial

aspects such as employee satisfaction, innovation, and stakeholder engagement. Key Performance Indicators (KPIs)

Page 32 of 103



provide a means of quantifying progress towards project goals and identifying areas for improvement (Majid Al-
Nabae, 2021) (Abdurrahman Abubaker Gasemagha, 2021). However, the selection and implementation of KPIs
should be aligned with the project's objectives and the organisation's strategic priorities (Abdurrahman Abubaker

Gasemagha, 2021).

The importance of knowledge management and continuous learning is vital in project-based organisations (Majid
Al-Nabae, 2021) (Robin S. Poston, 2011). By capturing and disseminating lessons learned from past projects,
organisations can improve their project management practices and enhance future performance. Post-mortem
analyses, knowledge sharing platforms, and training programs can facilitate this process and foster a culture of

continuous improvement (Robin S. Poston, 2011).

Project Management Maturity Models (PMMM) provide a structured framework for organisations, including
educational institutions, to gauge their capabilities in project management and identify areas for improvement (C.
Demira, 2010). These models offer a roadmap for enhancing project delivery, but their successful implementation
hinges on tailoring them to the specific needs and organisational constraints (C. Demira, 2010). By leveraging
frameworks such as PMMMs, incorporating industry expertise into academic programs, and utilising methodologies
such as system dynamics, organisations can enhance their project management capabilities and achieve sustainable
success (C. Demira, 2010).. Furthermore, emphasising knowledge management, continuous learning, and a focus on
both tangible and intangible performance indicators can foster a culture of excellence and drive continuous

improvement in project outcomes.

The literature on project management underscores the need for a multidimensional approach that integrates
structured evaluation, experiential learning, and system dynamics to enhance adaptability, efficiency, and long-term
project success. Maturity models, as endorsed by (Majid Al-Nabae, 2021), provide a systematic framework for
assessing an organisation’s project management capabilities, facilitating continuous performance improvement and
informed decision-making. However, (James M. Lyneis, 2007) critique the static nature of these models, arguing that
project environments are inherently dynamic and require continuous feedback mechanisms to effectively manage
complexity and uncertainty. Consequently, system dynamics emerges as a vital tool for understanding how project
variables interact over time, enabling managers to anticipate challenges and refine strategies accordingly to

positively impact project outcomes (James M. Lyneis, 2007).
Risk management emerges as a critical theme for positive outcomes, with academics advocating contrasting

approaches. Project outcomes are influenced by both technical competencies and human and organisational factors,

including stakeholder engagement, knowledge management, and training in risk management. (Majid Al-Nabae,
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2021), (James M. Lyneis, 2007) (Abdurrahman Abubaker Gasemagha, 2021) collectively highlight successful
outcomes depend on effective management of both tangible and intangible resources. (James M. Lyneis, 2007), in
particular, explores the compounding effects of execution errors, demonstrating how minor inefficiencies can
escalate into major risk challenges when feedback loops are poorly managed. The findings suggest leveraging system
dynamics can mitigate such risks, providing a predictive framework to anticipate unintended consequences and
optimise strategies in response to changing conditions in real-time. In contrast, (Majid Al-Nabae, 2021) advocates a
structured approach to risk mitigation, emphasising pre-emptive planning and strategic controls. This divergence
reflects a broader debate in project management: whether traditional risk frameworks, focused on predefined
mitigation strategies, remain sufficient in today’s rapidly evolving project landscapes or whether adaptive, feedback-

driven methods offer greater resilience .

Despite these challenges, improving project outcomes through effective risk management remains a priority.
Success depends not only on selecting the appropriate methodologies but also on integrating rapid response
capabilities, institutional learning, and a balanced approach to both anticipated and emergent risks. (Roger Millera,
2001) advocate for "real options" as a proactive risk-shaping strategy, emphasising the importance of flexibility in
risk resolution. Additionally, (Roger Atkinson, 2006) argue that while traditional success metrics focus on time and
budget constraints, modern perspectives increasingly highlight stakeholder satisfaction and strategic impact as
critical indicators of effective risk management. This shift suggests that rather than rigid adherence to predefined
risk frameworks, organisations should adopt a context-driven approach that aligns risk management strategies with

project characteristics, stakeholder expectations, and the capacity to adapt to unforeseen challenges.

Collectively, the literature affirms that achieving excellence in project management requires a holistic approach that
balances structured evaluation with dynamic adaptation, integrates experiential learning, and accounts for both
human and technical elements. As organisations operate in increasingly volatile and complex environments, the
ability to combine traditional project management methodologies with adaptive, feedback-oriented techniques will

be essential for ensuring long-term success and sustainability.

982 (5817)
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6.5. Is There a ‘Universal Fit’ Risk Management Tool?

Industrial risk management is a multifaceted domain characterised by theoretical advancements and practical
challenges, as evidenced by the reviewed literature. A significant theme is the evolution of risk perception,
transitioning from a variance in cost or duration estimations to its recognition as an inherent project attribute
(Taroun, 2014). This shift has spurred the development of various risk modelling techniques, with the Probability-
Impact (P-I) model being the most prevalent, though researchers have proposed numerous improvements to reflect
project complexity and the interdependence of risks (Taroun, 2014). However, the practical application of these
sophisticated models lags behind theoretical progress, with construction professionals often relying on experience

and simpler tools (Taroun, 2014).

One of the key gaps identified in the literature is the absence of a comprehensive risk assessment approach that
captures risk impact across different project objectives (Taroun, 2014) (Ali Akbari Ahmadabadi, 2019). While some
studies advocate for the use of "risk cost" as a common scale to assess financial impacts, there is a need for models
that integrate financial, safety, and environmental aspects. Moreover, the subjectivity inherent in risk assessment
has led to the application of Fuzzy Set Theory (FST) and Analytical Hierarchy Process (AHP) to handle uncertainty and
complexity. These methods, however, are not without limitations, and their combined use does not automatically

overcome individual shortcomings (Taroun, 2014).

Decision Support Systems (DSS) are increasingly recognised as essential tools for project planning and control,
particularly in managing portfolios of projects in rapidly changing environments (Hazir, 2014) (Taroun, 2014). These
systems combine data analysis with analytical models to support decision-making, offering potential for early
warnings and effective corrective actions (Hazir, 2014). However, the successful implementation of DSS requires
careful consideration of the models used and their integration with project management software to bridge the gap

between theory and practice (Hazir, 2014).

Empirical evidence further suggests that extensive tool adoption correlates positively with improved project
performance, particularly in environments with structured risk management practices. However, traditional
software solutions such as Excel and Microsoft Project, despite their widespread use, often fail to address the
nuanced requirements of comprehensive risk management. This underscores the need for more integrated, user-

friendly tools that enhance decision-making while minimising complexity for project managers.
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Learning from past projects through the creation of risk event histories and lessons-learned databases is another
critical area of focus (I. Dikmena, 2008). These repositories should include both tangible and intangible risk factors,
as well as the links between risk sources and outcomes, to assess project vulnerability. However, the effectiveness
of these databases depends on capturing not just "what was done" but also the reasons "why" and "how," along

with generic lessons that can improve performance in future projects (I. Dikmena, 2008).

Emerging research trends include the use of multi-objective optimisation (MOO) techniques to address complex
project management challenges (Kai Guo, 2022). MOO allows for the simultaneous consideration of multiple
objectives, such as cost, time, quality, and safety, which is particularly relevant in areas like structural health
monitoring and emergency management (Chun Mei Wang, 2016) (Kai Guo, 2022). Another trend is the focus on risk
interaction and the development of risk path models to improve risk response strategies (Taroun, 2014) (Ali Akbari
Ahmadabadi, 2019). These models use techniques like Structural Equation Modelling (SEM) to assess risks, their

interactions, and their impact on project success (Ali Akbari Ahmadabadi, 2019).

Despite advancements in risk modelling and assessment, several challenges remain. These include the subjectivity
of risk ratings, the difficulty of capturing and transferring tacit knowledge, and the limited adoption of sophisticated
tools by practitioners (Taroun, 2014) (I. Dikmena, 2008). Future research should focus on developing more
comprehensive and user-friendly tools that integrate various risk factors, consider stakeholder perceptions, and

promote organisational learning to bridge the gap between theory and practice (Taroun, 2014) (Dong Zhao, 2016).

The literature on construction risk management highlights significant advancements in risk modelling, assessment
methodologies, and decision support systems (DSS). However, persistent challenges remain in translating these
theoretical developments into industry practice. Over time, risk perception has evolved from a quantifiable

uncertainty to an inherent and dynamic project attribute, prompting refinements in assessment frameworks.

Despite theoretical advancements such as FST, AHP and MOO, practical adoption remains limited due to industry-
specific constraints. Professionals often prefer intuitive, experience-based decision-making over analytical models,
citing concerns about data availability, methodological complexity, and the time-intensive nature of quantitative risk
assessments. DSS, which have the potential to streamline risk analysis and integrate it with project management
functions, are underutilised, particularly in multi-project environments where risk factors interact dynamically across
various project phases. This reluctance is further exacerbated by scepticism toward statistical models and the

absence of a unified framework that effectively integrates diverse project objectives and stakeholder concerns.
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As mentioned, the literature also underscores the critical role of human factors in shaping risk assessments.
Traditional models often overlook the social and psychological dimensions of decision-making, yet these play a
crucial role in determining risk response strategies. Addressing these gaps requires not only improved risk
assessment methodologies but also enhanced training and knowledge-sharing mechanisms to foster organisational

learning and more effective risk management practices (Chun Mei Wang, 2016).

Ultimately, while substantial progress has been made in refining risk management methodologies, their practical
application continues to be constrained by industry resistance, data limitations, and methodological complexity.
Research should prioritise development of user-friendly, experience-based tools that integrate quantitative rigor
with practical usability. Such tools should bridge the gap between academic advancements and industry needs by
enhancing accessibility, improving stakeholder engagement, and fostering a more comprehensive understanding of
risk interactions within industrial projects. The integration of Al-driven risk management tools, as suggested by
(Robert Pellerin, 2018), offers a promising solution by enhancing predictive accuracy and decision-making efficiency.
However, achieving widespread adoption will require overcoming key barriers, including organisational resistance,
need for specialised training, and challenge of balancing standardisation with flexibility required for diverse project

environments.

906 (6723)
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7. Methodology.

Research methodology provides a structured framework for the systematic collection, analysis, and interpretation
of data (Khairul Baharein, 2008). It ensures that research is conducted in a logical, reproducible, and objective

manner, facilitating the development of reliable and valid conclusions (Pinsonneault, 1993).

Methodologies are broadly categorised into quantitative, qualitative, and mixed methods approaches. Quantitative
research emphasises numerical data and statistical analysis, offering measurable and valid findings, qualitative in
contrast, explores deeper insights by focusing on context, meaning, and subjective experiences (Taherdoost, 2020).
Mixed methods integrates both approaches, providing a comprehensive understanding, combining statistical rigor

with contextual depth (Battaglia, 2008).

Interviews gain comprehensive insights while also capturing non-verbal cues such as body language (Fink, 2017),
particularly valuable for exploring complex issues. However, skilled interviewers are required and can be time-
intensive for both participants and researchers. While group interviews may optimise resources, they can also inhibit
full disclosure of behaviours (Fink, 2017) (Taherdoost, 2020). Direct observations are impractical for industrial

projects, as their extended timelines make data collection challenging (Taherdoost, 2020).

A well-structured methodology encompasses research design, sampling techniques, data collection methods, and
analysis strategies. It also considers ethical guidelines, reliability, and validity to ensure research integrity.
Additionally, challenges such as bias, data limitations, and methodological constraints must be acknowledged and

addressed to enhance study credibility and robustness (Fink, 2017).

199 (6922)
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7.1. Methodology Choice.

An anonymous descriptive research survey methodology was deemed the most suitable for this study. It allows for

collection of objective, quantifiable, and experience-based data from a diverse group of professionals, ensuring a

well-rounded understanding of the subject (Fink, 2017).

Topic:

Strengths:

Limitation:

Anonymity for

Risk management is a critical and sensitive

While anonymity promotes honesty, it can

Representative

Data Collection.

and diverse sample, ensuring that insights
are relevant to different industries and
project types. This broad perspective helps
assess whether the need for a customisable
framework is industry-specific or universally

Honest & aspect of project management. By ensuring | also limit the depth of data collected.
Unbiased anonymity, participants are more likely to Participants might avoid providing detailed
Responses. provide honest insights into the or identifying information, which could be
effectiveness of risk assessment tools valuable for a more nuanced understanding
without fear of professional repercussions. of the issues.
Helping uncover genuine challenges, gaps,
and potential improvements in risk
management practices.
Descriptive A descriptive research survey is most A key limitation of descriptive research is its
Research. suitable as it allows for the systematic inability to establish cause-and-effect
collection and analysis of data regarding relationships. Surveys can reveal associations
how risk assessment tools are used across or correlations, but they cannot definitively
different industries and project explain why certain risk management
environments. Helps to identify patterns, practices are more effective than others.
trends, and gaps without manipulating
variables, making it suitable for
understanding the current state of risk
management practices.
Broad & Surveys enable data collection from a large | Ensuring a truly representative sample can

be challenging and costly. Bias in sample
selection can limit the validity of the findings.
For example, if certain industries are over-
represented in the sample, the conclusions
may not accurately reflect the experiences of

period. The structured nature of the
guestionnaire ensures that responses can
be quantified and analysed effectively,
leading to clear, evidence-based
conclusions.

applicable. all industries.
Practical & Surveys are cost-effective and time- The structured nature of questionnaires may
Efficient efficient, allowing for the collection of restrict the richness and complexity of the
Approach. significant amounts of data within a short data collected. While closed-ended questions

are easy to quantify, they may not capture
the full range of participants' experiences or
perspectives. Open-ended questions can
provide more detailed insights, but they can
also be challenging to analyse systematically
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Ethical
Considerations

Surveys, when properly designed, can
protect the privacy and confidentiality of
participants. Informed consent can be
obtained, and data can be anonymous to
prevent identification of individuals.

Despite efforts to protect participant data,
there are still risks of breaches or unintended
disclosures. The reliance on self-reporting
may also introduce biases if participants are
not fully truthful due to social desirability or
other factors.

Data Analysis &
Interpretation.

Quantitative data obtained through surveys
can be analysed using statistical methods to
identify significant relationships and trends.
Allowing researchers to draw evidence-
based conclusions and make projections.

The interpretation of survey data can be
subjective, and researchers' biases may
influence the conclusions drawn.
Additionally, correlations identified in the
data do not necessarily imply causation,
which can lead to misinterpretations.

Survey Design &

Implementation.

A well-designed survey can efficiently
collect data from a large sample, providing a
broad overview of the population of
interest. Standardised questions ensure that
data is consistent and comparable across
participants.

Designing an effective survey requires
expertise in questionnaire development,
sampling techniques, and data analysis.
Poorly worded questions, biased samples, or
low response rates can compromise the
validity and reliability of the findings.

Longitudinal
Analysis.

Surveys can be administered repeatedly
over time to track changes in attitudes,
behaviours, or outcomes. Longitudinal
studies can provide valuable insights into
trends and patterns of change.

Longitudinal surveys can be expensive and
time-consuming to conduct. Participant
attrition (loss of participants over time) can
also introduce bias and affect the validity of
the findings.

Table 4 - Survey Methodology Analysis

(Taherdoost, 2020) (Fink, 2017) (Pinsonneault, 1993) (Khairul Baharein, 2008) (Battaglia, 2008)

Survey methodology is a multifaceted approach with notable strengths and limitations that must be carefully

considered in research design (Fink, 2017). While valuable for gathering broad data and identifying trends, survey

effectiveness depends on addressing potential biases, ensuring ethical practices, and acknowledging limitations of

descriptive research. Benefits of anonymity must be weighed against need for detailed insights and recognise

correlations do not confirm causation. (Taherdoost, 2020)

Practical efficiency and broad reach make surveys attractive, but the structured nature of questionnaires can restrict

depth of response. Longitudinal studies offer insights into changes over time but are resource-intensive and prone

to participant attrition (Stanfcheva, 2023). By understanding and mitigating these limitations, researchers can

leverage the strengths to obtain meaningful and reliable results (Fink, 2017). Ultimately, a balanced approach

acknowledging both advantages and disadvantages of surveys will lead to more robust and insightful outcomes

(Taherdoost, 2020).

170 (7092)
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7.2. Question Design.

The design of effective research questions and a well-structured questionnaire is essential to facilitate the collection
of meaningful data (Fink, 2017). Given the diverse nature of industries and project environments, questions must
ensure the research captures a broad spectrum of experiences and perspectives (Stanfcheva, 2023). The
guestionnaire consists of closed questions (quantitative data), which measure trends, frequencies, and
effectiveness, alongside open-ended questions (qualitative data), which capture deeper insights into the challenges
and perceptions in project management (Fink, 2017). The question design includes demographic segmentation to

identify variations across industries and experience levels, as well as targeted inquiries on risk assessment tool usage,

effectiveness, and limitations (Stanfcheva, 2023).

Section Question Type Response Options
Q1. What is your job Open-ended. --
title?
Q2. What sector do you | Multiple choice. Construction.
primarily work in? Engineering.
IT & Software.
9 Project Team.
%_ Other (Please specify)
%o Q3. How many years of | Multiple choice. 0 -2 years.
g experience do you have 2 - 5years.
; in project 5-10years.
g management? 10-15 years.
‘% 15-20 years.
& 20+ years.

Q4. What size/scale of
the projects you
typically manage?

Multiple choice.

Small - < £50,000.

Small to Medium - £50,000 - £100,000.
Medium - £100,000- £250,000.

Medium to Large - £250,000 - £500,000.
Large - >£500,000.

Current Use of Risk Assessment Tools

Q5. Do you currently
use risk assessment
tools in your project
management process?

Yes/No.

Yes.
No.

Q6. Which risk
assessment tools do
you use?

Multiple choice.
(select all that apply)

Qualitative risk matrices.

Monte Carlo simulations.

FMEA.

Risk registers.

Functional Analysis. (HASOP).
Supporting Methods (Brainstorming).
Control Assessments (Bow Tie Analysis).
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Look up Methods (Check Lists).
Custom-built tools.

Cost Benefit Analysis (CBA).
Ishikawa (Fishbone) Diagrams.
None.

Other (please specify).

Q7. How frequently do
you conduct formal risk
assessments in your
projects?

Multiple choice.

Never.

Only at the project initiation stage.

Occasionally (As risks arise).

Regularly (Predefined intervals).

Continuously (Throughout the project lifecycle).

Q8. How effective do
you find the current risk
assessment tools you
use?

Likert Scale.

Not effective.
Somewhat effective.
Moderately effective.
Effective.

Very effective.

N/A.

Q9. What are the
biggest challenges in
using these tools?

Multiple choice.
(select all that apply)

Too complex/difficult to use.

Requires too much time and effort.
Not aligned with project needs.

Lack of tool training.

Lack of risk knowledge/understanding.
Lack of tool awareness.

Lack of tool flexibility.

Lack of stakeholder engagement.
Other (Please specify).

Effectiveness of Risk Management

Q10. How often do you
believe risk assessment
has led to improved
project outcomes?

Likert Scale.

Never.
Rarely.
Sometimes.
Often.
Always.
N/A.

Q11. Have risk
assessments in your

Multiple choice.

Always (Every time).
Yes (Most of the time).

projects successfully Sometimes.
prevented major risks Rarely.
from materialising? No.

N/A.
Q12. Have you Yes/No. Yes.
encountered project No.

failures due to
ineffective risk
management?
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Q13. In your opinion,
what are the most
common risk factors
affecting project
success?

Multiple choice.
(Select all that apply)

Budget overruns.
Schedule delays.
Scope creep.
Resource constraints.
Stakeholder conflicts.
Technical failures.

Other (please specify).

Q14. Do you believe Yes/No/Maybe. Yes.

that risk assessment No.

tools need Maybe.

improvement to be

more effective?

Q15. Based on your Multiple Choice. Category Risk Assessment Tool
understanding, (Match the risk tool e Risk Identification e (Qualitative risk
categorise each of the to its category). Methods. matrices.

risk assessment tools.

e Risk Analysis Tools
(Qualitative &
Quantitative).

e Risk Control &
Visualisation
Methods.

e Functional &
Failure Analysis
Techniques.

e Risk
Documentation &
Monitoring Tools.

e Monte Carlo
simulations.

e FMEA.

e Risk registers.

e Functional Analysis.
(HASOP).

e Supporting Methods
(Brainstorming).

e Control Assessments
(Bow Tie Analysis).

e Look up Methods
(Check Lists).

e Cost-Benefit Analysis
(CBA).

e |shikawa (Fishbone)
Diagrams.

Need for a Customisable Framework

Q16. Do you think a
more customisable risk
assessment framework
could enhance risk
management?

Yes/No/Maybe.

Yes.
No.
Maybe.

Q17. What features
would you like to see in
a customisable risk
assessment framework?

Multiple choice.

Industry-specific risk identification.

Al-based risk prediction.

Integration with project management software.

More user-friendly interfaces.

Real-time collaboration and reporting .

Other (please specify).
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Q18. Would you be Yes/No/Maybe. Yes.

willing to adopt a new No.
risk assessment Maybe (depends on ease of use and
framework if it implementation)

improved risk
identification and

mitigation?

Q19. What are the main | Multiple choice. Resistance to change.

barriers to adopting a (select all that apply) | Lack of management support.

new risk assessment Cost of implementation.

framework? Training requirements
Integration with existing tools.
Other (please specify)

Q20. In your Open-ended. -

experience, what has
been the most effective
risk management
strategy in your
projects?

Q21. What Open-ended. -
recommendations

would you suggest for

Open-ended Feedback

improving risk
management practices
in project
management?

Table 5 - Sample Question Design Survey

(Fink, 2017) (Stanfcheva, 2023) (Pinsonneault, 1993) (Taherdoost, 2020) (Battaglia, 2008)

The questionnaire explores whether current tools are adequate for addressing modern project challenges or if a
more adaptable and customisable framework is required. It also examines barriers to adopting new methodologies,
offering a comprehensive perspective on factors influencing risk management effectiveness. By structuring
guestions to capture both statistical trends and real-world experiences, this research aims facilitate a deeper
understanding of risk assessment in project management (Battaglia, 2008) (Fink, 2017). The findings will contribute
to determining whether existing tools sufficiently support risk mitigation or if the development of a new, more
customisable risk management framework is necessary to enhance project outcomes (Fink, 2017).

See appendix 12.1 for questionnaire.

199 (7291)
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7.3. Sampling.

Sampling is a fundamental aspect, determining how data is collected and analysed to draw conclusions (Fink, 2017).
In most research studies, surveying an entire population is impractical due to constraints such as time, cost, and
accessibility. The effectiveness of a study depends on suitability of sampling technique, errors leading to bias,
affecting validity of the findings (Battaglia, 2008) (Fink, 2017). The sampling frame refers to the difference between

the target population and individuals who participate in the survey.

Population

Sampling Frame

Sampling

Figure 1 - Methodology Sampling

(Byjus, 2025)

Key challenges in sampling include coverage errors, sampling errors, and nonresponse bias, which can impact the
accuracy of results. Nonresponse bias also impacts the actual sample obtained. When surveying a population with
low participation rates, it is essential to incorporate this factor into the survey methodology to maintain validity of
the findings. Therefore, careful selection of the sampling frame and method is essential for obtaining reliable findings
(Byjus, 2025) (Taherdoost, 2020). The following survey sampling frame is proposed;

e |nitial UK wide company distribution.

e Follow up response rate after 2-3-week period.

e Push for response/completion based on survey response.

e Follow up response rate after 4-6-week period.

e Consider extension to data gathering or opening up to wider UK company audience.

A proposed 36-week timeline, presented through a Gantt chart, see appendix 12.2, has been designed to
accommodate flexibility in data collection and analysis phases, allowing for adjustments based on response rates,

data quality, and emerging logistical considerations throughout the project lifecycle. 225 (7546)
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8. Results

The research questionnaire achieved a response rate of approximately 64.3%, with 36 responses received from 56

distributed surveys. The response rate indicates a strong level of participant engagement, providing a robust

empirical foundation for subsequent data analysis. Demonstrating that the sampling strategy effectively captured a

diverse range of professional perspectives, particularly among individuals occupying project management and

engineering roles within industrial sectors. The high response rate can be attributed to the systematic approach

adopted during data collection, including the pilot testing of the questionnaire and the use of reminder emails to

encourage participation.

8.1. Participant Demographics (Questions 1 & 2)

The participant demographics reveal a sample with strong technical expertise with notable representation from

project-focused roles, which is directly relevant to evaluating the effectiveness of risk assessment tools in project

management.

Works Engineer

Engineering Manager
Departmental Electrical Engineer
Departmental Engineer
Project Engineer

Electrical Engineer

Mechanical Engineer

Fire Safety Engineer
Programme Manager

Statutory Compliance Engineer
Engineer

HV Engineer

Construction
Engineering

T & Software

Project Management
Manufacturing

Other

Participant Demographics

1

Il

—
2
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——
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30

B Industry Sector W Job Title

Figure 2 - Participant Job Title & Sector

Project Engineers represent the largest group (33.3%), supported by Engineering Managers (8.3%) and Programme

Managers (2.8%), reflecting significant involvement from individuals responsible for delivering and coordinating
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projects. When combined with Electrical and Mechanical Engineers (both 16.7%), the dataset demonstrates a strong
base of technical professionals who are often at the forefront of applying risk assessment in practice. Niche roles
such as Fire Safety Engineer, Statutory Compliance Engineer, and HV Engineer further broaden the pool of
perspectives, though their low frequency (2.8% each) reduces their overall influence. Some ambiguity in titles, such
as overlapping “Departmental Engineer” categories and the generic use of “Engineer,” may indicate inconsistencies

in role classification but does not diminish the overall insight into project-related responsibilities.

From a sector perspective, four fifths of respondents identified Engineering as their primary field, with Project
Management accounting for 8.3%. While the dataset is clearly weighted toward engineering, the strong presence of
project engineers, managers, and programme managers means that project management considerations are well
embedded in the responses. The inclusion of perspectives from construction (2.8%), IT & Software (2.8%),
manufacturing (2.8%), and other sectors (2.8%) provides some cross-industry balance, though their influence is

limited by sample size.

The majority of participants had significant experience with nearly 40% reporting over 15 years project-related roles.

Participant Demographics.

02 ¥ears  —
2 e | 7
5 e
10-15 Years e &
D e R

Ly B

small - <£50,000. I 15
small to Medium - £50,000 to £:100,000. I 15
Medium - £100,000- £250,000. 13
Medium to Large - £250,000 - £500,000.  ———— 13

I —
Large - »£500,000 12

M Size/Scale of Project M Years Experience

Figure 3 - Participant Project Experience

Project scale reflects a healthy diversity, with almost half (48%) involved in projects under £100,000, and over a third
engaged in projects exceeding £250,000, including nearly 20% managing high-value projects (>£500,000).
367 (7913)
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8.2. Current Use of Risk Assessment Tools (Questions 3 &4).

All participants reported using risk assessment tools in their project management activities, however the types of
tools employed varied in both the sophistication and consistency of practices. The most frequently used tools
included Risk Register, Failure Mode and Effects Analysis (FMEA), and Functional Analysis (HASOP). Additionally,
methods such as the Ishikawa (Fishbone) Diagram and Cost Benefit Analysis (CBA) are frequently applied, reflecting
the importance of root cause analysis and financial evaluation in decision-making processes that underpin project

planning and execution.

Current Use of Risk Assessment Tools.

es I 35

Mo 0

Qualitative risk matrices,  EEG—S—
Monte Carlo Simulations  EE 2
Failure Mode and Effects Analysis [FMVEA) I — 1/
Risk Register I 12
Functional Analysis (HASCP ) — 17
Supporting Methods (Brainstorming) EEEEE_—_—— 11
Control Assessments (Bow Tie Analysis) I =
Look Up Methods (Check Lists) S — 11
Custom Built Tools  ——
Cost Benefit Analysis [CBA) S 11
|shikawa (Fishbone) Diagram  ———— 15
Mone | O
Other - Management of Change Process  IEE—— 4
Other - 4T's Approach B8 1
0 5 10 15 20 25 30 a5 40

W 'Which Risk Assessment Tools M UUse Risk Assessment Tools

Figure 4 - Participant Use of Risk Assessment Tools

In contrast, more advanced or resource-intense tools, such as Monte Carlo Simulations and the 4T’s Approach, were
only used by a small minority. The presence of custom-built tools and processes such as Management of Change
also highlights the tendency of a small number within the organisation to adapt or develop bespoke solutions in

order to align risk assessment more closely with their unique project environments.

While risk assessment tools are widely used in project management, the results demonstrate inconsistency in their
application and is often misaligned with best practice standards such as PMBOK (Project Management Body of

Knowledge) and ISO 31000. Nearly a third of respondents complete assessments only at initiation, and less than a
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quarter undertake continuous assessment throughout the product cycle. From an effectiveness standpoint, the
mixed perceptions of tool performance further underline this gap. Although 45.2% of participants rated tools as

effective, only 4.8% considered them very effective, with nearly half reporting moderate or limited effectiveness.

Current Use of Risk Assessment Tools.

Never O
Only gt Project Initiation Stage 14
QOccasionally (A5 risks arise) 11
Regularly (Predefined intervals) 12
Continuously (Throughout the_ 11

Mot Effective

Somewhat Effective 9

Moderately Effective 11

Effective 15
Very Effective  ——— 7

N |0

Too complex,/difficult 1o use.

Requires too much time and effort. 18

Mot aligned with project nesds. 5

Lack of tool training. 11

Lack of tool awareness. 15

Lack of risk knowledge/understanding.

11
Lack of tool flexibility. z

Lack of stakeholder engagement. 15

Other - Lack of Risk Understanting @ 2

o 2 4 & & 10 12 14 16 13 20

B Freguent use of Risk Tools M Risk Tool Effectivensss B Challenges in Using Risk Tools

Figure 5 - Participant Use and Opinion of Risk Assessment Tools

The challenges identified by participants provide insight into why this disconnect exists. The most significant barriers
were organisational rather than technical: excessive time and effort requirements (39.6%), lack of stakeholder

engagement (37.5%), and lack of awareness (31.3%).

276 (8189)
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8.3. Effectiveness of Risk Management.

Despite the widespread adoption of risk assessment tools in project management, their effectiveness in consistently
improving project outcomes remains uncertain. Perceptions of tool effectiveness were mixed. Whilst around half of
respondents considered their risk assessments to be effective, only a small proportion regarded them as highly

effective in improving outcomes. Similarly, when considering risk prevention, no respondents indicated that risks

were always prevented by assessments, and most noted only partial success in mitigating major threats.

MNewver

Rarely

Sometimes

Often

Alwvays

N/A

Abways [ Every time)

Yes (Most of the time)

Sometimes

Rarely

Mo

N/A

Additionally, the survey as illustrated below, provided valuable insights into the current state of risk management
practices in project management and highlights the perceived shortcomings of existing risk assessment tools. Almost

70% reported experiencing project failings attributable to ineffective risk management.

I 2

I

I 1

o 2

Effectiveness of Risk Management

4 [ 8

M Have Risk Assessments Improved Outcomes

10 1z 14

M Hawve Risk Assessments Prevented Failures

Figure 6 - Participants Use and Opinion of Risk Assessment Tools
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Mo

Budget Overruns

Schedule Delays

Scope Creep

Resource Constraints

Stakehold er Conflicts

Technical Failures

Other - Project Dates Changed at Short Notice

Other - Mon Realistic Timeframes

Mo

PMaybe

W Hawve you Encountered Failures

The most frequently cited risk factors highlighted budget overruns, schedule delays, scope creep, and resource

constraints, all of which align closely with the traditional project management “iron triangle” of cost, time, and scope

(Hetemi, 2021).

In relation to the tools, nearly three quarters (72.2%) expressed the belief that current tools require improving to be
truly effective, with less than 10% disagreeing with this approach. The 20% of respondents who selected “maybe”
suggests some uncertainty or variability across industry; however, the overall consensus is clear, existing tools are

not fully meeting practitioners’

Participant’s understanding of risk and appropriate choice of risk tool, as shown below, highlighted both areas of
strength and critical gaps in knowledge. So many percent, correctly classified FMEA within Functional and Failure

Analysis Technigues and Qualitative Risk Matrices under Risk Analysis Tools, with a similar accuracy achieved with of

Effectiveness of Risk Management

11

16

5

6

14
10
- ]
I
——
0 5 10 15 20 25

W 'What are the Most Common Factors Affecting Success

Figure 7 - Participants Project Deviations

needs.

Bow Tie Analysis under Control and Visualisation methods.

B Do Risk Tools Need to be Improved
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Effectiveness of Risk Management

s Risk Category
] isk Analysis is : i : is
2 Risk Category & Associated Risk Tool Risk Identification Risk nal_’ = R'__k Cc_ntr?l & F_LmCtlcnal &_ Risk )
L] Methods Tools (Qualitative | Visualisation Failure Analyziz |Documentation &
.g - ) & Quantitative) Iethods Technigues IMonitoring Tools
G e ) N .
g Y Brainstorming (Supporting Methods 16 5 16 7 3
e Risk Identffication Methods g 1P g ]
g+ Checklists |Look-up Methods) 17 5 11 2 3

c
_§° z ) ) . . Qualitative Risk Matrices 17 18 3 1 3
T E Risk Analysis Tools [Qualitative &
=] T Si T
£ g Quantitative) Mante Carlo Simulations 11 8 10 4 7
5 f Cost-Benefit Analysis [CBA) 11 11 5 5 6
U =
c £ FMEA (Failure Mode and Effects Analysis) 11 5 g 27 7
P ]
2 £ |Functional & Failure Analysis Techniques |HAZOP (Hazard and Operability Study) 16 11 8 13 8
= Ishikawa (Fishbone) Diagrams 15 5 15 9 7
E Risk Documentation & Monitoring Tools [Risk Registers 20 7 10 4 10
2 Risk Control & Visualisation Methods  |Bow Tie Analysis (Control Assessments) 15 3 16 10 3

Table 6 - Participant Understanding of Risk and Appropriate Risk Tool

However, the survey also revealed a significant proportion of misclassifications. For instance, Brainstorming and
Checklists, both foundational to Risk Identification, were often mis-classified as analysis or control tools, and Risk

Registers under identification, rather than Documentation and Monitoring.

301 (8490)
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8.4. Need for a Customisable Framework.

There was strong support for the development of a customisable risk assessment framework with 83.3% of

respondents agreeing that such a framework would enhance risk management practices.
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Figure 8 - Participant Views on Need for Customisable Framework

The features respondents desired included usability with more user-friendly interfaces, industry specific tailoring,

integration with project management software, real-time collaboration, and clearer communication tools.

As shown below, in line with the identified need for a customisable framework, a similar amount of participants,

88.8%, were willing to adopt such a risk assessment framework if it was shown to be effective.

The main barriers to adoption of such a framework were identified as associated training requirements, resistance

to change, and lack of management support.
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8.5. Open-ended Feedback.

Quialitative responses highlighted several themes. Formal tools such as risk registers, risk matrices, and FMEA were

identified as the most effective strategies by respondents, especially when used iteratively.

Respondents also valued proactive strategies. aligned with the principle of forward planning. including scenario

testing (such as use of test rigs), early brainstorming, and continuous review.

Human and organisational factors emerged strongly from the survey, with multidisciplinary collaboration, expertise,

leadership, and stakeholder engagement repeatedly cited as essential in shaping outcomes.
A key concern raised by respondents was lack of standardisation in current practice, with a repeated emphasis on
the confusion brought about by use of multiple, inconsistent tools, leading to inconsistency and comparability across

projects.

Another strong theme from the responses concerns competency and training. Participants noted that while tools

exist, their effectiveness is often constrained by the limited capability of users to apply them meaningfully.

144 (8743)
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9. Discussion.

The research intended to evaluate whether current risk assessment tools used in industry are effective in the practice
of project management and determine whether a customised framework would enhance risk management and
consequently improve overall project outcomes. The survey findings indicate a complex picture of current risk
practice, with much contradiction. Whilst risk management tools are widely embedded within project delivery
processes of the respondents, their practical application, perceived effectiveness and alignment with industry
frameworks such as PMBOK and ISO 31000 inconsistent and incomplete. In line with this, respondents expressed
strong support for the development of a flexible and user-centred framework that could integrate existing tools
while adapting to diverse project contexts. These findings mirror concerns featured in existing literature; the
persistent gap between theoretical risk management models and their translation into practice, emphasising the

need for balance between standardisation and adaptability (Bannerman, 2008)(Hilson, 2023) (Aven, 2016).

The demographic profile of the respondents shows a strong technical skillset, with the majority formed of engineers
and project-related managers. This reinforces the operational nature of the dataset, with the information received
reflecting how risk assessments are used in practice. However, caution must be taken with the wider application of
findings across industry sectors as there was limited representation of dedicated project managers, and this was

within once industry organisation only.

The incorporation of many experienced practitioners means that perspectives may be shaped by established
organisational practices, which may under-represent the more agile approaches of less-experienced individuals.
However, the breadth of project scales strengthens the dataset, a larger high value projects typically utilise formal,
systematic methodologies compared to more informal, ad-hoc practices adopted for smaller projects. The variation
highlights potential disparities in tool effectiveness and adaptability of existing frameworks across the project

management landscape.

Taken together the demographics offer both advantages and disadvantages. The diversity of project scale presents
a comprehensive view across both high and low value contexts, however the bias presented by experience may push
the findings towards more traditional practices, potentially overlooking adaptable context driven approaches.

?for conclusion bias/limitations of the project

The discussion below reviews the findings alongside the current literature as presented in section 6, assessing the
impact of culture, training, methodological constraints and individual behaviours on risk management effectiveness.

361 (9104)
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9.1. Current Use of Risk Assessment Tools.

The results suggest that all participants employ risk assessment tools within their project management processes,
indicating that structured risk management is now an established expectation, institutionalised, within project
environments. This aligns with the wider literature, emphasising formal risk processes have shifted from being
optional add-ons to integral components of project delivery as documented in the literature (Zou, 2017) (Jacqueline
Jepson, 2018). This suggests a mature recognition within organisations of risk process as integral, a critical
determinant of project outcomes, rather than optional. The embedding of risk tools also indicates that practitioners
recognise their value in improving foresight, ensuring accountability, and supporting compliance with industry
frameworks. However, this widespread adoption continues to mask significant variation in the application of such

tools, and therefore how this equates to meaningful practice.

Traditional, widely recognised tools such as risk registers, Failure Mode and Effects Analysis (FMEA), Hazard and
Operability Studies (HAZOP) and cost-benefit analysis dominate practice, consistent with their prominence in both
industry and academic research. (Kolios, 2018). These tools are valued for their structured documentation,
systematic identification, and accountability (Rostami, 2016), their popularity reflecting their accessibility and
familiarity. For example, risk registers enable traceability throughout the project lifecycle, while FMEA supports
reliability assessments by systematically analysing potential failure points. Whilst such tools offer clear outputs, there
remains a risk that the above results in a lean towards comfort/familiarity and routine rather than suitability and
may restrict innovation and use of more suitable tools to address increasingly complex risks. While effective at
providing visibility and structure, risk registers and qualitative matrices are limited in their ability to capture the

probabilistic nature of uncertainty or to model complex interdependencies between risks (Kolios, 2018).

Conversely, the more advanced techniques, such as Monte Carlo simulations, and the 4T’s approach were rarely
employed, suggesting a reliance on simpler methods that present the risk that more complex or evolving risks may
not be adequately captured. These findings reflect key barriers to the use of more complex tools identified in the
literature, such as insufficient analytical capability, time pressures, data limitations, and a preference for intuitive
decision-making (T. Raz, 2001) (Robert Pellerin, 2018). Similarly, Bannerman argues that advanced quantitative
approaches, although powerful, are often underutilised due to their perceived complexity and the lack of
practitioner expertise (Bannerman, 2008). The limited application of these methods, with continues reliance on
gualitative methods, raises concerns about risk management in large-scale or high-uncertainty projects. This

reinforces the question of whether organisations are selecting tools based on ease or appropriateness.

However, the finding that a small number of respondents, reported the use of custom-built or modified

tools/processes such as Management of Change systems, indicates an emerging recognition that traditional tools
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may not always be sufficient in addressing the diversity of risks encountered across projects; tailoring risk practices

to context rather than relying exclusively on standardised approaches (Marle, 2016).

From a project management perspective, this reliance on familiar tools presents a duality. On the one hand, the use
of accessible and well-understood methods increases the likelihood of consistent application across projects. This is
particularly important in environments where time and resource constraints make the adoption of complex
guantitative methods impractical. On the other hand, the preference for simplicity risks oversimplifying or
overlooking systemic risks, particularly in high-value projects where the consequences of uncertainty are significant.
As Aven argues, effective risk management requires tools that not only provide structure but also reflect the dynamic

and probabilistic nature of real-world uncertainty (Aven, 2016).

The pattern of risk assessment tool use also identified a significant finding as to how risk management is conducted.
Whilst tools are embedded in practice, nearly a third of respondents apply risk assessment at project initiation, with
only the minority conducting continuous lifecycle assessments. This sharply contrasts with iterative, cyclical
recommendations within frameworks such as PMBOK and ISO 31000, suggesting that risk management is
approached as a compliance formality rather than integrated into decision-making processes. This creates a
disconnect between theory and practice, and lack of organisational governance, with a failure to capture risks and
new threats as they evolve over time (Merkourios Papanikolaou, 2020) (Muhammet Gul, 2018). Similar findings were
noted in the literature, where the snapshot principle of risk management was a common occurrence (Schieg, 2010)
(Karel de Bakker, 2010). The evidence from the survey suggests that while tools are formally adopted, their purpose

is fundamentally undermined and thus their ability to effectively influence outcomes.

It is also important to recognise the impact of project scale on variation of tool use. The size and complexity of
projects often correlate with the formality of risk processes, smaller projects may reasonably rely on more informal
approaches, whereas larger more complex projects typically demand more sophisticated systematic, quantitative
methods. The underrepresentation of advanced tools in the survey may reflect the financial and technical scale of
many respondents’ projects, however the low use of advanced tools across both highlights a systemic limitation in
analytical capability. The tendency of the organisation to underutilise advanced methods even where they would

offer significant insight and advantage re-enforces the gap in risk assessment robustness.

Central to these findings appears to be the influence of organisational and cultural factors. Cited barriers such as
time pressure, lack of training and stakeholder engagement suggest that organisational system, behaviours and
culture shape tool effectiveness not simply to tools themselves. Tools such as Monte Carlo simulations demand not

only technical expertise but also leadership support, training, and an organisational culture that values data-driven
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decision-making. This re-forces findings within the literature that effective risk management is people-driven, shaped
by leadership and culture. This is resonated by Khadgi (2025), who argues that without stakeholder engagement and

cultural integration, risk management processes struggle to generate real value (Khadgi, 2025).

Taken together, the findings highlight a paradox: although universal adoption suggest a mature and embedded
approach to project risk management, their practice remains inconsistent, aligned with tradition rather than best
practice. Familiarity provides consistency but hinders adaptability and the use of tools that offer the depth required
for more advanced projects. The findings reinforce the case for a customisable risk management framework, once
that balances useability with analytical maturity and encourage a lifecycle approach. Alongside this, cultural and
organisational barriers would need to be addressed to ensure that risk tools move beyond compliance to become

genuinely value-adding elements of project management.

1014 (10118)

Page 59 of 103



9.2. Effectiveness and Limitations of Current Practices.

Although as described above the questionnaire confirmed universal adoption of risk assessment tools, their
perception of effectiveness was variable. Whilst nearly half rated tools as generally “effective,” very few considered
them “highly effective,” indicating that universal use does not necessarily translate into meaningful impact to risk.
This echoes many of the findings above, and within the literature that tools alone cannot ensure effectiveness.
Appropriate choice of tool, integrated into organisational decision-making, culture, and stakeholder engagement is
key (Hilson, 2023) (Gul M, 2018). As in 9.1 above, a key limitation to the effectiveness of any risk management tool,
is their applications to support all project phases, spanning identification, analysis, response planning, and
monitoring throughout the lifecycle (Merkourios Papanikolaou, 2020). Yet the survey revealed that nearly a third of
participants restrict risk assessment to the initiation stage of projects, treating it as a compliance activity rather than
a sustained, value-adding process. This suggests again that in many cases, risk management is reduced to a
procedural exercise rather than embedded in strategic activities. As argued by Zwikael and Ahn, mechanical ‘tick
box’ approaches, undermine the ability of risk tools to effectively influence outcomes(Ofer Zwikael, 2010). The failure
to conduct iterative assessments also risks leaving projects vulnerable to evolving risks that emerge during execution,
a problem particularly acute in dynamic environments where scope, timelines, and resources are subject to change.

Failed strategic execution is likely a key determinant of participants perception of true effectiveness.

Similarly, the perceived limitations of tool effectiveness appear to be shaped less by technical shortcomings and
more by organisational and cultural barriers, echoing earlier themes in 9.1. Lack of time, stakeholder engagement,
training and awareness were identified as key constraints, factors consistent with literature on project governance
as fundamental to effective practice: risk management is fundamentally a human and organisational activity rather
than a purely technical one. Khadgi (2025) notes that frameworks such as PRINCE2 stress the importance of
stakeholder involvement in the risk process, yet many organisations continue to treat risk management as the
responsibility of a select few rather than as a shared endeavour (Khadgi, 2025). Similarly, Cagliano emphasises that
effectiveness increases when risk processes are iterative, collaborative, and embedded in daily routines (Cagliano,
2015). Consistent with the literature, the survey suggest that the absence of stakeholder ownership, insufficient
training, and weak cultural integration undermine the practical value of tools, even when they are technically sound

(Aven, 2016).

Mixed perceptions of tool effectiveness also reflects wider issues in project outcomes. As section 9.4 highlights,
familiar risks such as budget overrun, schedule delays, and scope creep were persistent, influencing respondents
opinions that most tools are only partially effective in improving outcomes. While most participants acknowledged
that risk assessments are beneficial, very few reported that tools “always” improve outcomes. These results resonate

with Hetemi, who argues that risk tools cannot be effective in avoiding such challenges unless they are employed as
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part of robust planning, monitoring and control processes (Hetemi, 2021). This partial effectiveness suggests that
tools are often decoupled from the strategic decision-making and organisational learning processes that ultimately
shape project outcomes. These issues are emphasised by Aven (2016), who stresses that risk management should
not be confined to technical assessment but must inform governance and continuous improvement (Aven, 2016).
Without this, the capacity of risk tools to influence project success, and therefore be deemed effective, will be

inherently limited.

Perceived effectiveness is also greatly influenced by the appropriateness of tool choice. As detailed in 9.1 above,
project scale should influence choice but seemingly is not always the case, unlikely to effectively model complexity
or quantify uncertainty, and therefore be perceived as ‘ineffective’. This supports Hillson’s critique of a ‘one-size-
fits-all” approach which, while offers consistency, fails to account for sectoral and contextual differences. (Hilson,
2023). In practice, tools that are effective in one sector or project type may be less suited to another. For example,
manufacturing and engineering projects may benefit from FMEA and HAZOP due to their technical focus, whereas
IT projects may require approaches better suited to rapidly changing requirements and iterative development cycles.

This approach may largely have influenced the perceived effectiveness rating of respondents.

Compounding these perceptions of effectiveness is knowledge and competence in the correct application of tools
as described in detailed in 9.3. Misclassification of tools, such as brainstorming and checklists as analysis methods,
or risk registers as identification tools suggest inconsistent understanding of how tools should function.
Misapplication can create false confidence, poor prioritisation, and incomplete assessment, divorcing outputs from
project realities leading teams to believe risks are adequately managed when in fact they are not (Hilson, 2023)

(Bannerman, 2008). These findings reinforce that tool presence does not relate to tool effectiveness or maturity.

Taken collectively, the findings suggest that the effectiveness of risk assessment tools in project management is
constrained by three interrelated factors:
e Procedural application, whereby tools are applied only at the initiation stage rather than continuously,
diverging from PMBOK and ISO 31000 principles.
e QOrganisational and cultural barriers, including lack of stakeholder engagement, limited training, and
insufficient integration into governance structures.
e Knowledge gaps and misapplications, which undermine the ability of tools to generate accurate and

actionable insights.
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These limitations mirror the themes in the literature: that tools alone cannot guarantee effectiveness; rather,
effectiveness emerges from the interplay between methodological rigour, organisational culture, and practitioner

competence (Cagliano, 2015) (Ofer Zwikael, 2010).

The implication for practice is that improving effectiveness requires more than introducing new tools or enforcing
compliance with existing ones. It demands investment in training, leadership support for stakeholder engagement,
and cultural shifts that treat risk management as an ongoing strategic activity. From a theoretical perspective, the
findings support calls for frameworks that balance standardisation with flexibility, enabling project managers to

adapt tools to context while maintaining alignment with best-practice principles (Hilson, 2023) (Aven, 2016).

929 (11047)
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9.3. Tool Misapplication and Misclassification.

The effectiveness of risk assessment tools is not determined solely by their presence within project management
processes but also by how well they are understood and applied (Merkourios Papanikolaou, 2020). Despite
widespread adoption (see 9.1), the survey revealed significant misclassification and misapplication across the risk
management process, suggesting many respondents lack a clear understanding of the purpose and correct use of
the available tools. This reflects a deeper barrier to achieving value and meaningful outcomes from risk management.
As noted in section 9.2, such misunderstandings contribute to the perception of tool effectiveness as they are not

being applied with methodological accuracy.

A significant proportion of respondents misclassified widely recognised tools. Brainstorming and checklists, both
foundational techniques for risk identification, were often misinterpreted as analysis or control methods, and risk
registers as identification tools rather than documentation/monitoring instruments. This reflects a narrow or
incomplete understanding of the lifecycle of risk management, presenting a risk of merging early risk discovery with
deeper analysis, negatively impacting rigour, rather than treating identification, analysis, response planning,

monitoring, and control as distinct but interconnected phases (Merkourios Papanikolaou, 2020).

Misclassification further extended to the more complex tools such as Monte Carlo simulations, a quantitative risk
analysis method, categorised as an identification tool, and the categorisation of Ishikawa diagrams as a control tool
rather than a functional and failure analysis method. Likewise, cost benefit analysis was occasionally positioned
outside its analytical category, raising concerns that financial evaluation may be separated from its intended role in
weighing risk mitigation strategies against potential returns. Such misclassifications not only highlight knowledge
gaps but also risk undermining the very purpose of these tools. When brainstorming is treated as an analysis
technique rather than an identification method, early-stage risks may be mistaken for fully evaluated threats, giving
teams a false sense of preparedness. Similarly, treating risk registers as static identification devices rather than
dynamic monitoring tools can lead to risks being recorded without continuous follow-up. Without this dynamic
function, risks may remain unmonitored, leaving projects vulnerable to emerging threats (Aven, 2016). As evident
by concerns raised in the literature, implications of misapplying tools are significant, highlighting that misused tools
can negatively impact decision-making and hide outstanding risks, creating a false sense of security where teams
believe risks are adequately managed, yet underlying threats remain unresolved (Hilson, 2022). Bannerman similarly
cautions that using probabilistic models outside of their intended analytical context, such as Monte Carlo simulations
as identification tools, their results may be misinterpreted, leading to decisions based on incomplete or misleading
data: outputs are divorced from qualitative project realities (Bannerman, 2008). The same logic applies to Ishikawa

diagrams, when applied as control methods rather than root cause analysis techniques, teams may focus on
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addressing symptoms rather than underlying drivers of risk, resulting in ineffective mitigation strategies (Kause,

2012).

The consequences of such misapplications are significant, extending beyond technical inefficiency. They can distort
decision-making processes, waste resources, and create misplaced confidence in the adequacy of risk strategies. In
practice, this may translate into poorly informed project decisions, unmanaged residual risks, and ultimately, higher
likelihoods of budget overruns, schedule delays, or scope creep; challenges that respondents themselves identified

as recurring risks in their projects leading to a perception of risk management ineffectiveness.

The proportion of misclassifications raises questions about the origin of such a finding. The respondents were
dominated by technically oriented professionals such as engineers, with fewer participants drawn from dedicated
project management backgrounds. While this demographic brings practical expertise in applying tools within
engineering contexts, it may also explain gaps in understanding the broader methodological frameworks, such as
PMBOK and ISO 31000, that prescribe correct tool usage. The findings, however, do cross over with some of the
wider organisational and cultural issues described in 9.2, with lack of awareness, poor training and capability
development, and insufficient stakeholder engagement cited as key barriers to effective tool use. These barriers
point not only to issues of communication and culture but also to limited investment in ensuring practitioners
understand both the purpose and correct application of risk assessment methods; the value of tools being
undermined by capability and support. This supports the argument by Cagliano (2015) that risk management
effectiveness depends as much on practitioner competence as on the tools themselves: without adequate training,
even well-designed tools risk being applied inappropriately (Cagliano, 2015). This finding is supported by prior
observations that a cultural attitude to risk management as a ‘tick-box” exercise will inherently undermine effective

deployment (Ofer Zwikael, 2010).

Furthermore, the misplacement of tools raises concerns about the lack of shared language and conceptual clarity
within organisations. A risk register, for example, can mean different things to different practitioners if its role in
monitoring versus identification is misunderstood. This undermines organisational learning, as data from past
projects may not be comparable or consistently interpreted. Aven notes that fragmented approaches to risk
management limit transparency and weaken an organisation’s ability to accumulate knowledge systematically from
past experiences (Aven, 2016). The misapplications revealed in the questionnaire suggest that such fragmentation

may be present within the surveyed population.

Taken together, the findings suggest that misunderstanding and misapplication are a critical barrier to risk

management effectiveness. A customisable risk management framework would support mitigation of the risk by

Page 64 of 103



providing a structured, context-based process that provides clear guidance on tool selection and application,
enhancing practitioner understanding and toll alignment with specific stages of the risk process. Such clarity would
reduce the likelihood of tools being used incorrectly and increase the overall effectiveness of risk management
practices. Customisation to balance structured, repeatable processes with flexibility to adapt to project-specific
contexts is essential, as it is recognised that overly rigid guidance risks discouraging adoption or failure to
accommodate sector-specific nuances, while overly flexible approaches risk fragmentation and inconsistency. (Aven,
2016) (Hilson, 2023) (Hilson, 2022). A customisable framework could therefore provide both clarity and adaptability,
ensuring tools are correctly applied while allowing adjustments for project size, industry, and complexity. The
challenge to misunderstanding and misapplication however can not only be addressed by adopting a more suitable
framework. As highlighted throughout sections 9.1-9.3, the issues around practitioner knowledge, organisational

culture, training and stakeholder engagement must be tackled.

997 (12044)

Page 65 of 103



9.4. Risk Management and its Impact on Project Outcomes.

The effectiveness of risk management cannot be evaluated solely in terms of tool adoption or practitioner familiarity;
its true measure lies in its impact on project outcomes. The questionnaire findings align with, as expected, those
opinions on the effectiveness of risk assessment tools, revealing that although risk assessment tools are widely

employed, their contribution to preventing failures and impact on project outcomes is inconsistent.

Although the majority of participants acknowledged that risk assessment tools have impacted positively on their
projects, very few reported that such tools ‘always’ improved outcomes, and none stated that risks were consistently
prevented. This reinforces earlier findings throughout Sections 9.1-9.3, that as previous literature has stated, tools
are in use but not fully effective due to inconsistent application, organisational barriers and knowledge gaps; there
remains a persistent gap between the theoretical potential of risk tools and their practical application (Aven, 2016)
(Hilson, 2023). When tools are isolated from the wider project environment, for example as previously stated treated
as checklists rather than embedded processes leading to superficial compliance without substantive impact, their
capacity to influence outcomes diminishes significantly (Ofer Zwikael, 2010). This also echos observations that the
effectiveness of tools depends not merely on technical design but on their integration into governance and decision-

making structures (Gul M, 2018).

A significant proportion of respondents (69.4%) reported experiencing project failures as a result of ineffective risk
management, emphasising the consequences of employing weak risk practices. The nature of these failures; budget
overruns, schedule delays, scope creep, and resource constraints align with well-documented challenges in project
management, identified within the classic project management “iron triangle” of cost, time, and scope (Hetemi,
2021). These recurring risks indicate systemic weaknesses in planning, monitoring, and controlling processes, all of
which are central, not peripheral to project performance. These findings mirror consistent findings in the literature
what asserts that risk tools alone cannot simply avert systemic challenges: risk management is often undervalued as
a strategic enabler of project success. Embedding in the process and accepting that risk management is a key
determinant of project success and should integrate into core-decision making (Aven, 2016) (Hilson, 2022), rather
than viewed as a support function is essential (Rostami, 2016) (Zou, 2017). The survey findings therefore reinforce
the position that shortcomings in risk assessment practices can have direct and often severe consequences for

project delivery.

The results also highlight that secondary challenges such as stakeholder conflicts and technical failures, continue to
significantly influence outcomes. These findings align with Chapman and Ward’s emphasis on the importance of
interpersonal and organisational dimensions in risk management (Chapman, 2011), underestimation of such risks

such as unmanaged conflict escalating into scope creep, resource disputes, or delays. While technical risks may be
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easier to identify and quantify, Marle (2016) recognises that social complexities, such as multi-stakeholder
environments, can be as damaging as technical errors and require careful communication, alignment of
expectations, and active engagement across diverse project actors (Marle, 2016). These findings underscore those
barriers identified in 9.2 and affirm the need for frameworks that extend beyond technical tools to incorporate

stakeholder engagement and cultural integration.

A major contribution to the adverse project outcomes is highlighted by the survey which identifies a disconnect
between tool use and their ability to generate relevant strategic insight. As described in 9.2, there is limited
application of tools across the project lifecycle despite PMBOK and ISO3000 instructing lifecycle monitoring for
detecting evolving risks. Failure to identify evolving risks will reduce the ability and effectiveness of any tool to

positively influence outcomes.

Furthermore, as evidenced by Aven (2016), in order for effective adaptive risk management to be supported,
processes must inform governance; this level of integration is not evident from the questionnaire results (Aven,
2016). The role of leadership is critical, as Gul notes, effectiveness depends on embedding risk management into
organisational governance and culture. Leaders who treat risk processes as strategic priorities can create the
conditions for tools to have real impact, ensuring that assessments inform planning, resourcing, and stakeholder
engagement (Muhammet Gul, 2018). By contrast, in organisations where risk is treated as an administrative burden,

tools are unlikely to influence outcomes meaningfully.

Previous findings relating to projects scale and misclassification and misapplication of tools, also shape the findings
around mixed outcome impact. The limited use of more advanced tools such as Monte Carlo simulations in larger
more complex projects limits the analytical capability, therefore failing to capture complex relationships or evolving
uncertainties. This is likely to weaken any positive relationship between risk assessment and project outcomes.
Similarly, misclassifying and therefore incorrectly applying tools is likely to mislead assessments, distort decision

making and negatively affect outcomes.

Taken together, the findings demonstrate that the impact of risk assessment tools on project outcomes is both
significant and inconsistent. Tools are widely used, yet their contribution to preventing project failures is undermined
by misapplication, inadequate integration, and cultural barriers. The findings demonstrate that ineffective risk
management, rather that uncertainty inherent in the project itself, fundamentally contribute to project deviations
and failures, otherwise seen as poor outcomes. As above, there exists a structural weakness in the implementation,
monitoring and responses to risk assessments. If tools are to consistently improve outcomes, they must be correctly

applied, continuously integrated into project lifecycles, and supported by organisational culture and leadership. The
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findings reinforce the case for a customisable context-sensitive risk management framework that strengthens the

ability of risk assessments to produce actionable insight and enhance project outcomes.

847 (12918)
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9.5. The Case for a Customisable Framework.

The results from the survey, along with evidence from various challenges presented in sections 9.1-9.4 demonstrate
that despite widespread use, application of risk tools is inconsistent, effectiveness variable and integration into
project management governance poor. These findings point to a pressing need for a more flexible, adaptable and
context-sensitive approach to risk management, and strong justification for the development of a customisable risk
management framework, one that can navigate the diverse contexts, complexities and organisational environments

in which they operate.

Against this backdrop, the survey demonstrated overwhelming support, with 83.3% of respondents in favour of a
customisable framework, and 88.8% willing to adopt one providing it improves outcomes, indicating a wide
recognition that whilst current tools offer value, their rigidity and generalised design limit their effectiveness in
diverse project environments, seeing customisation as a potential for strengthening practice. This is supported by
the literature, which cautions against a ‘one-size-fits all solution” (Kutsch, 2010). The features most prioritised by
respondents shed light on what such a framework should entail. Usability emerged as the foremost requirement,
with calls for more user-friendly interfaces to ensure that risk tools are accessible to practitioners across varying
levels of expertise, reflecting the principle that tools must not create additional burdens but should streamline
decision-making processes. Current practice is dominated by widespread tool adoption but inconsistent application
and a tendency towards traditional familiar tools, particularly risk registers, FMEA and HAZOP, evident across the
dataset, a view echoed by Kutsch and Hall, who found that overly complex methodologies often discourage
consistent use. Tools such as risk registers and FMEA are valued for their accessibility, yet they may not provide the
flexibility or depth required in complex or dynamic environments (Kutsch, 2010). Respondents expressed a desire
for useability and clarity within a framework, reflecting findings that tools are applied rigidly and without iteration
resulting in a risk assessment that is not representative of the true project environment. The fact that practitioners
are aware of these shortcomings suggests both an openness and an appetite for innovation in risk management
practice. Similarly, a clear capability gap is evident with frequent misclassification and subsequent misapplication of
tools, undermining risk processes and their effectiveness. Any re-designed framework must therefore assess this
gap, with clearer guidance and embedded learning. Respondents also emphasised the importance of sector-specific
tailoring, reflecting risks identified in earlier sections where tools evidently did not cater for project scale, context or
complexity. Generic frameworks may overlook these nuances, creating blind spots that jeopardise project success.
By enabling sector-specific tailoring, a customisable framework could enhance relevance and applicability, ensuring

that risks are identified and managed in ways that reflect the realities of each project domain.

A demand for integration with project management software and real-time collaboration capability reflected earlier

issues identified in sections 9.1 and 9.2, where risk management was considered procedural rather than functional,
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treated as standalone systems, divorced from scheduling, resource allocation, and communication platforms. This
failure to integrate undermines their ability to influence day-to-day decision-making and weakens influence on
project outcomes. Respondents highlighted that risk management should not be an adjunct but an embedded
component of ongoing project monitoring and reporting. The call for integration is consistent with the principles of
ISO 31000, which emphasises that risk management must be embedded within organisational systems and processes
rather than treated as a separate activity (Muhammet Gul, 2018). Aligned with this, the need for a framework to
address stakeholder engagement was also deemed an essential feature. This aligns with findings in 9.2 and 9.4 where
stakeholder engagement, poor communication and ownership are known to reduce quality and impact of any risk
assessment. This mirrors that of Khadgi (2025), who underscores that PRINCE2 highlights active stakeholder
involvement and communication as essential to effective risk management. A customisable framework with
collaborative features could strengthen stakeholder engagement by making risks more visible and fostering shared

ownership across project teams (Khadgi, 2025).

While some respondents expressed interest in advanced capabilities such as Al-based risk prediction, these were
ranked lower than usability and integration. Although this likely relates to capability gaps in the use of existing tools,
especially those more advanced techniques, this suggests that practitioners recognise the potential value of
emerging technologies but view them as secondary to more immediate concerns of accessibility and embedding.
The priority for respondents is not necessarily innovation for its own sake but ensuring that risk management

becomes a practical, effective, everyday part of project management routines.

The demand for a customisable framework aligns closely with scholarly debates about the tension between
standardisation and flexibility in risk management. Aven and Hillson argue that rigid, one-size-fits-all approaches
often fail to capture the nuanced realities of projects, particularly in contexts characterised by complexity and
uncertainty (Aven, 2016) (Hilson, 2023). Conversely, overly flexible approaches risk fragmentation and inconsistency,
undermining comparability across projects and limiting organisational learning. The challenge, therefore, is to strike
a balance between these poles. A customisable framework should preserve core principles, such as iterative
assessment, stakeholder engagement, and alignment with best-practice standards like PMBOK and ISO 31000—
while allowing adaptation to project-specific needs, reflecting Hillson’s call for “structured flexibility,” whereby risk
frameworks provide both guidance and adaptability without sacrificing rigour (Hilson, 2022). The potential for a
modular-type framework with advanced, flexible components where advanced techniques could be applied as

appropriate may support this ask.

Despite strong support for a customisable framework, the survey also importantly highlighted potential barriers to

adoption. Training requirements were identified as the most significant obstacle, followed by resistance to change
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and lack of management support, change management literature consistently highlights that adoption of new
systems is often hindered by entrenched practices, competing priorities, and scepticism among stakeholders
(Chapman, 2011). These barriers reflect organisational and cultural challenges outlined in sections 9.2 and 9.3 where
capability, misapplication and poor leadership undermine effectiveness, signalling that however technically capable,
no frameworks can succeed without associated investment in these. As Cagliano (2015) stresses, risk management
is as much a human process as it is a technical one, requiring experiential learning and scenario-based training to

embed practices into organisational culture (Cagliano, 2015).

Drawing together respondent perspectives and theoretical insights, several design principles can be proposed for an
enhanced customisable framework:
e Usability and Accessibility — Tools must be intuitive and user-friendly, reducing complexity and encouraging
consistent application (Kutsch, 2010).
e Sector-Specific Relevance — The framework should allow tailoring of risk identification and mitigation
strategies to reflect industry-specific risks.
e |ntegration with Project Systems — Risk management must be embedded within scheduling, resourcing, and
communication tools, ensuring relevance to everyday project activities (Muhammet Gul, 2018).
e [terative and Continuous Assessment — Processes should align with PMBOK and I1SO 31000 by emphasising
ongoing risk monitoring throughout the project lifecycle (Merkourios Papanikolaou, 2020).
e Stakeholder Engagement — The framework should foster collaboration, visibility, and shared ownership of
risks, consistent with PRINCE2 principles (Khadgi, 2025).
e Structured Flexibility — Core principles should remain standardised to ensure comparability, but adaptation
should be encouraged to accommodate project scale, complexity, and sector-specific requirements (Hilson,
2023).
e Capacity Building — Training and capability development should be embedded as integral components of

framework adoption, addressing the knowledge gaps and misclassifications identified in the survey.

Overall, the findings consistently support that whilst risk assessment tools are widely used, their current method of
application does not support effective project management or effective outcomes. The case for a customisable,
integrated, context-sensitive framework is supported by both the dataset and theoretical reasoning, and presents
an opportunity to address current limitations by improving useability, aligning with project management processes,
enhancing stakeholder engagement and collaboration, and strengthening accountability and communication.
Practitioners recognise the shortcomings of existing tools and overwhelmingly support the idea of a more adaptable
system, a view echoed in the literature, which reinforces that flexibility, when balanced with structure, is essential

for addressing the complexities of contemporary projects. With appropriate design alongside addressing cultural
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and capability-related challenges, a customisable framework could bridge the gap between theory and practice,

offering a more effective, integrated, and context-sensitive approach to risk management.

1290 (14208)
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9.6. Summary

Several common themes emerged from the results relating to use, perceived effectiveness and limitations of risk
assessment tools commonly used in project management. Although widely adopted, application of the tools was
variable, practice being driven more by organisation and user familiarity rather than best-practice framework.
Traditional, straight forward tools such as risk registers and FMEA dominated practice at the expense of more

analytical methods, even when projects would benefit from a more advanced approach.

Perceived effectiveness of the tools was variable, with limited support for them being highly effective. Evidence
points to this being significantly impacted by organisational, cultural and capability-related barriers, time pressures,
stakeholder engagement and training being frequently cited. Together these negatively impact the iteration and
integration into decision-making, and subsequently the effectiveness of managing risk and impacting outcomes. The
perceived effectiveness is also affected by evident confusion around the purpose or categorisation of current
common tools. Inappropriate use is likely to lead to weak assessment and reduced rigour over risks, resulting in a

assumption that there is a failing of the risk tool itself, rather than a lack of methodological understanding.

The impact of these findings is reflected in respondents experience of project outcomes, with resultant deviations
from budget, time and scope constraints that effective risk management should mitigate. As a result of this, tools
were rarely considered consistently effective, supporting the fact that without the right environment where risk
management is iterative, effectively integrated into project governance and supported with capability, no tool is

likely to provide optimal outcomes.

The evidence that risk management shortcomings contribute directly to project failures has important implications.
For practice, it underscores the necessity of moving beyond adoption metrics to focus on effectiveness, integration,
and adaptability. Risk tools must not only be present but must also influence decision-making in ways that reduce
uncertainty and strengthen resilience. This requires investment in training, stakeholder engagement, and leadership
support, as well as a cultural shift towards treating risk management as a strategic function. The findings highlight
the need to explore frameworks that can bridge the gap between theory and practice. Existing standards such as
PMBOK and I1SO 31000 provide valuable principles, but their translation into practice remains inconsistent,
practitioners desire frameworks that are not only theoretically robust but also flexible enough to adapt to different
contexts, scales, and industries. This sets the stage for considering whether a customisable framework could provide

the clarity, adaptability, and integration necessary to enhance outcomes.

There is evidently wide support for such a customisable context-sensitive risk management framework that supports

useability, clear guidance, sector-specific relevance and integration into current project management systems. There
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is a need to address the current risk management landscape to one which incorporates a flexible approach that
balances methodological rigour with useability, practitioner understanding, stakeholder engagement, supporting

effective, continuous, collaborative risk management across the whole project lifecycle.

472 (14680)
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9.7. Reflection on Findings and Contribution to Knowledge.

The findings of this study contribute to a deeper understanding of how risk assessment tools are used in project
management, their perceived effectiveness, and the demand for a more customisable framework. While existing
literature has long emphasised the importance of risk management, Aven, 2016; Hillson, 2020; Rostami, 2016, this

research provides empirical evidence from practitioners that not only confirms but also extends these arguments.

One of the clearest contributions of this study is its confirmation of the significance of risk management to project
outcomes. The questionnaire revealed that 69.4% of respondents had experienced project failures linked to
inadequate risk practices. This direct connection between weak risk management and project underperformance
validates the arguments advanced by Hetemi, who emphasises the recurring threats of cost overruns, delays, and
scope creep (Hetemi, 2021), and by Zou, who identifies structured risk management as a cornerstone of project
success (Zou, 2017). By documenting practitioners’ experiences, this study moves beyond abstract theorisation to
demonstrate the real-world consequences of ineffective risk practices. It reinforces the notion that risk management

is not a supplementary process but a determinant of whether projects achieve their objectives.

The evidence that risk management shortcomings contribute directly to project failures has important implications.
For practice, it underscores the necessity of moving beyond adoption metrics to focus on effectiveness, integration,
and adaptability. Risk tools must not only be present but must also influence decision-making in ways that reduce
uncertainty and strengthen resilience. This requires investment in training, stakeholder engagement, and leadership
support, as well as a cultural shift towards treating risk management as a strategic function. The findings highlight
the need to explore frameworks that can bridge the gap between theory and practice. Existing standards such as
PMBOK and ISO 31000 provide valuable principles, but their translation into practice remains inconsistent. The
survey responses suggest that practitioners desire frameworks that are not only theoretically robust but also flexible
enough to adapt to different contexts, scales, and industries. This sets the stage for considering whether a

customisable framework could provide the clarity, adaptability, and integration necessary to enhance outcomes.

While prior studies have documented the value of widely used tools such as risk registers, FMEA, and HAZOP, Kolios,
2018; Rostami, 2016, this research highlights their limitations in practice. The finding that only 4.8% of respondents
rated tools as “very effective” while nearly half rated them as moderately effective or worse suggests that
effectiveness is more limited than the literature often assumes. This finding extends knowledge by revealing that
barriers to effectiveness lie less in the tools themselves and more in their application, integration, and cultural
support. For instance, while Monte Carlo simulations are recognised in scholarship as powerful quantitative tools
(Bannerman, 2008), their limited use in practice reflects barriers of expertise, time, and organisational buy-in.

Similarly, the misclassification of tools such as brainstorming and risk registers demonstrates that knowledge gaps
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significantly constrain effectiveness. By exposing these gaps, the study highlights the need for capacity-building

measures, such as training and scenario-based exercises, that go beyond tool provision.

The study also provides insights into the persistent “theory—practice gap” in project risk management. Standards
such as PMBOK and ISO 31000 emphasise iterative, lifecycle-wide risk processes (Muhammet Gul, 2018) (Merkourios
Papanikolaou, 2020), yet the questionnaire found that nearly a third of practitioners restrict assessments to the
initiation stage. This confirms Zwikael and Ahn’s argument that risk management often becomes a compliance-driven
activity rather than a strategic enabler (Ofer Zwikael, 2010). By documenting this discrepancy, the study contributes
empirical evidence to theoretical debates about why risk management frameworks often fail to translate into
practice. Suggesting that cultural factors, such as treating risk as an administrative burden, and organisational

factors, such as lack of training and leadership support, are critical barriers to alignment.

Perhaps the most significant contribution of this study is its empirical support for the need for a customisable risk
management framework. While scholars such as Aven and Hillson have argued conceptually for the balance of
standardisation and flexibility, this research provides practitioner evidence that confirms and strengthens their
claims (Aven, 2016) (Hilson, 2023). The fact that 83.3% of respondents expressed support for such a framework, and
88.8% indicated willingness to adopt it, demonstrates a strong appetite for reform within the professional
community. Furthermore, the features prioritised by respondents, usability, sector-specific tailoring, integration with
project systems, and stakeholder collaboration, provide concrete guidance on what customisation should look like.
This represents an important extension of the literature, which has often debated flexibility at a conceptual level
without grounding it in practitioner perspectives. By surfacing these practitioner-defined priorities, the study offers

a valuable bridge between academic theory and project management practice.

From a practical perspective, the findings have several implications. Firstly, they underscore the need for
organisations to invest in training and capacity building. Knowledge gaps and misclassifications are not trivial errors
but threats to project performance. Addressing these requires structured programmes that embed risk competence
into organisational culture, consistent with Cagliano’s emphasis on experiential learning. Secondly, the findings
highlight the importance of leadership in embedding risk management. Lack of stakeholder engagement and
resistance to change, identified as key barriers by respondents, suggest that leadership sponsorship and cultural
integration are as important as methodological design. Leaders must position risk management as a strategic
priority, not a compliance task, if frameworks are to deliver consistent value. Finally, the study suggests that
technology can play a critical role in enhancing usability and integration. By embedding risk tools into project
management platforms and enabling collaborative access, organisations can reduce procedural burdens and

increase transparency.
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While the study makes significant contributions, its limitations must also be acknowledged. The sample was heavily
weighted towards technically oriented professionals, particularly engineers, with fewer dedicated project managers
represented. While this provides valuable insight into how risk tools are applied in practice, it may underrepresent
perspectives from project managers in non-technical sectors. Similarly, the modest sample size (36 participants)
limits the generalisability of the findings. Although the dataset provided a diverse spread of project values and
sectors, broader studies would be necessary to validate the conclusions across different industries and organisational
contexts. Further limitations lie in the reliance on self-reported data. While participants provided valuable insights
into their perceptions and practices, these accounts may not always align with actual behaviours or outcomes.
Triangulating survey findings with case studies, observational data, or quantitative performance measures would

strengthen future research.

Overall, the study makes three key contributions to knowledge:
e Confirms the central role of risk management in project outcomes, reinforcing existing literature with
practitioner evidence.
e Extends knowledge on the limitations of current tools, highlighting misapplications, knowledge gaps, and
cultural barriers as critical constraints.
o Adds empirical weight to theoretical calls for a customisable framework, offering concrete practitioner-

defined features that could guide its development.

Reflecting on these contributions, the study situates itself within broader academic debates about the theory—
practice gap, the balance between standardisation and flexibility, and the strategic role of risk management in
projects. While acknowledging its limitations, the research provides a valuable foundation for further inquiry and
practical innovation, pointing towards the development of frameworks that are both rigorous and adaptable,
thereby better aligning with the realities of contemporary project management. The evidence from the
guestionnaire, when viewed alongside scholarly literature, provides a strong foundation for conceptualising a more
effective model of risk management. Such a framework must combine usability with methodological rigour,
standardisation with flexibility, and technical processes with cultural integration. By doing so, it could resolve the
paradox previously identified: widespread adoption but uneven effectiveness of current tools. Ultimately, the case
for an enhanced model rests not only on practitioner demand but also on the demonstrated limitations of existing
practices. A framework that is customisable, modular, and user-centred could move risk management beyond

compliance and transform it into a genuinely strategic driver of project outcomes.

1279 (15959)
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9.8. Closing Reflections.

The use and effectiveness of risk assessment tools in project management, integrating findings from the
guestionnaire analysis with insights from established literature has been critically examined. The evidence presents
a nuanced picture: although such tools are universally adopted, their application is often inconsistent, their
effectiveness uneven, and their capacity to improve project outcomes constrained by misapplications, knowledge

gaps, and organisational barriers.

The study’s findings reinforce the significance of risk management as a determinant of project success. A
considerable proportion of respondents reported project failures directly linked to inadequate risk practices,
illustrating that risk management is not a peripheral function but integral to achieving objectives relating to cost,
time, quality, and stakeholder satisfaction. This aligns with existing scholarship which positions risk management as
foundational to project delivery (Zou, 2017) (Hetemi, 2021) (Rostami, 2016). Yet the findings also demonstrate that
adoption alone does not equate to effectiveness. Tools such as risk registers and FMEA, while widely employed, fail
to deliver their full potential when restricted to early stages of the project lifecycle, applied superficially, or

misclassified within the risk process.

These limitations exemplify the enduring gap between theoretical best practice and its translation into professional
contexts. Frameworks such as PMBOK (Merkourios Papanikolaou, 2020) and ISO 31000 (Muhammet Gul, 2018)
advocate iterative, lifecycle-wide processes embedded within organisational culture and governance. However, the
study shows that many practitioners continue to treat risk assessment as a compliance requirement rather than as
a strategic driver of decision-making. This disconnect validates the observations of Zwikael and Ahn , Cagliano, and
Hillson, who argue that risk management effectiveness depends on human and organisational factors, training,
leadership support, and stakeholder engagement, rather than on the technical characteristics of tools alone (Ofer

Zwikael, 2010) (Cagliano, 2015) (Hilson, 2023).

Equally important is the evidence of practitioner demand for reform. The overwhelming support, 83.3% for a
customisable framework, with 88.8% of respondents expressing willingness to adopt one if it improved outcomes,
demonstrates recognition that existing tools are insufficient in their current form. The emphasis on usability, sector-
specific tailoring, integration with project management systems, and stakeholder collaboration mirrors the
literature’s calls for balancing standardisation with adaptability (Aven, 2016) (Hilson, 2023). These practitioner
priorities provide a valuable basis for conceptualising a modular, flexible, and user-centred framework capable of

reconciling methodological rigour with contextual relevance.
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The case for such a framework rests on two interconnected arguments. Firstly, it offers a means of addressing the
barriers identified in practice, improving accessibility, embedding risk into everyday workflows, and providing clearer
guidance on tool selection and use. Secondly, it enables resolution of the long-standing tension between universality
and specificity: preserving core principles while allowing adaptation to project scale, complexity, and sector. In so
doing, a customisable framework could elevate risk management from a procedural obligation to a strategic enabler,

strengthening resilience and enhancing outcomes across project environments.

The study also acknowledges its limitations. The relatively small and technically weighted sample, alongside the
reliance on self-reported perceptions, constrains the generalisability of findings. While the evidence is indicative of
practitioner attitudes and experiences, further research, particularly with broader, cross-sectoral samples and
longitudinal data, would be necessary to validate these conclusions. Nevertheless, the findings offer a significant
contribution to ongoing debates by providing empirical evidence that both confirms existing theoretical insights and

extends them through practitioner-defined priorities for reform.

The discussion demonstrates that while risk assessment tools are firmly embedded within project management
practice, their impact is undermined by uneven application, misclassification, and cultural barriers. The evidence
strongly supports the development of a customisable framework, one that combines usability with methodological
depth, standardisation with flexibility, and technical processes with cultural integration. Such a framework has the
potential to transform risk management into a genuinely strategic function, delivering more consistent, resilient, and

successful project outcomes.

600 (15559)
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10. Recommendations & Further Work

The study has shown that while risk assessment tools are widely embedded in project management practice, their
use is often inconsistent and constrained by training gaps, cultural resistance, and fragmented application.
Frameworks such as PMBOK and I1SO 31000 provide structured guidance, yet adoption in practice remains uneven
(Bannerman, 2008) (Chapman & Ward, 1997). The empirical study confirmed a pattern: every respondent used risk
tools, but often only at specific stages of the project lifecycle, with varying degrees of effectiveness. It is important
to acknowledge, however, that the survey was conducted within a single organisation, offering rich insights into
practitioner perceptions but limiting the generalisability of findings across the wider project management landscape.
Nevertheless, challenges were identified, such as tool fatigue, insufficient training, and lack of stakeholder buy-in,
mirror those described in the wider literature, indicating that these findings remain broadly relevant beyond the

organisation studied (Jacqueline Jepson, 2018) (Hetemi, 2021).

The findings of this study open several avenues for future research. Further studies could explore how customisable
frameworks might be operationalised in practice. Comparative analyses across sectors could help determine how
modular frameworks could balance industry-specific needs with overarching consistency. Research could investigate
the role of emerging technologies such as artificial intelligence in enhancing risk prediction and analysis. While
respondents in this study ranked Al-based tools lower than usability and integration, future research could explore
how such technologies might complement human judgment and improve adaptability. Longitudinal studies could
examine how organisations that adopt customisable frameworks evolve over time in terms of risk management
maturity and project outcomes. Such research would provide valuable evidence of the long-term impact of

customisation on project performance.

Based on the evidence, several recommendations emerge. The most pressing is the development of a modular and
customisable framework for risk management. Over 83% of participants agreed on its necessity, and nearly 90%
indicated a willingness to adopt it if it improved outcomes. Such a framework should retain core principles consistent
with I1SO 31000 and PMBOK, while allowing for industry, and project-specific tailoring according to scale, complexity,
and context (Jacqueline Jepson, 2018). It should also provide user-friendly templates, dashboards, and reporting
functions to reduce fatigue and complexity, while integrating with digital project management systems to ensure
risk practices are embedded into everyday workflows. Alongside framework design, there is a need to standardise
the use of core tools such as risk registers, matrices, and FMEA, while simplifying their application. Overly complex
guantitative techniques, such as Monte Carlo simulation, were reported as rarely used due to resource demands
(Jacqueline Jepson, 2018), reinforcing the case for simplicity. Standardisation would enable consistency and

comparability across projects, while simplification would encourage more meaningful engagement.
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Embedding risk management across the project lifecycle is also critical. Current practice often concentrates risk
assessment at project initiation, leaving little attention to emerging risks during execution and delivery.
Organisations should treat risk management as a continuous process, updating risk registers regularly, conducting
iterative reviews, and using scenario modelling and simulation techniques to anticipate dynamic risks (Enrico Zio,
2012). To support this, significant investment in training and competence is required. A recurring theme in the
findings was that tool ineffectiveness often reflected knowledge deficits rather than the tools themselves.
Organisations should therefore deliver scenario-based training, run cross-functional workshops, and embed
continuous professional development for project managers (T. Raz, 2001). Strengthening competence would ensure

risk management is applied strategically rather than as a compliance exercise.

Equally important is fostering stakeholder engagement and organisational buy-in. Respondents emphasised the
need for cultural commitment and shared ownership. To achieve this, stakeholders should be involved in risk
identification and mitigation planning, supported by transparent communication channels that build trust and
reduce perception gaps (Schieg, 2010). Leadership sponsorship is vital, as management commitment was
consistently linked to more effective risk practices (Dragan Komljenovic, 2020). In parallel, organisations should
introduce systematic auditing and continuous improvement processes. Regular audits, structured feedback loops,
and benchmarking against industry peers would ensure risk management remains dynamic, adaptive, and aligned

with evolving project challenges (Robin S. Poston, 2011).

While these recommendations provide a pathway for strengthening practice, the study’s limitations underscore the
need for further research. The reliance on a single organisation constrains the breadth of findings, meaning the
results should be treated as indicative rather than representative of the entire project management field. To expand
applicability, future research should adopt cross-sectoral and multi-organisational designs, comparing industries
such as IT, healthcare, and infrastructure (Ashish Kumar Loomba, 2021). Longitudinal studies would also be valuable
to track the implementation and effectiveness of customisable frameworks over multiple project lifecycles, allowing
evaluation of their sustainability, scalability, and long-term contribution to outcomes (Merkourios Papanikolaou,

2020).

Emerging technologies represent another key area for investigation. Al, predictive analytics, and machine learning
hold potential for real-time risk forecasting (Roy, 2024), yet raise concerns about data quality, bias, interpretability,
and over-reliance on automation. Future work should explore hybrid approaches that integrate predictive analytics
with human judgment to balance efficiency with accountability. Additionally, organisational and cultural dynamics
deserve further exploration. This study highlighted resistance to change and lack of management support as barriers

equal in weight to technical limitations. Future research should therefore examine strategies for embedding risk
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culture, leadership styles that foster engagement (Aerts, 2017), and cross-cultural differences in risk perception and
adoption (Whyte, 2021). Finally, prototype frameworks should be tested in practice to assess usability, adoption,
and their impact on project performance, including cost, time, and stakeholder satisfaction. Such validation would

ensure that conceptual models translate into operationally effective tools.

This research has shown that risk assessment tools are widely used but underutilised in their strategic potential. The
strong practitioner demand for a flexible, user-centred framework reflects both a practical need and an academic
opportunity. At the same time, the single-organisation limitation must be emphasised: while the findings are
internally valid and capture real challenges, they cannot be assumed to represent the project management
landscape in its entirety. Nonetheless, the convergence of these findings with existing literature, Barghi and Aven,
indicate that they reflect wider trends in risk practice (Behrad Barghi, 2020). The recommendations presented,
spanning framework design, tool standardisation, training, cultural embedding, and auditing, offer practical
measures for bridging theory and practice, while the avenues for further research highlight the importance of
technological innovation, cultural awareness, and longitudinal evidence. Taken together, these steps would enable
the development of risk management frameworks that are not only methodologically robust but also contextually

adaptable, user-centred, and operationally effective.

1019 (17578)
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12. Appendix

12.1. Survey Questionnaire.

Section 10of6

Are risk assessment tools effectively
used in project management, and 1is
there a need for a customisable
framework to enhance risk management to
ultimately improve project outcomes?

<>

Figure 10 - Survey Questionnaire - Section 1

Section 2 of 6

Participant Demographics.

<>

Q1.

Q2.

Q3.

Q4

What is your job title? *

What sector do you primarily work in? *

How many years of experience do you have in project management? *

What size/scale of projects do you typically manage? *

Figure 11 - Survey Questionnaire - Section 2
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Section 3 of 6

{2
.

Current Use of Risk Assessment Tools.

Q5. Do you currently use risk assessment tools in your project *
management process?

Q6. Which risk assessment tools do you use? *
Select all that apply.
Please select 'None' if your answer to Q5 is no.

Q7. How frequently do you conduct formal risk assessments in your *
projects?
Select all that apply

08. How effective do you find the current risk assessment tools you *
use?
Select all that apply

Q9. What are the biggest challenges in using these tools? *
Select all that apply

Figure 12 - Survey Questionnaire - Section 3
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Section 4 of 6

Effectiveness of Risk Management

Q18. How often do you believe risk assessment has led to improved *
project ocutcomes?
Select all that apply

011. Have risk assessments in your projects successfully prevented *
major risks from materialising?
Select all that apply

Q12. Have you encountered project failures due to ineffective risk #
management?

013. In your opinion, what are the most common risk factors *
affecting project success?
Select all that apply

Q14. Do you believe that risk assessment tools need improvement to #
be more effective?

015. Based on your understanding, categorise each of the risk *

assessment tools.

Figure 13 - Survey Questionnaire - Section 4
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Section 5of 6

Need for a Customisable Framework

L

Q16. Do you think a more customisable risk assessment framework *
could enhance risk management?

Q17. What features would you like to see in a customisable risk *
assessment framework?
Select all that apply

018. Would you be willing to adopt a new risk assessment framework *
if it improved risk identification and mitigation?

019. What are the main barriers to adopting a new risk assessment *
framework?
Select all that apply

Figure 14 - Survey Questionnaire - Section 5

Section 6 of 6

L

Open-ended Feedback

Q28. In your experience, what has been the most effective risk management
strategy in your projects?

021. What recommendations would you suggest for improving risk management
practices in project management?

Figure 15 - Survey Questionnaire - Section 6

https://docs.google.com/forms/d/1Fnjj393c6TpvkQBeAsMNhDAD5PzUbgBfl1lemUogvz c/edit

Figure 16 - Link to Forms Survey
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12.2. Proposed Timeline Gantt Chart.
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Figure 17 - Proposed Project Timeline
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12.3. Participant Demographics.

Participant Demographics
Job Role No %
Works Engineer 1] 2.78%
Engineering Manager 3|1 833%

‘@ | Departmental Electrical Engineer 1] 2.78%

E Departmental Engineer 2| 556%

o

g Project Engineer 12 | 33.33%

% Electrical Engineer 6| 16.67%

@ | Mechanical Engineer 6| 16.67%

; Fire Safety Engineer 1] 2.78%

—

o Programme Manager 1| 2.78%
Statutory Compliance Engineer 1| 2.78%
Engineer 1| 2.78%
HV Engineer 1| 2.78%

Table 7 - Questionnaire Q1 Data Set
Participant Demographics

5 Sector No %

o

S = | Construction 1 2.78%

T 3

S 5 Engineering 29 80.56%

c 2

§ > | IT & Software 1 2.78%

§ g Project Management 3 8.33%

8’ S Manufacturing 1 2.78%

Other 1 2.78%

Table 8 - Questionnaire Q2 Data Set

Participant Demographics
- o O Years No. %
° > =
g < £ 0-2 Years 3 8.33%
o 0]
> S w 2-5 Years 7 19.44%
c O C
£ g £ 5-10 Years 7 19.44%
258 10-15 Years 5 13.89%
T50
o 2o 15-20 Years 8 22.22%
O3 c

20+ Years 6 16.67%

Table 9 - Questionnaire Q3 Data Set
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Participant Demographics

Q4. What size/scale of
projects do you typically

manage?

Value No.
Small - <£50,000. 15
Small to Medium - £50,000 to £100,000. 18
Medium - £100,000- £250,000. 13
Medium to Large - £250,000 - £500,000. 13
Large - >£500,000. 12

Table 10 - Questionnaire Q4 Data Set
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12.4. Current Use of Risk Assessment Tools.

Current Use of Risk Assessment Tools.

[e
x s a Response No. %
5c8
>2 g Yes 36 100.00%
= O
c O &
Cg
5% @
=) E ]
> g €
; § *g No 0 0.00%
O @ '§
o
Table 11 - Questionnaire Q5 Data Set
Current Use of Risk Assessment Tools.
Risk Assessment Tool No
Qualitative risk matrices. 8
% | Monte Carlo Simulations 2
(%]
g Failure Mode and Effects Analysis (FMEA) 17
o
S | Risk Register 18
©
2 Functional Analysis (HASOP) 17
E Supporting Methods (Brainstorming) 11
e
GEJ Control Assessments (Bow Tie Analysis) 9
(%]
@ | Look Up Methods (Check Lists) 11
C | Custom Built Tools 4
%)
< | Cost Benefit Analysis (CBA) 14
S
-§ Ishikawa (Fishbone) Diagram 15
None 0
Other - Management of Change Process 4
Other - 4T's Approach 1

Table 12 - Questionnaire Q6 Data Set

Current Use of Risk Assessment Tools.

How frequently do you

conduct formal risk

assessments in your

projects?

Frequency

No

Never

Only at Project Initiation Stage

14

Occasionally (As risks arise)

11

Regularly (Predefined intervals)

12

Continuously (Throughout the project life cycle)

11

Table 13 - Questionnaire Q7 Data Set
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Current Use of Risk Assessment Tools.

(é Effectiveness No
3% > .
>= 3 Not Effective 1
S e > .
v &2 Somewhat Effective 9
= =
R 2 | Moderately Effective 11
e & <
v S £ Effective 19
2T G )
o £ § Very Effective 2
8 | N/A 0
Table 14 - Questionnaire Q8 Data Set
Current Use of Risk Assessment Tools.

Qo

= Challenges No

>

k= Too complex/difficult to use. 3

[%]

‘é’o Requires too much time and effort. 19

% o | Not aligned with project needs. 6

<5

; S | Lack of tool training. 11

i % Lack of tool awareness. 15

0 -

ﬁ ~ | Lack of risk knowledge/understanding. 11

<

o Lack of tool flexibility. 8

g Lack of stakeholder engagement. 18

<

= Other - Lack of Risk Understanding 2

Table 15 - Questionnaire Q9 Data Set
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12.5. Effectiveness of Risk Management

Effectiveness of Risk Management
N .
2 4 Improved Project Outcomes No
v 2 £
2o 3 Never 0
o 25
82 Rarely 4
o<t 9
_§ ;c'; > | Sometimes 14
S % < | Often 14
()]
583 |a 6
o O ways
z ® s Y
2 E [N/ 1

Table 16 - Questionnaire Q10 Data Set

Effectiveness of Risk Management

Risk Prevention No

Always ( Every time) 0

Yes (Most of the time) 14

Sometimes 19

materialising?

Rarely 2

No 2

N/A 1
Table 17 - Questionnaire Q11 Data Set

Have risk assessments in
your projects successfully
prevented major risks from

Effectiveness of Risk Management

Project Failings No

Yes 25

No 11

Have you encountered
project failures due to
ineffective risk management?

Table 18 - Questionnaire Q12 Data Set
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Effectiveness of Risk Management

- Project Failings No
(%]
e @ Budget Overruns 24
() +
< é R Schedule Delays 23
o .
© g & | Scope Creep 21
T 9 3 .
£ § 3| Resource Constraints 21
3 % © | Stakeholder Conflicts 14
5 S & | Technical Failures
5 g Other - Project Dates Changed at Short Notice 1
o O
> ° Other - Non-Realistic Timeframes 1
Table 19 - Questionnaire Q13 Data Set
Effectiveness of Risk Management

n -

o 9 Improved Risk Assessment Tools No

235

£ o Yes 26

o o

9 €

© o

O

2 5

=

o< No 3

S

o €

> O

23

s2

> £

o o Maybe 7

a2

Table 20 - Questionnaire Q14 Data Set
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Effectiveness of Risk Management

Based on your understanding, categorise each of the risk assessment tools.

Risk Category
Risk RISkTAn|a|y5|s Risk Control | Functional Risk
Risk Category & Associated Risk Tool sk 005 & & Failure | Documentation
Identification | (Qualitative ) L ) o
Visualisation Analysis & Monitoring
Methods & .
L Methods Techniques Tools
Quantitative)
: Brainstorming
R.I.Sk . (Supporting Methods) 16 > 16 / 3
\dentification Checklists (Look-up
Method i
ethods Methods) 17 5 11 2 8
Qualitative Risk
. 17 18 6 1 3
Risk Analysis | Matrices
Tools Monte Carlo
(Qualitative & | Simulations 11 8 10 4 /
Quantitative) | Cost-Benefit Analysis
11 11
(CBA) > > 6
FMEA (Failure l\/logle 11 5 6 7 7
Functional & and Effects Analysis)
Failure Analysis | A2OP (Hazard and 16 11 8 13 8
. Operability Study)
Techniques Ishikawa (Fishbone)
) 15 5 15 9 7
Diagrams
Risk
Documentation . .
& Monitoring Risk Registers 20 7 10 4 10
Tools
Risk Control & . .
Visualisation (ng\r/nTrs AAZj'e‘;SS'; ents) 15 8 16 10 8
Methods

Table 21 - Questionnaire Q15 Data Set
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12.6. Need for a Customisable Framework

Need for a Customisable Framework

Customisable Framework

No

Yes

30

No

Do you think a more customisable
risk assessment framework could
enhance risk management?

Maybe

Table 22 - Questionnaire Q16 Data Set

Need for a Customisable Framework

What features would you

like to see

Features

No

Industry-specific risk identification.

28

Al-based risk prediction.

15

Integration with project management software.

20

More user-friendly interfaces.

33

Real-time collaboration and reporting

18

in a customisable risk
assessment framework?

Other - Remote Contributions Collected for Analysis

Table 23 - Questionnaire Q17 Data Set

Need for a Customisable Framework

Y X
Z 2 Adopt new RA Framework No
ge}
%‘J;rg
e
@]
= Yes 32
Q £ &
g cw
T = E
‘“tE
@]
S xT
®9 &
= c
= o 5 No 0
z £ 5
g £ 8
3EE
SO
- £
S 2 Maybe 4
o &
;w
©

Table 24 - Questionnaire Q18 Data Set
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Need for a Customisable Framework

What are the main barriers to

adopting a new risk assessment

framework?

Barriers for Adopting new framework No
Resistance to change. 24
Lack of management support. 22
Cost of implementation. 18
Training requirements. 26
Integration with existing tools. 19
Lack of knowledge/understanding. 19
Other 0

Table 25 - Questionnaire Q19 Data Set
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12.6. Open-ended Feedback.

Open-ended Feedback

In your experience, what has been
the most effective risk management strategy in your

projects?

Most effective risk management strategy

Building test rigs to mimic the project

Risk Matrices

Early identification of risk through brainstorming sessions

FEMA

Risk register and aspects & impacts register.

Forward planning due to technical delays to completing project

Employ an experienced team made up from all disciplines, identify the key risks and agreed
countermeasures or mitigation.

Risk assessment matrix and hazop.

Continuous Review of Risk Process / Documentation

Simple risk register with calibrated risk grid

using risk register to focus on risks that will have the highest business impact

Planning, engagement with the parties actually doing the work, experience and leadership.

Experience and Knowledge

Table 26 - Questionnaire Q20 Data Set

Open-ended Feedback

What recommendations would you suggest for improving risk

management practices in project management?

Recommendations

More auditing

Training

Integrating risk management into every stage of project regular reviews and not just at the start

specific question relating to the project not general questions which could be open to different
interpretation. Simple and quick to fill in, keep people engaged.

Real-time training, using real scenarios applicable to that Project Team. Must be simple to use
and easily understood. Visually effective, so explain the risk and the mitigation easily. The risk
management practice must be consistent across multiple workstreams, such as the template
and the content within it should be the same from a Process Safety reporting aspect as it is for
Environmental Aspects & Impacts register.

All team members using same metrics

Have the correct level of competencies and experience on the team.

Use 1 type of risk assessment/matrix to suit all circumstances.

Stakeholder Communication

Apply the appropriate tool for the job, normally governed by the size/cost of the project

The business should standardise to one set tool/approach so that continuity can be provided.

Setting the standard prior to undertaking the work

Stakeholder Communication
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Make it easier and simpler

Full stakeholder involvement

Better awareness and understanding. A 'Buy in' from all stakeholders to understand the need
for improving risk management practices.

Apply the appropriate tool for the job, normally governed by the size/cost of the project

Simplify RA and make them more manageable.

More user friendly.

The business should standardise to one set tool/approach so that continuity can be provided.

hands on training and use of specialist companies

Setting the standard prior to undertaking the work

Make it easier and more user friendly

Table 27 - Questionnaire Q21 Data Set
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