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ANSWER THREE QUESTIONS

Q1.

[bookmark: _Hlk24368363]As the Incident Response team leader, you are responsible for ensuring your team understands that the company heavily depends on quick and efficient containment and resolution to incidents. 

a. Discuss the following with your team as it relates to contingency planning of information security.

i. Incident Response
ii. Incident Response Planning
iii. Detecting incident
iv. Incident indicators
v. Common mistakes make by Computer Security and Incident Response Team (CSIRT)
(25 marks)


Q2.

[bookmark: _Hlk24368382]Asset valuation is the process of assigning financial value or worth to information assets.

a. Explain the following and the formula to calculate each:
i. Single loss expectancy (SLE)
ii. Annualised rate of occurrences (ARO)
iii. Annualised loss expectancy (ALE)
iv. Cost benefit analysis (CBA)
(10 marks)

b. Discuss feasibility and cost-benefit analysis.
(8 marks)

c. [bookmark: _Hlk24368328]Name some approaches to ensuring feasibility as it relates to information assets.

[bookmark: _Hlk24368340](7 marks)

Q3.

a. [bookmark: _Hlk24368407]With reference to cryptography explain three encryption methods and state how cryptographic controls can be managed. Diagrams may be used.

(20 marks)

b. How can you secure the web using IP Security (IPSec)?
(5 marks)


	Q4.
	
CaribbeanCoffee sells Blue Mountain Peak coffee from Jamaica, one of the best and most sought-after blends in the world. CaribbeanCoffee has extensive presence around the globe. The company uses cloud services to deliver IT services to its staff and clients. It is estimated that almost 95% of the company's network is wireless based. The company also has a massive online presence and social media presence to promote its activities.
Owing to its large staff and international customer base, the company has recently come under immense pressure to allow both its staff and customers to use their personal devices to access the company's network/resources. Security of personal staff data and client data is the company's major concern. The company is also concerned about protecting its intellectual property, which is worth billions. Information security is a priority to the company, but everything is in disarray. There is no established policy covering their security need.

a. Based on the scenario on CaribbeanCoffee above.  You are commissioned to design and discuss your own approach to meet the need of the company utilising information on frameworks, standards and models covered in class and research tasks. Tables and diagrams may be used in your approach.

Some factors to consider in aiding appropriate solution(s):
· Security Policies
· Risk Management
· Security Management Models and Practices
· Contingencies Planning
· Protection Mechanisms
· Service Level Agreement

You must state all assumptions made and justify your decisions.

(25 marks)
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