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1. Introduction 

This report covers the basics and fundamentals of keeping your key data safe on your hardware. It will also cover what certain viruses are and how to avoid them. 

2. What are Viruses/Ransomware?

A virus is a type of harmful software that can corrupt your files and software on your hardware devices (Computer). This can be in the form of” Trojan Viruses, spyware, adware, and ransomware.” They can cause system failures and will not allow you to access the files you might need. [1]

According to NCSC, “Ransomware is a type of malware which prevents you from accessing your device and the data stored on it, usually by encrypting your files” [2]

3. What is CryptoWall and CryptoLocker?

Cyber attackers used attachments via email to trick users onto clicking on an attachment they would send to them, once they clicked on this it would encrypt their files. In order to decrypt their files, they would have to pay the hackers a certain amount of money.  It was created in September 2013 and continued to late May 2014. [3] In 2015 Researchers stopped CyrytoLocker, and used that to create another form of ransomware called CryptoWall, this software went through many versions, being frequently updated, with the most recent being 2021 (Version 4.0) however this isn’t to say that there will not be a new update. [4]. They will make there demands using the ransomware they installed, it will be in the form of a pop-up message on your hardware, with the payment method and account too. [5]


4. How can you avoid Viruses on the Internet?

4.1 What is CFS?

CFS stands for ‘Content Filter Service ‘, this manages the content you loom or have access to. Which can help people avoid dangerous and harmful information going onto their hardware systems. This can be accessed by anyone and can be used on all hardware’s. [6]

4.2 What is McAfee?

According to McAfee, “McAfee Security is a privacy, security, and Identity Monitoring product for mobile devices. It offers always-on and up-to-date protection for your device.” [7] This is useful for keeping your hardware and data files safe. The author of this report uses this, on all their computers and will frequently run their harmful data/files search. This will also help clear any useless and unused files on your computer too. Anytime the author clicks on a file that could be dangerous, they get a notification from McAfee, before it lets them click on the file. It comes highly recommended by the author. McAfee has several offers online to use, depending on the number of devices that the individual or collective, might use. 

5. How to Avoid Viruses on shared files or removable media?

Removable media, for example hard drives can also have viruses, as they don’t have the protection most hardware has in regards to protection against viruses and harmful files. It can lead to everything on your removable media being affected by viruses. [8]. This can be avoided by putting into practice some preventative measures, for example, installing anti-Virus software, restrict the use of the removable media, Employee training for awareness in regards to removable media and creating access controls, to protect the data on files. [9]


6. Conclusion

In conclusion, Viruses are a huge threat to anyone using hardware in the modern era. Constantly hackers are updating and innovating to breach our data. This is for monetarily gain, and everyone should be aware and take the necessary precautions against it. As it could cause private individuals, public individuals, and business entities to spend mass some’s of money, depending on the data in question. Which is why it’s important to have preventative measures against it and correct training for staff members, within business entities.
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