
Rules of Ethics in 
Information Processing 

By Donn B. Parker  

The background and motivation for the adoption by the ACM Council on November 
11, 1966, of a set of Guidelines for Professional Conduct in Information Processing 
are described. A brief history is given of ethical codes in other professions. Some 
reasons for and against adoption of ethical rules are considered, and several sections 
of the ACM Guidelines are analyzed. The purpose is to inform about this important  
aspect of our profession, as well as to stimulate thought and interest. 
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There are a number of serious ethical 
problems in the arts and sciences of in- 
formation processing. A few of these 
are:  invasion of privacy by use of the 
computer; implications of copyrighting 
computer programs; and fraudulent  pro- 
gramming trade schools. The "l i t t le" 
problems of personal ethics are of equal 
importance and are often closely related 
to the more imposing problems. We can 
do a great  deal about ethical problems 
if we just  give the msome serious at- 
tention. 

I t  is difficult to discuss ethics in our 
field without considering professional- 
ism. A definition of a profession together 
with an expansion of it for purposes of 
this discussion, is as follows: A profes- 
sion is a field of endeavor requiring a 
high level of education, skill, and intel- 
ligence in an area affecting society[']. 
A profession receives a t rust  from so- 
ciety and in re turn is responsible to 
society to perform at  a high level in an 
ethical manner. Specific definition of 
ethical rules is based on the existence of 
a profession within which the rules 
apply. 

Significant factors demonstrate that  
there is an emerging profession in the 
arts and sciences of information proc- 
essing. Specific academic curricula for 
colleges and universities are being de- 
veloped in the field, and departments of 
computer science are becoming common. 
The Data Processing Management As- 
sociation has developed the Certificate 
in Data Processing, which recognizes 
certain levels of knowledge at ta inment  
and will, by 1972, require a bachelor 
level degree[~L Many companies have 
been formed which are exclusively de- 
voted to the field, and the US Govern- 
ment has become increasingly concerned 
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with many aspects of computers and 
their use. We find a gradual, exclusive 
identification with professional societies 
in our field. There is an increasing dis- 
tinction between professional and sub- 
professional work. However, this last 
point is probably the least apparent  at  
this stage in the development of our 
profession. 

Several problems are associated with 
the emergence of this profession. One, 
for example, is that  it does not even 
have a name. Another problem is the 
rapid develqpment of our technology, 
for which other professions have de- 
veloped over hundreds of years in much 
slower moving environments, our de- 
velopment is measured in less than tens 
of years. The diverse backgrounds of 
people in the field and the diverse ap- 
plications of computers in other profes- 
sions are also significant problems in 
an effort to unify. 

Segments of other professions are or- 
ganized into professional societies. Like- 
wise, societies in our profession should 
define, represent, and bring order to this 
emerging profession. These include the 
Association for Computing Machinery 
(ACM), Data Processing Management 
Association (DPMA),  Insti tute of Elec- 
t ron ic  E n g i n e e r s  ( I E E E )  Compu te r  
Group, American Society for Informa- 
tion Science (ASIS) ,  the Simulation 
Council Incorporated (SCI) ,  and the 
Society for Information Display (SID).  
These societies are already communicat- 
ing technology, motivating students to 
enter the field, developing curricula, en- 
gaging in professional development, in- 
fluencing legislation through individual 
members, setting membership require- 
ments, and giving awards and recogni- 
tion to members for outstanding per- 
formance. 

One thing our societies have neglected 
is to define and enforce a general code 
of ethics. Other societies have a wide 
range of experience with ethics. The 

American Society of Civil Engineers is 
an old society established in 1852, but 
it did not establis,h a code of ethics until 
1914. This society considers hundreds 
of ethical problems every year. Between 
the years 1951 and 1964, 78 of thes 
preblems became formal cases[3]; 48 of 
them were dismissed. Of the remaining 
30 cases, some involving more than one 
member, 16 members were admonished, 
18 suspended, and 8 expelled. One third 
of the 78 cases concerned unethical com- 
petitive bidding; one fourth concerned 
derogatory actions to the integrity, dig- 
nity, and honor of the profession; one 
twelfth involved supplanting another en- 
gineer in an engagement; and the re- 
mainder represented a var ie ty  of other 
charges. 

The I E E E  has not established a code 
of ethics, although it  is considering that 
one be proposed. However, since I E E E  
is a scientific, educational and "l i terary" 
organization, and its constitution so 
states, the question of a code of ethics 
would appear to be out of consonance 
with the main purposes for  which it  is 
organized and operated[4]. All the or- 
ganizations in the information process- 
ing field mentioned above are also com- 
mitted to similar purposes. 

THE DPMA established a code of 
ethics when it was chartered in 1951. 
However, the code is specialized for 
DPMA members, and it is administered 
in a variety of ways at chapter levels. 
There is no national mechanism for en- 
forcement. The Certificate in Data Proc- 
essing program requires that  a candi- 
date must have his good character certi- 
fied by a CDP holder[5]. I t  states that 
"candidates must be of high moral quali- 
fications and professional att i tude," but 
these concepts are not specifically de- 
fined. Also, "if derogatory information 
is discovered, DPMA will investigate 
further ."  Investigations have resulted in 
a few applicants'  being turned away; no 
certificates have been revoked. 

ACM set minimum professional-type 
requirements for membership in July 
1966. Two members must a t tes t  that  an 
applicant has "attained professional 
stature by demonstrating intellectual 
competence and ethical conduct in the 
arts and sciences of information proc- 
essing"[6]. However, ethical conduct was 
not defined. This left  a void until on 
November 11, 1966, the ACM Council 
adopted a set of guidelines called "Pro- 
fessional Conduct in Information Proc- 
essing" (see full text reprinted herewith). 
Using the term guidelines the Council 
wisely avoided the implication that  the 
rules constitute a code to be enforced. 
ACM does not yet feel ,prepared to gen- 
erally enforce such a code. The set of 
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Professional Conduct in Information Processing 
I N T R O D U C T I O N  

This set of guidelines was adopted by the Council of the Association for Computing Machinery 
on November 11, 1966 in the spirit of providing a guide to the members of the Association. 
In the years to come this set of guidelines is expected to evolve into an effective means of pre- 
serving a high level of ethical conduct. In the meantime it is planned that ACM members will 
use these guidelines in their own professional lives. They are urged to refer ethical problems to 
the proper ACM authorities as specified in the Constitution and Bylaws to receive further guidance 
and in turn assist in the evolution of the set of guidelines. 

P R E A M B L E  

The professional person, to uphold and advance the honor, dignity and effectiveness of the pro- 
fession in the arts and sciences of information processing, and in keeping with high standards 
of competence and ethical conduct: Will be honest, forthright and impartial; will serve with 
loyalty his employer, clients and the public; will strive to increase the competence and prestige 
of the profession; will use his special knowledge and skill for the advancement of human welfare. 

1. Relations with the Public 

1.1 An ACM member will have proper regard for the health, privacy, safety and general welfare 
of the public in the performance of his professional duties. 

1.2 He will endeavor to extend public knowledge, understanding and appreciation of computing 
machines and information processing and achievements in their application, and will oppose 
any untrue, inaccurate or exaggerated statement or claims. 

1.3 He will express an opinion on a subject within his competence only when it is founded on 
adequate knowledge and honest conviction, and will properly qualify himself when expressing 
an opinion outside of his professional field. 

1.4 He will preface any partisan statement, criticisms or arguments that he may issue concerning 
information processing by clearly indicating on whose behalf they are made. 

2.1 

2.2 

2.3 

2.4 

2. Relations with Employers and Clients 

An ACM member will act in professional matters as a faithful agent or trustee for each 
employer or client and will not disclose private information belonging to any present or 
former employer or client without his consent. 
He wilt indicate to his employer or client the consequences to be expected if his professional 
judgment is over-ruled. 
He will undertake only those professional assignments for which he is qualified and which 
the state of the art supports. 
He is responsible to his employer or client to meet specifications to which he is committed 
in tasks he performs and products he produces, and to design and develop systems that 
adequately perform their function and satisfy his employer's or client's operational needs. 

3. Relations with Other Prolessionals 

3.1 An ACM member will take care that credit for work is given to those to whom credit is 
properly due. 

3.2 He will endeavor to provide opportunity and encouragement for the professional develop- 
ment and advancement of professionals or those aspiring to become professionals with whom 
he comes in contact. 

3.3 He will not injure maliciously the professional reputation or practice of another person and 
wilt conduct professional competition on a high plane. If he has proof that another person 
has been unethical, illegal or unfair in his professional practice concerning information 
processing, he should so advise the proper authority. 

3.4 He will cooperate in advancing information processing by interchanging information and 
experience with other professionals and students and by contributing to public communications 
media and to the efforts of professional and scientific societies and schools. 
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guidelines was adapted from the En- 
gineering Council for Professional De- 
velopment Short Form Canons of Ethics 
of 1967171. 

A brief history, as well as  the basis 
for codes of ethics, is quoted below from 
the book Ethics and Professio~zalism in 
Engilwer'ing ~ by Murray I. Mantell, 
Chairman, Department  of Civil En- 
gineering, Universi ty  of Miami[~l. 

Probably the most ancient and well- 
known writ ten statement of professional 
ethics is the Hippocratic Oath of the 
medical profession. Suggestions related 
to the Oath date back to Egyptian papyri 
of 2000 B.C. The Greek medical writ ings 
making up the Hippocratic Collection 
were put together about 400 inc. The 
present form of the Hippocratic Oath 
originated about 300 A.D. Most of the 
major professional organizations in the 
United States were founded during a 
relatively short period in the lat ter  half  
of the nineteenth century;  and most of 
them adopted the present form of their 
codes of ethics during a relatively short 
period at the beginning of the twentieth 
century. The American Medical Associa- 
tion, founded in 1847, adopted its Prin- 
ciples of Medical Ethics in 1912. The 
American Society of Mechanical En- 
gineers, founded in 1880, adopted its 
Code o] Ethics in 1914. The Inst i tute 
of Electrical and Electronic Engineers 
(originally the American Inst i tute of 
Electrical Engineers) ,  2 founded in 1884, 
adopted its Code of Principles of Pro- 
fessional Conduct in 1912. The American 
Insti tute of Architects, founded in 1857, 
adopted its Principles of Professional 
Practice and the Canons of Ethics in 
1908. 

The adoption of the comprehensive 
Principles of Medical Ethics appear to 
have followed closely behind the efforts 
in 1910 of the American Medical Asso- 
ciation to establish standards and classi- 
fications for medical schools. Whereas 
laws to regulate the practice of medicine 
were established as early as 1639, most 
of the other professions were not regu- 
lated to any appreciable extent  until the 
early par t  of the twentieth century. 
Af te r  the Civil War there was a great ly 
increased feeling that  i t  was undemo- 
cratic and un-American to grant  special 
privilege to the professions, part icularly 
the legal profession. A number of states 
passed statutes upholding the r ight  of 
every voter of good moral character to 
practice law. This at t i tude appears to 
have resulted in a rising tide of irre- 
sponsibility and commercialism; and a 
consequent reaction to establish standards 
of character,  education and experience 
started at  the turn of the twentieth 
century. These standards were promoted 
as states, one af ter  the other, began to 
pass registrat ion laws controlling the 
practices of engineering, architecture, 
law, and the other professions, and the 
various national professional organiza- 
tions adopted their  codes of ethics. 

Professional activities cannot be based 
upon the major common law premise 
used in ordinary business relations 
caveat emptm .... let the buyer beware." 

1Repr in t ed  w i t h  p e r m i s s i o n  of  T h e  M a c m i l l a n  Com- 
pany.  C o p y r i g h t  © M u r r a y  I, Man te l l  1964. 
~The  I E E E  w a s  fo rmed  as  a m e r g e r  of  t he  A I E E  
a n d  I R E ,  a n d  the  code was  d r o p p e d  a t  t he  t i m e  of 
m e r g e r .  

A writ ten code of ethics declares before 
all the world the high standards which 
are professed and gives an understand- 
ing of what the public may expect in 
their relations with members of the pro- 
fession. The code also is a helpful guide 
to the members of the profession in in- 
forming them whiat is expected of each 
member and what  they may expect of 
each other. The public has come to ex- 
pect competence, trustworthiness,  and 
expeditious action; and the unethical ac- 
tions of a few can arouse public indig- 
nation which may condemn and punish 
a profession at large through excessive 
legislation or boycott. The promotion of 
and adherence to ethical ideals brings 
the mutual gain of building respect for 
oneself by building respect for the pro- 
fession. 

A code of ethics is a set of local rules 
which represents the sum total evalua- 
tion (not merely appraisal) by a group 
of individuals of wide experience, of 
past practices and problems which are 
commonly encountered in the profession. 
The Canons of Ethics for Engineers 
published in 1947 by the Engineer ' s  
Council for Professional Development, 
have been adopted by most engineering 
societies and are used as standards of 
ethical practices by a number of state 
registrat ion boards. However, many of 
the engineering societies have also re- 
tained their  own codes of ethics, pri- 
marily because of problems believed 
unique to that  branch of engineering. 

The status and history of establishing 
rules of ethics have been described; now 
motivation deserves some attention. We 
all t ransgress ethical conduct by most 
definitions to some degree jus t  by our 
human nature. Sooner or later  some 
body or some group is bound to do some- 
thing drastic and bring nationwide at- 
tention and disgrace to our profession. 
We are sitt ing on the proverbial powder 
keg. The public, the press, and the 
Government are primed and ready for 
something to happen. The press is creat- 
ing a fear  of computers through their  
personification with such headlines as 
"Meet the Monster that  Checks Your 
Taxes." The "monsters" thus created 
must now do something terrible to 
jus t i fy  this analogy. 

Senator Sam J. Irvin of North Caro- 
lina, who is chairman of the Subcommit- 
tee on Constitutional Rights, was quoted 
in the March 13, 1967 issue of Electronic 
News as saying that  thought should be 
given to a professional ethics code for 
the industry " . . .  for those who arrange 
and operate the computer's processes. I f  
self-regulation and self-restraint  are not 
exercised by all concerned with auto- 
matic data processing, public concern 
will soon reach the stage where strict  
legislative controls will be enacted, Gov- 
ernment appropriations for research and 
development will be denied, and the 
computer will become the villian of our 
society." Senator I rvin was promptly 
informed of the action taken by ACM 
in adopting the Guidelines. He replied 
in par t  as follows: "It is heartening to 

me that  your association is concer 
enough about the potential invasions 
privacy occasioned by the indiscrimin 
use of computers that  you would ad 
voluntari ly a Guideline for Professio 
Conduct in Information Processing" 

On J anua ry  10, 1967, the US Dep~ 
ment of Justice completed the prose 
tion of the first federal case involv 
the criminal use of a eomputerl~°]. 
23-year-old programmer worked fm 
company which had a contract  to t 
vide data processing services for 
National City Bank of Minneapolis. 
young man programmed and opera 
NCB Program 107, which processed 
bank's checking accounts. He also i 
his checking account with the bank. 
June 1966 he found that  he would 
in financial difficulty that  would m 
his account overdrawn for  several d 
by $334. He put a " temporary"  pat& 
the program for exception reporti 
which caused it to ignore his accounl 
checking for overdrafts.  The daily p~ 
ings showed the overdrawn condit 
but exception reports were relied ut 
By September 1966 his a c c o u n t ,  
overdrawn by $1357, and the patch , 
still in the program;  but the compt 
failed one day and manual process 
led to the discovery of his activity. ' 
FBI  was called in. The young man 
mediately admitted his guil t  and m 
resti tution to the bank. However, 
cause indictment is mandatory in s 
cases, he was charged with two cou 
of making false entries in bank recc 
with maximum penalties of $5000 a 
or five years in prison. On Janua ry  
1967, he received a suspended sente 
and two years '  probation. He was 
a member of a professional society, 
though he had taken the CDP exami 
tion twice. Although the publicity 
this incident was local, it did appem 
headlines on the f ront  page of 
Minneapolis Tribune. I t  is certain 
more incidents of this type and o: 
more serious nature will occur with 
proliferat ion of computer usage in 
creasingly important  roles in societ~ 

The status of ethical codes and s~ 
of the motivation have been descril 
An analysis of the adequacy of 
ACM Guidelines is in order. We , 
work with and create logical machi 
tend to look with scorn on redundm 
vagueness ,and subjective measureme 
However, in ethical rules we are 
dealing with logical machines and sc: 
tific truth. We are engaged in philoso 
and in dealing with people. A code 
ethics must be considered in this lil 

A review of the set of Gu ide l ine s  
show some of its strengths and we 
nesses. The preamble and first part 
Section 1 state that  a member is 
serve "with loyalty his employer, cli¢ 
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and public." I t  is easy to think of situa- 
tions where this leads to conflicting 
loyalties and seems impossible to follow. 
Impossible or not, it is the effort to 
comply and the awareness of possible 
conflicts which count. Too many of us 
can become so buried in the technical 
details of our work that  we miss their 
implications on our environment. This 
responsibility must be an additional 
burden on the professional person. 

The Guidelines also state that  an ACM 
member "will use his special knowledge 
and skill for  the advancement of human 
welfare." Consider the use of computers 
to increase effectiveness of waging war, 
of killing people. This is not a bizarre 
problem. The biologists working on 
methods of bacteriological warfare  have 
a code of ethics also. Some of us feel 
that human welfare is dependent upon 
our country's having the ever improving 
capacity to wage war more effectively 
against our immoral enemies. Others 
feel that  human welfare is an absolute 
concept precluding the development and 
use of methods which kill people. Both 
sides can base their  position on that  
same quote from the Guidelines. 

ACM is not capable of deciding this 
issue and should not try. ACM must 
limit itself to its area of competence in 
this mat ter  by informing the Govern- 
ment, sociologists, economists, and the 
military of the limitations and capa- 
bilities of information processing--but  
no more. I t  is the responsibility of the 
organizations in those other fields to 
make decisions within their competence 
and interests. ACM should urge its 
members to assume their moral obliga- 
tions as individual citizens and to take 
part  in the shaping of public policy out- 
side our fields. 

A resolution was recently adopted by 
the ACM Washington, D.C. Chapter[~].  
It  is for the most par t  a well-worded 
and appropriate statement warning that  
the consequences of using computing 
equipment in public and private data 
banks may result in loss of privacy, and 
urging tha t  technical safeguards against 
misuse be par t  of the design. However, 
the resolution went too fa r  by including 
a warning about the constitutional r ight 
of privacy, and stating that  laws pro- 
tecting the individual must  be passed. 
This is an example of a statement out- 
side the area of competence of a tech- 
nical society in information processing. 

Sections 1.3 and 1.4 emphasize our re- 
sponsibilities to qualify ourselves before 
expressing opinions in public outside our 
areas of professional competence. Too 
many professional people use their emi- 
nence in one field to amplify the im- 
portance of their par t isan views in 
another field beyond their areas of pro- 
fessional competence. An example might 

be the author of this article who at this 
point claims to be only an amateur philoso- 
pher of ethics, and whose background on the 
subject is limited to two years of part- 
time study and research as chairman of 
the ACM Professional Standards and 
Practices Committee. 

Section 2.4 states that  we should pro- 
duee computer programs and informa- 
tion processing systems that  work but 
be willing to take the responsibility and 
consequences when they don't work. The 
eminence, stature, and other benefits of 
being a professional person are not 
without their price. The responsibility 
for failure, even if i t  would have been 
beyond the control of the most qualified, 
still rests on the shoulders of the pro- 
fessional person. 

The first par t  of Section 3.3 is pur- 
posely vague in its reference to con- 
ducting competition on a high plane. 
Many of us encounter what we think is 
unethical competition, and there are 
some obvious cases, but Vhe information 
processing industry is changing too 
rapidly to get more specific on this 
point. An obvious example of rapid 
change is the recent emergence of soft- 
ware firms. 

Section 3.3 also refers to employees 
as well as the organizations for whom 
they work and to self-employed indi- 
viduals. We all compete whether in job 
advancement or in technical achieve- 
ment. 

The last pa r t  of Section 3.3 is also 
vague in stating that  misconduct should 
be reported to the proper authorities. 
This could mean the police, a federal 
regulatory agency, an individual's own 
professional society, or the accused in- 
dividual's professional society. I t  also 
has serious implications for ACM. Sup- 
pose a member complains to ACM that  
his employer is forcing him to engage 
in unethical practices. ACM is not yet 
mature enough or strong enough to 
formally advise the member, admonish 
or punish the employer, insure the mem- 
ber economically against discharge from 
his job, or even to adequately investi- 
gate the m a s e r .  In fact, it is not y e t  
clear that  the membership wants ACM 
to function in any of these ways. This 
is why the ACM Council has wisely 
adopted ethical rules as a guide to mem- 
bers rather  than a code to be enforced. 

A significant amount of discussion has 
started concerning the adoption of the 
Guidelines. Louis Fein[ 12] has been of 
great  help to the author in the devel~op- 
ment of the Guidelines. However, he 
disagrees with parts which he feels will 
have significantly different and conflict- 
ing meaning to people of different voca- 
tions within the field of information 
processing. For  example the industrial- 
ist, consultant, employee, academician, 

and scientist each has his own relation 
to society: the scientist to t ruth;  the 
industrialist to fa i r  profits; the con- 
sultant to his clients; the employee to 
his employer; and the academician to 
his students. Therefore, Fein feels that  
they cannot be included under one eth- 
ical umbrella and that  for these different 
vocations a single set of ethical rules 
becomes ludicrous. ACM must first de- 
cide which interests it will support and 
then discard the rest. 

Anthony Oettinger, president of ACM, 
believes ACM should continue to be a 
home for all vocations within the infor- 
mation processing field. ACM will avoid 
a part isan battle for the interest of one 
against  an equally sound interest of 
another. All interests in the field are 
interdependent. There are transgressions 
of ethical conduct which by any reason- 
able code are clear. ACM can start  by 
acting there[13]. 

The adoption of ACM Guidelines is 
only the first small step in a process 
which will involve years of experience 
and maturing to recognize and approach 
adequacy. This first step is justified 
from the point of view that  we must 
s tar t  from some place, even though it 
is not a perfect s tar t  and even though 
those of the "new morality" of situa- 
tional ethics barely tolerate ethical 
maxims while existentialists and anti- 
nomians (against law) reject them com- 
pletely[Iq. Tradition and the proven 
success, (even though partial) of other 
professional societies strongly motivate 
us to proceed. 
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