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1. [bookmark: _Toc196766741]Introduction – Task 1
The task is to design a custom desktop computer to meet the needs of an Electrical Engineer transitioning to a work-from-home setting.  The desktop should be capable of handling engineering tasks such as;
· Design and simulation in SolidWorks Electrical, Pspice, and LabVIEW software.
· Report writing, presentations, and budget preparation software.
In addition, online video conference meetings.  The desktop system should also include reliable security software for protection against cybersecurity threats.



2. [bookmark: _Toc196766742]Task 1 – Desktop
[bookmark: _Toc196766743]2.1 Research and Selection
The case scenario is to create a specification for a custom-built desktop computer.  It should include the following components.
Enclosure
The enclosure or case houses all the internal components of a computer.  The chosen enclosure is a ‘Fractal Design Pop Silent in black’.  It is a simple design with sound-dampening foam and rear mesh panelling for increased airflow.
Motherboard
A motherboard is the main printed circuit board (PCB) in a computer. It is a computer's central communications connectivity point, where all components and external chipsets connect [1]. The motherboard that was selected is the ‘ASRock Z270 KILLER SLI/AC LGA 1151 Intel Z270 HDMI SATA 6Gb/s USB 3.0 ATX’. This motherboard has a generous number of USB ports for external hardware and an HDMI port for a monitor. It is reliable and good value for money. It is compatible with the selected CPU.
CPU
The Central Processing Unit (CPU) is the brain of a computer and is responsible for reading and interpreting commands from users, software programs, and apps [2].  ‘Intel Core i7-7700K 4.2 GHz QuadCore 8MB Cache Processor’ is the chosen CPU.  Chosen because of the speed and ability to cope with multitasking general office applications also includes a built in graphics card that can support up to three displays.  An additional fan setup is chosen 'Cooler Master Hyper 212 Black Edition CPU Cooling System’.
RAM
Random access memory (RAM) is the hardware on which the operating system and system software store temporary data that is currently in use so that it is quickly accessible. The RAM that was selected for the build is a ‘Corsair Vengeance LPX 16GB (2x8GB) DDR4-2400’, which is compatible with the CPU's memory speeds without overclocking.
Hard drive 
A hard drive is a piece of hardware in a computer system that is used to store digital content.  These non-volatile storage devices use magnetic disks to permanently store and retrieve data [3].  ‘Crucial BX500 3D NAND SATA 2.5-inch SSD Drive, 500 GB’ was chosen again for speed capabilities rather than a HDD.
Interface ports
Input/output ports used for linking external devices to the computer system e.g. HDMI, USB.  These are included with the motherboard and do not require any additional ports. 
Graphics Card
Is an expansion hardware component that is required to display images, videos, and animations on the computer monitor  [4].  Although not required, an upgrade to GPU that is included can be added to the motherboard set if required.  A ‘Nvidia GTX 1060-6GB’  would be the recommended GPU if required.
Power supply 
A power supply converts domestic AC voltage to DC voltage required to power the computer components.  The reliable ‘Seasonic S12III 650 - Non-Modular PC Power Supply - 80 PLUS Bronze - 650 Watts’ has been selected.  A 650 watt PSU has been selected to deal with any later upgrades that may be required.
External hardware (User interface)
Components like monitors, webcam, keyboard, headphones, and mouse that the user will require:
· HP 230 Wireless Keyboard and Mouse Combo Set.
· Lenovo L27i-4B 27 Inch PC Monitor.
· Yimona Webcam.
Network Connectivity (e.g., wired or wireless)
How will the computer connect to the internet, wired to a router or a built-in wireless component.  Wireless and wired connections are supported with the chosen motherboard.
Software
Software or applications are required to carry out the tasks stated in the assignment brief.  These pieces of software are expansions.  The computer does not require these to operate:
· Operating System - Windows 11.
· Cybersecurity – Norton 360 standard.
· Applications such as; Microsoft Office, SolidWorks Electrical, Pspice, and LabVIEW to carry out the duties described in the assignment brief.

[bookmark: _Toc196766744]2.2 Shopping List
Hardware
	Component
	Picture
	Specification
	Price

	Enclosure
	[image: A black rectangular object with a white background

AI-generated content may be incorrect.]
	-55 x 55 x 30 cm.
-8.8kg

	£82.79

	Motherboard
	[image: A box with a computer component

AI-generated content may be incorrect.]
	- RAM 64GB.
-DDR4.
-2133MHz (Memory).
-5 x USB ports.
-1 x HDMI port.
	£219.99

	CPU
	[image: A box with a colorful design

AI-generated content may be incorrect.]
	-4.2GHZ (Processor).
-8Mb Cache.
-DDR4.
-4200MHz (Memory).

	£174.99

	CPU Cooling
	[image: A black fan with a white logo

AI-generated content may be incorrect.]
	-12v.
-23.04mW.
-2000rpm.
-26 decibels.
	£34.99

	RAM
	[image: A black rectangular object with yellow text

AI-generated content may be incorrect.]
	-16 GB (2 x 8 GB).
-DDR4.
-2400 MHz (Memory).
	£32.48

	Hard Drive
	[image: A black rectangular object with a blue label

AI-generated content may be incorrect.]
	-500Mbits per second (Write speed).
-500Gb
-SSD.
	£26.86

	Power Supply
	[image: A black box with a black box and a black box with a black box on it

AI-generated content may be incorrect.]
	-650W.
-80 Plus Bronze (efficiency).

	£87.50

	Monitor
	[image: A computer monitor with a red and blue background

AI-generated content may be incorrect.]
	-27-inch display.
-FHD 1080P
-100Hz (refresh rate).

	£126.56

	Keyboard & Mouse
	[image: A keyboard and mouse on a white background

AI-generated content may be incorrect.]
	-Wireless


	£26.92

	Webcam
	[image: A close-up of a webcam

AI-generated content may be incorrect.]

	-FHD 1080p.
-Built-in microphone.

	£19.98


Table 1.  List of components to physically build the desktop.
Software
	Windows 11
	[image: A box with a blue swirly design

AI-generated content may be incorrect.]
	
	£126.00

	Norton 360 standard
	[image: A yellow box with a green and white text

AI-generated content may be incorrect.]
	





	£9.99 (per year subscription).

	Microsoft Office
	[image: A screenshot of a computer

AI-generated content may be incorrect.]
	
	£115.98

	SolidWorks Electrical
	[image: A close-up of a logo

AI-generated content may be incorrect.]
	
	Business subscription.

	Pspice
	[image: A close up of a logo

AI-generated content may be incorrect.]
	


	Business subscription.

	Labview
	[image: A black and white logo

AI-generated content may be incorrect.]
	
	Business subscription.


Table 2.  List of Software applications required for the desktop.
3. [bookmark: _Toc196766745]Task 1 - Conclusion
The total cost for the hardware required to build a desktop system adds up to £920.92.  In addition to this the available cost of software is £241.98, the other software needed often require a business or academic subscription which is uncalculatable.  
Although there are cheaper options for some of the components selected, speed and reliability have been favoured when selecting components.  Another important aspect is growth and the ability to cope with ever-upgrading technologies, with lots of room for upgrades and the ability to overclock the CPU If required.  A consideration was made of the storage capacity, if more storage was required an additional HDD can be added, with no other upgrades required.  All the required connection cables are included with the relevant components, no other additional cables are required.



4. [bookmark: _Toc196766746]Introduction - Task 2
This task concentrates on the cybersecurity risks of an electronics manufacturing company and developing strategies to protect the company's exclusive design process, uninterrupted manufacturing processes and protect customer data.  The scenario identifies areas of concern that require addressing:
· The company’s network is vulnerable due to outdated firewall configurations, which could allow unauthorised access to sensitive data.
· Some devices used in the production facility have outdated firmware and default passwords, making them susceptible to cyber-attacks.
· The company sources components from international suppliers, some of which lack robust cybersecurity practices, increasing the risk of introducing vulnerabilities into the manufacturing process.
· Limited cybersecurity training among employees has resulted in occasional instances of phishing and social engineering attacks.


[bookmark: _Toc196766747]3.1 Identifying and Evaluating the Potential Impacts of Each Cybersecurity Risk
Outdated Firewall Configurations
· Data Breaches - An outdated firewall could allow access to sensitive data like equipment designs and personal customer information.
· Reputation Damage - If a breach does occur, the company’s reputation for safeguarding sensitive information could be damaged, resulting in loss of business [5].
Outdated Devices and Default Passwords
· Manufacturing Disruption - Compromised devices could lead to operational downtime, affecting the manufacturing process and causing delays in deliveries.
· Data Integrity - A compromised device could modify or destroy important data, leading to defects in products [6].
Weak Cybersecurity Practices from Suppliers
· Vulnerable Supply Chain - If a supplier’s system is breached, attackers could access components before they reach the company’s production facility, leading to malware in finished products.
· Data Breaches - Attackers could use the supply chain as a way of gaining access to the company’s internal network.
Limited Employee Cybersecurity Training
· Phishing Attacks - Employees without relevant training may fall victim to phishing attacks, giving attackers access to systems or information.
· Malware Infections - If employees unknowingly download malicious attachments or visit compromised websites, malware could attack the company’s systems.


[bookmark: _Toc196766748]3.2 Risk Prioritisation Based on Their Potential Impact on the Company’s Operations and Customer Data
Outdated Firewall Configurations - HIGH
This is the most dangerous risk when we consider the sensitive information, and intellectual property that could be directly accessed if an attack was successful [5].  The potential impact on both operations (disruption) and customer data (breach) is significant enough to rate this risk high.
Weak Cybersecurity Practices from Suppliers - HIGH
The weaknesses that suppliers can introduce into the company’s systems can have wide-reaching consequences. Attackers could potentially exploit these weaknesses in the supply chain to break into internal systems, compromising both the integrity of the manufacturing process and customer data [7].
Outdated Devices and Default Passwords - MEDIUM
These vulnerabilities usually lead to data theft or operational disruption, they normally have a lower success rate of affecting a company’s systems compared to firewall issues. However, the risk remains significant due to the sensitivity of the devices used in manufacturing.
Limited Employee Cybersecurity Training - MEDIUM
Phishing attacks are a concern to any company. However, they are less likely to lead to operational disruptions or data breaches. The risk should be mitigated through employee education.


[bookmark: _Toc196766749]3.3 Holistic Cybersecurity Strategy
Outdated Firewall Configurations
Upgrade firewalls and ensure that firewall configurations are reviewed regularly.  Carry out regular security audits and assessments to ensure the firewall remains effective [5].
Outdated Devices and Default Passwords
Ensure firmware updates are carried out regularly, and include them in any maintenance or testing schedules.  Implement strong password policies, including the use of complex, unique passwords for each device [8].
Weak Cybersecurity Practices from Suppliers
Carry out supplier audits, requiring them to meet a minimum cybersecurity standard (e.g. ISO/IEC 27001 compliance).  Include clauses in supplier contracts ensuring they meet business requirements and adhere to cybersecurity best practices [9].
Limited Employee Cybersecurity Training
Conduct mandatory cybersecurity training for all employees, including identifying phishing attempts and secure password practices [10].  Carry out pre-planned phishing exercises to test employee awareness.


[bookmark: _Toc196766750]3.4 Incident Response Plan
Preparation
Set up an Incident Response team that appoints cybersecurity experts and key personnel from various departments within the business.  The team can be responsible for:
· Developing a communication plan to include notifications of incidents, weak areas that require addressing, and weekly reporting.
· Document incident response procedures for various types of attacks (e.g. data breaches, phishing attacks, malware infections) [9].
Containment
If an incident has been confirmed, isolate systems that have been affected to help prevent further spread.  Restrict access to sensitive information or systems to ensure exposure is limited.
Removal
Determine the cause of the breach and remove any affected equipment, systems, or compromised accounts from the network.  Restore affected systems from trusted backups, ensuring the system has been 'cleaned' and secured before they are introduced into the network.
Recovery
Return to normal operation by gradually restoring all of the business systems, and continue to monitor.  If customer information has been affected, notify affected individuals.  Carry out a post incident review identifying lessons learned, improving the response process and implement any additional measures [9].
Lessons Learned
Based on any findings from the incident, update security measures including protocols, employee training, and any other areas that require strengthening.  Use the incident as an opportunity to improve the company's cybersecurity position [9].

5. [bookmark: _Toc196766751]Task 2 – Conclusion
Understanding and then prioritising cybersecurity risks are important measures for protecting the company's assets and customer data.  Adopting holistic approaches to cybersecurity incidents which include identifying potential threats, implementing strategies, and developing incident response plans can only be positive steps to prevent cyber-attacks.  This in turn will have a positive impact on the company's image, business productivity, and a strong rapport with suppliers and customers.  Proactive risk management and preparedness not only mitigate the impact of cyber incidents but also ensure a resilient and secure digital environment for continued operations.
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7. [bookmark: _Toc196766753]Appendices
Further Reading
Andrii Boikoa, Vira Shendrykb, Olha Boiko:
 ‘Information systems for supply chain management: uncertainties,
risks and cyber security’
Weblinks are provided for the components in Task 1.
Enclosure - https://www.amazon.co.uk/Fractal-Design-FD-C-POS1A-01-Silent-Black/dp/B08KTMY385?th=1
Motherboard - https://www.amazon.co.uk/dp/B01N48AFA1?linkCode=gg2&tag=pangoly0b-20
CPU - https://www.amazon.co.uk/Intel-i7-7700K-QuadCore-Cache-Processor/dp/B01MXSI216?source=ps-sl-shoppingads-lpcontext&ref_=fplfs&smid=A11O8LTH1D6VS6&gQT=1&th=1
CPU cooling fan - https://www.amazon.co.uk/Cooler-Master-Hyper-Cooling-System/dp/B07H9HJLG5?th=1
RAM - https://www.amazon.co.uk/Corsair-CMK16GX4M2A2400C14-Vengeance-Performance-Desktop/dp/B00S51XHUQ?th=1
Hard Drive - https://www.amazon.co.uk/Crucial-BX500-2-5-inch-Drive-Black/dp/B0B9BL9T4H/ref=asc_df_B0B9BL9T4H?mcid=a0fc1190f2853caba4c56fcc49ad75dd&hvocijid=17365745691111497049-B0B9BL9T4H-&hvexpln=74&tag=googshopuk-21&linkCode=df0&hvadid=696285193871&hvpos=&hvnetw=g&hvrand=17365745691111497049&hvpone=&hvptwo=&hvqmt=&hvdev=c&hvdvcmdl=&hvlocint=&hvlocphy=9045263&hvtargid=pla-2281435177578&psc=1&gad_source=1
GPU - https://www.techpowerup.com/gpu-specs/geforce-gtx-1060-6-gb.c2862
Although not required - Nvidia GTX 1060-6GB
PSU
https://www.amazon.co.uk/Seasonic-S12III-650-Non-Modular-Supply/dp/B07MWHRG99



Keyboard and Mouse
https://www.amazon.co.uk/HP-Wireless-Keyboard-Receiver-Battery/dp/B09N2YLVBH/ref=sr_1_5?crid=1167K23LWF4YG&dib=eyJ2IjoiMSJ9.pZTnEzXG-8h_EdYIHI4-3Y1ayUrKjACRKSiIbdxiBEqlfDGRup-0A4Z8vmhkMALcrp6Fc3ykV8ObZHli2kxUb2N7Rz16EafV3wFFI5ps717qobXDo5AFmK8IpBbX6jq3VqbgCtAmElRXNqX05cdPlEhPDouM6raUwHcnbPajxgq8Jt4rmLs0txVL5yUn3wgcUGOlhZn4wHiwp_yH2jetC95_AXW310n0KBoqbPqCHP4.yVwhvk2oD-Ml6yeMc2UdYeAmUKid-i1ZY63XgrnUFcI&dib_tag=se&keywords=wireless+keyboard+and+mouse&qid=1745506664&sprefix=wireless+keyboard+and+mouse%2Caps%2C2002&sr=8-5&ufe=app_do%3Aamzn1.fos.7bbc1e72-d5e0-4378-81de-b15e5f172cd1
Monitor
https://www.amazon.co.uk/Lenovo-L27i-4B-Monitor-1080p-48-100Hz/dp/B0DHHGTB25/ref=sr_1_20?crid=1ARVKA8TAJ09N&dib=eyJ2IjoiMSJ9.RjxWDK-idNGAx9gY8uMFgLSbf0sXAvVe44d5TlCMrAqzdH4tHR7buaZeo_BO_t92u9fA8r376Y_3_T54cEbMKsnDeyT5fJHJXdbZFfTkz2O0X8BiiHOYzK2ZjTyURH-dHM73atxJyZqT82-S_yOEgc7S3jmuq5Bd8TBB4zVWIL070iWaEnL6fSBfAW0ZEhrWkfw3kuouicJNdRqV8Uc6RL_BUoKT23KaMFXksYH62Mw.Fl-wvbCI-LY-hT0bGwAULyRl3ycLQMcwz5aCCH12I-g&dib_tag=se&keywords=27%2Binch%2Bmonitor&qid=1745506737&sprefix=27%2Binch%2B%2Caps%2C99&sr=8-20&ufe=app_do%3Aamzn1.fos.16386313-b7bf-4b29-bfa1-0d3d5f3a0dd5&th=1
Webcam
https://www.amazon.co.uk/Webcam-PC-Microphone-Conference-Facetime/dp/B099DF2RNS/ref=sr_1_2_sspa?crid=VNO4Q97LUW36&dib=eyJ2IjoiMSJ9.dt2AB3g_bbgxaLpDsbWxswf1ho-WRNL4ZsaEziTulwF2qCblgViDQimcrQkwEyTtur_iv2hFNzL3dcEIoxOL769eU9Ww24zHZSVGzyu0mqej4W34iaoI9idCgLTeDKSna3UcI7TGrkrnYYZjLwTk4ALmiwukRFqF4vRLmN8CCmvv2EPh1BT-8kKJ2yOkdUKTI1W0JtBbSp5tBmId1i_0svoc5gfHabHpRN9Ag1uQbW4.7KoRr2IDt3YjB9XFxXSB1ixvdCBxa54Nchl57zgzjPI&dib_tag=se&keywords=web%2Bcam&qid=1745507160&sprefix=web%2Bcam%2B%2Caps%2C84&sr=8-2-spons&sp_csd=d2lkZ2V0TmFtZT1zcF9hdGY&th=1



Windows 11
https://www.amazon.co.uk/Microsoft-Ret-Win-Home-HAJ-00090/dp/B09X12TBC2?source=ps-sl-shoppingads-lpcontext&ref_=fplfs&psc=1&smid=A2QV0D9Q5FBCED&gQT=2
Norton
https://www.amazon.co.uk/Standard-Antivirus-subscription-automatic-Activation/dp/B07V6N9651/ref=sr_1_1_sspa?dib=eyJ2IjoiMSJ9.MxJ1mfTjNcLKr4UpAECsYge6ojdjPnAhAeczUdlGDoQDP7ctEnE16qTuua_tJWTjGe8XzemlRyKRKraZFUJgxvC832mV2qNRvwJyWyox8gUZ-QrXxTgPQH8VaKHpwekamNGAPFZG9LxLLkJSNqhWAxhmudwMiOJ3zWd1nkJFggkGO0uBT8Eb8taex5akBEFH6ES9wFvk52l_vIrpJip_hRcgiXJ2yZoboOw_D64hAmY.3xeG62eitBGR5ibwpO6jDB2b5e4LMsKgTHRxjRT2jts&dib_tag=se&keywords=Norton%2B360%2Bstandard&qid=1745837481&sr=8-1-spons&sp_csd=d2lkZ2V0TmFtZT1zcF9hdGY&th=1
Microsoft Office
https://www.amazon.co.uk/Microsoft-One-Time-purchase-Powerpoint-Activation/dp/B0DK2C5S1M/ref=sr_1_4?crid=EOE7B2U9N71X&dib=eyJ2IjoiMSJ9.CbW8spmJwfzUa81Ab3EjMpoeXm1cvTcsOdJmFwTLH1N-YZYP6fBezXsbjD_jI4nKmsZtwH6Krb_y-BPtMvTvUR9bdvpZItIK4ry_jXwa8wMQD2-dFyzyPbwFHxmSjgzkjXYydLmtmfZdqJJAX3QwOCaLtUZHTtHEgOFlqddCHZGsLtpWz_ZAxWPZlH577GVpDOi6nCMVsHhQiS7vjk_ZrSjQcjVCnRxVxwBkAhk-Ymo.cZdjFey2Mh8x40PczhfkwecYB-vO17Aqcs_UQVLLx68&dib_tag=se&keywords=microsoft%2Boffice&qid=1745837564&sprefix=micro%2Caps%2C97&sr=8-4&th=1
Solidworks
https://www.solidworks.com/product/solidworks-electrical-professional
Pspice
https://www.cadence.com/en_US/home/tools/pcb-design-and-analysis/analog-mixed-signal-simulation/pspice.html
Labview
https://www.ni.com/en/shop/labview/creating-basic-web-applications-using-the-built-in-labview-web-s.html



2

image2.png




image3.png




image4.jpeg
‘ a et

VR





image5.jpeg




image6.png




image7.jpeg




image8.jpeg




image9.jpeg




image10.jpeg




image11.jpeg




image12.png
)
H

B Windows

i Home

=7
& 4
&




image13.png
Norton 360

Standard





image14.png
Microsoft Office

Office
Home @& & & @





image15.png
2,
DS SOLIDWORKS

Professional




image16.png
PIC




image17.png
= LabVIEW




image1.png




image10.png




